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Preface

Beyond DHCP — Work Your TCP/IP Internetwork with Dynamic IP explores
important network design issues for today’s modern mixed intranets. The
authors discuss many different platforms, including Windows 95, Windows
98, Windows NT, OS/2 Warp, OS/2 Warp Server, AlX, Macintosh, WorkSpace
On-Demand, Linux, Solaris, and others. The book examines how to connect
these systems in a reliable, flexible, high-performance TCP/IP network.

When confronted with thorny TCP/IP problems, network specialists, support
staff, network managers, and other technicians, can refer to this book to
troubleshoot network outages and to prevent them from recurring. The
authors emphasize cost-effective remote management and dynamic setup,
providing real world examples of DHCP and DDNS technologies applied to
roaming users, intelligent Web browsing, software distribution, printing, PPP
dial-up, and other network needs.

This publication helps TCP/IP network operators establish a solid foundation
for future growth without undue expense. Enterprise network staff will
appreciate the sections that explore high end technologies, including Network
TeleSystems’ Shadow IPserver, IBM Communications Server, and UNIX
platforms. All network managers should find the authors’ advice on security
well worth reading.

This second edition updates the contents of the previous redbook to include
OS/2 Warp Server for e-business with TCP/IP Version 4.21, Windows 98 and
Windows 2000, and adds more information about dynamic IP configuration on
AlX. It also takes a fresh look at dynamic IP at the protocol level. Most
sections were verified to ensure currency.

The team that wrote this redbook

This redbook is the second edition of a redbook that was published originally
in August, 1998. This update was produced by a team of specialists from the
U.S. and South Africa working at the International Technical Support
Organization in Austin, Texas.

Oscar Cepeda is an Advisory Software Engineer and Project Leader at the
International Technical Support Organization, Austin Center. He writes
extensively and teaches IBM classes worldwide in areas including OS/2,
0S/2 Warp Server, WorkSpace On-Demand and Windows client networking.
Before joining the ITSO in 1995, Oscar worked in IBM U.S. Availability
Services as an I/T Specialist. He has 11 years of experience with IBM.
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Bob Chambers is a Network Top Gun with IBM Global Services, and a
Certified Network Expert (see http://www.cnx.org). For the past six years he
has focused on baseline analysis and problem determination on local and
wide area networks. Bob joined IBM in 1982 after receiving a degree from
McNeese State University in Lake Charles, Louisiana. He can be contacted
via e-mail at: rchambe @ us.ibm.com.

Julian Mosca is an Advisory IT Specialist in Service Delivery with IBM Global
Services in South Africa. He has seven years of experience in Network
Administration. Julian has worked at IBM for four years and has recently
completed his B-Tech degree in Information Technology at the Technikon
Witwatersrand. His areas of expertise include electronic software distribution,
client/server support and monitoring, security, and LAN and WAN
administration. He has also worked extensively with the OS/2 and Windows
platforms.

Matt Robbins is an RS/6000 Technical Sales Specialist in Dallas, Texas. He
has over five years of experience with RS/6000 and AlX. His areas of
expertise include UNIX, TCP/IP, and designing e-business solutions for
Internet security and Web traffic. He attended the University of North Texas
as a student of computer science.
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Figure 1. The redbook team: (left to right) upper row: Bob Chambers, Oscar Cepeda; lower row:
Julian Mosca, Matt Robbins

Thanks to the following people for their invaluable contributions to this project:

IBM Corporation
http://www.ibm.com

David Babbitt, AIX TCP/IP Development, Austin, Texas

Doug Foulds, DB2 Information Development, Toronto, Canada

Tim Freitas, Networking I/T Specialist, Waltham, Massachusetts

Preetom Goswami, TCP/IP Software Engineer, Bangalore, India

Newton Hammet, AlX SupportLine, Austin, Texas

Andreas Limmer, Software Solutions Development, Boeblingen, Germany
Amol Mahamuni, Customer Support, Austin, Texas
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¢ Richard Hawes, ITSO Austin, Texas
¢ Temi Rose, ITSO Austin, Texas
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Network Associates
http://www.nai.com

* Glenn Karle
Network Associates supplied our team with Sniffer Basic.

Network TeleSystems (NTS)
http://www.nts.com

¢ Bob Baumann
* Russell Young
We appreciate NTS’ support for Shadow IPserver in our labs.

We also thank Richard Grey of Brookshire Grocery Company for his input.

This redbook is an update of the original redbook which was written by the
following team:

* Uwe Zimmermann is an Advisory Systems Engineer and Project Leader
formerly at the ITSO Austin Center. He has more than eleven years of
experience in heterogeneous networking environments. Before joining the
ITSO, Uwe worked in an IBM branch office in Stuttgart, Germany, and was
in charge of large accounts as a Networking Systems Engineer. His areas
of expertise include OS/2 LAN/Warp Server, Windows 95/NT, NetWare,
software distribution (CID), systems management, Dynamic IP, and
network computing.

» Peter Degotardi is a LAN Systems Specialist within IBM Global Services
Australia. He has thirteen years of experience in networking with a wide
variety of computing devices and operating systems. His current areas of
expertise include OS/2 Warp, OS/2 LAN/Warp Server, Windows NT,
TCP/IP, Netfinity, REXX, and software distribution via CID.

* Michael McDaniel, a member of ACM, CPSR, and IEEE, and is also
owner of The Fourth Crusade, a consulting firm specializing in automation
and communications. For the last 21 years, he has worked with high
availability systems in the industrial, financial, and telecommunications
fields. Mr. McDaniel’'s company is an IBM Premier Business Partner
(http://www.fourthcrusade.com). His areas of expertise include DB2
(various platforms), software distribution (CID, Netfinity), OS/2 Warp
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Server, Dynamic IP, and integration with UNIX and Windows 95/NT
networks. He holds various certifications from IBM, including DB2 and
0OS/2 Warp Server.

* Toshimasa Shimizu is a Senior IT Specialist with IBM, Japan. He was
with ITSO Austin Center for five years supporting OS/2 LAN Server, 0S/2
Warp Server, and OS/2 Warp-related products. For more than twenty
years, he has been a systems engineer for large account customer
projects in Japan, providing LAN system designs, distributed systems, and
networking systems.

* Timothy Sipples is Advisory Technical Marketing Specialist with IBM. He
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Chapter 1.

TCP/IP overview

Many excellent publications describe TCP/IP and the Internet in a
comprehensive fashion. References to several of these publications, including
requests for comments (RFCs), are included in F.3, “Other resources” on
page 490.

This chapter provides a short introduction to TCP/IP so you can become
acquainted (or reacquainted) with TCP/IP addressing and other basics. What
we have included here are what could be considered pre-requisites to the
TCP/IP theories covered later in this book. If you wish to read a more in-depth
TCP/IP overview, TCP/IP Tutorial and Technical Overview, GG24-3376, is an
excellent source.

After reading this chapter, you should understand what IP addresses,
subnets, routers, and name servers are. You should also learn what the
differences are between Class A, B, C, and D addresses. Static versus
dynamic addressing is discussed, along with basic information on legacy
protocols such as NetBEUI.

If you are already familiar with basic TCP/IP concepts, you may only need to
briefly skim this chapter.

1.1 Network protocols

© Copyright IBM Corp. 1998, 2000

Computer networks simply deliver bits of information from one point to
another. One requirement for transmitting such information is that the
computer systems on each end speak the same language or protocol.

You are already familiar with many protocols and how they are defined. For
example, to address a regular letter or package in the United States you need
to write the destination address on the front of the envelope. That address
could look like:

John Doe

Your Company
Any Street
City, TX 78758

The protocol for U.S. mail requires a specific location where you write this

destination address (the front of the envelope), the name of the recipient, the
business name (if any), the street address (perhaps with a suite or apartment
number), the city, state, and a postal (zip) code. Additional requirements may



apply, such as the amount of postage, a return address, proper packaging,
and so on. All these requirements define the U.S. Postal Service protocol.

Computer network protocols require similar information in a precise format. A
package of information sent over the network is called a datagram.
Datagrams usually include at least a destination address, source address
(where it came from), length (size of package), error detection information
(such as a checksum), and package contents (the bits and bytes of
information being carried).

Transmission Control Protocol/Internet Protocol (TCP/IP) is one of the most
popular families of network protocols. It also happens to be the one used as
the basis for the Internet.

Many people think of TCP/IP in terms of layers or levels of functions. At the
lowest layer, the network interface (such as a LAN) carries the network traffic
over wires or other connections. The highest layer, the application layer (such
as a Web browser), uses the various TCP/IP services to communicate. In
between these are two additional layers called the transport and internetwork
layers.

The transport layer facilitates communication between applications, whether
they are on the same or different systems. The main transport layer protocol
is called TCP, and it can determine whether a message has been received or
not at the other end of the connection. An alternative is UDP (User Datagram
Protocol), which simply sends messages without checking to see whether the
system at the other end has received each part. Applications that need
maximum performance and that verify delivery themselves often use UDP.

Internet Protocol (IP) is one of the internetwork layer protocols, and it is
responsible for properly routing datagrams to other computers across the
network. (Other Internet layer protocols include ICMP, IGMP, ARP, and RARP,
discussed in “Other TCP/IP terms” on page 26.) IP depends on several
important addresses in order to keep track of where messages should be
delivered.

1.2 IP addresses

IP uses addresses to specify both the source and destination systems on a
TCP/IP network. Each address consists of 32 bits, usually broken into four
decimal numbers separated by dots (.). Each decimal number represents an
8-bit byte (an octet) in the address.
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For example:

00001001 01000011 00100110 00000001 32-bit address
9 . 67 . 38 . 1 decimal address

Each address can also be separated into two logical parts:
* Network address

The network address is a lot like a postal code, because it identifies which
region (or section) of the total network contains the system.

e System (or machine, or host) address
The system address is similar to an apartment or suite number, because it
specifically identifies a particular system within that region.

As shown in Figure 2, IP addresses belong to one of four classes depending
on how the entire 32-bit address is split (a fifth class, class E, is not
commonly used).

1 2 3
01 8 6 4 1
Class A E| netID | hostID I
Class B 10 net ID hostID
Class C 110 netID hostID

Class D 1110 rmulticast I
Class E 11110 | future use I

Figure 2. IP Classes

Class A Class A addresses use 7 bits for the network address portion and
24 bits for the host address. With Class A addresses, there are
126 (27-2) possible networks (regions) with 16,777,214 (224-2)
possible hosts in each, for a total of over 2 billion addresses. One
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bit is used to identify the address as Class A, to distinguish it from
other classes.

For example, the following Class A address can be broken apart
into its network and host addresses:

00001001 01000011 00100110 00000001

The first bit (marked with 7), a zero, identifies this IP address as
Class A. The next 7 bits (*) provide the network number (9). The
remaining bits (+) identify the specific host within network 9, in this
case 67*(216)+38*(28)+1, or 4,400,641. In other words, this IP
address identifies the 4,400,641 system in the 9" network
region.

Class B Class B addresses use 14 bits for the network portion and 16 bits
for the host portion. These addresses provide an additional
16,382 (214-2) networks with 65,534 (2'6-2) hosts each, a total of
over one billion additional addresses. The first two bits of a Class
B address are 1 and 0.

Class C  Class C addresses use 21 bits for the network part and 8 bits for
the machine part, providing 2,097,150 (22'-2) networks with 254
(28-2) hosts each, a total of over half a billion addresses. Class C
addresses begin with 110.

As you can see, with Classes A through C and 32-bit addresses,
TCP/IP can provide service for a theoretical maximum of
approximately 3.5 billion different hosts.

Class D Class D addresses are reserved for multicasting, a limited form of
broadcasting only to other hosts sharing the same Class D
address. Class D addresses begin with bit 1110.

Class E  Class E addresses (beginning with 11110) are not widely used at
this point in time and are reserved for future use.

In addition, some special addresses are reserved and cannot be assigned to
actual systems on the network. These special addresses include:

All bits 0 Means this. For example, if the network address part is
set to 0, the host address refers to a system on this (its
own) network. When making initial contact on the
network, a system may use this method if it does not
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All bits 1

Loopback

Private addresses

know the network address. Other systems will reply with
the proper network address filled in, and this proper
network address can be recorded for future use.

Means all. For example, if the host address is set to all
ones, the IP address identifies all systems within that
particular network region. In other words, a Class B
address of 128.2.255.255 refers to all systems on
network 128.2. Such an address is also called a directed
broadcast address, because it contains a valid network
address and a broadcast (all ones) host address.

The Class A network 127 (including addresses, such as
127.0.0.1) is defined as the loopback network. Systems
will automatically route traffic destined for these
addresses back into the same system without ever
communicating across the real network. Loopback
addresses are often used for testing new software, to
separate network problems from simple programming
errors.

Several addresses have been reserved for private
networks which are not directly connected to the
Internet. These addresses include the Class A group of
addresses in network 10, the 16 Class B groups of
addresses in networks 172.16 through 172.31, and the
256 Class C groups of addresses in networks 192.168.0
through 192.168.255. Web servers, FTP sites, and other
systems available to the public on the Internet will never
have addresses beginning with 10, 172.16 through
172.31, or 192.168. These addresses are quite useful
for testing purposes, or for totally private use, and you
can use them without having to contact someone to
reserve real addresses.

You can determine whether an address is Class A, B, C, D, or E by simply
examining the first octet, as shown in Table 1.

For an address of x.0.0.0, if xis...

Table 1. Class determination table

...from (lowest)... ...to (highest), then... Class
00000000 011111111 A
0 127
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...from (lowest)... ...to (highest), then... Class

10000000 10111111 B
128 191

11000000 11011111 C
192 223

11100000 11101111 D
224 239

11110000 11111111 E
240 255

Using Table 1 on page 5, and taking into consideration that 127.0.0.0 is
defined as the loopback network, Table 2 summarizes the properties of Class
A, B, and C addresses.

Table 2. Class properties

Class A Class B Class C
Lowest Network ID 1.0.0.0 128.0.0.0 192.0.0.0
Highest Network ID 126.0.0.0 191.255.0.0 223.255.255.0
Number of 125 16,382 2,097,150
Networks
Number of Hosts 16,777,214 65,534 254
per Network

1.3 IP subnets

Suppose your company, MegaHuge Industries, is assigned a Class A address
for all its systems around the world. Therefore, you have 16,777,214 possible
IP addresses available to assign to all your systems. However, if you have
many different buildings scattered across the globe, it can be hard to manage
such a large number of addresses. It might be much easier to have
individuals in each location (or even within a particular department) manage
their own smaller sets of addresses. In addition, it's often bad for network
performance to have broadcast traffic throughout the Class A network. To cut
down on network congestion, your company may wish to divide this huge
range of addresses into more manageable chunks.

Subnets were introduced to help solve these problems. By sacrificing the total
number of addresses (16,777,214 for a Class A), you can divide your network
into separately managed subnets (smaller groups of addresses). Class A, B,
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and even C addresses can be divided into subnets. Then, address
assignments within a subnet can be performed locally, without having to
contact a central authority to obtain additional addresses. The whole network
(with subnets) still appears to be one IP network to the outside world.

For example, consider the Class A address 9.67.38.1. The network address is
9 and the host address is 67.38.1. Subnets simply extend this basic address
by treating part of the host address as a subnetwork address. IP addresses
then consist of the class identifier (0 for Class A in this example), the network
address (9), the subnetwork address (for example, bits 8 to 25), and the host
address (for example, the remaining bits 26 to 31).

A bit mask, known as the subnet mask, is used to identify which bits are part
of the subnet address and which are still part of the host address. This 32-bit
subnet mask has the bits for the host address set to 0 and all the other bits
set to 1. By convention, the subnet mask never has a one following a zero.
Both the network address and the subnet address are masked by ones.
However, only the subnet number needs to be masked.

So for 9.67.38.1, with only bits 26 to 31 representing the host address, the
subnet mask would be:

11111111 11111111 11111111 11000000

or 255.255.255.192 in decimal format. To extract the subnet base address
(the network address and the subnet address together), a logical AND is
performed. If both bits in a particular bit position, for both the IP address and
the subnet mask, are set to 1, then the result is also 1. Otherwise, the value is
0. In this case:

00001001 01000011 00100110 00000001
111111311 111131111 11111111 11------

9.67.38.1
255.255.255.192

Class A address)
subnet mask)
logical AND)

subnet base address)

00001001 01000011 00100110 00------ 9.67.38

and the remainder is:

—————————————————————————— 000001 = 1 (host address)

Of course the subnet number (by itself) is:

———————— 01000011 00100110 00------ = 68760

Any subnet number can be chosen with the exception of all zeros (this
subnet) or all ones (all subnets).
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One disadvantage to using subnets is that the total number of possible IP
addresses available to you decreases. For example, if you have a Class C
network address of 220.23.5 you then have eight remaining bits you control.
Without subnets, or more precisely, using just one subnet, you have 254
possible host addresses. With two subnets you sacrifice two bits carving out
subnets 01 and 10 (remember all ones and all zeros are reserved) leaving 6
bits remaining. Therefore, you're left with two subnets with up to 62 host
addresses in each for a total of 124 host addresses giving you less than half
the previous number.

Bear in mind both the advantages and disadvantages of using subnets. Using
Table 3, you can easily determine the number of available subnets and hosts
in each subnet. By subnetting your network, you can more easily mix different
network technologies such as Ethernet and token-ring. This can allow you to
overcome limitations to the number of hosts per segment and minimize
network congestion by reducing broadcast traffic.

If you have... ...then your subnet mask is...
Class A 255.X.0.0

Class B 255.255.X.0

Class C 255.255.255.X

...where your choice of x yields...

Table 3. Number of subnets and hosts per subnet (partial)

Number of Number of possible hosts in each subnet
X required
subnets Class A Class B Class C
0 1 16,277,214 65,534 254
128 invalid invalid invalid invalid
192 2 4,194,302 16,382 62
224 6 2,097,150 8,190 30
240 14 1,048,574 4,094 14
248 30 524,286 2,046 6
252 62 262,142 1,022 2
254 126 131,070 510 invalid
255 254 65,534 254 invalid
invalid
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Note

A Class C network cannot contain more than 62 subnets. Also, Table 3 only
shows the possible number of subnets and hosts per subnet when only one
octet is used for subnetting. For Class A and Class B networks, additional
bits can be used for subnetting, as suggested by the last row in the table.

Supernetting, the opposite of subnetting, treats multiple networks as if they
belong to one larger network. For example, a company that may need up to
2,032 possible hosts could be assigned eight Class C network IDs
(8¥254=2,032) to form one supernet. For example, if those eight Class C
networks are 220.78.168 through 220.78.175, then the subnet mask to create
the supernet would be 255.255.248.0, which corresponds to the subnet mask
used for a Class B network with 30 subnets of 2,046 possible hosts in each.
Supernets are formed primarily to simplify routing on a TCP/IP network.

1.4 IP routing

As mentioned above, one reason for dividing a network into subnets is to cut
down on the amount of broadcast traffic throughout the network. Generally, a
system on one subnet can send IP datagrams to a system on another subnet
only by working through an intermediary called an IP router or gateway.

Again, let's use the Postal Service as an example. A mail delivery system
without subnets would mean that every delivery truck visits every home and
business until all the packages and letters are delivered. Such a system might
work and pickup service would be quite frequent, but delivery would take a
long time. Consequently, the Postal Service uses subnets by using one truck
serving each particular neighborhood. Packages and letters picked up by that
truck are routed to one or more central handling facilities then further routed
to other trucks on the delivery side. However, if your package or letter is
destined for your neighbor's house (meaning it is on the same subnet) there
is very little routing involved and the same truck will deliver that particular
mail. The size of each truck route, the number of central facilities, the speed
of transfers, and so on determine the overall level of service and
performance.

Similarly, there are two types of IP routing. Direct routing (or direct delivery)
means that an IP datagram can be sent directly to another system which is on
the same subnet without involving an intermediate gateway. Indirect routing
occurs when the destination host is not on a network directly attached to the
source machine. One or more gateways must handle the traffic, and the IP
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address of the first gateway must be provided to the machine trying to send
the datagram. This address is called the gateway address or router address.
Each system on the network maintains a routing table to help determine
which type of routing to use, indirect or direct, to reach another system. Three
types of routing can be found in the table:

1. Direct routes

2. Indirect routes

3. Default routes (in case the destination IP network is not found
elsewhere in the table)

A routing table might look like this:

destination router interface
129.7.0.0 129.7.0.1 ethernet
128.15.0.0 128.15.0.1 modem
128.10.0.0 128.10.0.5 Token-Ring
default 128.10.0.5 Token-Ring
127.0.0.1 127.0.0.1 loopback

1.5 Assigning IP addresses

In short, there are generally three pieces of information a system needs in
order to start communicating on a TCP/IP network: an IP address to uniquely
identify that system on the network, a subnet mask to help divide that 32-bit
address and determine the subnet and network parts, and at least one default
router address. If a machine does not need to communicate beyond its
immediate subnet, the router address and the machine’s own IP address are
set the same. These three values represent the bare minimum needed for a
system to participate in the TCP/IP world, and they are vital. However, with
networks changing so quickly, manually programming these values into each
and every device attached to the network and reprogramming them as they
change can quickly become tiresome.

IP addresses assigned to systems manually by changing a setting at each
individual system are called static addresses. BOOTP and DHCP can be
used to assign dynamic addresses.

1.5.1 BOOTP and the Dynamic Host Configuration Protocol (DHCP)

BOOTP, the BOOTstrap Protocol, was one of the first attempts to automate
delivery of these critical values. A client system such as a PC can boot up
and obtain the address and IP configuration needed to connect to the network
from a BOOTP server where all the information is kept and managed
centrally.
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Although BOOTP is still widely used, its successor, Dynamic Host
Configuration Protocol (DHCP), provides much more flexibility. IP
configurations can be used and reused according to rules set in the DHCP
server without having to make modifications for every change in the network.
Also, many DHCP servers can still provide IP configurations to older BOOTP
clients. A well designed DHCP server can save a lot of work and help get your
TCP/IP network up and running more quickly. If you'd like to start exploring
DHCP, read Chapter 2, “Up and Running with DHCP” on page 29, and
Chapter 3, “DHCP server and client interaction” on page 113.

1.5.1.1 Mobility

Why would one wish their clients to have dynamic IP configurations on their
TCP/IP network? DHCP is an answer to the problem of growing
administrative overhead with client configuration for TCP/IP networks. Take,
for example, a user who travels from one office to another across the country.
While their IP configuration may be completely valid in their Dallas office, this
same IP configuration is not likely to work in their Atlanta office. In this event,
the user would not be able to get on the network, and in order to get on would
have to communicate with their local network administrator to obtain a full IP
configuration (IP address, default IP gateway, name server, etc.) in order to
reconfigure their machine for proper network communication. Furthermore,
the user will have to reconfigure their machine with their original host
configuration when they return to Dallas. However, if the user is configured for
DHCP instead of a static IP configuration, and both sites are configured with
DHCP servers, there will be no administrative overhead associated with the
user travelling between Atlanta and Dallas. The user will be required to simply
attach their machine physically to the network and, upon boot, it will get a
dynamic IP configuration from a DHCP server in order to be able to
communicate properly on the local network.

1.5.1.2 Managing a pool of IP addresses

Another example of why one would want to use DHCP is if a company is
running out of available IP addresses. Let us say a company was only able to
obtain 80 addresses for the 100 host machines within their network. They
know at any given time at least 20% of the machines on the network will not
be active due to employees being out of the office for sick days, vacations,
business trips, or the machines simply not being in use. They can get by on
those 80 addresses by using DHCP to manage their available pool of IP
addresses by only assigning an address to a machine that is active on the
network.

Obviously, this scenario will only work properly if users either power off their
machines while not in use or release their DHCP configuration. For a detailed
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discussion of how client DHCP configurations are released, please refer to
3.4.7, “DHCPRELEASE” on page 128.

1.6 Domain Name Services (DNS)

12

—— Note
Domain Name Services or Domain Name System? While doing
research we found many RFCs (request for comments) and
BCPs (best common practice) that support both terms for DNS,
so you will find us using both Domain Name Services and
Domain Name System throughout this book to describe the
same concept.

DNS servers handle the translation of IP addresses to alpha-numeric host
names to facilitate easy comprehension of an IP topology. There is nothing
wrong with using only addresses to communicate on a network and to keep
track of where everything is within a network, but it is much easier to
remember where merlot1 is in relation to mustard7 than it is to remember
where 192.168.6.2 is in relation to 192.168.10.6. In this scenario merlot1 is
the host name and 192.168.6.2 is the IP address.

Furthermore, DNS servers are directly responsible for translating URLs like
www . ibm.com into their IP addresses like 9.19.24.10, and vice versa. As you
can see, www.ibm.com is much easier to remember and more meaningful than
9.19.24.10. In this scenario, www.ibm.com is the fully qualified domain name
and 9.19.24.10 is the IP address.

Most systems can accept up to three name server addresses, a primary and
up to two backups, contacting each in turn in order to look up the IP address
that corresponds to a particular name. Yet, there are thousands of DNS
servers connected to the Internet, each handling a small portion of the vast
list of names and addresses. To handle these lookups most efficiently, one
DNS server can forward a lookup request it cannot satisfy to another DNS
server. Often, lookup responsibilities are divided according to the dots (.) in
the fully qualified name. For example, charlie may be given one name server
address and that local name server (DNS 1) knows the names and addresses
of all the systems in the ibmus2.ibm.com group. When charlie requests an IP
address for gadget.att.com from DNS 1, DNS 1 may forward the request to
DNS 2 (serving ibm.com), which then forwards the request to DNS 3 (serving
com), which then forwards the request to DNS 4 (serving att.com), which then
answers with the proper IP address for gadget.att.com. In practice, name
servers record many of the most recent lookups to help cut down on network
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traffic. For example, if samuel.ibmus2.ibm.com requests the IP address for
gadget.att.com from DNS 1 just after charlie does, DNS 1 may be able to
provide the answer without bothering DNS 2, DNS 3, or DNS 4.

Traditionally this is setup as a static DNS, which requires the network
administrator to manually edit and update the lookup table whenever an IP
address gets assigned or reassigned to a particular name, or when a name is
no longer used because the system is out of service. Needless to say, this
can have quite a large administrative overhead. We discuss how this process
can be handled dynamically, and therefore with much less administrative
intervention, in 1.6.4, “Dynamic Domain Name Services (DDNS)” on page 22.

1.6.1 Domain names

Names assigned to subnets, networks, or any arbitrary collection of IP
addresses, are called domain names. Therefore, a system's fully qualified
name might be charlie.ibmus2.ibm.com or alice.kingscollege.ac.uk. Domains
are designed to save typing and to provide some structure to the naming of
systems. Generally, you do not have to include the domain name if you are
simply trying to reach another system within the same domain. Subnets and
network addresses can also be assigned names such as com, ibm.net, or
kingscollege.ac.uk. The system that has the job of keeping track of which
names correspond to which IP addresses is called a domain name services
(DNS) server. A DNS server simply contains a table of addresses with their
corresponding names. Lookups can be performed in either direction but
usually a DNS server translates names into numeric addresses on behalf of
clients. For any machine to take advantage of domain names, it must know
the IP address of at least one name server. This address is the fourth critical
piece of information most client machines need in order to get basic TCP/IP
service, although it is optional since it's still possible (albeit cumbersome) to
reach other systems using nothing but numeric addresses.

Note that domain names are not case sensitive. For example,
charlie.ibmus2.ibm.com, CHARLIE.IBMUS2.I1BM.COM, and
ChArLiE.ibmus2.I1BM.cOm will all be treated by a DNS the same way, and the
DNS will return an IP address of 9.67.38.1 for each of these variations. It's
also quite common to have multiple listings, known as alias names, with
several different names corresponding to the same numeric IP address. An
example of this is that many Web-based companies try to gain a marketing
advantage by registering multiple names, hoping that someone will stumble
into their Web site by typing a generic name.

The domain name space is free structured. The top-level domains organize
the Internet domain name space. Examples of top-level domains are:
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* com: Commercial organizations, such as IBM (ibm.com) and mycompany
(mycompany.com). ibm is a subdomain of the top-level domain com.

* edu: Educational organizations, such as school.edu or university.edu

e gov: Government organizations, such as the National Science Foundation
(nsf.gov)

* uk,fr,jp: Country specific domains for United Kingdom, France, and Japan,
among many others

The tree is limited to 127 levels; this is a limit on subdomains, although there
is no limit on the number of branches at each node.

Each node in the tree is labeled with a name (see Figure 3). The root has a
null label (" "). The full domain name of any node in the tree is the sequence
of names on the path from the node up to the root with a dot between node
names. For example, in Figure 3, if you follow the arrows from the bottom
label to the top from the host: www to the root label you can form the full
domain name for that host: www.as400.1ibm.com.

Managed by the
Network Information Center

ibm.com
as400.ibm.com

www.as400.ibm.com

Figure 3. DNS name space

In DNS, each domain can be administered by a different organization. Each
organization can then break its domains into a number of subdomains and
dole out the responsibility for those domains to other organizations. This is
because DNS uses a distributed database where you can manage your own
domain (company.com), or parts of the name space (subdomains) can be
delegated to other servers (department.company.com).
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The DNS servers responsible for the top level Internet domains, such as com,
are also called Internet root servers, and they manage information about the
top-level domains. For example, the Internet's Network Information Center
runs the edu domain, but assigns individual schools authority over the .edu
subdomains.

Domains can contain both hosts and other domains (their subdomains). For
example, the ibm.com domain contains hosts such as www.ibm.com, but it
also contains subdomains such as as400.ibm.com.

Domain names are used as indexes into the DNS database.

Each host on a network has a domain name with a DNS server that points to
information about the host. This information may include an IP address,
information about mail routing, and so on.

Why this complicated structure? It is to solve the problems that a host table
has. For example, making names hierarchical eliminates the problem of name
collisions. Domains are assigned unique domain names giving organizations
the freedom to choose names within their domains. Whatever name they
choose it does not conflict with other domain names since it has its own
unique domain name.

For example, we can have several hosts named www, such as www.ibm.com
and www.Acompany . com because they are in different domains managed by
different organizations. See Figure 4 on page 15.

www.as400.ibm.com ibm.com node

Figure 4. Hosts with the same names in different domains

We can have a host in the same domain that also has the same hostname,
such as www.ibm.com and www.as400.ibm.com because they belong to
different subdomains.
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Registration of IP addresses and domain names on the Internet is currently
managed by a central administrative body called InterNIC, the Internet
Network Information Center. InterNIC’s Internet Web page can be found at:

http://www.networksolutions.com/

1.6.2 Domain versus zone of authority

The concept of domains versus zones of authority can be a confusing one.
We do our best to explain it in this section.

One of the main goals of the design of the Domain Name System is
decentralization. This is achieved through delegation. The central DNS
administrator in your company administering the company’s domain can
divide it into subdomains. Each subdomain can be delegated to other
administrators. This means that the administrator delegated to becomes
responsible for maintaining the subdomain.

Domain versus Subdomain

A domain is a subset or subtree of the name space tree. A subdomain is a
subset of the domain.

Figure 5 on page 18 shows the domain mycompany.com as a subset of the
.com name space. Under mycompany.com, there are other subdomains, such
as:

* endicott.mycompany.com
* rochester.mycompany.com
* otherdomain.mycompany.com

Name servers are programs running on a system, such as OS/2 Warp Server,
AS/400, or AlX, with DNS support. In Figure 5 on page 18, the following hosts
are running name server programs:

* as1.mycompany.com
* rst.rochester.mycompany.com
* otherhost.otherdomain.mycompany.com

They are called Domain Name System (DNS) servers, or simply name
servers.

Name servers have information about the part of the domain name space
called a zone or zone of authority. Both domains and zones are subsets of the
domain name space. A zone contains host information and the same data
that the domain contains, excluding the information that is delegated
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somewhere else. If a subdomain of a domain is not delegated, the zone
contains host information and data for the subdomain.

Name servers have complete host information and data for a specific zone.
Name servers are said to be authoritative for the zone for which they have
this complete host information and data.

As shown in Figure 5 on page 18, the mycompany.com domain is divided into
the following subdomains:

* endicott.mycompany.com
* rochester.mycompany.com
* otherdomain.mycompany.com

The zone mycompany.com contains the following hosts:

* as1.mycompany.com
* as2.mycompany.com
* as5.mycompany.com
* NTserver1.mycompany.com

It also contains the host information and data in the subdomain
endicott.mycompany.com:

* host1.endicott.mycompany.com
* host2.endicott.mycompany.com

The subdomain endicott.mycompany.com has not been delegated, and its
host information and data remain in the mycompany.com zone. The
administration of the endicott.mycompany.com is the responsibility of the
mycompany.com administrator. as1.mycompany.com is the name server that
has complete host information and data for the mycompany.com zone of
authority.

The zone mycompany.com does not contain information in the subdomains
that have been delegated.

A subdomain of mycompany.com is rochester.mycompany.com, and its
administration has been delegated. The zone rochester.mycompany.com
includes host information and data in the following subdomain:

e rochester.mycompany.com
Which includes host information and data in these subdomains:

e rst.rochester.mycompany.com
* host1.rochester.mycompany.com
* host2.rochester.mycompany.com
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The DNS server that has complete host information and data for the
rochester.mycompany.com zone is rst.rochester.mycompany.com.

A subdomain of mycompany.com is otherdomain.mycompany.com, and its
administration has been delegated. The zone otherdomain.mycompany.com
includes host information and data in the subdomain
otherdomain.mycompany.com:

* otherhost.otherdomain.mycompany.com
* otherprinter.otherdomain.mycompany.com
* otherserver.otherdomain.mycompany.com

The DNS server that has complete host information and data for the
otherdomain.mycompany.com zone is
otherhost.otherdomain.mycompany.com.

com

nycompany.com Zone of
Authority

mycompany.com

i AS1
AS2 endicott mycomp any.com
i Ass

NTserver1

‘fochester.mycompany.com
,,,,,,,,, Zone of Authority

B Tocheste LMy COmparty. oo .
otherdomain.mycompany.com rst Th
Zone of Authority .

e am e T L REE WIC TECRLT N O ST LTI Yo host? 2
\ otherdomain mycompany.com

4 othersenver

i therprint
.otherhost

N e m e m e a AR R e R s B s R s

Figure 5. Domain, subdomain, delegation, and zone of authority

1.6.3 Differentiating name servers

Name servers are devices that store the information about the domain name
space. Usually, they have complete information about some part of the name
space or zone. There are several types of name servers, and they are
illustrated in the following sections.
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1.6.3.1 Primary name servers

This is the server that the hosts in the zone of authority are configured on. It
is the server that the DNS administrator configures and maintains. When this
server gives responses to queries from its primary domain files, the
responses are called authoritative. A name server for a primary domain reads
the primary domain configuration information directly from files configured by
DNS administrator and/or updated by dynamic clients.

1.6.3.2 Secondary name servers

This server has the same information as the primary name server. However,
instead of getting its information directly from the DNS administrator
configuring it, it gets its information from another name server through zone
transfers over the network. Secondary name servers are authoritative
servers, just like the primary name servers, and they act just like the
primaries in terms of data storage and data queries.

— Primary vs. Secondary Name Server

A DNS server can be a primary name server for one or more domains, as
well as a secondary name server for one or more domains. The terms
primary name server and secondary name server are somewhat
misnomers, because any given name server may be primary from some
zones and secondary for other zones.

A zone transferis a TCP/IP transfer of domain files from another DNS server
(called a master name server). This is done automatically when the
secondary name server starts and also when the secondary name server
detects that its domain files are downlevel from the master name server’s
domain files. The zone transfer is initiated from the secondary name server.
The zone transfer cannot take place if the master name server is not active.

A secondary name server is used for two reasons: spreading the DNS query
workload over more than one server and as a backup in case the primary
name server stops responding.

The name servers configured at the client probably have no direct
relationship to the zone being queried, and even if they do, the name servers
might all be secondaries, or the first defined name server might be a
secondary. Don’t be confused with the terms primary and secondary name
server at the client which applies when a client is configured with more than
one DNS server for name resolving. If the first name server (also called the
primary name server) does not respond, the client can query the second
name server (also called the secondary name server). When the secondary
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name server gives out a response to a query, the response is also called
authoritative. In other words, an answer from a secondary name server is
considered to be just as good as if the answer came from a primary name
server. The same applies if there is a third name server (also called tertiary
name server) defined at the client resolver configuration.

1.6.3.3 Master name servers

This is the name server from which a secondary name server gets its zone
transfer. A master name server can either be a primary name server or
another secondary name server.

1.6.3.4 Caching-only name servers

A name server that does not have authority over any zone is called a
caching-only name server. It gets all of its information by querying. A
caching-only name server’s responses are always non-authoritative.

1.6.3.5 Authoritative name servers

A server that is considered to be authoritative for a domain is either the
primary server or a secondary server for that domain. If another name server
or a client queries either the primary or the secondary name server for
information that they are authoritative for, the response is considered to be
authoritative. Can a name server that is not authoritative over a domain give a
response to a client about that domain and have that response considered an
authoritative response? The answer is yes. If the non-authoritative server
does not know the answer and queries an authoritative name server on behalf
of the client and then returns the answer to the client, this response is
considered to be authoritative. The non-authoritative name server caches this
information. If a second client requests this same information from the
non-authoritative name server (and this information is still in its cache), the
name server gives the response to the client, but now, this same information
is labeled non-authoritative. Why? Because the information in the response
this second time came out of the name server’s cache. Another way of saying
this is that at some point, a non-authoritative response came out of a name
server’s cache.

1.6.3.6 Parent and child name servers

The concept of parent and child domains is equivalent to the concept of
domain and subdomain. Once your domain grows to a certain size, you may
need to distribute management by delegating authority of part of your domain
to one or multiple subdomains. The upper-level domain is the parent and its
subdomains are the children.
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The name server authoritative for the parent domain is the parent name
server, and the one authoritative for the subdomain is the child name server.
For example, in Figure 5 on page 18, otherdomain is a subdomain of
mycompany.com. If a DNS server, AS1, is configured to be responsible for the
mycompany.com zone of authority, and the authority for the zone
otherdomain.mycompany.com is delegated to another DNS server, otherhost,
then AS1 is considered to be the parent name server and otherhost is
considered to be the child name server.

1.6.3.7 Root name servers

Internet root name servers know where name servers that are authoritative
for the top-level domains are, and most of the Internet root name servers are
authoritative for the top-level organizational domains (.com, .edu, .net, and so
on). The top-level domain servers have information about the second-level
domain that a given domain is in.

A company can implement internal root name servers. In this case, given a
query for a company’s subdomain, the internal root name server can provide
information for the second-level subdomain the queried subdomain is in.

A root name server is configured in a lower level name server to help it to
navigate the name space tree top down, when it cannot answer a query with
authoritative data or data in its cache.

If we use the example discussed in the previous section, the DNS server
otherhost is authoritative for the zone otherdomain. mycompany.com, shown
in Figure 5 on page 18. The AS1 name server is authoritative for the
mycompany.com zone of authority and is configured as the internal root for
the whole company’s name space. The internal roots can run on host
systems all by themselves, or a given host can perform double duty as an
internal root and as an authoritative name server for other zones. If otherhost
cannot answer a query, it asks its root name server, which is AS1, the DNS
server at the top of the internal name space tree. We stress internal, because
in this example, these DNS servers are only part of an internal network. We
are assuming that the network does not have Internet access; thus, the
Internet com node is not part of this DNS name space tree. Therefore, the
DNS server AS1 in the domain mycompany.com is at the top of the tree. A
root name server can be thought of as the name server at the top of the DNS
name space tree. Remember that the DNS name space tree may be different,
depending on whether the network is an internal network, or if the network
includes the Internet DNS name space.
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1.6.3.8 Forwarders

A DNS server can be configured to send queries to which it does not know
the answer to a DNS server called a forwarder name server. Whereas going
to a root name server for help in answering a query can be thought of as
going to the top of the DNS name space tree, going to a forwarder can be
thought of as going sideways in the DNS name space tree for help. The DNS
administrator configures which DNS server is the forwarder. Usually, several
DNS servers are configured to have the same forwarder. Then, the forwarder
name server is configured with the root name servers (for example, the
Internet root name servers). If the forwarders cannot answer the query, they
query the root name servers, get the answer, and cache it. This way, a
forwarder name server can build up a large cache of information. As the
cache increases, chances are that the forwarder will receive a query for which
it has a cached answer. This, in turn, reduces the number of times a root
name server needs to be queried. Using a forwarder name server is an
opportunity to build a large cache of information on one (or just a few) name
servers.

1.6.3.9 Firewall name servers

A firewall name server is a special application of forwarding name servers.
This could be useful when you want to connect a private network (intranet) to
the Internet. You usually do not want all of your private DNS server
information available to the Internet. You provide a more limited content DNS
server to the public Internet (your Firewall DNS server). When a host on your
private network requests an address, it first queries the private DNS server. If
that name server does not have the information desired, it sends the request
to the firewall name server, which forwards the request out to the public
Internet.

Please refer to the Chapter 8, “Security of DHCP and Dynamic DNS” on page
347, to read how to connect your private network (intranet) to an untrusted
network. This could be a customer’s intranet or the global Internet. In either
case, what we show you will help protect your internal resources from the
malicious or just plain curious folks out there.

1.6.4 Dynamic Domain Name Services (DDNS)

Dynamic domain name services allow the dynamic updating of the lookup
table in order to resolve a dynamic or static host name to a dynamic IP
address. Two resource records, the PTR record and the A record, need to be
updated during DHCP client configuration for DDNS to take place. For an
explanation of resource records, see 1.6.5, “Resource record types” on page
23. DHCP servers generally handle the responsibility of updating PTR
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records, and for the updating of A records, the DHCP client must be able to
update the DDNS server with its A record. This capability is generally written
into the DHCP client code, but sometimes additional software is required.

1.6.4.1 ProxyArec

In the event the DHCP server is handling a legacy DHCP client or BOOTP
client that cannot function as a DDNS client, ProxyArec (the A record update
by proxy) must be utilized. When a DHCP server is configured for ProxyArec,
it takes over the responsibility of updating the DDNS server with both the
client’s A and PTR records.

Furthermore, ProxyArec is required in certain situations, such as setting up
dial-in DHCP servers where the clients will be remote and will not have
access to a DDNS server inside the network. There are considerations for
your network if you are mixing dial-in DHCP clients with ProxyArec and local
network DHCP/DDNS clients. This is covered in 8.5, “ProxyArec
consideration” on page 356.

1.6.5 Resource record types

Name server records, called resource records (RR), are the variables for DNS
that keep track of the resolution of names and IP addresses and are divided
into classes for different kinds of networks. We will only talk about the Internet
class of records here. The IN that you see as the second field in most records
means Internet. This list is not complete. See RFC 1035 for all RR types.

Figure 99 on page 141, Figure 100 on page 142, Figure 127 on page 185 and
Figure 128 on page 185, show examples of files that contain each record, so
you can see the format of each one. These records are:

* SOA records are start of authority records, indicating that this name server
is the main source of authoritative information for this domain. There is
only one SOA record in the configuration files, and it is required to be in
the zone and the address files.

* NS records are name server records. Each NS record should indicate a
valid name server. Sometimes, this is not the case when you receive
information from other name servers. As an aside, if you find a name
server you know provides bad information (or no information), you can use
the bogusns directive in your boot file. For example, bogusns 192.168.6.11
would tell your name server not to query this name server. (Hopefully,
there are other name servers that will be able to provide valid information
for you.)

* MX records are mail exchanger records. An MX record indicates a host
machine that will either deliver mail to the addressee, or forward (using
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SMTP) the mail to another host that is closer to the addressee. The other
host will either deliver or forward, as necessary. MX records have a third
parameter to prevent mail loops, the preference value. The preference
value is a relative value for each mail host. The lowest value would
indicate the highest preference for delivery (that is, a mailer should
forward undeliverable mail to that host first). A preference value can be
between 0 and 65535 (a 16 bit unsigned value).

A records are address records. This is a record in the [D]DNS that maps a
hostname to an IP address so that you can resolve an IP address using by
issuing a name. See also PTR records, below.

PTR are pointer records. This is a record in the [D]DNS database that
maps an |IP address to a hostname so that you can resolve a hosthame
using its IP address. See also A records, above.

KEY entries in the DDNS database contain all hostname/domain
name/primary name server settings that have been created and the
associated keys to be able to update those hostnames.

RP records are the responsible persons for the domain. If you found a
name server that was delivering bad (or no) information, you would
probably want to try to contact the RP for that name server and rectify the
problem prior to adding a bogusns record to your name server.

TXT records in the DDNS database may provide more information about
how to contact the RP. A text record can contain arbitrary information in
quotes (for example, a telephone number and name). It basically maps
any kind of information to a hostname. This is a feature that was created
as a tool for the system administrator to map a hostname and/or IP
address lease to a real person. This is done by setting labels in the DHCP
server in option 192 (supported by TCP/IP Version 4.1 for OS/2 DHCP
server).

RR entries are resource records in the nameserver database. A resource
record maps information to a hostname.

CNAME records map a host alias name to the canonical name of the host
(that is, the fully qualified domain name of the host that is defined by an
address record).

HINFO records contain host information and are generally not
recommended for use since you do not want to provide information that
might be useful for any potential hackers. However, TCP/IP Version 4.1 for
0OS/2 makes use of HINFO for ProxyArec clients. The ProxyArec client’s
MAC address is stored here in an encoded fashion to ensure that other
clients cannot take over other clients’ hostnames.
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1.7 Network security and the Internet

Firewalls help protect an intranet (private TCP/IP network) against unwanted
access from the Internet, such as hackers trying to manipulate a company’s
Web page, industrial saboteurs trying to steal confidential information, or
people who are just plain curious but have no business poking around your
internal network. At the same time, people on the Internet can still get access
to Internet systems. Whereas a router will pass IP packets from one area of a
network to another without scrutiny, a firewall router inspects packets, blocks
any network packets that are suspect, and logs all transmission of packets
from the intranet to the Internet, or vice versa. This process allows internal
users to access information and services on the Internet while also keeping
out all unfriendly or unwanted network traffic coming in from the Internet.

Industrial
Saboteurs

Internet
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Figure 6. Firewalls and your internal network

Firewalls vary in capabilities, but the two basic types are proxy and SOCKS
firewalls. Both pass packets from intranet users to the Internet with the
firewall’s address instead of the user’s, fetching data from the Internet by
proxy. This adds an extra layer of protection by keeping the user’s IP address
secret from the Internet, and for a hacker to break into a user’s computer,
they must first know where to attack.

Firewalls can also help link two separate intranets via the Internet (and still
provide security) using a technology called Virtual Private Networks (VPN).
VPNs are set up by creating an IP Tunnel between two intranet firewalls over
the Internet. An IP Tunnel is a network connection where all data sent
between two IP addresses is encrypted. By encrypting all data that flows
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between the two network firewalls, all data flowing between any two points on
the separate networks will be encrypted and therefore protected. Chapter 8,
“Security of DHCP and Dynamic DNS” on page 347, takes a look at firewalls
in the context of overall TCP/IP network security.

1.8 IP Version 6 (IPv6)

IPv4 with 32-bit addresses allows us slightly over four billion IP addresses,
which directly translates to only four billion computers allowed on the Internet.
Currently, over two billion addresses are registered to various companies and
individuals and it is projected that within the next five or more years the entire
pool of four billion IP addresses will be exhausted.

IPVv6 (Internet Protocol Version 6) is proposed to help alleviate some of the
address constraints and other shortcomings of TCP/IP and IPv4 as more and
more people and devices get onto the Internet. IPv6 will extends today's
TCP/IP environment, so the skills you develop with this book will still be
applicable when these protocol enhancements become available. See RFCs
1883 through 1887 for more information on IPv6.

1.9 Applications that use TCP/IP

Programmers have written many applications that communicate using
TCP/IP. Web browsers (HTTP), FTP (file transfer protocol), Telnet (terminal
emulation), LPR/LPD (printing over TCP/IP), REXEC and RSH (starting
programs remotely over the network), POP/SMTP/IMAP (e-mail services),
NFS (network file sharing), X-Windows (graphics terminal emulation), NNTP
(news), SNMP (network management), and Java, among other examples, can
all use these common services. Although many variations exist for specific
platforms (such as Winsock for Microsoft Windows), a sockets interface
allows programmers to write applications that communicate with TCP/IP.

1.10 Other TCP/IP terms

To work properly, IP protocol needs some additional help to manage traffic
flow efficiently. These terms are explained briefly; please consult the
appropriate references for more detailed information:

* Internet Control Message Protocol (ICMP), a part of IP, helps report errors
in datagram delivery. ICMP can also help discover routers and maximum
transmission units (MTUs) (see below) along the path the datagram
travels. PING, the popular TCP/IP application used to check the
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connection between two systems on the network, uses ICMP. RFC 792
describes ICMP in detail.

The maximum transmission unit (MTU) is the size of the IP datagram,
which can be adjusted depending on network conditions. All systems on a
TCP/IP network are required to handle MTUs ranging from 576 to 65,535
octets. Each datagram typically packages 20 octets of identifying
information, such as the destination address, as part of the structure.

Internet Group Management Protocol (IGMP) allows systems to
participate in IP multicasts and to cancel such participation. Additionally,
IGMP provides routers with the ability to check hosts to see if they are
interested in participating in multicasts. RFCs 966, 1112, and 1458
discuss IP multicasting.

Address Resolution Protocol (ARP) maps IP addresses to hardware
addresses on a network. (Hardware addresses are often Ethernet or
token-ring network adapter addresses consisting of 12 hexadecimal
digits.) Reverse ARP (RARP) provides the reverse lookup. See RFC 826
for more information on ARP.

SLIP (RFC 1055) and PPP (RFCs 1717 and 1661) provide TCP/IP
services over serial lines, such as modems and ISDN (digital telephone)
connections. Chapter 7, “Mobile users” on page 317, provides much more
information on PPP.

Traditional LAN (Local Area Network) protocols can be carried by TCP/IP,
to provide file and print sharing services for PCs without contaminating a
TCP/IP network with other protocols. (Many computer networks are
perfectly capable of mixing protocols, but many network managers prefer
to standardize on one protocol.) For example, RFC 1234 describes how
Novell’s IPX operates over TCP/IP; so traditional NetWare servers and
clients can communicate via TCP/IP. NetBIOS over TCP/IP (used by the
IBM OS/2 Warp Server and clients, IBM DOS/Windows LAN Services,
Microsoft Windows 95, Windows NT, and Windows for Workgroups), and
explained by RFCs 1001 and 1002, supports applications written to the
NetBIOS programming interface. NetBIOS isn't actually a protocol. Like
the sockets interface, it's a widely accepted way of writing network-savvy
applications. The NetBIOS interface can be supported by a number of
underlying network protocols, including NetBEUI (NetBIOS over IEEE
802.2), TCP/IP (TCPBEUI), and even SNA. Like TCP/IP, NetBIOS also
relies on names to communicate with other systems on the network,
although these names behave much differently. A NetBIOS Name Server
(NBNS) can help provide better NetBIOS service over a TCP/IP network.
Consult Chapter 5, “Integrating file and print services” on page 227 for
details on NetBIOS over TCP/IP issues.

Chapter 1. TCP/IP overview 27



28 Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



Chapter 2. Up and Running with DHCP

In this chapter, we show how to set up a simple TCP/IP network with one
subnet using dynamic IP. Each system connected to this simple network will
be provided an address, subnet mask, router address, and name server
information to permit the most basic connection. These critical network
connection values will be provided using DHCP, and we will explain why
having dynamic addressing helps your network run more smoothly.
Furthermore, Chapter 3, “DHCP server and client interaction” on page 113,
explains in detail all interactions between DHCP clients and DHCP servers.

DHCPOffer

Server Sends Client Sends

| HE|
4 End S:
Client Sends Server Sends

DHCP

Figure 7. DHCP cycle

Here you will discover how to connect just about any type of server,
workstation or printer to your DHCP network for true interoperability, as
Figure 7 indicates. As the title suggests, this chapter should get you up and
running quickly. The network you create in this chapter can be useful in many
small environments. In later chapters, we demonstrate how to build upon the
basics introduced here.
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2.1 Why DHCP?

Computer networks always seem to be changing. New devices (PCs, printers,
and so on) must be attached, old devices disconnected, new branches
added, mobile workers hosted, temporary employees accommodated, all
these changes can happen every day. Managing all that change can prove a
major undertaking without systems that respond automatically to changing
demands.

On a TCP/IP network, each system must have an IP address, subnet mask,
and router address (at a minimum) in order to communicate, as discussed in
Chapter 1, “TCP/IP overview” on page 1. At least one name server address
should generally be provided as well. Unless your network contains only a
small number of systems, which rarely (if ever) change, managing all these
address settings manually can become overwhelming. Using a DHCP server
to manage these addresses for you can help make your TCP/IP network more
reliable, flexible, and less time consuming.

2.2 0S/2 Warp Server for e-business as a DHCP server

0OS/2 Warp Server for e-business makes a reliable DHCP server, with
sophisticated management features and excellent performance.

This section deals mainly with OS/2 Warp Server for e-business, but if we
make mention of OS/2 Warp Server Version 4, then we are referring to OS/2
Warp Server Version 4 Entry, Advanced or SMP.

The IBM TCP/IP Version 4.21 for OS/2, which provides the DHCP capabilities
of OS/2 Warp Server for e-business, is part of the original package, and may
be installed on OS/2 Warp Server Version 4. TCP/IP Version 4.1 is available
for OS/2 Warp Server Version 4, and may be downloaded from IBM Software
Choice at the following Internet Web site:

http://www.ibm.com/software/os/warp/swchoice/

Note: Some features in the IBM Software Choice catalog, such as TCP/IP
Version 4.1 for OS/2, are fee-based features.

2.2.1 Installation

Be sure to select the DHCP server function during the installation of OS/2
Warp Server for e-business. For OS/2 Warp Server Version 4, we recommend
making the following additions in this order:

* FixPak 42 (or later)
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Netscape Navigator 4.61 (September, 1999, or later)

Feature Installer 1.2.5 (or later)

Java 1.1.8 (or later)

TCP/IP Version 4.1 (or later)

* Updates to TCP/IP 4.1, MPTS, Java, and any other OS/2 Warp Server
functions you plan to use (such as OS/2 LAN server)

These additions can be found at the following Web sites:

® http://www.ibm.com/software/os/warp/swchoice/
Netscape Navigator, Feature Installer, Java, TCP/IP 4.1, and other
enhancements
® http://ps.software.ibm.com
Updates and fixes for all IBM PC software products
® ftp://ftp.hursley.ibm.com
Updates to Java

2.2.2 DHCP server preparation

The first thing you need to do after the DHCP server is fully installed is to set
a password for the administrator. You may also wish to make some changes
to various TCP/IP settings.

— Note

TCP/IP Versions 4.1 and 4.21 for OS/2 use Java-based graphical setup
panels. Consequently, you can manage OS/2 Warp Server's DHCP server
from just about any Web browser. (See Chapter 11, “Managing your
network” on page 411 for details.) However, when you make changes using
the Java graphical panels you should remember the following:

e Scroll bars. Sometimes all the information cannot fit within each window.
You may have to scroll up (or down) to see everything.

* Horizontal adjustments. You may be able to read some information
better if you make horizontal adjustments to some of the header
windows (for example, Option Name).

We suggest that you create backup copies of the following files before
starting:

C:\CONFIG.SYS
C:\MPTN\BIN\SETUP.CMD
C:\MPTN\BIN\MPTSTART . CMD
C:\TCPIP\BIN\TCPSTART.CMD

Chapter 2. Up and Running with DHCP 31




32

where the c: drive may be different, depending on how you installed OS/2
Warp Server.

%3] TCP/IP Shadows - Icon View | 53|

Folder Edit VYiew Selected Help

3 83 484 0 § JG @

DOMS Server DHCP Server Dos/windows [ISDdanOir0e0d TCP/IP Information TCPIIP \nterner TCP/IP Internet
Services Services LAN) (Modem)

N

TCP/IP Templates  Uninstall
TCP/IP .21

] TCP/IP Configuration - Icon View [ e

Folder Edit VYiew Selected Hel

&

£llow Remote Configure
Configuration Remote System g

DDMS Client  DDMS Server  DHCP Client  DHCP Server  DHCP Server
pl Configuration Administrator  Monitor  Configuration  Management

TCP/IP Telnet
Configuration  Customization

(Lacal)

Figure 8. [Warp Server for e-business] TCP/IP Version 4.21 configuration folders

To change the TCP/IP administrator password:

1. Open your TCP/IP Shadows folder and then the TCP/IP Configuration
folder (Figure 8).

2. Double-click on Create TCP/IP Administrator Password. Enter your
administrator password twice, and click on OK (Figure 9). Be sure to
remember this password.

98| 1Bt TCP/IP Administrator Password el =]

The TCFAF Administrator Password is needed for
rernote configuration of TCRAR functions and for
configuration of the Dynamic IP servers. The
password may contain any characters, butitis
case sensitive and must contain atleasts

characters.

Administrator Password I““‘““““““‘
Fe-enter the password forverification I““‘““““““‘

Figure 9. [Warp Server for e-business] TCP/IP administrator password window
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Then, you can perform a basic setup using the TCP/IP configuration
notebook. (Some of these settings may already be filled in, depending on
whether you entered any TCP/IP settings during installation of OS/2 Warp
Server.)

3. In the TCP/IP Configuration folder, double-click on TCP/IP
Configuration (Local). This starts the TCP/IP Configuration Notebook.
(Figure 10 on page 33 shows the values we used.)

4. Assign a static IP address to your DHCP server. Click on the Network tab
and, with LAN interface 0 highlighted, enter the IP address and subnet
mask for the server. (The first network adapter in your server running
TCP/IP is normally assigned LAN interface 0.) Click on the Manually
Using button, if necessary, and make sure that the Enable Interface
checkbox is checked.

The server’s IP address and subnet mask are part of the Basic choices.
None of the advanced options are needed at this time.

[J] TCP/IP Configuration Notebook 7 =

Network | Routing | HostNames Autostart| General | | Security| SOCKS anmg‘“ -
Configure Netwerk Interface Parameters - Basic Optians

= j Configuration Options - LAN interface 0
[V Enable Interface
© Automatically, Using DHCP

[z

DHEP Cor

[Hlls0 Using BBNS
® Manually, Using

1P Address

[192.168.6.10

Subnet Mask

[es5. 2552550

Undo |

Basic | Advancer d1 | Advance d 2 ]

Figure 10. [Warp Server for e-business] TCP/IP configuration notebook

Click on the Routing tab and then Add. (See Figure 11 on page 34, for the
routing details we used.)
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You may already have a default route defined, which you can change if

needed.
{J] TCP/IP Configuration Notebook = =l
Network || Host Names | Auluslﬂr|| General Securily‘ SO0CKS | Printing ‘ Yol
Configure Routing Information

Route Type Destination Address Router Metric Count Submet Mask 7|
default 192.166.6.1 1
net 192.168.6.0 192.168.6.10 1 255.255.255.0

Hip Forwarding
‘ Create default Met route for a given host I

‘ Add I ‘ Change | ‘ Delete I | Unelo I
‘ 0K I | Cancel I ‘ Help I

Figure 11. (Warp Server for e-business) Routing in the TCP/IP configuration notebook

5. Click on the Host Names tab and enter your computer’s hostname and

domain name. For example, the hostname could be merlot and the domain

name armonk.cooking.net.

6. Now, click on the Hosts tab at the bottom, and then Add a loopback
address (127.0.0.1) using the hostname localhost.

We chose not to Autostart any services, such as FTPD or TELNETD, at
this time.

7. Click on the General tab and choose your correct time zone. We did not

use Security, because we are not presently providing any of the services

on this page. Also, we are not using SOCKS, Printing or NFS.

8. When you are satisfied with all your entries, pressing the OK button at
bottom of the window and press OK again to continue. Your new
configuration will be saved in coNFIG.SyYs and \MPTN\BIN\SETUP.CMD. Shut
down and reboot your server now so that these changes take effect.

Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



You have now completed the basic setup of TCP/IP 4.21 for your DHCP

server.
& once seversevices tonview [l

Folder Edit View 5eleded Help

[

Create TCR/IP | DHCP Server  TCP/IP DHCP
Configuration  Administrator Password  Server  Monitor 18 Management  Administration

[ [+
TCP/IP DHCP TCP/IP DHCP

and DynamicIP - and Dynamic 1P Client
Introductian Administratian

Figure 12. [Warp Server for e-business] DHCP Server Services

2.2.3 Basic configuration

After completing basic TCP/IP setup, as shown in the previous section, you
are now ready to create a simple DHCP configuration.

1. Open the TCP/IP Shadows folder again, then DHCP Server Services,
and double-click on DHCP Server Configuration (Figure 12). A DHCP
Server Configuration window should appear to request your TCP/IP
administrator password (Figure 13).

(J] DHCP Server Configuration il |

Entar your password.
I

Figure 13. [Warp Server for e-business] Password for DHCP Server Configuration

2. Enter your password and press Enter (or click on OK). Be patient, after
you press Enter, it will take some seconds before the DHCP Server
Configuration window appears (Figure 14 on page 36). You may have to
click on the window to bring it to the foreground. The mouse cursor will
change shape as you move it around the window, indicating the areas that
can be enlarged or reduced in size.

We recommend that you use this DHCP server configuration window to
make any configuration changes, rather than editing DHCP configuration
files directly. This Java program automatically checks your entries as they
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are made. If you edit the configuration file directly, it can become very
difficult to resolve any errors.

A default configuration file should be loaded when you first open the
DHCP Server Configuration window, but you may wish to create a new file.
(The configuration file is \MPTN\ETC\DHCPSD.CFG. You should keep

backups of this critical file.) You can also load a sample file by selecting
File, then Load Sample.

The remaining steps describe what we did to create a DHCP configuration
for our one subnet network.

(J] DHCP Server Configuration 4 & [
File Edit Configure “iew Help

Currant Configuration - Sample Configuration Gl Opiions ‘
Option Name » | inherit Option Walue
EH=T bafined options
= 3 Router 967500
EHf oHor sener ]
(B 12 Host Name 9.67.682
E o]
24 Path MTU Agi e
[ 1 comment for Giogal
200 LPR Printer pestecript
Subnt Graup BLDGO02
A P Defautt bass axpirati. Gerver.. 30 minutes
B subnet TR1
Cliant Jamas Vialkar
% Class Banafits
=57 subnat TR2

B Onss Devabpment

% Chass Information Davalopmant
s

EF¥ subnet Group BLDGS00

& subnet FooIt
LB exniuen cient Thamas Tennion

B subnet FoDI2

L) Giont aibe snoux
B subnet corp
t B Client il Batz

Client Karen Caray

5] et il dones
B ot stuart smith
BExcluded Client Laura Lomax
=S subnet Ethert

[

B Cisss Acounting

4 " Ma

Gibobalstopa: 2 subnats, 2 chases, 2 clients, 2 subnet groups, 4 options

Figure 14. [Warp Server for e-business] DHCP Server sample configuration

3. Click on File and then New (see Figure 15 on page 37).
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(J] DHCP Server Configuration 4 & [
File Edit Configure “iew Help
Currant Configuration - untiied Gl Opiions ‘
Option Name » | inherit Option Walue
BT pafined Optons B
B L Detaut ksasa axpiratic  Sarver 24 hours
4 3 I_I “ll b
Gilabal s0ope: O subnats, O chisses, O clients, Osubnet graups, O optins

Figure 15. [Warp Server for e-business] DHCP Server new configuration
4. Click on Configure, then Add Subnet. After a few seconds, a notebook
should open. Fill in the values as desired.

5. Click on the DHCP Options tab. As shown in Figure 16 on page 38, we
chose only option 1, the subnet mask (255.255.255.0), and option 15, the
domain name (armonk.cooking.net).
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Figure 16. [Warp Server for e-business] DHCP Subnet notebook

Save your changes [File => Save].

Start the DHCP server to check your new configuration. Double-click on
the DHCP Server icon in the DHCP Server Services folder. As shown in
Figure 17 on page 39, you should see a message when the server starts

(in a separate window) that says server Initialized.
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| IBM

| Dynamic Host Configuration Protocol |

Server

4 =SS SSSSSSS oSS SSSS oSS SSSSSSS===4
| Version: 4.1 |
| Released: Mar 19 1999 18:16: 35 |
e

DHCP Server initialized at Thu Sep 30 15:13:21 1999

Figure 17. [Warp Server for e-business] DHCP Server initialized

If there are problems, the DHCPSD.LOG file is a good place to look. This text

file usually resides in the root directory. You may change the location of this

file if you wish by double-clicking on DHCP Server in the DHCP Server

Configuration window. A settings notebook appears, as shown in Figure 18 on
page 40. You can enter the full path to a new log file in the Log file name field.

You can also choose which kinds of errors should be logged to this file by

checking or unchecking each checkbox.
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Figure 18. [Warp Server for e-business] DHCP log file notebook settings notebook

2.2.4 Testing and verification

40

Now that your DHCP server is running, your DHCP clients should be able to
get IP addresses and parameters from the server without difficulty. We tested
many different DHCP clients with the OS/2 Warp Server DHCP server,
including:

* OS/2 Warp 4

* Windows 95 and Windows 98
* Windows NT Workstation 4.0
* Windows 2000

* Apple Macintosh

* IBM Network Station

e AIX

e Linux

e DOS, Windows 3.1, and Windows for Workgroups
e Sun Microsystems Solaris

* IBM WorkSpace On-Demand
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* Hewlett-Packard Laserdet 4000 Printer with JetDirect

None of these clients had any problems communicating with the IBM DHCP
server. (You can learn how to configure each of these clients in 2.5, “DHCP
clients” on page 64.)

To determine which IP addresses are being used by your clients, open an
0S/2 command line window and enter the following command on the server:

DADMIN -S | MORE

(You may also wish to check address assignments at each client. Or, you may
wish to examine the DHCP log file on the server.)

You can also use the papvin command to perform any of the following tasks:

* Re-initialize the DHCP server. (The server re-reads its configuration file
and adopts any changes.)

Delete a lease.

Control server tracing.

Display client information.

Display IP address information.

* Display server statistics.

—— DADMIN Command Syntax

dadmin [-?]

[-v] [[-hl<host>] [-f] -d <ipaddress>
[-v] [[-h]<host>] -1
[-v] [[-h]l<host>] -bi
[-v] [[-h]l<host>] -s
[-v] [[-h]l<host>] -t <on/off>
[-v] [[-hl<host>] -bt <on/off>
[-v] [[-h]l<host>] -n <intervals>
[-v] [[-hl<host>] -q <ipaddress>
[-v] [[-hl<host>] -p <ipaddress>
[-v] [[-h]<host>] -c <client id>
[-v]l [[-hl<host>] -u <User Password>
[-v] [[-hl<host>] -x
[-v] [[-h]l<host>] -a

Where:

-? Displays usage information.
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-v Enables verbose mode. This mode provides additional information for
debugging purposes.

-f Forces deletion of the lease without prompting.

-h Specifies either the IP address or the hostname of the DHCP server. If
no server is specified, the local server is assumed.

-d Deletes the lease for the specified IP address.

-1 Re-initializes the specified server.

-bi Re-initializes the specified BINL server.
-s Displays all IP addresses currently leased.

-t Specifies server tracing. Use a value of onto start tracing or oFF to
stop tracing.

-bt Specifies BINL server tracing. Use a value of on to start tracing or oFr
to stop tracing.

-n Requests statistics for the specified server. The value is a decimal
integer indicating the number of intervals from 0 to 100. For example,
a value of three returns a summary record that includes totals
information, the current interval record, and the three most recent
history records. A value of zero returns a summary record of activity
since the last summary.

-q Requests the IP address information.

-p Requests the address pool information.

-c Requests information for one or more clients that match the client ID.
-u Specifies the administrator password. If the DHCP server is local, this

parameter is not required. If the password contains blanks, you must
enclose the password in double quotes (").

-x Specifies that the DHCP server is older than the version supplied with
IBM TCP/IP Version 4.21. Access is controlled by the RHOSTS file on
the DHCP server, which requires either a HOSTS file or DNS name
resolution.

-a Specifies that no administrator password checking is to be performed.
This parameter is used for DHCP servers that are not running on IBM
TCP/IP Version 4.21 or on IBM eNetwork Network Station Manager
TCP/IP for Windows NT.
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2.3 Windows NT as a DHCP server

This section describes how to set up a simple DHCP server using Microsoft
Windows NT Server 4.0 with Service Pack 5.

Note

Service Pack 5 for Windows NT Server 4.0 resolved earlier DHCP
problems that included:

Ignored Reservations.

The inability to display years from 2000 to 2009 in the DHCP
administrators’ program.

Using pacravD to modify a reservation, but instead it converted it to a
lease.

The DHCP reconcile could not recover reservations that were out of
scopes.

The DHCP MIB returned an incorrect OID for the SNMP GetNext
command.

The DHCP server service could cause an access violation while
administrating locally or remotely.

Could not obtain a lease with DHCP scopes using multicast addresses.

The DHCP scope was marked Bad after the installation of Windows NT
Service Pack 3.

DHCP was disabled when connected to an Internet service provider.

For more detailed information on Service Pack 5, please see:
http://www.microsoft .com/NTServer/Support/fags/sp5faqg.asp

2.3.1 Installation

When you install Windows NT Server 4.0, the DHCP server is not installed by
default. If you have not installed NT’s DHCP server yet, follow these steps:

1.
2.
3.

Click on the Start menu. Select Settings and then select Control Panel.
Double-click on the Network icon.

Click on the Services tab in the Network notebook, then click on the
Add... button.

. Select Microsoft DHCP Server from the list and then click on OK.
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5. When prompted, enter the path to the Windows NT files (Windows NT
server CD-ROM) and click on Continue to copy the files and finish the
installation.

6. If you had a Service Pack installed on the server before you installed the
DHCP server then you must re-install the Service Pack.

2.3.2 DHCP server preparation

We assume a network with one subnet for this example. All clients attached to
the network were previously configured using static IP addresses, including
static DNS server addresses. The following changes will be made in our
sample network:

e Adding a DHCP server to the network
* Configuring all clients to obtain IP addresses, subnet mask, router
address, and name server information from the DHCP server

The following values represent our sample network configuration:

Network ID 192.168.8.0

Subnet Mask 255.255.255.0
Domain Name bellevue.cooking.net
DNS Server 192.168.8.10

DHCP Server 192.168.8.10

You should plan your own network configuration before setting up any DHCP
server. You should take the following requirements into consideration:

* Non-DHCP clients must have static IP addresses, and these must be
excluded from the IP address pool.

e The DHCP server must be assigned a static IP address. It cannot be a
DHCP client to itself.

* You should determine the range of IP addresses (the scope) that can be
assigned to DHCP clients.

* Any other DHCP option values (such as name servers) should also be
defined for the clients.

¢ The duration of the IP address lease must be chosen.

Much like 2.2, “OS/2 Warp Server for e-business as a DHCP server” on page
30, we chose to have our DHCP server handle the private Class C addresses
192.168.8.1 through 192.168.8.254, with 192.168.8.1 through 192.168.8.10
excluded from this pool in order to reserve a small set of static addresses.
One of those reserved addresses, 192.168.8.10, was assigned to the DHCP
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server itself (which happened to also act as a DNS server). The subnet mask
was 255.255.255.0, and the lease duration was set to one day.

We also chose the following option values for our sample network:

Option 003: Router 192.168.8.1
Option 006: DNS Server 192.168.8.10
Option 015: Domain Name bellevue.cooking.net

Before you start configuring the DHCP server, you must make sure that
TCP/IP is set up and configured correctly. In particular, the DHCP server
must have a static IP address. To configure TCP/IP manually, follow these
steps:

1. Open the Control Panel and then open the Network icon.
2. Click on the Protocols tab.

3. Select TCP/IP Protocol and click on Properties.

4

. Click on the IP Address tab. Check Specify an IP address and type in
the server’s IP address, subnet mask, and default gateway address.

5. Click on the DNS tab and type in the hostname and domain name for the
server.

6. Under DNS Service Search Order, click on Add.

7. In the DNS server box, type in the IP address for your server (assuming it
is also acting as a DNS server) and click on Add.

8. Click on OK to close the notebook.

9. Click on OK to close the Network notebook.

2.3.3 Basic configuration
After assigning a static IP address to the DHCP server, as shown in the
previous section, you are now ready to create a simple DHCP configuration.

1. By default, the Microsoft DHCP server service starts automatically when
the computer is started. If the DHCP server is not running, open the
Services icon in the Control Panel, select the Microsoft DHCP Server
from the service list, and click on the Start button. You can also start the
DHCP server from the command line, using the following command:

NET START DHCPSERVER

2. Start the DHCP manager. Click on the Start menu, select Programs, then
select Administration Tools (Common), and click on DHCP Manager.
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3. You can manage both local and remote DHCP servers using this utility. If
you want to access a remote DHCP server, select Server and then select
Add from the menu. The Add DHCP Server to Server List window will
appear. Enter the address(es) of the remote DHCP server(s) you wish to
manage and click on OK.

4. Next, create the scope for the subnet. In the DHCP manager window,
highlight the Local Machine (or the remote server you wish to manage),
click on the Scope menu, and then select Create. Fill in the following
information (see Figure 19 on page 47):

Start Address Starting IP address for the scope (such as
192.168.8.1).

End Address Ending IP address for the scope (such as
192.168.8.254).

Subnet Mask Subnet mask assigned to the clients (such as

255.255.255.0).

Exclusion Range You can exclude any static IP addresses from the
scope using this option. Type in the start address and
the end address, and then click on the Add button.
These addresses will not be assigned to DHCP
clients.

Lease Duration Duration of the address lease. Click on the Limited To
button and then type in the number of days, hours, and
minutes to set the lease duration.

Name A name for the DHCP scope. This name appears in
the DHCP manager solely for your convenience.
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Figure 19. [Windows NT] Creating a scope

5. After filling in all the information, click on OK to save the configuration. A
message will appear to remind you that the scope has not been activated
yet. If you click on Yes, you will activate the scope immediately. However,

you should not activate a new scope until you have specified its DHCP

option values, so click on No.

6. Now, you should set the option values passed to DHCP clients. In the

DHCP Servers list, highlight the scope you just created, click on the
DHCP Options menu, then select Scope.

7. In the Unused Options list, choose an option to be added and click on the
Add button. The option you selected is moved to the Active Options list.

(We configured options 3, 6, and 15,

DHCP Dptions: Scope E

Options for: [192.168.8.0] bellvue. cooking.net

Unuzed Options:

002 Tine Offzet ﬂ

004 Time Server

005 Mame Servers Add - |
007 Log Servers

008 Cookie Servers <- Hemaowve |
009 LPR Servers hd

Comment: Array of router addreszes ordered by preference

as shown in Figure 20.)

A |

Figure 20. [Windows NT] Adding DHCP Options
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8. To define a value for each option, highlight an option in the Active Options
list and click on Value. Enter a value in the appropriate field for the option,
as shown in Figure 21. Repeat for each Active Option.

DHCP Dptions: Scope E
Dptions for: [192.168.8.0] BELLEVUE
Unuzed Options: Active Options:

002 Tine Offzet ﬂ 003 R outer ;I Cancel |
004 Time Server ks | 006 DS Servers
005 Mame Servers =

alue e |

007 Log Servers
008 Cookie Servers <- Hemaowve |
i - Help |

009 LPR Servers hd

Comment: Domain name for client resolutions

Shing Ibellevue.cooking.neﬂ

Figure 21. [Windows NT] Entering value for option 15

Some options can take on multiple values, such as option 6 (DNS
Servers). For these options, click on Edit Array, enter one of the values,
then click on Add. You can enter more values, one by one, and click on
Add to build the full list of values for the option (see Figure 22). When you
finish building the list, click OK.

IP Address Array Editor

— General Information

[ ]
Ok I

Application: DHCP Options: Scope
Opticr: Router Cancel |
— D'ata Entry Help |

IP Addresses:
New 1P &ddress: Add > |
< Hemove
Server Mame: Hesolve

Figure 22. [Windows NT] Creating address list for option 3
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Note

You cannot choose option 1 (subnet mask) from the DHCP options list in
Windows NT server. The value is taken from the scope property
notebook (see Figure 19 on page 47).

When you have finished defining all the option values, click on OK.

9. If the scope is not active (if a small icon representing the scope in the list
is grayed out), click on Scope and then click on Activate. The icon should
turn yellow.

2.3.4 Testing and verification

1. Start your DHCP clients and check whether they receive address
assignments. (We tested Windows 95, Windows NT Workstation 4.0, and
0OS/2 Warp 4 as DHCP clients. All DHCP clients received TCP/IP
configuration information through the Windows NT DHCP server properly.)

2. To check for active leases from the server, highlight the scope you want to
view, select Scope, then select Active Lease. The Active Leases window
(Figure 23) will appear and list active leases.

Active Leases - [192.168.8.0] |
Total Addreszes in Scope: 100
Active/Excluded: 12 N2%) Cancel |
Axailable; a8 [83%)
_ Help |
Client

lobzter

BURGER

Properties. .. Delete | Reconcile | Refrezh
Sort Order
% Sort leazes by |P Address

[ Show Reservations Only
" Sort leazes by Name

Figure 23. [Windows NT] DHCP Active Leases
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Select any system in the client list, then click Properties to view more
information about an individual DHCP client. (See Figure 24 on page 50.)

Client Properties E3 |

[Fdtess: |192.1Ea. g .12|

Urigue(Hertfier: |0004acticb3e

Client WEme: |BLIF|I3EF|

[Eliert Eammemt: I

Lease Expires: 51498 1004433 Akd
(] I Cancel Help [N EiErE. ..

Figure 24. [Windows NT] DHCP Client Properties

2.4 AIX as a DHCP server

Note

Before configuring AIX Version 4.3.3 as a DHCP server, ensure that the
file set bos.net.tcp.server is installed. To verify this, use the command:
1slpp -1 “bos.net.tcp.*”

To install this file set, you will need AIX CD-ROM 1, and you may be
prompted for further CD-ROMs.

The DHCP configuration for AlX is held in the file /etc/dhcpsd.cnf. This file
can be created and maintained either manually by using a text editor or by
using the dhcpsconf command.

2.4.1 Manually configuring the DHCP server

The configuration file /etc/dhcpsd.cnf is a flat text file that can be maintained
with any text editor, for example vi. For smaller locations, it is faster and
easier to maintain the configuration file manually than using the GUI
application.

A sample file including documentation is copied when AIX is installed.
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2.4.2 Configuring DHCP server through dhcpsconf

dhcpsconf is an X-windows GUI that lets you create and maintain
configuration files and also allows you to start, stop and retrieve statistics
from a running server. dhcpsconf also allows you to create a master definition
file that can contain the configurations for all your AIX DHCP servers, and
then generate individual dhcpsd.cnf files as required. Figure 25 on page 52
shows the sample environment we are going to configure. It consists of two
token-ring networks. The two networks are interconnected with one Windows
NT Server Version 4 machine, mustard, that acts as a router. The AlX system,
buffet, acts a DHCP server.

There is a DNS available to all networks, and its IP address is 192.168.6.2.
Devices on the 192.168.6.0 subnet include LAN workstations that must
resolve NETBIOS names to IP addresses; so, an NBNS is available as
192.168.6.5. (See Chapter 5, “Integrating file and print services” on page 227
for information on NETBIOS name resolution and NBNS.)

In this network, the server buffet has DHCP configured to serve the subnet
192.168.6.0. Another DHCP server could be setup on the same network to
serve the subnet 192.168.7.0 and would see DHCP requests from the
192.168.6.0 subnet, but would ignore them because it contains no
configuration for that subnet.
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Figure 25. Sample environment

To start the DHCP server configuration, execute dhcpsconf from a terminal
window. The GUI will be open, with an empty configuration as shown in
Figure 26 on page 53. We can now begin to create our master definition file.
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Figure 26. [AIX] DHCP Server Configuration

Add the server by highlighting Server in the Key List window and then
pressing the Add button underneath the Key List window.

A panel like the one in Figure 27 on page 54 will be displayed. Fill in the
Name and Machine name with the hostname of the server you want to
configure (for clarity, we have entered the full hostname). The field names are
self-explanatory.
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Figure 27. [AIX] Adding a DHCP Server

Change view so that we are only working with one server by selecting [Server
- View by ...]. A selection window displaying servers in the master file will be
shown. Select the server you want to work with. Notice the <Master File>
option in Figure 28. Choosing this option allows you to view the configuration
for all the servers contained within the master file.

ltems
buffet.armonk.cooking.net
<haster File>

Figure 28. [AIX] Choosing a DHCP Server

We’ve chosen to modify the configuration for the server buffet. The first thing
we will do is add some global options for our network. From the Option List
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window, we add a definitions for the Domain Name (armonk.cooking.net) and
a DNS (192.168.6.2), as shown in Figure 29 and Figure 30.

Mame

f—" i 4

Figure 29. [AIX] Adding a domain name

Mame

f—" i 4

Figure 30. [AIX] Adding a DNS

Next, we will add the 192.168.6 network. From the Key List window, add a
Network. The panel shown in Figure 31 on page 56 will be displayed.

As you add any item, the Name field will be filled in with a simple description
and a number. The number is incremented each time you add an item. This is
used to ensure that all the names are unique. You can change the name to
whatever you wish, as long as it is unique within your master file.

Modify the Network Address field to contain the IP address for the network.
This must be a full address, for example 192.168.6.0, not 192.168.6.

In the Number of bits, or low end of a range field, enter the number of bits that
define the subnet mask for the network. If your mask is 255.255.255.0, then
you have a 24-bit mask. Alternatively, you can enter the standard mask.
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Figure 31. [AIX] Adding a network

Note that as you add options to your DHCP server, they are also being added
to the Options List and Key List windows. This allows them to be added as
required to the DHCP server file window by simply highlighting them and
pressing Add.

Now you can add the first of our subnets. From the Key List window, add a
Subnet. The panel shown in Figure 32 on page 57 will be displayed.

In the Subnet Address field, enter the full IP address for the subnet, for
example 192.168.6.0. In addition, add the low and high end of the range of
addresses that will be served for this subnet. If you leave these fields blank,
all addresses within the subnet will be served.
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Cancel

Figure 32. [AIX] Adding a subnet

Options can now be added to the subnet just created. Highlight the subnet in
the DHCP server file window, and choose to add options from the Option List
window. As shown in Figure 33, add a default router for the 192.168.6.0

subnet.

Mame

Figure 33. [AIX] Adding a default router

With the addition of other subnets and options, we end up with the
configuration for the buffet server that looks like Figure 34 on page 58.
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Figure 34. [AIX] Completed Server Configuration

If you have any other DHCP servers you wish to configure, then select them
and configure them now. Once all the servers have been configured, select
[Server =>View By ... => <Master File>]. Expand all the items in the DHCP
Server file window to see your complete configuration, as shown in Figure 35
on page 59.
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Figure 35. [AIX] Final configuration

Select [File => Save As] and change the Selection field to /etc/masterfile.cnf
before clicking on OK.
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Directories Files
dhcprd.cnf
dhcpsd.cnf

masterfile.cn

Figure 36. [AlX] Saving the master file with [File — Save As]

To build the dhcpsd.cnf file for an individual server, select [Server =>
Save File for]. The server selection panel will be displayed.

Assuming we are working at the machine buffet and we want to build its
configuration file, we select buffet.armonk.cooking.net and click on OK.

The DHCP Save File Name panel is displayed. Change the Selection field to
/etc/dhcpsd.cnf, then click on OK.

monk.cooking.net
ter File>

Figure 37. [AIX] Saving an individual server file with [Server — Save File for]

60 Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



Select [File => Quit] to exit dhcpsconf.

After configuration, /etc/masterfile.cnf is s

hown in Figure 38.

### "buffet.armonk.cooking.net" "option 15
### "buffet.armonk.cooking.net" "option 5

### "buffet.armonk.cooking.net"

### "buffet.armonk.cooking.net" "{"

### "buffet.armonk.cooking.net" "option 3

### "buffet.armonk.cooking.net"

### "buffet.armonk.cooking.net" "}"

### "buffet.armonk.cooking.net" "network 1

numLogFiles 0

logFileSize 0

logFileName

leaseTimeDefault 0 minute
leaseExpireInterval 0 minute
supportBOOTP No
supportUnlistedClients No

## DEFAULTIPADDRESS 0.0.0.0
## DEFAULTHOSTNAME

armonk .cooking.net"
192.168.6.2"

"subnet 192.168.6.0 192.168.6.90-192.168.6.100"

192.168.6.1"

"option 1 255.255.255.0"

92.168.6.0 24"

### "buffet.armonk.cooking.net" "numLogFiles 10"

### "buffet.armonk.cooking.net" "logFileSize 100"

### "buffet.armonk.cooking.net" "logFileName /usr/log/dhcpsd.log"
### "buffet.armonk.cooking.net" "logItem SYSERR"

### "buffet.armonk.cooking.net" "logItem OBJERR"

### "buffet.armonk.cooking.net" "logItem PROTERR"

### "buffet.armonk.cooking.net" "logItem WARNING"

### "buffet.armonk.cooking.net" "logItem EVENT"

### "buffet.armonk.cooking.net" "logItem ACTION"

### "buffet.armonk.cooking.net" "logItem INFO"

### "buffet.armonk.cooking.net" "logItem ACNTING"

### "buffet.armonk.cooking.net" "logItem TRACE"

### "buffet.armonk.cooking.net" "leaseTimeDefault 24 hour"

### "buffet.armonk.cooking.net" "leaseExpireInterval 5 minute"
### "buffet.armonk.cooking.net" "supportBOOTP No"

### "buffet.armonk.cooking.net" "supportUnlistedClients Yes"
### "buffet.armonk.cooking.net" "IPADDRESS 0.0.0.0"

### "buffet.armonk.cooking.net" "HOSTNAME buffet"

Figure 38. [AIX] The masterfile.cnf file

The dhcpsd.cnf file created for buffet with the [Server => Save File for] menu

options is shown in Figure 39 on page 62.
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option 15 armonk.cooking.net
option 5 192.168.6.2
subnet 192.168.6.0 192.168.6.90-192.168.6.100
{
option 3 192.168.6.1
option 1 255.255.255.0
}
network 192.168.6.0 24
numLogFiles 10
logFileSize 100
logFileName /usr/log/dhcpsd.log
logItem SYSERR
logItem OBJERR
logItem PROTERR
logItem WARNING
logItem EVENT
logItem ACTION
logItem INFO
logItem ACNTING
logItem TRACE
leaseTimeDefault 24 hour
leaseExpireInterval 5 minute
supportBOOTP No
supportUnlistedClients Yes
## DEFAULTIPADDRESS 0.0.0.0
## DEFAULTHOSTNAME buffet

Figure 39. [AIX] The dhcpsd.cnf file

2.4.3 Disabling BOOTP support in inetd

Before the DHCP server can be started, support for the BOOTP server must
be removed from inetd because both BOOTP and DHCP use the same ports
(67 and 68) to receive and send data. With BOOTP running through inetd,
port 67 is unavailable, and dhcpsd will not be able to start.

Issue the command:
grep bootps /etc/inetd.conf

If the line is commented (that is, the first character is a #), then BOOTP is
disabled, and the DHCP server can be started.

If it isn’t, you can manually edit the /etc/inetd.conf file, and comment out the
line.

Alternatively, start SMIT with a smit inetd command. Then select
[inetd Subservers => Remove an inetd Subserver], and finally choose
bootps udp from the list of Subservers that may be removed.

inetd must be restarted after modification of the configuration file. Assuming
that inetd is running under SRC control, issue the command:
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refresh -s inetd

If it isn’t, then issue the command:

kill -1 inetd pid
Where inetd pidis the pid of inetd.

2.4.3.1 Starting the DHCP server
The DHCP server subsystem can be started in several ways.

* From within dhcpsconf, select [Operations => Start]. Select the name of
the DHCP server you want started.

Select OK.

* From a command prompt, issue the command:
smit dhcpsd
Select Start using the dhcp Subsystem.
Select NOW.

* From a command prompt, issue the command:

startsrc -s dhcpsd

2.4.3.2 Stopping the DHCP server

The DHCP server subsystem can also be stopped in several ways. All of
these methods only stop the DHCPCD subsystem; they do not affect the rest
of AlIX:

* From in dhcpsconf, select [Operations => Stop].
Select the name of the DHCP server you want stopped.
Select OK.

* From a command prompt, issue the command:
smit dhcpsd
Select Stop Using the dhcpsd Subsystem.

Select NOW.
* From a command prompt, issue the command:

stopsrc -d dhcpsd
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2.5 DHCP clients

Because a DHCP server, such as OS/2 Warp Server for e-business, supports
open Internet standards, it can service a wide variety of clients. Most large
TCP/IP networks include many different kinds of systems running a wide
variety of operating systems. You may be confronted with any or all of the
types of systems described in this section.

This section explains how to configure several different clients to receive
TCP/IP address assignments from a DHCP server.

2.5.1 0OS/2 Warp 4

64

OS/2 Warp 4 includes TCP/IP Version 4.0 as a standard feature. You may
wish to upgrade OS/2 Warp 4’s TCP/IP capabilities to Version 4.1, available
from the IBM Software Choice Web site, or to TCP/IP Version 4.21 for OS/2,
which is a component of OS/2 Warp Server for e-business.

Note

You can download IBM Software Choice packages, FixPaks, and other
enhancements from the Internet. Please refer to Appendix B, “Where Is I1t?
Internet and IBM Intranet Web Sites” on page 475 for more information.

Both TCP/IP versions support DHCP, but they differ in the way DHCP is
activated. (Skip ahead to 2.5.1.3, “OS/2 Warp 4 DHCP client configuration”
on page 67, if you plan to use TCP/IP 4.0.)

2.5.1.1 Installing TCP/IP 4.21
At a minimum, you must have the following software available prior to
installing TCP/IP 4.2.1:

e OS/2 Warp 4 with TCP/IP 4.0

* MPTS Version 5.5 (or later)

* Netscape Navigator 4.61 (September, 1999, or later)
* Feature Installer 1.2.5 (or later)

Feature Installer provides plug-ins for Netscape Navigator that are used to
install Java Version 1.1.8 and TCP/IP Version 4.21.

» Java Version 1.1.8 (or later)

Only the Java runtime is required.

To install TCP/IP Version 4.21 on OS/2 Warp 4, follow these steps:
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1. Install OS/2 Warp 4 with its built-in TCP/IP 4.0 client services (and other
services as needed).

2. Install Netscape Navigator 4.61 (September, 1999, or later) for 0S/2
Warp.

3. Install FixPak 12 (or later) for OS/2 Warp 4. Make sure you shutdown and
reboot after installing the FixPak.

4. Install any other FixPaks (for example, File/Print client) as needed.
5. Install Feature Installer 1.2.5 (or later). Shutdown and reboot.

6. Install Java 1.1.8 (or later; we recommend installing Java 1.1.8). Only the
runtime is required, but you may wish to install other Java functions.

7. Install MPTS Version 5.5 (or later). This is available on the OS/2 Warp
Server for e-business CD.

* When asked whether to install a more recent version of MPTS, select
Yes. Your current MPTS configuration will be preserved, but MPTS
drivers and protocols will be updated.

¢ After installation of the most recent version of MPTS, click on Exit.
* When asked whether to update your CONFIG.SYS file, click on OK.
* Shut down and restart your computer after exiting MPTS.

8. Install TCP/IP Version 4.21 for OS/2.

* Run install.cmd in the TCPAPPS directory. This starts Netscape
Navigator.

Select the Advanced Path option for this installation.

Ensure that there is a tick in the check box next to TCP/IP Base
Applications and that the target drive is C.

Allow the program to start copying the files.

When the copying has finished, shut down and restart your computer
after exiting the installation program.

9. Apply the latest TCP/IP 4.21, MPTS 5.5, and Java fixes.
Note: You do not need to provide Java fixes if Java 1.1.8 was installed.

The installation of TCP/IP Version 4.21 for OS/2 creates a TCP/IP Shadows
folder on your desktop.

2.5.1.2 Installing TCP/IP 4.1
At a minimum, you must have the following software available prior to
installing TCP/IP 4.1:
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0S/2 Warp 4 with TCP/IP 4.0

* MPTS Version 5.3 (or later)

* Netscape Navigator 4.61 (September, 1999, or later)
* Feature Installer 1.2.5 (or later)

Feature Installer provides plug-ins for Netscape Navigator that are used to
install Java Version 1.1.8 and TCP/IP Version 4.1.

» Java Version 1.1.8 (or later)

Only the Java runtime is required.

To install TCP/IP Version 4.1 on OS/2 Warp 4, follow these steps:

1. Install OS/2 Warp 4 with its built-in TCP/IP 4.0 client services (and other
services as needed).

2. Install Netscape Navigator 4.61 (September, 1999, or later) for 0S/2
Warp.

3. Install FixPak 12 (or later) for OS/2 Warp 4. Make sure you shutdown and
reboot after installing the FixPak.

4. Install any other FixPaks (for example, File/Print client) as needed.
5. Install Feature Installer 1.2.5 (or later). Shutdown and reboot.

6. Install Java 1.1.8 (or later). Only the runtime is required, but you may wish
to install other Java functions.

7. Use Netscape Navigator’s Java switching utility to switch to Java 1.1.
Open the Netscape folder and double-click on Java Version Selection for
Netscape Navigator. Select the appropriate Java version and click OK.

8. Install TCP/IP Version 4.1 for OS/2. A new version of MPTS (Version 5.3)
and new TCP/IP applications will be installed.

* When asked whether to install a more recent version of MPTS, select
Yes. Your current MPTS configuration will be preserved, but MPTS
drivers and protocols will be updated.

¢ After installation of the most recent version of MPTS, click on Exit.
* When asked whether to update your CONFIG.SYS file, click on OK.

* Do not shutdown or restart your computer after exiting MPTS. Continue
with the rest of TCP/IP Version 4.1 installation.

 After installation of MPTS, Netscape Navigator starts. Follow the
instructions provided to complete installation. Shutdown and reboot
your PC when TCP/IP Version 4.1 installation has finished.
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9. Apply the latest TCP/IP 4.1, MPTS 5.3, and Java fixes.

Note: You do not need to provide Java fixes if Java 1.1.8 was installed.

The installation of TCP/IP Version 4.1 for OS/2 creates a TCP/IP Shadows
folder on your desktop.

2.5.1.3 0S/2 Warp 4 DHCP client configuration

DHCP client configuration for OS/2 Warp 4 depends on the version of TCP/IP
you are running.

e TCP/IP Versions 4.21 and 4.1 for OS/2

1. Open the TCP/IP Shadows folder, then the TCP/IP Configurations
folder. Double-click on the TCP/IP Configuration (Local) icon, or just
type Tcecra2 at an OS/2 command prompt. The TCP/IP Configuration
notebook appears.

2. Click on the Network tab. Highlight the appropriate LAN interface from
the list (normally LAN interface 0) and make sure the Enable
Interface checkbox is checked. Then, select Automatically, Using
DHCP, as shown in Figure 40 on page 68. Click on OK to close the
TCP/IP configuration notebook and save this change.
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Figure 40. [OS/2 Warp] Enabling a DHCP client with TCP/IP 4.1

3. Restart your computer to activate the DHCP client function. You can
view the current IP configuration by using the DHCP client monitor
utility. Open the OS/2 System folder, then the System Setup folder.
Double-click on the DHCP Monitor icon. (Or, type pHcpvon at an OS/2
command prompt.) Select [View => Details] for more information on
the lease assignment. (See Figure 41 on page 69.)

Note

With TCP/IP Version 4.21 for OS/2 you may release an IP address by
typing pHCPMON /RELEASE at an OS/2 command prompt. You may also type
DHCPMON /RENEW at a command prompt to renew a lease.
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DHCP Client Monitor - Details Z| El

Actions  Configuration Setfings ¥iew Help

Interface: |lan0 -
DDNS Host Hame: Hot Registered
IP Address: 192.168.6.13
Lease remaining: 0 days 23 hrs 57 min
~Status

DHCP client has valid lease.

Message log

11:52:46 Recorded offer from server 192.158.5.10(192.1Ed
11:52:47 Assigned address to interface 192.168.6.13. =
11:52:47 Client switching to BOUND state. |
4 | LLLILTF l L‘

Current configuration... | Help |

Figure 41. [0S/2 Warp] DHCP Client Monitor using TCP/IP 4.1

You can also view all the parameters received from the DHCP server by
selecting Current Configuration from the Configure menu.

DHCP Client Monitor can obtain or release an IP address assignment
from any DHCP server. Select [Actions => Release lease] to release
an IP address and select [Actions => Request lease] to obtain an IP
address. (You may wish to test a new DHCP server using the DHCP
Client Monitor.)

* TCP/IP 4.0

1. Open the Programs folder then the TCP/IP Internet (LAN) folder.

Double-click on TCP/IP Configuration (LAN). (Or, just type TcpcrG at
an 0OS/2 command prompt.) The TCP/IP Configuration notebook
appears.

. Click on the Network tab. Highlight the appropriate LAN interface from
the list (normally LAN interface 0) and make sure the Enable
interface checkbox is checked. Then, select Automatically, Using
DHCP, as shown in Figure 42 on page 70.
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Figure 42. [0OS/2 Warp] Enabling a DHCP client using TCP/IP 4.0

3. Close the TCP/IP configuration notebook to save this change.

4. Shutdown and restart your PC to initiate the DHCP client. You can view
the current IP configuration by using the DHCP Client Monitor. Open
the OS/2 System folder, then the System Setup folder. Double-click on
the DHCP Monitor object. (Or, just type pHcevon at an OS/2 command
prompt.) Select [View => Details] for more information. (See Figure 43
on page 71.)

Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP
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DDNS Host Hame: Hot Registered
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Figure 43. [OS/2 Warp] DHCP Client Monitor window

You can also view all the parameters received from the DHCP server by
selecting the Current Configuration button below the Message log
window (see Figure 44).

Current configuration

DHCP-Supplied Parameters

Adapter lan0

Expiration time Fri Apr 24 12:50:22 1998

Renewal Time (T1) 0 days 0 hrs 30 min

IP Address 192.168.7.14

Subnet Mask 255.255.255.128

Router default -> 192.168.7.1

Domain Name austin.cooking.net

Domain Hame Server 192.168.7.10 -
3] 1t 1 o

Figure 44. [OS/2 Warp] Current configuration window
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2.5.2 Windows 95 and Windows 98

The TCP/IP Properties pages for both Windows 95 and Windows 98 are
identical. Before running your Windows 95 or Windows 98 workstation as a
DHCP client, make sure that you have installed the following components:

e TCP/IP protocol
* An appropriate network adapter device driver

1. To set up your Windows 95 or Windows 98 computer as a DHCP client,
you need to configure the TCP/IP protocol. Open the Network icon. To
open the Network icon, select [Start => Settings => Control Panel].
Double-click on the Network icon.

2. In the Network notebook, highlight TCP/IP Protocol and click on the
Properties button. The TCP/IP properties notebook opens up. Click on
the IP Address tab and check Obtain an IP address automatically, as
shown in Figure 45.

TCP/IP Properties HE

Bindings | Advanced | MeBIDS |
DNS Configuration I Gateway I WINS Configuiation P Address

An |P address can be automatically assigned to this computer.
[F your netwark, does not automatically assign IP addresses, ask
pour network administrator for an address, and then type it in
the space below.

& {Obtain an P address automaticalis

" Specify an |P address:

0K Cancel
I |

Figure 45. [Windows 98] Enabling DHCP client

3. Click OK to finish the Network settings and reboot your system. Now, the
Windows 95 computer should be able to obtain an IP address from the
DHCP server.

4. You can view the current IP configuration by using the wintpcFc command
at the command prompt. This will show you a current IP address and other
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TCP/IP configurations, as shown in Figure 46 on page 73. This also
enables you to release and renew the IP address by clicking the buttons.

m IP Configuration (=[] =]

— Host Infarmation

Host Name| BRIE. armank. cooking. net

DHS Servers 192.168.6.10
Mode Type Broadcast

NetBIOS Scope Id |
IP Routing Enabled |— WINS Prozy Enabled |—
MetBl0S Resolution Uses DMNS |—

— Token Ring Adapter Information

|1BM Turbo 1674 TokenRing 154 7|

Adapter Address Im
IPAddess| 192188620

Subnet Mask IW

Default Gateway IW

DHCP Server IW

Frimary *WINS Server I—
Secondary WINS Server I—

Lease Obtained | Fri &pr 17 98 3:31:30 Pt
Lease Expires | Fri &pr 17 98 3:34:30 Pt

Feleage | Fienew | HelegseAIIl FieneyAlll ‘

Figure 46. [Windows 98] IP Configuration window

2.5.3 Windows NT Workstation 4.0
Before running your Windows NT Workstation as a DHCP client, make sure
that you have installed the following components:
e TCP/IP protocol

* An appropriate network adapter device driver

To set up the Windows NT Workstation as a DHCP client, follow the steps
below:

1. Open the Network icon. To open the Network icon, select [Start Settings
=> Control Panel]. Double-click on the Network icon.

2. Click on the Protocols tab, highlight TCP/IP Protocol in the Network
Protocol list, and click on the Properties button. The TCP/IP properties
notebook opens up. To set your computer as a DHCP client, click on the IP
Address tab and check Obtain an IP address from a DHCP server, as
shown in Figure 47 on page 74.
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Microsoft TCP/IP Properties EHE

IP Adhess | DNS | WINS Address | Routing|

An IP address can be automatically azzigned to this network, card
by a DHCP zerver. |f your network does not have a DHCP server,
azk your network. administrator for an address, and then tppe it in
the space below.

Adapter:

1]1BM Turbo 16/4 T

&' [Obtain an IP address from a DHCP server

' Specify an IP address

P ddriess: I . . .
Submet i ask: I . . .
[reraul Eateray: I . . .

Advanced... |
QK I Cancel | Apply |

Figure 47. [Windows NT] Enabling a DHCP client

3. Click OK to finish the Network settings and reboot your system. Now your
Windows NT Workstation should be able to obtain an IP address from the
DHCP server.

You can view the current IP configuration by using the 1pconrG utility. Type:

IPCONFIG /ALL

at the command prompt. This will show you the current IP configuration for

the operating system and the network adapter, as shown in Figure 48 on
page 75.
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C:\>ipconfig /all

Windows NT IP Configuration

Host Name. . . . . . . . . : burger.bellevue.cocking.net
DNS Servers. . . . . . . . : 192.168.8.10

Node Type. . . . . . . . . : Broadcast

NetBIOS Scope ID . . .o

IP Routing Enabled . . . . : No

WINS Proxy Enabled . . . . : No

NetBIOS Resolution Uses DNS: No

Token-Ring adapter IBMTOK1:

Description. . . . . . . . : IBM Turbo 16/4 Token-Ring ISA Adapter
Physical Address . . . . . : 00-04-AC-FF-CB-3C
DHCP Enabled . . . . . . . : Yes
IP Address . . . . . . . . : 192.168.8.12
Subnet Mask. . . . . . . . : 255.255.255.0
Default Gateway. . . . . . : 192.168.8.1
DHCP Server. . . . . . . . : 192.168.8.10
Lease Obtained . . . . . . : Monday, Octcber 04, 1999 10:36:31 AM
Lease Expires. . . . . . . : Tuesday, Octcber 05, 1999 10:36:31 AM
C:\>
N ) J

Figure 48. [Windows NT] Displaying current configuration

To give up the current IP lease, type:

IPCONFIG /RELEASE

at the command prompt.

To obtain a new IP address, or to update options and lease time, type:
IPCONFIG /RENEW

at the command prompt.

2.5.4 Windows 2000

The version of Windows 2000 that we tested with was Release Candidate 2
(5.00.2128).

Before running your Windows 2000 Workstation computer as a DHCP client,
make sure that you have installed the following components:

e TCP/IP protocol

* An appropriate network adapter device driver
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To set up the Windows 2000 computer as a DHCP client, follow the steps
below:

1. Open the Network and Dial-up Connections folder. To open this folder,
select [Start => Settings => Network and Dial-up Connections].
Double-click on the Local Area Connection icon.

2. Click on the Properties button. Scroll down the list and highlight the
Internet Protocol (TCP/IP). It must have a tick in the checkbox, since this
indicates that this protocol is used by this machine.

3. Click on the Properties button. The Internet Protocol (TCP/IP) Properties
notebook opens up. To set your computer as a DHCP client, select Obtain
an IP address automatically, as shown in Figure 49. You may also select
Obtain DNS Server address automatically. If you wish to configure
some of the Advanced features for TCP/IP, then click on the Advanced
button.

Internet Protocol (TCP/IP) Properties e |

General |

‘f'ou can get |P zettings assigned automatically if your network. supports
this capability. Otherwise, vou need to ask vour network. administrator for
the appropriate [P settings.

' [btain an IP address automatically

— Use the following IP address:

| address: I . : c
Subnet mask: I : : :
[refault gateway: I . : :

' [btain DNS server address automatically

—" Use the following DNS server addreszes:

Erefened DMS server: I ) . .
Slternate DNS server: I : ; :

Advanced.. |
()3 I Cancel |

Figure 49. [Windows 2000] Enabling a DHCP client

4. Click OK to finish the network settings and reboot your system. Now your
Windows 2000 should be able to obtain an IP address from the DHCP
server.

You can view the current IP configuration by using the 1pconrc utility. Type:

IPCONFIG /ALL
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at the command prompt. This will show you the current IP configuration for
the operating system and the network adapter, as shown in Figure 50 on

page 77.
] ] N
C:\>ipconfig /all
Windows 2000 IP Configuration
Host Name. . . . . . . . . : burger.bellevue.cocking.net
DNS Servers. . . . . . . . : 192.168.8.10
Node Type. . . . . . . . . : Broadcast
NetBIOS Scope ID . . .o
IP Routing Enabled . . . . : No
WINS Proxy Enabled . . . . : No
NetBIOS Resolution Uses INS: No
Token-Ring adapter IBMTOKI:
Description. . . . . . . . : IBM Turbo 16/4 Token-Ring ISA Adapter
Physical Address . . . . . : 00-04-AC-FF-CB-3C
DHCP Enabled . . . . . . . : Yes
IP Address . . . . . . . . : 192.168.8.12
Subnet Mask. . . . . . . . : 255.255.255.0
Default Gateway. . . . . . : 192.168.8.1
DHCP Server. . . . . . . . : 192.168.8.10
Lease Obtained . . . . . . : Monday, Octcber 04, 1999 10:36:31 AM
Lease Expires. . . . . . . : Tuesday, Octcber 05, 1999 10:36:31 AM
C:\>
N ) J

Figure 50. [Windows 2000] Displaying current configuration

To give up the current IP lease, type:

IPCONFIG /RELEASE

at the command prompt.

To obtain a new IP address, or to update options and lease time, type:
IPCONFIG /RENEW

at the command prompt.

2.5.5 Apple Macintosh

The Apple Macintosh was one of the first microcomputers to feature built-in
networking, and its designers have focused on simplicity to help make the
system easy to set up and use on a network. The Macintosh can easily
receive its IP address assignment from any DHCP server.

We tested an Apple Macintosh running MacOS Version 8 with its built-in
Open Transport TCP/IP software. (Open Transport Version 1.1.1 or later
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should be installed on previous versions of MacOS to support DHCP.) Either
the Internet Setup Assistant or the TCP/IP Control Panel (Figure 51 on page
78) can be used to select DHCP.

"Bl File Edit_view Special Help 1213PM B
About This Computer... |

v @
@ Alarm Clock

Mac 0S Easy Open -
&7 Apple System Profiler B untitled

) MacLinkPlus Setup
[E5 AppleCD Audio Player Map
(5 Applications » Memory

(] Automated Tasks » Modem Taligent HD
Monitors & Sound

S Chooser » Mouse

@ ConnectTo... NowMenus %
Kt i

" " OpenDoc Setup

@Fmd e PC Exchange

(5 Games PPP @

[ Jigsaw Puzzle QuickTime™ Settings Mg G55 f ol Conter

[2] ey caps screenshot™

mNCSATeInet 2.3 -MacTCP- alias| 5051

Note Pad Sharing Monitor @

@ OpenDoc™ Stationery » Speech Eriowse the |nternet

[# Recent Applications 2 SLartupDISK

TCP/IP
[, Recent Documents »

Text
Scrapbook Things!
4 SimpleSound Token Ring
A Stickies Ultimedia

Users & Groups
Yoice Record
Web Sharing

% 4

Figure 51. [Macintosh] Selecting the TCP/IP control panel

If you select the TCP/IP control panel a window appears, as shown in Figure

O=—oc——————"T1CP/IP =]
Connect wia: Token Ring =
— Setup
Configure: |® Manually
Usi
Subnet mask: |255.255.254.0
Router address: (231521
Search dormnains :
MNarne server addr.: |9.3.199.2
931392
S5ZT.2482
2

Figure 52. [Macintosh] Choosing the DHCP Server option
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Simply select Using DHCP Server and close the window to activate the
Macintosh’s DHCP client support. (Click on Save, as shown in Figure 53 on
page 79, when prompted.) After a system restart, you can revisit this window
to examine the address assignment received from the DHCP server.

ﬁ Save changes to the current configuration?

Saving the changes may interrupt any TCP/IP
services currently established.

G

Figure 53. [Macintosh] Saving TCP/IP configuration changes

To further integrate your Macintoshes into your network, you may wish to
consider two additional products:

* IBM LAN Server for Macintosh allows Warp Server to act as an
AppleShare file and print server. The Macintosh’s built-in Chooser can be
used to access shared drives and printers on Warp Server without adding
any additional software to the clients. In addition, Warp Server’s Postscript
translation services (Advanced Printing) can accept Macintosh Postscript
print jobs and format them for PC printers in PCL, IBM PPDS, or AFP
formats, providing Macintosh users access to the same printers as PC
users. For more information on LAN server for Macintosh, please consult
the redbooks available at http://www.redbooks . ibm.com.

* DAVE, produced by Thursby Software Systems, is client software for
Macintoshes designed to communicate with Warp Server, Windows NT,
Windows 95, Windows 98, IBM DOS LAN Services, and other
NetBIOS-based networks. However, DAVE must be installed on each
client. For more information on DAVE, please visit http://www.thursby.com
on the Internet.

2.5.6 IBM Network Station
We used an IBM Network Station computer (NC) model 1000, to test the

BOOTP client function and the DHCP client function of the DHCP server with
TCP/IP Version 4.21.

2.5.6.1 BOOTP

First, we tested the BOOTP function. The NC was configured so that DHCP
was disabled, with BOOTP as the first choice for booting. The configuration
was saved, and the NC was powered off.
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For this test, we needed the TFTP daemon and the portmapper running on
the server. The NC had to download its kernel file and it used TFTP for that
task. We configured these using Tcpcra2 (or by double-clicking on the TCP/IP
Configuration object). As shown in Figure 54, we selected the Autostart
page, chose inetd, tftpd, and portmapper. If you have any problems selecting
the inetd service, this is not a problem, provided the other two services

autostart.
(J] TCP/IP Configuration Hotebook &l =
Netwurk| Routing | Host Names | AUtDStﬂﬂ‘ General ‘ Security| SOCKS ‘ Printing | '<| N
Configure Automatic Starting of Services
Autostarted Services :l r inetd Autostart Options
inetd
telnetd
fipd
tipd
rexecd
rshd DINETD SUpet Setver Daetman
Ipd
Iprportd
routed
talkd () Detached
porimap
sendimail
tsvpd (® Fareground Session
syslogd
tirned
[ Minimized
Fararmetets
| Unda I
| OK I | Cancel I | Help I

Figure 54. [Warp Server for e-business] TCP/IP Configuration Notebook: Autostart service

We also decided to start the syslog daemon, as shown in Figure 55.
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(J] TCP/IP Configuration Hotebook =z = E

Netwurk‘ Routing | Host Hames | AUtDStﬂﬂ‘ General ‘ Security| S0CKS ‘ Printing ‘ '<| N

Autostarted Services

inetd
telnetd

Configure Automatic Starting of Services

r syslogd Autostart Options

fipd
tipd
rexecd
rshd DINETD SUpet Setver Daetman
Ipd
Iprportd
routed
talkd (0 Detached
porimap
sendimail
tsvpd (® Fareground Session
syslogd
tirned
¥ Winimized
Fararmetets
| Unda I
| OK I | Cancel I | Help I

Figure 55. [Warp Server for e-business] TCP/IP Configuration Notebook: Syslog daemon

It is useful to log activity on your servers, especially when you are using
TFTP. You may wish to click the Minimize box, rather than leave some
screens to start open as we did.

Configuring the DHCP server on OS/2 is fairly simple. Start the DHCP server
configuration (as discussed in 2.2.3, “Basic configuration” on page 35) and
highlight the subnet we created earlier. Select Configure and then Add
Client. A notebook opens up, as shown in Figure 56 on page 82.
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Figure 56. [Warp Server for e-business] Client Definition settings notebook

We filled it in with our chosen values on the Client Definition page. Note that
the client ID is the MAC address of the device in question. On the DHCP
Options page, we chose option 67, Boot File Name, so that we could boot
the NC. Note that no path is listed for the boot file, as shown in Figure 57 on
page 83.
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Figure 57. [Warp Server for e-business] DHCP Options settings notebook

We configured TFTP security for this client (see Figure 58 on page 84), and
made the home directory C:\TFTPBOOQOT. The directory tree for the NC is
located in the CATFTPBOOT directory. The following line was placed in the
C:\MPTN\ETC\TFTPPAUTH file:

C:\TFTPBOOT RW 192.168.6.17
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(J] TCP/IP Configuration Hotebook &l =
Network | Routing ‘ Host Names Autustaﬂ‘ General ‘ 590“’“}" SOCKS ‘ Printing ‘ "‘l’l
Configure TFTFD Access
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Figure 58. (Warp Server for e-business) TCP/IP Configuration Notebook - TFTPD security

Note that the IP address matches the IP address reserved for the NC when
we performed the Add Client, as shown in Figure 56 on page 82.

Options 1, Subnet Mask, and 15, Domain Name, are inherited from the
subnet settings. Now turn on the BOOTP client support by double-clicking on
the DHCP Server, choosing the Miscellaneous page, and checking Support
BOOTP clients, as shown in Figure 59 on page 85.
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Figure 59. [Warp Server for e-business) Support BOOTP settings notebook

After saving the notebook, the DHCP server can be re-initialized by starting
DHCP Server Management and choosing Re-initialize. From an OS/2
command line, we executed the following command:

DADMIN -S | FIND /I "-"

to see the in-use addresses, then we turned on the NC. When going back and
adding options like this, remember to save your file after you have saved a
notebook and to re-initialize the DHCP server after changing or adding
options. You might start to wonder why your new options are not working.

Windows NT can provide the BOOTP client an address and a file name, but it
cannot provide the boot file. Neither NFS nor TFTP daemon is delivered with
Windows NT, although there are many shareware utilities; so our IBM
Network Station was not able to receive its boot file from Windows NT.
However, Windows NT can provide the IP address of a boot file server. We
set up the Windows NT DHCP server to provide the IP address of one of our
0OS/2 DHCP clients as the boot file server. We configured the OS/2 client to
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2.5.7 AIX

autostart the inet daemon, TFTP daemon (started from inetd), and the
portmapper. We rebooted the OS/2 DHCP client to restart everything. We
configured the NT DHCP server so that the boot file server provided the
BOOTP client (NC) with the address of the OS/2 client. After restarting the NT
DHCP server, we powered on the NC and it booted up from the OS/2
workstation. So, the Windows NT DHCP server provides a type of BOOTP
service. If you want more than just an address (for example, you actually want
to network boot a workstation), you will need to provide the name of a boot
file server, or add some third party software to Windows NT; so it can provide
TFTP services (we did not test any third party add-ons). Note that IBM has
Networkstation kits for different server platforms that provide file transfer
services.

2.5.6.2 DHCP
Next, configure the Network Station as a DHCP client. No changes are
required on the server to boot the Network Station as a DHCP client.

There is still one problem on the Network Station, which may be due to the
older firmware in our machine (Boot Monitor Version 3.0.1). On more than
one occasion, even though the Network Station was configured to get its IP
address from the network, it insisted on using the IP address that was
configured in NVRAM. We solved this problem by setting the NVRAM
addresses to all zeros, except for the subnet address.

Note

Before configuring AlX as a DHCP client, ensure that the file set
bos.net.tcp.client is installed. To verify this, use the command:
1slpp -1 “bos.net.tcp.*”

To install this file set you will need AIX CD-ROM 1, and you may be
prompted for further CD-ROMs.

An AlIX workstation can also be configured as a DHCP client, but then it
cannot be used as a DHCP server. We configured a DHCP client on AIX
Version 4.3.2 using the following procedure:

1. Open the Application Manager, and you will be presented with a window
as shown in Figure 60 on page 87.
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Application Manager

| File Selected Wiew

System Admin

Figure 60. (AIX Version 4.3.2) Application Manager

2. Double-click on the System_Admin icon, and you will open the System
Administration window (see Figure 61).

— Lpplication Marager — Systermn_Adimin
:Eile Selected

~E
Network]

Figure 61. (AIX Version 4.3.2) Application Manager - System Admin

3. Double-click on the Network icon and you will be asked for the
administrator’s ID and password. After supplying these, the Network:
Loopback window will open (see Figure 62 on page 88).
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Figure 62. (AIX Version 4.3.2) Network: loopback - Configuration

4. Double-click on the TCP/IP Configuration to edit the current TCP/IP
configuration.

5. Select the Basic Setup tab and then configure the Available network
interface and allow it to automatically obtain an IP address, (see Figure 63
on page 89).
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Figure 63. (AIX Version 4.3.2) TCP/IP Properties: loopback - Configuration

6. We allowed our DHCP start options to take place now and at the system
restart. It is best to click on Apply now, and allow the system to apply any
changes. If TCP/IP is restarted successfully, then you will be returned to
this configuration screen and you may select OK.

— Note

In order for DHCP (whether client or server) to function properly on an
RS/6000 machine, you must have DNS Services configured. This is due
to the fact that the Common Desktop needs name resolution working, or
else AlX is unable to start up TCP/IP correctly.

7. To check that TCP/IP is working properly, use the ping command.

We found that when using an AIX DHCP client on a network with DHCP
servers that were not OS/2 or AIX systems, the DHCP client would not
receive all of its DHCP options. The reason for this is that these other servers
do not assign all the configured options unless the client specifically requests
them. The work around for this is to add those options to the DHCPCD.INI file
on the AIX DHCP client.
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2.5.8 Linux

We had to add the following lines to our DHCPCD.INI file in order to receive
Options one, six and three from a Windows NT DHCP server:

option 1
option 6
option 3

The complete file has been included on the CD-ROM that accompanies this
redbook.

Linux clients can certainly participate in a DHCP network, getting address
assignments from a DHCP server, such as OS/2 Warp Server for e-business.
Using instructions available on the Internet at:

http://www.redhat .com/corp/support/manuals/index.html

we tested RedHat Linux 6.0 with kernel 2.2.5-15. We dubbed this system

woody. Woody succeeded in picking up a dynamically assigned IP address
using either BOOTP or DHCP (both worked).

This version of Linux was far more stable than the previous one since we did
not have to apply a token-ring adapter patch for DHCP and we did not receive
any warning messages.

2.5.8.1 Enabling DHCP
To enable RedHat Linux’s DHCP, follow these steps:

1. Log on as user root.

2. Make sure that the user and group IDs for dhcpcd are both set to root, and
the permissions are set to read (r) and execute (x) for all users.

3. If it is not already running, start X-Windows with the command:
startx

4. To start the control panel, as shown in Figure 64 on page 91, open a
terminal and type the following command:

control-panel
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Figure 64. [RedHat Linux] Control panel

5. Click on the network configuration icon (which is the icon on the right-hand
side of Figure 64).

Hames | Hosts | Interfaces | Routing |

Interface | P | proto | athootl active |I
lo 127.0.0.1 none yes active
0 | | dhep | yes | active |
/

Add | Edit | Clone | Alias | Remove | Activate | Deactivate |

Save | Quit |

Figure 65. [RedHat Linux] Interfaces section of network configuration

6. In the Interfaces section (see Figure 65 on page 91), edit trO (for token
ring) or ethO (for Ethernet). Change the interface configuration protocol
(see Figure 66 on page 92) to DHCP (or BOOTP), then click on Done to
save these changes.
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Done | Cancel |

Figure 66. [RedHat Linux] Editing the trO (token-ring) interface

7. Click on Save, then Quit, to exit out of the network configuration section.
8. Shutdown and restart the Linux system using the command:
shutdown -h now

9. After rebooting, and after logging in, verify your address assignment by
using the command:

ifconfig

You can also verify network connections by using the ping command.
Linux is supported by its community of users and developers, whose input
can be found at:

http://www.redhat .com/community/user groups.html

2.5.9 DOS, Windows 3.1, and Windows for Workgroups

In our test environment, we set up three DOS-based environments: DOS,
DOS with Windows 3.11, and DOS with Windows for Workgroups. The DOS
used was the IBM PC-DOS 2000, the only fully supported Year 2000 Ready
version of DOS.

All three environments, then, had the IBM DOS LAN Services (DLS) installed.
DLS is the DOS LAN client supplied with Warp Server Version 4, and it comes
with a TCP/IP stack from Network TeleSystems that supports DHCP.

Before installing DLS, make sure that you have all four diskettes and that you
are suitably licensed.

2.5.9.1 Enabling DHCP
To install DLS and enable TCP/IP, follow these steps:

1. Insert diskette 1, and enter the a: INSTALL command.
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At the opening screen, press Enter to continue

3. When prompted to choose a directory, accept the default of C:\NET.

4. When prompted to enter the machine ID, enter the machine’s name. In this
instance, enter the NetBIOS name.
5. When prompted to enter the user name, enter the user ID of the person
who would normally use this machine.
6. When prompted to enter the domain name, enter the name of the domain
that the user would normally log onto.
7. The options panel will be displayed as shown in Figure 67.
~
Install for DOS LAN Services
If all the options are correct, select 'The listed options
are correct,' and then press Enter. If you want to change
an option, use the Up Arrow or Down Arrow key to select it. Then
press Enter to see alternatives for that option.
e —————— - +
| Graphical User Interface : Install GUI. |
| Peer Services : Install Peer Services. |
| Windows Support : Install Windows support. |
| Protocol Driver : IBM NetBEUI |
| |
| The listed options are correct. |
e —————— - +
\Ehter:Cont:Lnue Fl=Help F3=Exit )

Figure 67. [DOS LAN Services] Installation options

8.

If you do not require Peer support, scroll up to the Peer Services option,
and press Enter, then select the option Do not install Peer services.

If you do not require Windows support, select the Windows Support
option, then select the option Do not install Windows support.

10. Select the Protocol Driver option.

11. Select the Change driver for protocol option.

12. A panel will be displayed showing the protocols available for DLS, as

shown in Figure 68 on page 94.

If you are using native DOS, select TCPBEUI (Real-Mode) & IBM
NetBEUI.
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If you are using Windows 3.11 or Windows for Workgroups, select
TCPBEUI (Windows Protect-Mode) & IBM NetBEUI.

We recommend dual protocols, as NetBEUI is still the most efficient within
a LAN. TCPBEUI is required to activate TCP/IP and can be used for WAN
(wide area network) communications.

Install for DOS LAN Services

Please select the protocol used on your network.

| Other protocol.

| Install 802.2 support

| TCPBEUI (Real-Mode)

| TCPBEUI (Real-Mode) & IBM NetBEUT

| TCPBEUI (Windows Protect-Mode)

| TCPBEUI (Windows Protect-Mode) & IBM NetBEUI
| IBM NetBEUIL

Figure 68. [DOS LAN Services] Selecting a protocol
13. When prompted for the IP address with the 1paddr= prompt, do not enter
an address, just press Enter.

A red error panel will be displayed (see Figure 69 on page 95), stating that
you have not specified a required value. Ignore the error message, and
press C to continue without setting the value.
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~
Install for DOS LAN Services

The IP Address (IPAddr) is a required parameter for the
protocol you have chosen. This address is unique to your
computer. An example of an IP address would be:

IPAddr=123.2.43.7
You did not specify the value of a required setting.

To specify its value, press Enter. |
To continue Install without setting its value, press C. |

Figure 69. [DOS LAN Services] Error when required value not specified

14. When prompted for the NetSubNetMask, GatewayAddr, and DNSAddr
parameters, do not enter values just press Enter. As before, press C at the
error panel to continue without entering a value.

15. Select Edit settings for protocol driver. A panel with the configuration
options will be displayed, as shown in Figure 70 on page 96.

Note

It is not readily apparent that the configurable options panel is only showing

a portion of the options. More options are visible if you scroll through the
list.
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Install for DOS LAN Services

The settings for your protocol driver are listed below. If
all the settings are correct, select 'The listed options
are correct'. Then press Enter. If you want to change a
setting, use the Up Arrow or Down Arrow key to select it.
Then press Enter to see altemnatives for that setting.

Protocol Driver : TCPBEUI (Real-Mode) & IBM NetBEUI

| ARP Cache Timeout in seconds=300
DHCP Client ID=

Virtual Circuits=16

VC Receive Buffers=6

VC Send Buffers=6

Receive Window in Bytes=2920
Send Window in Buffers=8

Use Memory Option=UMB

| The listed options are correct

KFl:Help F3=Exit Esc=Previous Screen )

Figure 70. [DOS LAN Services] Options for the protocol driver

16. Scroll up the list to the Bootp= option, and press Enter. Then select DHCP
from the list of options.

17. Select the DHCPClientID= option and enter the machine ID, as used
during step 4 on page 93. In this instance, we are entering the computer’s
TCP/IP hostname.

18. Press Enter on The listed options are correct, Driver configuration is
correct, and The listed options are correct options as they are displayed.

19. Select the Redirector.

For native DOS clients, select either the Use the basic, Use the full, or
Use the protect mode redirector options.

For Windows 3.11 or Windows for Workgroups clients, select Use the
virtual redirector.

20. Select the Startup option and then select Run DOS LAN Services only.

21. If necessary, select Network Card and choose the network adapter that
you use. See Figure 71 on page 97.
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Install for DOS LAN Services

Select the type of network card that is installed in your
computer, and then press Enter.

| IBM 16/4 Token Ring Credit Card Adapter |
| IBM Token Ring (All Types) |
| IBM Token Ring (MCA) |
| IBM Token Ring II |
| IBM Token Ring 4/16Mbs |
| IBM Token Ring 4/16Mos (MCA) |
| IBM Token-Ring Network 16/4 Adapter II |
| Intel EtherExpress 16 or 16TP |
| Intel TokenExpress EISA 16/4 |
| Intel TokenExpress 16/4 |
| Novell/Anthem NE2000 |
| Novell/Anthem NE/2 |
| Olicom 16/4 Token-Ring Adapter |
| Proteon Token Ring (P1392) |
| sSMC (WD) EtherCard PLUS/A (MCA) (WD 8003E/A or 8003ET/A) |
| sMC (WD) EtherCard PLUS Elite 16 Combo (WD/8013EW or 8013EW|

+

Figure 71. [DOS LAN Services] Network adapter types

22. Select The listed options are correct.

You will be re-prompted to enter the IPAddr, NetSubNetMask,
GatewayAddr, and DNSAddr options. As before, leave these entries blank
and press C at the error panel to continue without entering a value.

23. Select The listed options are correct.
24. DLS will now be installed. Change diskettes as required.

25. At the completion of the installation, you will be prompted to either press
Enter to restart, or F3 to exit to DOS. Press F3, then use a text editor to
modify the \NET\NETWORK_.INI file.
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[network]
computername=BURGER
lanroot=C:\NET
autologon=no
autostart=netbeui full messenger
username=USERID
domain=ARMONK
lslogon=yes
reconnect=no
passwordcaching=no
timesync=yes

Figure 72. [DOS LAN Services] Extract from NETWORK.INI

Figure 72 shows an extract from the NETWORK.INI file, with modifications
that we have made to the defaults highlighted.

Note

The autostart parameters will vary depending on the Redirector option
chosen in step 19 on page 96.

26. Save the file, then restart the computer. As it reboots, you should see
messages similar to those in Figure 73 on page 99.
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IBM Protocol Manager Version 2.1
IBM Token-Ring Network Driver Version2.7

NISTS: Initialization started
Installing Network TeleSystems TCP/IOP
Version: 2.09 (960320)
Using VCs=16 VCSends=6 VCReceivelarge=6
Driver NTSTSS in section [NTSSNTST2] will bind with module [IBMSGENIBMIOK]
NTSSNTSTS2: Initialization succeeded
IBM DOS LAN Services Driver Version 5
Copyright (C) International Business Machines Corporation 1993, 1995
Copyright (C) Microsoft Corporation 1992
Transport Hooks Enabled
SHARE installed
IBM Netbind Version 2.1
Waiting for DHCP Server

IBM DOS NETBEUI 3.00

Copyright (C) Internmaticnal Business Machines Corporation 1993, 1995
Copyright (C) Microsoft Corporation 1992

The commmand completed successfully

C:\>

Figure 73. [DOS LAN Services] Messages displayed as a DOS workstation starts

27. You can now test your IP configuration, by using the pinc command
(either in native DOS or by opening a DOS window from Windows). For
example, if we had used the TCP/IP name BURGER in step 17 on page
96, we would issue the command PING BURGER.

4 N
C:\>PING BURGER
PING - ICMP Echo Request/Reply 2.09 (960320) .
Copyright (c) 1995 Network TeleSystems, Inc. All rights reserved.
PING burger (192.168.6.16): 56 IQMP data bytes
64 bytes from burger: icmp seq = 0. time < 55 ms
----burger PING Statistics ----
1 packets transmitted
1 packets received
0% packet loss
round-trip (ms) min/avg/max = 55/55/55
C:\>
N J

Figure 74. [DOS LAN Services] Testing IP configuration using PING

2.5.10 Sun Microsystems Solaris

The Sun Microsystems SPARCstation 5 workstation is simple to set up as a
DHCP client. We wanted to use a token-ring card in our SPARCstation 5, but
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we were unable to do so. We found a bug in the Sun code when using a
token-ring interface. Sun is aware of this and is working on it. If you really
need a token-ring adapter in your SPARCstation 5 workstation, you should
contact Sun. Our SPARCstation 5 workstation came pre-installed with SunOS
Version 5.6, which we upgraded to SunOS Version 5.7.

Before getting started on the client, we configured our DHCP server to serve
addresses for the 192.168.9.0 subnet. At the beginning of this chapter, we
showed you how to add a subnet to your DHCP server.

Since the token-ring card would not work with DHCP on the Sun machine, we
had to revert back to the Ethernet interface. To do this we executed the
following command:

/usr/sbin/ifconfig 1le0 plumb

We then configured a router between our Ethernet network (with the Sun
system) and our token-ring networks (the other systems), as shown in Figure
75 on page 100.

Sun SPARCstation5

192.168 9.22
Ethernet

A SRR, Adapter

192.168 6.0 Token-Ring

Subnet
192.168 9.0

Ethernet
Subnet

102.168 9.4 (LRMI

Ethernet
Adapter

; 192.168 6.4
i

]Illl Token-Ring
— Adapter

Another
Router

Buffet

192.168.7.0
Token-Ring
Subnet

AIX-DHCP Server for
subnets 192.168 6.0

and 192.168 9.0

Figure 75. Integrating the Sun Solaris workstation into our network

To verify that this configuration is functional, assign an IP address to the
interface with the command:
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/usr/sbin/ifconfig 1le0 192.168.9.145

and configured routing:

/usr/sbin/route add net 192.168.9 192.168.9.145
/usr/sbin/route add default 192.168.9.1

Then contact your DHCP server by executing:

/usr/sbin/ping 192.168.6.10

After verifying the router and network configuration, configure the
SPARCstation 5 workstation as a DHCP client. This is actually the easiest
machine to configure as a DHCP client. Simply create the following files:

e /etc/dhcp.le0
¢ /etc/hostname.le0

as shown in the following command:

/bin/touch /etc/dhcp.le0 /etc/hostname.le0

Now, you can simply reboot the UltraSparc workstation, or you can execute:
ifconfig le0 dhcp start

After a minute or so, our machine received the address 192.168.9.22, as
shown in Figure 76.

/usr/sbin/ifconfig le0

le0: flags=4863<UP, BROADCAST, NOTRAILERS, RUNNING, MULTICAST,DHCP> mtu 1500
inet 192.168.9.22 netmask ffffff00 broadcast 192.168.9.255

ether 8:0:20:7e:38:27

Figure 76. DHCP results on the Sun SPARCstation 5
The configuration gets stored in the /etc/dhcp/le0.dhc file, a binary file.
You should also refer to your Sun documentation. The following man pages

may be useful as well:

» dhcpagent (1M)
* dhcpinfo

* ifconfig (1M)

* netstat (1M)
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2.5.11
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IBM WorkSpace On-Demand

Unlike other PC-based software, the IBM WorkSpace On-Demand does not
require any software to be loaded on a client system. All the software a PC
needs to operate is loaded from the WorkSpace On-Demand manager (based
on OS/2 Warp Server or OS/2 Warp Server for e-business) across the
network. All management, installation of new applications, software updates,
and other tasks are performed at the server. Consequently, WorkSpace
On-Demand costs a lot less to manage and support than other PC-based
solutions.

Because WorkSpace On-Demand supports modern Java and Web-based
applications, network managers need an easy way to set up TCP/IP for each
client. Managers can access WorkSpace On-Demand setup right from the
server or from a remote location across the network. Turning on DHCP for a
client merely involves selecting a button and clicking on Set. The WorkSpace
On-Demand manager can also act as the DHCP server, if needed.
Alternatively, a separate DHCP server (such as OS/2 Warp Server for
e-business, AlX, or Windows NT) may provide the address information to a
WorkSpace On-Demand client.

For Information about WorkSpace On-Demand, please refer to the redbook
WorkSpace On-Demand Handbook Release 2.0, SG24-5117.

2.5.11.1 Enabling DHCP
To activate DHCP for a WorkSpace On-Demand Version 2.0 client, follow
these steps:

1. Log on to the WorkSpace On-Demand manager as a system
administrator.

2. Open the LAN Server Administration program (you can also type NETGUI
at an OS/2 command prompt).

3. Open the Local Workstation icon for the WorkSpace server.

4. Open the Remote IPL Requesters folder.
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P=| MERLOT - Remote IPL Requesters - Icon View ﬁz

Object Edit Wiew Selected Help

1 [El

?

g ]
_Iy

CLT1 CLTF<E Remote IFL Requestar Template RIS

Select to take an action on the object

Figure 77. [WorkSpace On-Demand] Contents of Remote IPL Requesters folder

5. If you need to create a new icon for a new WorkSpace On-Demand client,
drag the WorkSpace template to any empty part of the folder with the right
mouse button, (see Figure 77). Otherwise, open any existing WorkSpace

client icon.
Select the Identity tab.
Fill in the Machine ID and Description for the client.

Select the System tab.

© ©® N>

location.

10.Select the Hardware tab.

Configure the Boot drive ID, the Operating System and the Swap file

11.Fill in the Network adapter address (MAC address), the Machine class
(you may select a generic type), the Network adapter, the Remote boot

method, the Video monitor and the Video resolution.

12.Select the Protocols tab.

13.1dentify the Network protocol you wish to use. You may also wish to select
an Additional protocol to use, after the bootup process has completed.

14.Select the IP Address tab.
15.Make sure the Configure TCP/IP checkbox is selected.

16.Click on the Automatic, using DHCP radio button to turn DHCP on (see
Figure 78 on page 104). You may also select Also using DDNS (see
Chapter 4, “Serving names” on page 131) if you have a Dynamic DNS
server available on the network, such as Warp Server for e-business.
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el workSpace 2.0 - Creafe Z e =

Edit Help
Identity \System \Har‘dw}':wé-\ Printers \Prutuculs VP Ad'dress\ lcon \Menu \

IP Address NS

[¥| Configure TCPIP

~Client address———— Host name
() Manual

® Automatic, using DHCP

*

Domain name * |austin.cooking.net

i addiess

Blae ssrvey

‘|
Fouter I
|
|

Subet sk

Undo Help |

| Create | | Reset | | Cancel |

Use DDMS to configure client address

Figure 78. [WorkSpace On-Demand] IP address setup for client

17.After choosing any of the other settings required elsewhere in this
notebook, click on Create to save and close the settings for this client.

You may repeat these steps as often as needed to set up each WorkSpace
client. If you have many WorkSpace clients to set up (or modify), you may
automate the procedure with a REXX script.

We tested both the WorkSpace On-Demand clients and the WorkSpace
manager with DHCP servers running on OS/2 Warp Server for e-business,
AIX, and Windows NT. We found them to operate correctly with all these
DHCP servers. (If you opt to assign a dynamic IP address to the WorkSpace
On-Demand manager, we recommend that you also assign a fixed hostname
using a Dynamic DNS server. See Chapter 4, “Serving names” on page 131.)

2.5.11.2 Related publications

The IBM redbook titled IBM WorkSpace On-Demand Handbook Release 2.0,
SG24-5117 provides some additional details on setting up WorkSpace
On-Demand. In particular, Section 6.1.2 includes information on setting up a
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large batch of WorkSpace clients using a REXX script and the NET
RIPLMACH command file. For Windows clients, there is the redbook,
WorkSpace On-Demand 2.0 Feature for Windows Clients, SG24-5396.

2.5.12 Hewlett-Packard LaserdJet 4000 Printer (JetDirect)

We configured the HP 4000 Laserjet Printer with the JetDirect Token-Ring
card. The firmware on the JetDirect Token-Ring card we used was G.05.35.
Please note that there are other methods of configuring addresses on
JetDirect cards, which are described in the Hewlett-Packard manuals shipped
with the product. For example, you can use RARP. Please refer to your
manuals for further information beyond what is described here.

2.5.12.1 DHCP

We set up our DHCP server to reserve an IP address for our printer. If we
want to telnet to the printer to review or change some settings, it is quicker
and easier to do so if we already know the printer address. We reserved an
address on our DHCP server for the printer named potato, as shown in Figure
79 on page 106. We used a telnet session with our printer to configure it to
act as a DHCP client. To find out the initial IP address that the printer was
using, we used the buttons on the printer itself to print its configuration.
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Figure 79. [Warp Server for e-business) DHCP printer configuration

Figure 80 on page 107 lists commands you can execute when you telnet into
your printer.
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[m] telnetpm.exe = |0
Connection Edit Commands Options Help

For HELP type "?”
> ?

To Change/Configure Parameters Enter:
Parameter-name: value <Carriage Return>

Parameter-name Type of value

ip: IP-address in dotted notation
subnet-nask: address in dotted notation
default-gu: address in dotted notation
syslog-swvr: address in dotted notation

idle-timeout: seconds in integers
set-cnnty-name: alpha-numeric string {32 chars max)

host-name: alpha-numeric string (upper case only, 32 chars max)
dhcp-config: 0 to disable, 1 to enable
novell: 0 to disable, 1 to enable
dlc-1lc: 0 to disable, 1 to enable
banner: 0 to disable, 1 to enable

Type passud to change the passuord.

Type "?" for HELP, "/" for current settings or "quit” to save-and-exit.
Or type "exit” to exit without saving configuration parameter entries
>

Figure 80. Executable commands at the HP printer through a telnet session

We executed these commands initially:

dhcp-config: 1
host-name: POTATO

We executed a telnet session with the printer to see its configuration after it
booted up from the DHCP server. This is shown in Figure 81 on page 108.
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[

i telnetpm.exe
onnection Edit

>/

Commands Options

===JetDirect Telnet Configuration===

Present Config

MAC Address

: DHCP
: B0:06:0d:39:12: be

IP Address : 192.168.6.11
Subnet Mask : 255.255.256.0
Default Gateway : 192.168.6.11
Syslog Server : 0.0.0.0

Idle Timeout : 90 Seconds

Help

Set Cmnty Mame : Hot Specified

Host Hame : POTATO

DHCP Config : Enabled
Passud : Disabled
Hovell : Disabled
DLC/LLC : Disabled
Banner page : Enabled

Figure 81. HP printer configuration after boot up

After configuring the DHCP server and the printer, you can use the printer
directly from clients that run a line printer daemon. You can also run a line
printer daemon on a Warp Server and share a printer resource with your LAN
clients. In this case, the line printer daemon would run on the server itself. To
share the printer with your LAN clients, follow these steps.

1. Open the TCP/IP Configuration GUI and select Iprportd to start
automatically. Save and exit the window.

2. Start the line printer daemon manually before creating the printer object.
At an OS/2 command prompt, type the following two commands:

DETACH LPRPORTD
DETACH LPD

Create a printer object by dragging a printer off of the printer template.

. Choose the correct printer driver (or install a new one) and also choose
one of the \PIPE\LPD ports, as shown in Figure 82 on page 109.
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FEIFE [te 4000

Default printer driver Output port

By J LLLL LLLL i
IBMNULL % .

o lLASERJET.HP Laser)et 4 Plus

ﬂ [ Qutput to file

‘ Install new printer driver... |

| Create I ‘ Cancel | ‘ Help |

Figure 82. [0OS/2 Warp] Create LPD printer

5. Right-click on your chosen \PIPE\LPD port after your have highlighted it.
Fill in the blanks, as shown in Figure 83 on page 110, using your printer
address for the LPD server. The LPD printer is either raw1 or text1 on a
single port JetDirect card. If you have a multi-port JetDirect box, the
hardware ports correspond to the number (for example, raw1, raw2, raw3
for a 3-port JetDirect box). Click Create, when you are done.
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~Print Destination
|_I Display port settings on print
Lot [192.168.6.11 1 Enable data filver
LPD printer Iraw1 |
|_1 5end mail on receipt
~Print Source . I
|_| Print banner page
Host name IMERLOT Cines I
User Iadministratod -Data Transfer Mode
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(@)  Mon Streaming Mode

~5Send ta Server

Prefix Additional Cantrol Cards

|_I Spooler parameters j
|_I Queue parameters

[_I Metwark parameters

| oK I | Cancel | | Help

Figure 83. [OS/2 Warp] LPD Settings notebook

Your printer can now be shared via Warp Server like any other printer
resource, or you can print to it the UNIX way by using the LprR command.

If you want to print directly to the printer from the server or a client, you can
type the following command:

LPR -b -p RAW1 -s 192.168.6.11 <filename>

2.5.12.2 BOOTP

Officially, Hewlett-Packard does not support BOOTP on the JetDirect card,
unless you are using the HP JetAdmin software on the Windows 95, Windows
98, Windows NT, HP-UX, or Sun Solaris platforms.

For more information please consult the HP JetDirect Print Server Software
Installation Guide, which is available from:

http://www.hp.com/cposupport/manindex/jd600t en man.html

We were able to get the printer to work, but not completely as expected. We
could not get the printer to consistently accept the IP address that we wanted
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it to use. We suggest that you use this device as a DHCP client rather than a
BOOTP client.
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Chapter 3. DHCP server and client interaction

To help provide a basis for going Beyond DHCP, this chapter takes a close
look at the function of the Dynamic Host Configuration Protocol. We start with
a high-level look at DHCP, options, and leases. Then, we illustrate the theory
presented in the RFCs for DHCP by looking at network traces of clients
interacting with servers at various stages of the configuration process.

The LAN traces discussed in this chapter were captured in our lab using the
Network Associates Sniffer-Basic product. If you’d like to follow along with
your own protocol analyzer, the trace files can be found in a variety of formats
on the CD-ROM that accompanies this redbook.

3.1 DHCP basics

As we discussed in 1.5.1, “BOOTP and the Dynamic Host Configuration
Protocol (DHCP)” on page 10, DHCP provides a standards-based method of
centrally managing and dynamically setting critical configuration parameters
for an IP host on a network. In a working DHCP environment, hosts may be
added to the network or moved between networks without the need for
manual configuration changes.

DHCP expands on existing BOOTP transport standards to achieve a method
of automatically passing a wide variety of configuration information, known as
options to clients. In addition to the IP interface address and subnet mask,
addresses for gateways, name servers, and many other items can be
managed and dynamically configured using DHCP servers. Appendix D,
“DHCP options (RFC 2132)” on page 457 has detailed information on the
broad scope of DHCP configuration.

Hosts that implement DHCP use the protocol to configure some or all of their
IP interfaces. Each interface is configured independently.

3.1.1 Client states

A DHCP client is in one of six states at all times. The states are defined by
RFC 2131 and determine how the client interacts with the DHCP server, and
how the server responds. The states are described in Table 4 below.

© Copyright IBM Corp. 1998, 2000 113



Table 4. DHCP client states

State Description

INIT The client has not had a lease and is
locating a DHCP server.

INIT-REBOOT The client has had a lease and is
restarting its IP interface.

SELECTING The client has received lease offers from
one or more DHCP servers.

BOUND The client has been successfully
configured and has a valid lease.

RENEWING The client is attempting to renew the lease
with the same DHCP server.

REBINDING The client could not renew the lease with
the original server and is attempting find
another.

3.2 The DHCP lease

The configuration parameters managed by DHCP are valid for a period of
time called a lease. The duration of the lease is set when the client accepts a
configuration offer from a DHCP server. Although the protocol provides a
method for a client to request a specific length for the lease, there is actually
no negotiation of lease terms. The client either accepts or rejects the
parameters offered by a server.

3.2.1 Getting the lease

DHCP works with lease times using numbers of seconds as opposed to
specific dates and times. This avoids the need to synchronize clocks among
multiple hosts on a network.

When a client configures an IP interface using DHCP, three values related to
lease time are determined by the server and sent to the client using these
options:

Option 51 IP address lease time
Option 58 Renewal time value (T1)
Option 59 Rebinding time value (T2)
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The RFC for DHCP (RFC2131) suggests that the values for T1 and T2 default
to 50% and 87.5% of the lease duration, respectively. Some DHCP server
implementations only allow you to configure option 51 and derive the other
values according to the suggested defaults. On others servers, such as AlX,
0OS/2 and Shadow IPserver, you are able to specify all three options. The
RFC mandates that the lease time must be greater than T2, and that T2 must
be greater than T1.

Although a client’s DHCP implementation might use these values to calculate
specific dates and/or times for lease events to occur, conceptually it’s easier
to think of them as simple counters. The counters are set to the specified
number of seconds at the beginning of the lease, and decrement at the rate of
one per second.

3.2.2 Renewing the lease

When the T1 counter reaches zero, the client’s state changes from BOUND to
RENEWING. At this time the client attempts to renew its lease with the same
DHCP server that originally provided the configuration. If it is successful, the
counters are reset to freshly calculated values. The client now returns to the
BOUND state.

If the client is not able to contact the DHCP server, it continues to try
periodically. While the client is in the RENEWING state, no disruption of IP
traffic through the interface occurs.

3.2.3 Rebinding the lease

Since T2 must be greater than T1, the T2 counter only expires if the client
was not able to renew the lease with the original DHCP server. As a result of
this failure, the client’s state changes from RENEWING to REBINDING.

At this point, the client tries to get a lease from any DHCP server. If the
operation is successful, the counters are set to the values specified in the
new lease. The client then returns to the BOUND state.

If the client is unable to contact any DHCP server, it continues to try for the
remainder of the current lease. As with the RENEWING state, a REBINDING
client is still able to transmit and receive using its assigned IP address with no
interruption. The change in state from BOUND to RENEWING to REBINDING
is transparent to the applications that are using the IP interface.
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3.2.4 Eviction

While you won’t find the term eviction in any DHCP RFC, it does accurately
describe what happens to a host’s IP interface if the lease counter reaches
zero. At this point, the lease has expired and the interface can not transmit or
receive datagrams using the previously assigned IP address. Any
applications on the host that had been using the interface receive errors.

It is important to note that eviction only occurs when a client has not been
able to contact any DHCP server on the network and has made multiple
attempts over a considerable amount of time.

To recover from this undesirable situation, the client changes to the INIT state
where it configures the interface with an address of 0.0.0.0, and continues its
attempts to locate a DHCP server.

3.3 Interaction between DHCP server and client

116

The sections that follow provide more detail on the information that is
exchanged between the DHCP server and client during the client boot and
TCP/IP startup process.

Figure 84 on page 117 shows an example of DHCP client and server
interaction from the viewpoint of a network trace. In all, four messages are
exchanged between the client and server, and result in the successful
configuration of the client’s interface. We’ll take a closer look and the content
of these messages as the chapter continues.

Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



reakfast.cap : 7/35 TokenRing frames M=l E3

Mo, | Dest Address Source Address Summary Delta Time e
Broadcast 40CEZDECZ0065 LHCP: Reruest, Message type: DHCP Discover 305.0z21. 3594 =
40CZDECZ00EE O0Z03E53F7ELL DHCP: Reply, Message type: DHCP Offer Z.0Z2g.739
Eroadcast 40CEZDECZO0GE LDHCP: Recquest, Message type: DHCP Recquest 0.001.45&
0 [40CEDECZ00EE 00Z0353F7ELL DHCP: Reply, Message type: DHCP Ack 0.083. 651 j

EE T IP Header —--——- =]

7
2
a
1

lg IP: WVersion = 4, header length = Z0 bytes
]g IP: Type of =serwice = 00

lg IP: ooo. ... = routine

]g IP: _..0 ... = normal delay

g IP: ... 0... = normal throughput
- 1p: o... .0.. = normal relishility
- IP: Total length = 328 bytes

]g IP: Tdentification = Z81&0

B 1P: Flags = ox

lg IP: 0.0 ... = may fragment

g IP: o0 LL.. = last fragment

lg IP: Fragment offset = 0 bytes

5 IF: Time to liwve = 128 =econds/hops
lg IF: Protocol = 17 (UDP)

]g IF: Header checksum = CBAS (correct)
‘g IP: Bource address = [0.0.0.0]

]g IF: Desztination addresz = [Z5L5.Z55.Z55_Z55]

g IF: Mo cptions

R
B UDP: Zource port = &8 {(Bootpc/DHCP)

Q ULP: Destination port = &7 (Bootps/DHCE)
-y UDP: Lengeh 208

Q UDP: Checksum EBF7 (correct)
~BJ upP: (300 byteis) of data)

B 1:

[]---ﬁ DHCP: Recquest, Message type: DHCP Discover

Figure 84. [Sniffer] Trace of DHCP interaction

3.3.1 BOOTP

The boot protocol (BOOTP) provides a method for datagrams to be sent and
received on an interface prior to the assignment of an IP address. This is very
handy, since a goal of DHCP is to assign this address. Clients use an IP
address of 0.0.0.0 during their initial interactions with the DHCP server. This
is shown in the IP decode portion of Figure 84 on page 117. Also note that
frames from the client are broadcast at both the network layer
(255.255.255.255) and the physical layer. The Sniffer uses the word
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Broadcast in the Destination Address column to indicate a physical layer
address of xFFFFFFFFFFFF.

DHCP uses the User Datagram Protocol (UDP) to carry traffic between
clients and server. In the UDP decode section of Figure 84, we see that well
known ports 67 and 68 are used for DHCP.

3.3.2 Relay agents

Broadcast traffic can be managed by network infrastructure, and is
sometimes limited to the logical or physical portion where it originates. By
taking advantage of relay agents, DHCP clients and servers can be located
virtually anywhere on the network.

Relay agents forward DHCP traffic to other subnets, and may be configured
with specific DHCP server addresses. This limits a DHCP client’s broadcast
traffic to the subnet of origin. Many routers can be configured to provide the
relay agent function. These agents may be called BOOTP relay agents or
DHCP relay agents. OS/2 Warp Server for e-business and Windows NT
servers include such agents.

3.4 DHCP messages

The basic unit of communication between the client and server is called a
DHCP message. Configuration parameters (options) are carried in the body
of the message. Each of the eight DHCP message types is described below.

3.4.1 DHCPDISCOVER

118

This message is used when the client is configuring its interface using DHCP
for the first time, or when it is has been unable to reuse a previously assigned
address. At this point the client is said to be in the INIT state. Figure 85 on
page 119 takes another look at frame #7 in the trace, this time decoding the
DHCP portion of the data.
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Bleakfasl cap: 7/35 TukenFIing frames

DHCPF: ERegquest, Me gqe type: DHCE

|:| g 4DCZD6CZDE|65 UDZDSSSF?Ell DHCP: Reply, Message type: DHCP Offer Z. DZB 739
|:| 3 |Broadecast 40CZDECE0O0GE DHCP: PReoquest, Message type: DHCP Regquest 0.001.456
Q 10 | 40CEZDACZ00E6E 00Z0353F7ELL DHCP: Reply, Message type: DHCP Ack 0.053.6581 j

I pace: |=]

BB pHCP: Hops =0

@ DHCP: Transaction id = LFFeZlFs

@ DHCP: Elap=zed boot time = 0 =econds

BB pHCP: Flams = 0000

----@DHCP: O... ... ... .... = No broadecast

@ DHCP: Client self-assigned IP address = [0.0.0.0]

@DHCP: Client IP address = [0.0.0.0]

@ DHCF: MNext Server to use in bootstrap = [0.0.0.0]

@ DHCP: PBelay Agent = [0.0.0.0]

@ DHCP: Client hardware address = 40CEZDECZ0O0&E

48 pECE:

@ DHCP: Host name = "

BB DHCP: Boot file neme = "°

48 pECE:

@ DHCP: Vendor Information tag = 63325363

@DHCP: Messzage Type = 1 (DHCP Discower)

@ DHCP: Client identifier = 0&E40CEDECEZO0ES

@ DHCP: PBequest specific IP address = [2.32.240.1g3]

@ DHCP: HostMame = "hob7&51"

@ DHCP: Parameter Regquest List: 2 entries

@ DHCP: 1l = Client's subnet mask

@ DHCP: 2 = Routers on the client's subnet

@ DHCP: & = Domain name sServer

@ DHCP: 1f = Donain name

@DHCP: 44 = NetBIOZ over TCP/IP name serwer

@ DHCE: 48 = NetBIOZ over TCR/IP node type

@ DHCP: 47 = NetBIOS over TCPF/IF scope

‘% DHCP: E7 = Maximum DHCP message sime

4B pECE: |

I

Figure 85. [Sniffer] DHCPDISCOVER message

The client broadcasts the DHCPDISCOVER message to solicit offers from all
reachable DHCP servers on the network. Iltems of interest within the message
include the client’'s MAC address, its host name and the IP address it last
used (if any). In the case depicted in Figure 85, our client (bob765I) had
previously used 9.3.240.169 for its IP address.

At the bottom of the screen we see the client requesting eight parameters.
The numbers to the left of each parameter are the DHCP option numbers.
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At this point, the client expects to get a DHCPOFFER message from one or
more servers. If the client does not receive a response to its request, it waits
a period of seconds before re-sending the DHCPDISCOVER message.

3.4.2 DHCPOFFER

120

A server sends the DHCPOFFER message in response to the
DHCPDISCOVER message from the client. If the server has no suitable IP
address available, it will not respond to the client’s request. The IP address,
mask, domain name, lease intervals, and other options are contained in this
datagram. DHCP servers may temporarily reserve any offered IP addresses,
so they will not be offered to several DHCP clients at the same time.

Figure 86 on page 121 shows the decode of the DHCPOFFER message sent
by the server in response to our client’s request. At the top of the image is a
column titled Delta Time, indicating about two seconds elapsed before the
server responded to the client’'s DHCPDISCOVER frame. During this time, the
server was checking that the IP address it would offer was not already in use
on the network. The server’s ARP activity was filtered out of the trace for the
purpose of clarity.

Note that the Transaction ID value given in Figure 84 on page 117 and Figure
85 on page 119 are the same. This ID mechanism is used to give the client
the ability to match replies to a specific request message it sent.
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Breakfast.cap : 8/35 TokenRing frames M=l E3

Mo, | Dest Address Source Address Summary Delta Time -
7 |Broadcast 40CEDECEQNOGE DHCPF: FRecuest, Message type: DHCP Discower 205,021,394

% |40CEDECEZ0065 00Z0353F7ELL DHCP: Feply, Messzage type: DHCP Offer Z.028.739

9 |Broadcast 40CEDECEQOGE DHCPF: ERecuest, Message type: DHCP Recuest 0.001.4%8&

10 | 40CEDECE00EE 00Z0353F7ELL DHCP: EReply, Messzage type: DHCP Ack 0.053.6851 LI
@ DHCP: Boot record type = £ {(Reply) ;I
@ DHCP: Hardware address type = & (IEEE 202 Metwork)

@ DHCP: Hardware address length = & bytes
B3 pace:

-4 DHCP: Hops =0

@ DHCP: Transaction id = 1FF&Z1Fe

@ DHCP: Elapsed boot time = 0 seconds

4 DHCP: Flags = nooo

@ DHCE: o... ... c--- ---.. = NHo broadcast

@DHCP: Client self-assigned IP address = [0.0.0.0]

@ DHCP: Client IP address = [192.168.6_58Z]
@ DHCP: MNext Server to use in bootstrap = [0.0.0.0]
@DHCP: Belay Agent = [0.0.0.0]

@ DHCP: Client hardware address = 40CzZDECZ00&E
- pECE:

@ DHCP: Host name
) DHCP: Boot file name =
- pECE:

B3 pECP: Vendor Information tag = 63825363

@ DHCP: Meszage Type = Z (DHCP Offer)

@ DHCP: Zerwver IP address = [12Z2.168.5.10]

@ DHCP: Subnet mask = [Z55.2E55.Z5E5.01

@ DHCP: Cateway address = [122.165.6.1]

@ DHCP: Domain Name Zerwer address = [192.162.6.101

@ DHCP: Dowmain name = "armonk.cocking. net"
@ DHCF: Broadcast address = [12Z2.168.5.10]

@ DHCP: Usze router discovery = 0 iDisakle)

@ DHCP: Degquest IP address lease time = 26400 (szeconds)
@ DHCP: Address DRenewel interwal 43200 (seconds)
@ DHCP: Address DRebinding interwval TE600 (seconds)

-2 pHCE: =

Figure 86. [Sniffer] DHCPOFFER message

In the lower portion of the decode, we see the various configuration
parameters being offered by this server. The duration of the lease along with
the renewing and rebinding intervals are shown at the bottom of the list of
parameters.

Upon receipt of a DHCPOFFER message from one or more servers, the client
is said to be in the SELECTING state. Appropriately named, as the client will
compare offers from each server, and select the one it deems most suitable.
The criteria for this selection as well as time allowed for selecting vary by
platform.
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3.4.3 DHCPREQUEST

122

After selecting the DHCPOFFER message to work with, the client sends a
DHCPREQUEST message that includes a Server Identifier (an IP address) in
the body of the message. The Server Identifier is the IP address of the DHCP
server whose offer is being accepted. The DHCPREQUEST message is sent
as a broadcast datagram. This is done so that any other server that had sent
an offer would also receive the message. In this manner, a client accepts
parameters from one server and rejects other offers with a single datagram.

The body of the DHPCREQUEST message contains the same parameters
the sever sent in its DHCPOFFER frame, and adds a field called Client
Identifier. This identifier is important during lease renewal or after a client
reboot.

The content and addressing of the DHCPREQUEST message vary slightly
based on the state of the client. A discussion of the other four types of
DHCPREQUEST messages and how each relates to the state of the client
follows.

3.4.3.1 DHCPREQUEST from the INIT state

A client is said to be in the INIT state when it is using DHCP for the first time.
It also enters the INIT state when it is not able to reuse a previous DHCP
assigned configuration.

While in the INIT state the client must use 0.0.0.0 as its IP address. This is
shown in Figure 87 on page 123.
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[+ Breakfast.cap : 9/35 TokenRing frames M=l 3

Ma. | Dest Address Source Address Surnrmary Delta Time s
:‘ ? [ZEE.ZE5.2EE_ EEE] ([0.0.0.0] DHCP: Recquest, Message type: DHCP Discowver 305.021.394
:‘ = [192z2.168.6.852] [12Z.168.6.10] DHCP: Reply, Message type: DHCP Offer Z.0Z58.739
:‘ 2 [E5E. 255, 255 EEE] | [0.0.0.0] DHCP: Pecquest, Message type: DHCP Request 0.001.458
g 10 | [122.168.6. 521 [12Z.168.6.10] DHCP: Reply, Message type: DHCP Ack 0.083.651 j
=-¥f DHOP: —--—- DHCP Header ----- =]

- pHCE:

@ DHCP: Boot record type = 1 [(Begquest)

@ DHCP: Hardware address type = & (IEEE 202 Network)
@ DHCP: Hardware address length = & bytes

& puce:

- DHCP: Hops =0

@ DHCP: Transaction id = 1FF&Z1F&

@ DHCP: Elapsed boot time = 0 seconds

-8 DHCP: Flags = oooo

----@DHCP: o. .. ... ... --.. = No broadcast

DHCP: Client self-: i E -
@ DHCP: Client IP address = [0.0.0.0]
@ DHCP: Next Serwver to use in bootbstrap = [0.0.0.0]
@DHCP: Belay Agent = [0.0.0.0]

@ DHCP: Client hardware address = 40CZDECZ0O0&5

- pHCE:

@ DHCP: Host name = "'"

- DHCP: Boot file name = "

- pHCE:

@ DHCP: VWendor Information tag = 63825363

@ DHCP: Message Type = 3 (DHCP Recquest)

@ DHCP: Client identifier = 0&40CEDECZO0EE

@DHCP: Becuest specific IP address = [12Z2_162_&_EZ]

@ DHCP: Berver IP address = [12Z2_162_&_10]

@ LHCP: HostName = "hob7&51" —
DHCP: Parameter Recgquest List: 8 entries

@ DHCE: 1 = Client's subnet mask

@ DHCE: 2 = Bouters on the client's subnet
DHCE: & = Domain name server

-,@ DHCFP: 15 = Domain name LI

Figure 87. [Sniffer] DHCPREQUEST message from a client in INIT state

3.4.3.2 DHCPREQUEST from the RENEWING state

At the point when the client’s T1 timer has expired, the client leaves the
BOUND state and enters the RENEWING state. At this time, the client
attempts to renew his or her lease with the same server that originally
assigned his or her address. This DHCPREQUEST message is addressed
directly to the leasing server, who responds with a DHCPACK message. After
receiving this acknowledgment from the server, the lease timers are reset,
and the client returns to the BOUND state.
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3.4.3.3 DHCPREQUEST from the REBINDING state

If the client's T2 counter expires, the end of the lease is approaching. This is
called the REBINDING state. In this state, the DHCPREQUEST does not
contain a server identifier, and the datagram is broadcast. A client enters the
REBINDING state only after attempting to renew the lease with the original
server (RENEWING state).

If a client is not successful in renewing or rebinding the lease on its
configuration, it must stop using the current configuration information and
enter the INIT state.

3.4.3.4 DHCPREQUEST from the INIT-REBOOT state

If a client previously had successful configuration via DHCP and is restarting
the IP interface, it is said to be in the INIT-REBOOQOT state. The client
configures its IP interface with the address it last used, and broadcasts a
DHCPREQUEST message. The server checks that the client identifier value
contained in the body of the message is the same as when the address was
previously assigned before responding with a DHCPACK message. Use of the
INIT-REBOQOT state can help a client retain the IP address, which is desirable
in many cases.

Figure 88 on page 125 shows a DHCPREQUEST message from a client in
the INIT-REBOQOT state.
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[4+]Breakfast cap : 5/35 TokenRing frames E =]

Mo, | Dest Address Source Addiess Summary Delta Time -
:l b _E2EE_ZEE] | [9.3.240_169] DHCP: Begquest, Message type: DHCP Begquest &_00%_770 _l
:l 3 _E2EE_ZEE] | [9.3.240_169] DHCP: Begquest, Message type: DHCP Begquest F05_021.830
:l 4 _2EE_ZEE] | [9.3_ 240 169] DHCP: Begquest, Message type: DHCP Begquest 6013 432
L]l ] § DHCE - Message : DHCP 049 19¢
:l & _E2EE_ZEE] | [9.3.240_169] DHCP: Begquest, Message type: DHCP Begquest &_013_ 305
:l 7 _2EE_ZEE] | [DO.0_.0_0] DHCP: EBegquest, Message type: DHCP Discover S05_0Z1.3594 |»

B DHCP: Hops =0

@ DHCP: Transaction id = 405E4ZCE

@ DHCP: Elapsed boot time = 0 seconds

B pHCP: Flags = gooo

----@DHCP: o... .... ... .... = No broadcast

@ DHCP: Client self-assigned IP address = [5.3.240.1639]
@ DHCP: Client IP address = [0.0.0.0]
@ DHCP: Next Serwer to use in bootstrap = [0.0.0.0]
B pHCP: Relay Agent = [0.0.0.0]

B DHCP: Cliemt hardware address = 40CZDECZO0GSE

@ DHCP: Host name = "
) DHCP: Boot file name = "

) DHCP: Vendor Information tag = 63225363

@ DHCP: Message Iybe = 2 (DHCP Reguest)
@ DHCP: Client identifier = 0640CEZDECEZ00EE
@ DHCP: HostName = "bob7&51"

@ DHCP: Parameter Reguest List: S entries

@ DHCP: 1l = Client's subnet mask

@ DHCP: 3 = Routers on the client's subnet

@ DHCP: & = Domain name server

@ DHCP: 15 = Domain name

@ DHCP: 44 = NetBEIOS owver TCP/IT name serwver

@ DHCP: 46 = NetBEIOS ower TCP/IF node type

@ DHCP: 47 = NetBEIOE owver TCPSIP scope

@ DHCP: 57 = Maximum DHCP message size

) pHce =

Figure 88. [Sniffer] DHCPREQUEST message from a client in INIT-REBOOT state

Use of the INIT-REBOOT state can save time because the client neither
broadcasts the DHCPDISCOVER message nor compares offers, and the
server does not test the requested IP address.

However, there are situations where the attempt to quickly re-use the prior
configuration can actually take more time. We created such a situation in our
lab to illustrate this scenario.

At the top of Figure 88, note that the client actually transmitted the
DHCPREQUEST message five times over a 15 minute period and did not
receive a response. The client eventually changes from the INIT-REBOOT to
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the INIT state and starts the configuration over with the DHCPDISCOVER
message in frame #7. The time required for the client to get back to the INIT
state can be virtually eliminated if a DHCP server is able to send it a
DHCPNAK message. This type of message is discussed in the next section.

3.4.4 DHCPNAK

126

A DHCP server sends this response to the DHCPREQUEST message only if
it can determine that the parameters being requested by the client are not
appropriate for the network. When a client receives a DHCPNAK message, it
immediately returns to the INIT state and restarts the configuration process
with the DHCPDISCOVER message.

To create the scenario for Figure 88 on page 125 (where the client stayed in
INIT-REBOQOT for 15 minutes), we moved the client from a network that was
completely unknown to our DHCP server. Since the server had no
authoritative knowledge of the clients prior network, it did not respond with a
DHCPNAK.

When a server is controlling address assignment for multiple subnets, it can
speed up the retry process by sending a DHCPNAK message. This is
illustrated in Figure 89 on page 127, where we moved a client from the
192.168.8.0 network to the 192.168.6.0 network. In this case, both subnets
are being managed by the same DHCP server.
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E Breakfast.cap : 23/35 TokenRing frames M=l E3

Mo, | Dest Address Source Addiess Summary Delta Time

- pHCE:
- puce:
4 puce:
- pHCE:
) DHCE:
4 puce:
- pHCE:
) DHCE:
-~ puce:
- pHCE:
- DHCE:
- puce:
- pHCE:
- DHCE:
- puce:
-8 pHCE:
- pHCE:
- puce:

FEM rurrom .

:‘ Z1 | [z55. JEBELEERE] | [192.1c2.8.10] DHCP: Reply, Message type: DHCP Offer E51.
:‘ Zz |[z55 -1 [12Z.168.8.10] DHCP: Reply, Meszage type: u]
:] 23 5 DHCP: Begquest, IM =] : DHCP Renq
:‘ Z4 | [255.EEE. 285, [17z2.168.&6.101 DHCP: Beply, Message type: DHCP MAE 0.
:‘ 8 | [2EE.EZEE.ELE. [0.0.0.0] DHCP: Recquest, Message type: DHCP Discowver 0.
:‘ Z6 | [12Z2.168.6.53] [12Z2.168._6.10] DHCP: Reply, Message type: DHCP Offer Z.
:] Z7 | [25E_E85E_EZ5E_EZ5E] | [0.0.0.0] DHCP: Begquest, Message type: DHCP Begquest o.
:‘ 28 | [192.1e8.6.52] [19Z.1e8.6.10] DHCP: Reply, Message type: DHCP Ack 0.

@ DHCP: Hops =0

@ DHCP: Transaction id = 215lAl4E

@ DHCP: Elapsed boot time = 0 seconds

& DHCP: Flags = gooo

@ DHCP: o... .... ... .... = No broadcast

@ DHCP: Client self-assigned IP address = [0.0.0.0]

@ DHCP: Client IP address = [0.0.0.0]

@ DHCP: Next Serwer to use in bootstrap = [0.0.0.0]

@ DHCP: EBEelay Agent = [0.0.0.0]

Client hardware address = 00Z035Z1CE2E0

Host name = "

Boot file name =

Vendor Informatioh tag = &3BZE363

Message Type = 3 (DHCP Recquest)
Client identifier = 0&00Z03ZEEL1CEE0
Pecuuest specific IF address = [19Z.168.8.60]
HostName = "PIZzZa"

Parameter Recuest List: 7 entries
1l = Client's subnet mask
15 = Domain name
3 = Bouters on the client's subnet
44 = NetBIOS ower TCPSIP name server
46 = NetBIOS ower TCPSIP node type
47 = NetBIOE owver TCPRSIP scope
& = Domain name server
|

Figure 89. [Sniffer] DHCPREQUEST followed by a DHCPNAK

In frame #23 the client requests a specific IP address that is not valid for the
network it is on. In frame #24 the server responds with a DHCPNAK
message. The client returns to the INIT state at once, and sends the
DHCPDISCOVER message (frame #25).

3.4.5 DHCPACK

This message is similar in content to the DHCPOFFER. The server sends this
message in response to the DHCPREQUEST from the client as verification
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that the client owns the IP address. If the client was renewing the lease, the
DHCPACK resets the lease timers and the client returns to the BOUND state.

If the client is in the INIT or INIT-REBOOT state, the configuration of a client’s
interface is not complete until this message is received. After receipt of this
message the client should also test (via ARP) that the address is not in use. If
the ARP test is successful, configuration is complete and the client is in the
BOUND state.

3.4.6 DHCPDECLINE

This message is broadcast by the client to indicate that an IP address that
had been requested, offered, and acknowledged was found to be in use when
the client tested it. The DHCP server will note that the address is in use and
will not offer it to other clients.

3.4.7 DHCPRELEASE

128

This message is used by clients to formally cancel their lease. Most clients do
not send this message during a shutdown so that they may attempt to use the
same IP address when they are rebooted.

The DHCPRELEASE message is a sent within a unicast datagram to the
DHCP server that holds the lease on the client’s configuration. An example of
the DHCPRELEASE message is shown in Figure 90 on page 129.
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E Breakfast.cap : 11/35 TokenRing frames [_ O]

Mo, | Dest Address Source Address Summary Delta Time -
:I 1l | [182.168.6.10] [192.168.6.852] DHCP: Pequest, Message type: DHCP PRelease |1716.518.93:
:I 1z | [285.285. 255 _Z585] |[0.0.0.01 DHCP: Request, Message type: DHCP Discewer| l4.830.783 |
:] 13 | [1%2.168.6_5E] [12Z.168.6_10] DHCP: Beply, Message type: DHCP Offer Z.096_631
:‘ 14 | [2EE_ZEE_ZEE_ZEER] | [0.0.0.0] DHCP: Begquest, Message type: DHCP Begquest 0.001._438

[1|15 |[1sz.168.5.52] [192.168.6.10] |DHCP: Reply, Message type: DHCP Ack 0.095.075| ™

_____ JHCE Header —ooo- |

. DHCP:

- pECE:
- pHECE:
1 pmce:
- pECE:
- pECE:
- pECE:
1 pmce:
- pECE:
- pECE:
- pECE:
- pEcE:
- pECE:
- pECE:
- pECE:
- pECE:
- pECE:
- pECE:
-~ pmce:
- pECE:
- pECE:
- pECE:
- pEcE:

B pace:

Boot record type = 1 {(Regquest)
Hardware address type = & (IEEE 20Z Network)
Hardware address length = & bytes

Hops =0
Transaction id = 433D4E3D
Elap=sed boot tinme = 0 =seconds
Flags = g00o

l1... ... cev- ---.. = Broadcast IF datagrams
Client self-assigned IP address = [19z.168.6.852]
Client IP address = [0.0.0.0]
Next Berver to use in bootstrap = [0.0.0.0]
Belay Agent = [0.0.0.01

Client hardware address = 40CEDECZ00EE

Host name = "

Boot file name = ""

Tendor Information tag = 63825363

Message Type = 7 (DHCP Pelease)
Server IP address = [12z.168.65.10]
Client identifier = 0640CZDECZ00EE

Figure 90. [Sniffer] DHCPRELEASE message

Upon sending the DHCPRELEASE message, the client’s interface returns to
the INIT state, and can no longer transmit or receive datagrams using its
former IP address. For this reason the server does not acknowledge receipt
of the DHCPRELEASE message. It does of course, mark the address as
unused.

3.4.8 DHCPINFORM

A client that has a manually configured IP address may use this message to
request additional configuration parameters from the DHCP server. This
allows hosts who must have a manually defined interface address to take
advantage of DHCP’s ability to deliver other configuration options. We did not
take a Sniffer trace of DHCPINFORM.
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Chapter 4. Serving names

This chapter describes how to assign unique names, statically and
dynamically, to all devices on your TCP/IP network. We will see how a
dynamic name server works and how it integrates with existing static name
servers and firewalls. For information regarding justification of a DNS scheme
and how to design a domain name schematic, please refer to 1.6, “Domain
Name Services (DNS)” on page 12.

4.1 Name serving on the Windows platforms

The following sections will cover Windows 95/98/NT in various static and
dynamic DNS scenarios. We first cover Windows NT as a static DNS server,
as this will lead into the configuration of Windows NT as a DDNS server using
WINS (Windows Internet Naming Service). After we have given you the
server configuration scenarios for DNS and DDNS on Windows NT, we will
cover the Windows 95/98/NT client scenarios with DNS and DDNS.

4.1.1 Windows NT as a Static DNS server

This section shows you how to set up your Windows NT server as a static
DNS server using an example of a simple internal network environment. Note
that Windows NT’s implementation of DNS cannot be configured as a
dynamic DNS server.

4.1.1.1 Scenario

In this section, we use a simple network environment with only one subnet.
This network is not connected to the Internet or any other networks. In this
network, we assume that we have a DHCP server on the Windows NT server
up and running. We also have DHCP client computers. In this network we
initially do not have a DNS server.

We configure the Windows NT server as a static DNS server. Later in this
chapter, we will also configure Windows NT server as a WINS server.

In our environment, our domain name is bellevue.cooking.net and the
DHCP/DNS server’s hostname is mustard. Table 5 illustrates our network
configuration:

Table 5. Windows NT server configuration information

Configuration settings Value

Network ID 192.168.8.0
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Configuration settings Value
Subnetmask 255.255.255.0
DHCP/DNS/WINS Server IP address 192.168.8.10
DHCP/DNS/WINS Server Hostname mustard

4.1.1.2 Tasks

The tasks to complete the scenario are as follows and the sections following

this describe the steps of each task:

Plan the primary domain.

Configure hosts.

© 0o N OO R0 Db~

server.
10. Start the DNS server.

4.1.1.3 Planning

Install the DNS server service on the Windows NT server.
Configure DNS search order on the Windows NT machine.
Create a DNS primary name server using the DNS manager.
Create a new zone for the forward mapping.

Create a new zone for the reverse mapping.

Add DHCP options for a DNS server.
Enable WINS lookup, if desired, and add DHCP options for the WINS

The first step is to design your domain. Before you establish domain name
servers in your network, you need to determine a domain name for your
domain. You also need to determine the server that is going to be the primary
DNS server for your domain. In our scenario bellevue.cooking.net is the
primary domain on the Mustard name server. All the hosts on the 192.168.8.0
network are included in the domain bellevue.cooking.net.

4.1.1.4 Setting up

The default installation of Windows NT Server 4.0 does not install the DNS
server service. To install the DNS server service, follow the steps below:

1. Open the Control Panel.

2. Double-click the Network icon.

3. On the Network notebook, click on the Services tab and click on the Add

button.
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4. Select Microsoft DNS Server from the list and then click OK.

5. When prompted, enter the path to the Windows NT files (Windows NT 4.0
Server CD) and click Continue to copy the files and finish the installation.

6. After installation, restart your computer.

7. Upon restart you will have to reapply any fixpacks if any were installed
before the DNS services installation.

4.1.1.5 Verifying TCP/IP configuration

The following steps describe how to set up your Windows NT computer to run
the DNS server. All the values we used to configure in the following steps are
the values we defined in our sample network.

Before you start configuring, make sure that TCP/IP is configured correctly.
The DNS server must have a static IP address and, therefore, cannot be a
DHCP client.

The DNS server computer itself can also be a DNS client. Follow the steps
below to add the DNS server information:

1. Open the Control Panel and then open the Network icon.

Click on the Protocols tab.

Select TCP/IP Protocol and click on Properties.

Click on the DNS tab and type a hostname and domain name.

Under DNS Service Search Order click Add.

In the DNS server box type the IP address for your computer (DNS server)
and click Add.

Click OK to close the notebook.

oo~ wbd

N

8. Click OK to close the Network notebook.

4.1.1.6 Configuring DNS server

The following steps illustrate how to set up a static DNS server:

1. By default, the Microsoft DNS server service starts automatically when the
computer is started. If the DNS server is not running, open the Service
icon in the Control Panel, select the Microsoft DNS Server in the service
list, and click on the Start button. You can also start the DNS server at the
command prompt by using the following command:

NET START DNS

2. Open the DNS manager. To do so, select [Start => Programs =>
Administrative Tools (Common) => DNS Manager].
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3. Click the DNS menu and select New Server.

4. Enter the hostname of the DNS server and click OK.

Add DHS Server EHE

Enter the name or IP address of the DMS server
ta add to the list:

DMS Server: Imustard
()8 I Cancel |

Figure 91. [Windows NT] Adding DNS Server

5. Next, you need to add a new zone for the forward mappings. In the Server
list highlight the DNS server you have just created and select New Zone
from the DNS menu.

6. Check Primary for the zone type and click Next>.

7. Enter your full domain name for the zone name. Then, move your cursor to
the space for the file name. <ZONE_NAME>. DNS is the default name for
the zone file. If you want a different name, change the file name and click
Next>.

Creating new zone for mustard

—Zone Info

Zone Mame: Ibellevue.cooking.net

Zone File: Ibellevue.cooking.net.dnsl

Enter the name of the zone and a name for its database.

< Back I Mest » I Cancel |

Figure 92. [Windows NT] Creating a new zone for forward mappings

8. Click Finish to create the zone.

9. If you want to have reverse lookups you need to create a zone for the
reverse mappings. Repeat steps five through eight above. Naming is done
differently for reverse mapping. For example, the IP address for mustard is
192.168.8.10, making the zone name for the reverse domain
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8.168.192.in-addr.arpa. If our IP address was 9.19.24.10, the zone name
for the reverse domain would be 24.19.9.in-addr.arpa.

Creating new zone for mustard

—Zone Info

Zone Mame:  [8.168.192.in-addr-arpa

Zone File: =N

Enter the name of the zone and a name for its database.

< Back I Mest » I Cancel |

Figure 93. [Windows NT] Creating a new zone for reverse mappings

10. Select Update Server Data Files from the DNS menu to affect the
changes immediately to the zone files. It may also be necessary to stop
and then start the DNS services through the Services icon in the Control
Panel.

4.1.1.7 Adding hosts
The next step is to add hosts to the domain.

1. Highlight the zone for the forward mappings and select New Host from the
DNS menu.

2. Enter the hostname and IP address. If you made a zone for reverse
mappings, check Create Associated PTR Record then click Add Host.

Mew Host EHE
Enter the name of the new host for 2dd Host
bellevue. cooking. net.

Done |
Host Mame: Imustard

HostIPAddress:|192 168 .8 Al

¥ Create Associated PTF Record

Figure 94. [Windows NT] Adding a New Host

3. Repeat steps one and two above for all the hosts in your network.

4. When you finish adding hosts, click Done.
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4.1.1.8 Adding DHCP options for DNS server

You need to configure the DHCP server so that DHCP clients can get the
configuration information for the DNS server and domain name. In our
scenario, we added following two options:

e Option 006 DNS servers: IP address of the DNS server

e Option 015 Domain name: Domain name

Refer to 2.2.3, “Basic configuration” on page 35 to see how to add DHCP
options.

4.1.2 Windows NT as a DDNS using WINS

136

In 4.1.1.5, “Verifying TCP/IP configuration” on page 133, we discussed how to
set up a static DNS server. Assuming you now have the DHCP server and the
static DNS server running in your network, what happens to name resolution
when a host releases its IP address and obtains a different IP address next
time? Since DNS is a static database, the administrator must update it
manually.

By integrating the static DNS server with the WINS server, you can resolve
the names dynamically by having the DNS server update the A record for the
DHCP client.

WINS (Windows Internet Name Service) servers maintain a database that
maps NetBIOS computer names to TCP/IP addresses. WINS supports
dynamic computer name registration and name resolution. Each time a WINS
client starts, it registers its NetBIOS name - IP address mappings with the
configured WINS server. Although WINS provides dynamic name services, it
offers a NetBIOS name space; so you need to integrate WINS server with the
DNS server to resolve TCP/IP hostnames dynamically. This is achieved by
having a DNS server point to a WINS server for both forward and reverse
name resolutions. By enabling WINS lookup, if a mapping is not found in the
DNS database, DNS server queries a WINS database.

Figure 95 on page 137 shows the interaction between a DHCP server, WINS
server, and a static DNS server.
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Figure 95. [Windows NT] DHCP — WINS — DNS interaction

4.1.2.1 Installing WINS server
If WINS server is not installed, follow the steps below:

1. Open the Control Panel.
2. Open the Network folder.

3. On the Network notebook click on the Services tab and click on the Add...
button.

4. Select Windows Internet Name Server from the list and then click OK.

5. When prompted, enter the path to the Windows NT files (Windows NT 4.0
Server CD) and click on Continue to copy the files and finish the
installation.

4.1.2.2 Configuring WINS server

By default, the WINS server service starts automatically when the computer
is started. If the WINS server is not running, open the Service icon in the
Control Panel, select Windows Internet Service in the service list and click
on the Start button. You can also start the WINS server at the command
prompt by using the following command:

NET START WINS
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To start the WINS Manager, select Programs from the Start menu, then
select Administrative Tools (Common). Then click WINS Manager. Click on
Server, then Add WINS Server and you will get a screen as seen in
Appendix 96, “[Windows NT] Adding a WINS server” on page 138. In that
window type in the IP address of your DNS, assuming WINS and DNS
services are going to be on the same address. WINS Manager can show
some basic statistics for the selected server. To display additional statistics,
click Detailed Information on the Server menu. You can also view all the
mappings by selecting Show Database from the Mappings menu.

T1/\|l¢l"INS Manager = ]| '
Server Miew Mappings DOptions Help
WINS Servers Statistics

Senver Start Times
[ atatiase [nitialized:
Statizhics Eleared:

[ aeh Eenlicatinm Tirnes:

Add WINS Server x|
Enter the computer name or the |P address of the WINS server to be added. oK |
Cancel |
WINS Server: |192.168.8.10
Help |

Tiotal Heleases:
Successhul:
Failed:

Tatal Feastratians:

|Ready i

Figure 96. [Windows NT] Adding a WINS server

To integrate the DNS server with a WINS server, you need to configure your
DNS server to enable WINS lookup for both forward and reverse mappings.
Follow the steps below:

1. Open the DNS Manager.

2. Highlight the zone (domain) for forward mappings. Select Properties from
the DNS menu.

3. Click on the WINS Lookup tab. Check Use WINS Resolution and enter
WINS server’s IP address. Click OK.
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Zone Properties - bellevue.cooking.net EHE

Generall S04 Hecordl Motify  wINS Lockup |

¥ Use'WINS Resolution ™ Settings only affect local server.

WINS Server
I . . . el |
152.168.810 Hemoye |

Movellp |
Il e [ e |

Advanced... |

()8 I Cancel |

Figure 97. [Windows NT] Enabling WINS lookup

4. Highlight the appropriate in-addr.arpa zone (domain) for reverse
mappings. Select Properties from the DNS menu.

5. Click the WINS Reverse Lookup tab. Check Use WINS Reverse Lookup

and enter the DNS host domain to be appended to the NetBIOS name
before returning the response. Click OK.

Zone Properties - 8.168.192 in-addr.arpa EHE

Generall S04 Hecordl Motify  WINS Reverse Lockup |

¥ Use'WINS Reverse Lookup ™ Settings only affect local server.

DMS Host Domair:

bellevue. cooking. nef

Advanced... |

()8 I Cancel |

Figure 98. [Windows NT] Enabling WINS reverse lookup
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6. You also need to add some DHCP options. To add the options, see 2.3.3,
“Basic configuration” on page 45. Add and configure the following options
using the DHCP manager:

Option 044 WINS/NBNS Servers IP address of the WINS server
Option 046 WINS/NBT Node 0x8 (H-node)

Option 044 is used to configure the IP address of the WINS server. Option
046 is used to configure clients to use H-node. For more information about
H-node, refer to 5.2, “Resolving NetBIOS names to IP addresses” on page
232.

7. Restart the DHCP, DDNS, and WINS servers.

4.1.2.3 Configuration files

Table 6 shows DNS configuration files for the Windows NT server. After
configuring a DNS server, these files are created and stored in the
\WINNT\SYSTEM32\DNS directory.

— Note
\WINNT is the default directory where Windows NT is installed.

Table 6. DNS configuration files

Name of the file Description of the file

<zone_name>.dns Database file
Contains resource records for the zone
Used for forward mappings

w.Xx.y.z.in-addr.arpa.dns Reverse lookup file
Maps IP addresses to hostnames

cache.dns Contains names and addresses of the root domain name
servers
Boot file Used by manual start-up method *

* By default, the NT DNS server is configured to boot from the data in the registry.

Figure 99 on page 141 shows an example of a <zone_name>.dns file.
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Database file bellevue.cooking.net.dns for bellevue.cooking.net zone.
; Zone version: 41

@ IN SOA mustard.bellevue.cooking.net.
Administrator.bellevue.cooking.net. (
4 ; serial number
3600 ; refresh
600 ; retry
86400 ; expire
3600 ) ; minimum TTL

; Zone NS records

@ IN NS mustard

;WINS lookup record
@ 0 IN WINS 192.168.8.10
jZone records

mustard IN A 192.168.8.10

Figure 99. [Windows NT] BELLEVUE.COOKING.NET.DNS file

Figure 100 on page 142 shows an example of a 8.168.192.in-addr.arpa file.
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Database file 8.168.192.in-addr.arpa.dns for 8.168.192.in-addr.arpa zone.
Zone version: 41

@ IN SOA mustard.bellevue.cooking.net.
Administrator.bellevue.cooking.net. (
4 ; serial number
3600 ; refresh
600 ; retry
86400 ; expire
3600 ) ; minimum TTL

Zone NS records

@ IN NS mustard.bellevue.cooking.net.

NBSTAT lookup record

@ 0 IN WINS-R bellevue.cooking.net.

Zone records

10 IN PTR mustard.bellevue.cooking.net.

Figure 100. [Windows NT] 8.168.192.IN.ADDR.ARPA.DNS file

4.1.3 Windows 95/98 as a static DNS client

To enable DNS client function in Windows 95/98, follow the steps below:
Open the Control Panel.
Double-click on the Network icon.
Highlight the TCP/IP protocol and click on the Properties button.
Click the DNS Configuration tab.
Check Enable DNS.

Enter a hostname and domain name. Enter IP address(es) of the DNS
server(s) and click Add.

o o &~ e b =

4.1.4 Windows NT Workstation 4.0 as a static DNS client

To enable the DNS client function for Windows NT Workstation 4.0, follow the
steps below:

1. Open the Control Panel.
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2. Double-click on the Network icon.

3. Click the Protocols tab, highlight TCP/IP Protocol in the Network
Protocol list and click on the Properties button.

4. Click on the DNS tab. Enter a hostname and domain name. Click Add. In
the DNS server box, enter IP address(es) of a DNS server(s) and click
Add.

4.1.5 Windows with IBM Dynamic IP Client

The Dynamic IP Client for Windows 95/98/ NT allows a user to have a
hostname mapped to their dynamically allocated IP address given by a DHCP
server. This is used in conjunction with the Microsoft DHCP client and is not
necessary for WINS services. However, it is necessary to implement a
Windows DDNS client with a non-Microsoft DDNS server. The software can
be found at:

http://techsupport . services.ibm.com/asd-bin/doc/en us/win95cl/f-feat.htm
To use the IBM Dynamic Client for Windows 95/98/NT the following items are
required:

* Microsoft Windows 95 or Windows NT (Version 4.0 and higher) configured
with the TCP/IP protocol

e IBM DDNS server for 0S/2 or AIX
e DHCP server (Clients must obtain its IP address using DHCP)

The following sections show you how to set up IBM Dynamic IP Client for
Windows NT and Windows 95.

4.1.5.1 Windows NT

To install and run the IBM Dynamic IP Client, the user logged in must be a
user who belongs to the Administrator Group. This is because only the
administrator may manually request/renew the lease or set/configure DHCP
information.

Before you configure DDNS client, make sure that DHCP is enabled on that
computer. See 2.5.3, “Windows NT Workstation 4.0” on page 73 for more
information.

To install the IBM Dynamic IP client, follow the steps below:

1. Open a command prompt. Change to the directory where IBMDYNIP.EXE
is located, and run the program. Or, just double-click on IBMDYNIP.EXE
from the Windows NT Explorer.
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2. Follow the instructions on each panel to finish installation. When the
installation is finished, a message saying Installation is finished. The
IBM Dynamic IP Client Configuration Process will begin appears. Click
OK.

3. You can configure your DDNS client at this time or later. If you already
know all the information, type the hostname, domain name, and primary
domain name server (or just verify the current configuration) and click OK.
If you wish to configure it later, click Cancel.

4. Restart your computer.
If you did not configure the DDNS client when installing IBM IP Dynamic
Client, or if you want to change the configuration, follow the steps below:

1. Select [Programs — IBM Dynamic IP Client — Dynamic IP
Configuration].

2. Type your hostname, domain name, and primary domain name server and

then click OK.
Dynamic IP Information E
Configuration | Diagnosticsl
Enter the host name, domain name, and primary dynamic domain Floset
name server to use in pour TCPAP network. |

Dynamic |P status:  enabled

Host name Ipizza

Domain narne Iarmonk.cooking.net

PFrimary domain narme

merlat. armonk. cooking. ne
sErver I anef

QK I Cancel Help

Figure 101. [Windows NT] Dynamic IP client configuration

3. The DDNS update runs automatically. If the hostname update was
successful, an information window prompts you that the update was
successful.

4. To check the return code of the NSUPDATE, open the Dynamic IP
Configuration and click on the Diagnostic tab, as shown in Figure 102 on
page 145.
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Dynamic IP Information E

Configuration Diagnosticsl

— Dynamic [P trace

The dynamic |P diagnostic trace facility will log the series of events necessary to keep the primary name
zerver and the DHCP server up to date with the current [P address and host name of this machine.

Trace file name :

— Dynamic [P dump

The dynamic |P diagnostic: dump facility will record the current internal settings of the dynamic 1P program.
Dump |

— Dynamic [P name server update

Return Code 1]

Last command issued:  nsupdate -h pizza. armonk. cooking.net -p merlat. armaonk. cooking. net
-5''d:aa:a192.168.6.244.2:1800;3110400;9"

QK I Cancel | Help

Figure 102. [Windows NT] Dynamic IP client Diagnostics tab

5. To check the current configuration, type 1pconFiG /ALL at the command
prompt.

DDNS updates occur automatically when a user manually renews or releases
the lease, using IPCONFIG.EXE, Or when a user changes the client’s hostname,
using the Dynamic Configuration program.

4.1.5.2 Windows 95/98

Before you install and configure the DDNS client, make sure that DHCP is
enabled on that computer. See 2.5.2, “Windows 95 and Windows 98” on page
72 for how to configure DHCP client.

To install the IBM Dynamic IP Client, follow the steps below:

1. Open a command prompt. Change to the directory where IBMDYNIP.EXE
is located and run the program. Or, just double-click on IBMDYNIP.EXE
from the Windows Explorer.

2. Follow the instructions on each panel to finish installation. When the
installation is finished, a message saying Installation is finished. The
IBM Dynamic IP Client Configuration Process will begin appears. Click
OK.

3. You can configure your DDNS client at this time or later. If you already
know all the information, type the hostname, domain name and primary
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domain name server and click OK. If you wish to configure it later, click
Cancel.

4. Restart your computer.
If you did not configure the DDNS client when you installed the IBM IP

Dynamic Client, or if you want to make changes to the configuration, follow
the steps below:

1. Select [Programs — IBM Dynamic IP Client — Dynamic IP

Configuration].
2. Type your hostname, domain name, and primary domain name server.
Then click OK.
Configuration | Diagnosticsl
rarms serer 6 e o TR e e ST e

Dynamic |P status:  enabled

Host name Ibanand

Domain narne Iarmonk.cooking.net

PFrimary domain narme

server Ins-updates.armonk.cooklng.net

QK I Cancel Help

Figure 103. [Windows 95] Dynamic IP client configuration

3. Reboot your computer.

4. To check the return code of the NSUPDATE, open the Dynamic IP
Configuration and click on the Diagnostic tab.
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Dynamic IP Information E

Configuration Diagnosticsl

— Dynamic [P trace

The dynamic |P diagnostic trace facility will log the series of events necessary to keep the primary name
zerver and the DHCP server up to date with the current [P address and host name of this machine.

Trace file name :

— Dynamic [P dump

The dynamic |P diagnostic: dump facility will record the current internal settings of the dynamic 1P program.
Dump |

— Dynamic [P name server update

Return Code 1]

Last command issued:  nsupdate -h banana. armonk. cooking. net -p ns-updates. armonk. cooking. net
-5''d:a;;a;a;192.168.6.11 5:86400;3110400,9"

QK I Cancel | Help

Figure 104. [Windows 95] Dynamic IP client diagnostics tab
5. To check the current configuration, type winIpcrG at a command prompt.

When running on Windows 95, DDNS updates only occur automatically at the
correct DHCP renewal intervals. Manual renewal and release of the lease
using WINIPCFG.EXE does not coincide with automatic DDNS updates.

When running on Windows 95, you must reboot after changing the
configuration of the IBM Dynamic IP Client, since the configuration changes
and updates will not occur automatically.

4.1.5.3 Windows 95/98 using presecured mode
This section explains how to configure an IBM Dynamic IP Client on Windows
95 in the Dynamic Presecured Domain environment.

Before you install and configure a DDNS client, make sure that DHCP is
enabled on that computer. See 2.5.2, “Windows 95 and Windows 98” on page
72 for a description of how to configure a DHCP client.

To install the IBM Dynamic IP Client, follow the steps below:

1. Open a command prompt. Change to the directory where IBMDYNIP.EXE
is located and run the program. Or, just double-click on IBMDYNIP.EXE
from the Windows Explorer.

2. Follow the instructions on each panel to finish installation. When the
installation is finished, a window appears that says Installation is
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finished. The IBM Dynamic IP Client Configuration Process will begin.
Click OK.

3. You can configure your DDNS client now or later. If you already know all
required information, type the hostname, domain name, and primary
domain name server and click OK. If you wish to configure at a later time,
click Cancel. Do not restart your computer at this time.

4. Copy a key file (<host_namex>.key is the default name) in the
\WINDOWS\DDNSETC directory \WINDOWS is the directory where
Windows 95 is installed) and rename the file name to DDNS.DAT. If you
already have a DDNS.DAT file, you can either replace or append the file to
the existing file.

5. Restart your computer.

If you did not configure the DDNS client when you installed the IBM IP
Dynamic Client, or if you want to make changes to the configuration, follow
the steps below:

1. Select [Start => Programs => IBM Dynamic IP Client] and then click
Dynamic IP Configuration.

2. Type the hostname, domain name, and primary domain name server (fully
qualified domain name) and then click OK. See Figure 103 on page 146.

3. Reboot your computer.

4. To check the return code of the NSUPDATE, open the Dynamic IP
Configuration and click on the Diagnostic tab. See Figure 104 on page
147.

5. To check the current configuration, type winIpcrc at the command prompt.

When running on Windows 95, DDNS updates only occur automatically at the
correct DHCP renewal intervals. Manual renewal and release of the lease
using WINIPCFG.EXE does not coincide with an automatic DDNS updates.

When running on Windows 95, you must reboot the machine after changing
the configuration of the IBM Dynamic IP Client because the configuration
changes and updates will not occur automatically.

Tips for setting up

In 4.3.3, “OS/2 Warp 4 using presecured mode” on page 203, we discussed
that after importing a key file, the hostname, domain name, and primary
DDNS server name were automatically filled in for you in the configuration
notebook. However, using the IBM Dynamic IP client for Windows 95/NT, this
information is not filled in automatically (because there is no function to
import a key file).
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The information below describes our actions for a Windows 95 client. We
used one Windows 95 computer with IBM Dynamic IP Client installed and
used its registry information. We exported the registry file, modified the
configuration for each one of the other Windows 95 computers, and
distributed the appropriate registry file to them:

1. Open the registry.
2. Keys and values to modify are as follows:
HKEY LOCAL MACHINE/SOFTWARE/IBMDHCP/CLIENT/1.0/APPLICATION DATA

Set a DDNS server’s IP address or a hostname (fully qualified name) in
PrimaryDNS:

HKEY LOCAL MACHINE/SYSTEM/CURRENTCONTROLSET/SERVICES/VXD/MSTCP

1. Set domain name to Domain.

2. If EnableDNS is set to 0 (which means disabled), set the value to 1.
3. Specify a hostname of the client computer in Hostname.

3. Highlight MSTCP in the trees and select the Registry menu and Export
Registry File. This will create the <file_name>.REG file on the desktop.
Exported registry files are text files. You can edit the file using an editor for
other clients.

4. Export IBMDHCP in the same way.

5. On the target client, double-click on these registry files. This will register
the information in the file into the registry.

Registry Editor B

@ Information in A:MBMDHCP.REG has been successfully entered into the registry.

Figure 105. [Windows 95] Registry Editor message

6. Then, install the IBM Dynamic IP Client on the target machine. When the
configuration notebook comes up at the end of the installation, it already
contains all the information needed.

4.1.5.4 Windows 95 using proxy

The DHCP server updates both forward and reverse mappings of the client’s
hostname and IP address. The only configuration needed on the client
computer is to enable a DHCP client. To enable a DHCP client, refer to 2.5.2,
“Windows 95 and Windows 98” on page 72.
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Windows 95 DHCP client sends its computer name (NetBIOS name) as
Option 12, and a DHCP server uses this name to update the DDNS server.

4.2 0OS/2 Warp Server as Dynamic DNS server

In Chapter 2, “Up and Running with DHCP” on page 29, we discussed how to
set up and run a DHCP server. With a DHCP server in your network, IP
addresses and other configuration information are assigned automatically to
the clients. However, one problem persists:

* How can a domain name server learn about those dynamically assigned
IP addresses and hostnames so it can update its database accordingly?

One solution is to use a WINS server as discussed in 4.1.2, “Windows NT as
a DDNS using WINS” on page 136. However, if you have clients other than
Microsoft clients, they cannot register their names with WINS servers and
they cannot be reached by names. This problem can be solved by using the
Dynamic Domain Name System (DDNS) services.

This chapter shows you how to set up your OS/2 Warp Server as a Dynamic
DNS server. In our scenario, we describe OS/2 Warp Server for e-business,
which includes TCP/IP Version 4.21. TCP/IP 4.1 for OS/2 is similar. Before we
show you how to set up the server, we provide a brief introduction of DDNS in
the following section.

4.2.1 The Dynamic Domain Name System (DDNS)

The DNS servers only support queries on a statically configured database,
and the DNS administrators have to manually update this database whenever
there is a change in the network and client configurations. The Dynamic DNS
(DDNS) protocol defines an extension to this domain name system to update
the DNS database dynamically. Using DDNS protocol, both the address (A)
record, which maps a hostname to its IP address, and the pointer (PTR)
record, which maps a host’s IP address to its hostname, can be added and
deleted dynamically.

4.2.1.1 IBM Dynamic Domain Name System

The IBM Dynamic Domain Name System (DDNS) is based on, and is a
superset of, the Internet Software Consortium’s publicly available
implementation of the Berkley Internet Name Domain (BIND) Level 4.9.3.
DDNS supports both static and dynamic DNS domains. In dynamic domains,
only authorized clients can update their own data. In the IBM DDNS, RSA
public-key digital signature technology is used for client authentication.
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With the IBM DHCP server, an administrator can configure host configuration
parameters only at a server and can automate the configuration of IP hosts.
DDNS provides dynamic hostname-to-IP address (and IP
address-to-hostname) mapping for Dynamic IP clients. Using DDNS, clients
automatically update their A record with their new address, obtained from the
DHCP server, and IBM DHCP servers can automatically update PTR records
for those clients.

4.2.1.2 DDNS mechanism

With DDNS, both address (A) records and the pointer (PTR) records can be
updated dynamically. The DDNS client program, NSUPDATE, is used to
update information in a DDNS server.

Dynamic updates are performed by any of the following:

* Network client: A host which has DHCP and DDNS client software and
can update its A and TXT records with the current IP address information.

* DHCP server: A host that updates PTR records with current hostname
information for the address it allocates, and on certain occasions, updates
A records for clients that either cannot or do not update the A records
themselves.

* DDNS system administrator: A user who can update data such as A and
PTR records in a dynamic domain.

The interaction between a DDNS client (including DHCP server) and a DDNS
server can be described as follows and is summarized in Figure 106 on page
152.
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Figure 106. [Warp Server] DHCP — DDNS — Client interaction

» After a DHCP/DDNS client has been provided with all the information by a
DHCP server, it contacts a DDNS server.

e The DDNS client then sends an update request for the resource records
that are associated with the client’s hostname. The client also sends its
public key and signs all resource records with a digital signature. The key
and the signature, together, will allow the server to verify the authenticity
of the update, as well as any other software which supports the MD5
algorithm. For more information, see 8.2, “RSA public key authentication
system” on page 348.

* If the client’s updates have been successful, the server commits the
changes to its database, and the client becomes reachable by its
hostname.

* A name server normally supports inverse queries. This means the DDNS
server must be updated with the reverse information. A DHCP server
running on the OS/2 Warp server can update the reverse mappings for
clients. After the DDNS client has successfully registered its name with the
DDNS server, the DHCP client will send a lease renewal request message
to the DHCP server. The client will include the new hostname in the
message. The DHCP server is told to update the database with the client’s
new IP address and hostname.
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4.2.1.3 Security

By having a DHCP and DDNS server in your network, hostnames can be
registered automatically and updated dynamically. However, this means that
without DDNS client authentication, an unauthorized host might impersonate
an unsuspecting host by remapping the address entry for the unsuspecting
host to that of its own and could intercept data (for example, logon
passwords) intended for the unsuspecting host.

RSA digital signature technology is implemented for DDNS in TCP/IP for
0S/2 to authenticate the owner of the DNS records and to secure the DNS
database updates.

RSA digital signature technology
RSA digital signature technology is based on the use of private-public key
pairs:

* The private key is used to generate a unique digital signature that can be
validated only by using the corresponding public key.

* The private key cannot be derived from either the digital signature or the
public key or the combination of the two.

When a DDNS client registers its hostname for the first time, it generates an
RSA key pair. A public key is sent to the DDNS server and registered for that
particular hostname.

The DDNS client retains the RSA key pair (with the private key encrypted) in
the client key file called DDNS.DAT (in the directory specified by the ETC
environment variable). When the DDNS client updates the resource records
on the DDNS server, the digital signature is generated by using the private
key and is sent to the server with the update data.

When the DDNS server receives the update request, it uses the DDNS
client’s public key (in the KEY resource record) to:

¢ Authenticate the owner of the update request to verify that the update
request was signed with the corresponding private key.

* Verify that the data was not changed since it was signed. (In other words,
to verify that no one intercepted and changed the data on the way to the
name server.)

In this way, only the owners of the original records, who posses the correct
private key necessary to generate the correct digital signature, can update
resource records that are protected by an existing KEY resource record.
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In addition, a DDNS administrator can create and use a zone key for each
dynamic domain. The zone key is the administrator's RSA key pair for a
particular domain. This key enables the administrator to create, modify, or
delete any host’s record in the domain, regardless of who created the
records. The private key is used to generate a signature when the
administrator updates the requests, and the server examines the signature to
verify that update requests are from the administrator. The public key is
registered in the domain data file as a KEY resource record for the domain.
The private and public keys are stored in the DDNS.DAT file as the
administrator’s key file in the directory specified by the ETC environment
variable.

For more information, see 8.2, “RSA public key authentication system” on
page 348.

Security planning

As discussed in the previous section, DDNS servers use RSA digital
signatures to authenticate DDNS updates requests. DDNS supports two
modes of securing updates for a dynamic domain. Both modes protect the
records in the database from unauthorized updates.

Dynamic Secured Mode This is a default mode. In the dynamic secured
domain, DDNS clients can generate their own
RSA key pair and dynamically register a KEY
resource record containing the public key
when they create their own name record for
the first time. This means that servers allow
any hosts with DDNS protocol to register their
hostnames, however, once registered, only
registered hosts (and administrators) are
allowed to update their own entry.

Dynamic Presecured Mode This is an alternate mode to the secured
mode. Figure 107 on page 155 summarizes
dynamic presecured mode. In the presecured
dynamic domain, DDNS clients must be
pre-authorized by a DDNS administrator
before they can create their name record. The
DDNS administrator must preregister hosts
and generate RSA keys for each client. This
means that in presecured mode, the KEY
resource record must be already defined in the
domain before an update is accepted. The
DDNS administrator must also distribute the
correct corresponding key information to each
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host before they create the resource records.
See 8.4, “Presecured domain” on page 353,
for more information.

1. Create a Presecured Domain
2. Generate Keys for a Hosthame "ABC"
3. GUI stores a Key File

4. GUI stores a KEY RR in a Domain DB
k5' Admin sends a Key File to a client

. DHCP Server

Your IP address
Is 9.3.1.88

[ ] DDNS

"ABC"/=9.3.1.88

6. DHCP Client must get an IP Address
7. Load DDNSCFG

8. Importand Save Key File as DDNS.DAT | ——
9. Register an A record to DDNS ECNEDAT
10. DDNS verifies an updates request

o
|

DHCP/DDNS Client

Figure 107. [Warp Server] Dynamic Presecured Domain

For clients that do not have DDNS Client function, you can use a function
called ProxyArec.

ProxyArec For a client that can not update its A record by
itself, a DHCP administrator can configure the
DHCP server to update both the A and PTR
records on behalf of the clients, as shown in
Figure 108 on page 156. This function is
called a ProxyArec. When using ProxyArec, a
DHCP server uses a hostname sent by a client
through Option 12 to update a DDNS server.
For more information, refer to 8.5, “ProxyArec
consideration” on page 356.
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Figure 108. [Warp Server] using ProxyArec

4.2.2 The IBM Dynamic DNS (relative to other implementations)
IBM implemented Dynamic DNS in 1995. This implementation was done by
IBM research based on an Internet draft being discussed in the IETF at that
time. The protocol was soon going to become standard.

4.2.2.1 Basic design
The basic design involves the following items:

* Allowing updates to the DNS by remote client machines.

* Having these updates be authenticated using RSA digital signatures, as
illustrated in “RSA digital signature technology” on page 153.

e Having the concept of expiration of resource records, so when an update

was done in coordination with DHCP, the entries expired along with the IP
address lease, thus making the system self administering.

There were also two RSA public-private key management mechanisms in the
code:

* The secured mode, where the client could create/register its public key in
the DNS with a hostname, and after that point, be the only authorized
entity to update that information. You can find detailed information on this
topic on page 154.
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* The presecured mode, where the systems administrator was the only
authorized entity to create/register a public key with a hostname. After that
time, the client machine that had the corresponding private key was the
authorized entity to update that entry. There is more information on this
topic on page 154.

The system was designed to integrate DHCP and DDNS, and more
importantly, allow the client to manage its own A record in the DNS.

It is important to note that the IETF only standardizes protocol on the wire.
The key management policies, the integration of DHCP and DDNS are all IBM
design, which differentiate an integrated product from a pure technology.

4.2.2.2 Current state of the standards

The IETF did not standardize the draft that IBM research worked from. That
standard evolved into the current RFC 2137 (Secure Dynamic Updates). Its
resource records in the DNS are almost identical to the IBM implementation.
However, the protocol on the wire is different. It also deals with the issue of
integrating dynamic updates into secure DNS resolving (RFC 2065) and
describes two modes of operation, mode A and mode B. In mode A, the
client-signed RRs are stored as part of the DNS data, whereas in mode B, the
server signs all the records. The IBM implementation of dynamic updates is
actually very close to mode A (although the secure resolving described in
RFC2065 is not supported yet).

The IETF also has an unsecure updates standard RFC 2136. (It is currently in
BIND 8.1.)

There is also another Internet draft using Transaction Signatures (T-Sig),
which uses shared secrets rather than public key cryptography to secure
communication between the nameserver and a client. It seeks to be a simpler
alternative to both RFC2065 for secure resolving and RFC2137 for dynamic
updates in those situations where the client and the server can establish a
trust relationship. This is the mechanism Microsoft will probably use in
Windows NT 5.0.

4.2.2.3 Differences in standards

The following differences apply to IBM’s implementation of secured Dynamic
DNS versus RFC 2137, RFC2136, and T-Sig.
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* IBM DDNS and RFC 2137

In normal cases, the logical evolution of IBM implementation would be to
move towards the RFC 2137 mechanism. This would not lead IBM to any
new function, but IBM would have the comfort of stating compliance with
RFC 2137. This would become important if other vendors were developing
clients or servers with this capability. No one has done so until now; so,
doing this does not presently give IBM any practical advantage over
maintaining the current method.

* IBM DDNS and RFC2136

RFC 2136 was not designed for any authentication or expiration of
records. It was also not designed for clients updating the DNS records. It
does not have the following capabilities, which were essential for our
integrated product:

- No real security mechanism. It accepts a list of IP addresses where the
updates to any record in the system can originate (per zone). Thus, not
only is this mechanism unsecure (anyone who can update can update
anyone's record), it is not scalable. One cannot realistically list every
possible IP address all the clients may be sending. Some users have
tried to use this in a proxy-update mode, where the DHCP server
updates both the entries, and the DHCP server's IP address is the only
one allowed to update. This mechanism still has security flaws, since
any machine can send any other machine’s hostname as the requested
name, and the DHCP server has no mechanism of verifying that
information.

- No mechanism of expiration. Thus, if a DHCP client got an address and
then moved away from the network, the DHCP server's IP address
lease would expire after a period of time and the address would get
reused, but the DNS entry would have to be manually removed.

- No mechanism to detect out-of-order update requests or prevent
replay-attacks. (No timestamp associated with the update request.)

* IBM DDNS and T-Sig

T-Sig accomplishes the goal of providing an authentication mechanism for
updates from clients. But, it still does not provide an expiration
mechanism. This means that a client created its A-RR and moved away
from the network for some period of time. The PTR record created by the
DHCP server could be deleted by it, but the A-RR (the hostname to IP
address mapping) would remain in the DNS. So, if someone else
connected to the network and got assigned the same IP address by the
DHCP server (which is legal since the lease expired), that machine also
received a hostname that it did not have access to.
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T-Sig also has scalability issues, since the shared secret keys are
theoretically unique between every client-name server pair, and must be
predefined in each.

T-Sig does have a timestamp associated with its update requests, but
since these timestamps are not stored with the data updated, it is
questionable how out-of-order update requests or replay attacks could be
effectively detected and/or prevented.

4.2.2.4 Conclusion

Moving to the BIND 8.1.1 or the T-Sig capability introduces flaws in the
update system, and is not recommended from a system design perspective.

4.2.3 Scenario

In this section, we give an example of a simple network environment that
includes only one subnet. In this network, we have a DHCP server on OS/2
Warp Server for e-business (See 2.2, “OS/2 Warp Server for e-business as a
DHCP server” on page 30 for details on DHCP server setup) running and
another OS/2 Warp Server with WorkSpace On-Demand manager running.
We also have a few DHCP/DDNS client computers and WSOD clients. When
we started building our network, we set up a DHCP server, and, initially, did
not have a DNS/DDNS server. In this section we will integrate DDNS into our
network.

In this scenario, we configure OS/2 Warp Server as a Dynamic DNS server.
We configure a DDNS server using one of two methods:

1. Dynamic secured mode

2. Dynamic presecured mode

Later in this chapter, we also configure our DHCP server to enable ProxyArec
and have Windows 95 and WSOD clients configured through this function.

In our example, our domain name is armonk.cooking.net, and the
DHCP/DDNS server's hostname is merlot. Table 7 shows our network
configuration:

Table 7. OS/2 Warp Server configuration information

Configuration settings Value

Network ID 192.168.6.0
Subnetmask 255.255.255.0
Domain name armonk.cooking.net
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4.2.4 Tasks

Configuration settings Value

DHCP/DDNS Server IP address 192.168.6.10

DHCP/DNS/WINS server hostname merlot

The following list describes the tasks required to complete the scenario,
followed by detailed, step-by-step instructions.

1. Plan the primary domain.

2. Define your OS/2 Warp Server as a primary DNS server for your DDNS
domain.

Create a primary domain for forward mappings.

If using presecured mode, generate keys for the clients.

If there are hosts using a static IP address, add static records for them.
Configure a DHCP server to update PTR records.

Start the DDNS server

Restart the DHCP server.

© o N o O ko

Verify that the DDNS server is operating correctly.

4.2.5 Planning

Before you start configuring your Dynamic DNS server, you need to make a
plan for the design of your network that includes domain and security issues.

4.2.5.1 Desighing your domain and domain name server

The first step is to design your domain. Before you establish DNS servers in
your network, you need to determine the domain name for your domain.
Furthermore, you need to determine which server is going to be the Dynamic
DNS server for your domain.

In our scenario, armonk.cooking.net is the primary domain name, and merlot
is the name of the name server. All hosts on the 192.168.6.0 network are
included in the domain armonk.cooking.net.

Then, you need to decide which hosts are going to be the DHCP/DDNS
clients, and which are not. A DDNS name server must have a static IP
address and, therefore, cannot be a DHCP client. If you have any other hosts
that have static IP configuration, you have to decide on their names and
configure the DNS database manually.
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4.2.5.2 Security planning
The next step is to decide on security issues. Dynamic DNS in TCP/IP
Version 4.1 for OS/2 supports two modes of security:

* Dynamic Secured Mode
* Dynamic Presecured Mode

To decide which mode to implement, refer to 4.2.1.3, “Security” on page 153.
Also see Chapter 8, “Security of DHCP and Dynamic DNS” on page 347. If
you have clients that do not support DDNS, you need to enable the ProxyArec
function at the DHCP server. For more information about ProxyArec, refer to
8.5, “ProxyArec consideration” on page 356.

4.2.6 Setting up your DDNS server

This section describes how to set up a DDNS server on your Warp Server.
See 4.2.6.2, “Dynamic secured mode” on page 162 for details on how to set
up a DDNS server with dynamic secured mode, and 4.2.6.3, “Dynamic
presecured mode” on page 168 shows you how to set up with dynamic
presecured mode. All values we used for configuration in the following steps
are the values we defined in our scenario.

4.2.6.1 Before setting up

Before you start configuring, make sure that the TCP/IP is configured
correctly. The Dynamic DNS server must have a static IP address, and,
therefore, cannot be a DHCP client.

In addition, before using the DDNS Server Administrator GUI to configure
DDNS, make sure that you have created a TCP/IP Administrator password.
This was described in 2.2.2, “DHCP server preparation” on page 31.

The Dynamic DNS server itself can also be a DNS client. Follow the steps
below to add the DNS server information:

1. Open the TCP/IP Shadows folder and the TCP/IP Configuration folder,
then double-click on TCP/IP Configuration (Local) or type Tcrcre2 at an
0S/2 command prompt. The TCP/IP configuration settings notebook is
displayed.

2. Click on the Host Names tab. Type hostname and local domain name.

3. Click Add. Type an IP address for the computer (DNS/DDNS server) and
click on OK.

4. Close and save the configuration.
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162

—Important
The next step is very important. You need to create an entry in the HOSTS

file. DDNS Administration GUI tool uses information in the HOSTS file, and
this is required to automatically create a primary zone for reverse
mappings.

1. Open the HOSTS file using an ASCII editor. The HOSTS file is stored in
the directory specified by the ETC environment variable. (If you are
uncertain, type seT ETC to check which directory the ETC environment
variable points to.)

2. Add your name server hostname using the fully-qualified domain name.
Figure 109 shows you an example of the HOSTS file after adding a new
entry.

127.0.0.1 localhost
192.168.6.10 merlot.armonk.cooking.net

Figure 109. [Warp Server] HOSTS file

4.2.6.2 Dynamic secured mode

Follow the steps below to set up the DDNS server using dynamic secured
mode:

1. You will use the DDNS Server Administrator program to configure the
DDNS server. To do so, open the TCP/IP Shadows folder, then open
DDNS Server Services and double-click on the DDNS Server
Administrator icon.

2. DDNS Server Administrator window is displayed. Enter the TCP/IP
administrator password and click OK.

Two settings notebooks are displayed.

3. In the Domain Name Server settings notebook, click the Server tab. Verify
the name and IP address of the name server. (The GUI retrieves the
hostname and IP address from the HOSTS file.)
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Figure 110. [Warp Server] Domain Name Server notebook

If desired, specify a different cache file name on the Files tab. Click OK to
close the settings notebook.
4. At the DDNS Server Administrator window, define the DDNS server as the
primary server for your domain as follows:
* Click on the Add Primary Domain button to open the Primary Domain
notebook.
¢ At the Domain Configuration tab, type your complete domain name.
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Figure 111. [Warp Server] Primary Domain Configuration

* At the Domain Configuration tab, note that the domain type is Dynamic
by default, as shown in Figure 111. Click on Dynamic Options and
note that Client automatically creates its own hostname (which means
Dynamic Secured mode) is checked, as shown in Figure 112. Click OK

to go back to the Domain Configuration tab.
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Figure 112. [Warp Server] Setting secured mode
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* If you do not want to create a reverse mappings file (by default), click

on the Domain Options tab and uncheck Automatically Create

Reverse Mappings for Statically Defined Hosts.

* If you want to change the name of the file for your domain, click on the
Files tab and type the path and the file name of the domain data file.

* After you finish the configuration, click OK to close the notebook. When
you close the Primary Domain Notebook, a zone key is automatically

created.

5. When you create a primary domain, an A record, PTR record, and an alias

ns-updates for the name server is created automatically, as shown in

Figure 113 on page 165. If you do not want to use this alias, delete the

alias or use the Alias Notebook to add a different alias.
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Figure 113. [Warp Server] DDNS Server Administrator notebook
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— ns-updates alias

A DDNS client must know the fully qualified domain name or IP address of
the primary DDNS server. DDNS clients using the DDNS client
configuration program for a DHCP client (DDNSCFG.EXE) defaults the
name of the Primary DDNS server to ns-updates.<domain_name> (In our
scenario, ns-updates.armonk.cooking.net.) An end user can change this
ns-updates default at any time by using the DDNS client configuration
program. If you follow the steps to modify HOSTS file, as described in
4.2.6.1, “Before setting up” on page 161, this alias ns-updates is created
automatically.

6. If you want to add any static hosts, follow the steps below:

* On the DDNS Server Administrator notebook, highlight the domain in
which you are going to add a new host, and click Add Host on the tool
bar.

e Type the hostname and IP address of the computer and click Add.
Click OK when finished.

ORI |

To add hosts o 2 domain, sekect the domain, type a host name {not fully qualified), type an [P
addrass, and press Add. Toconfigure other host options, sekect 2 host and prass Details.

Damain name: Iarmonk.cooking.net |j
r Host name and IP address

Haost name: Ichardonnay IF address:  [19216G.6E Addkl

[+ Removel

]
K >

Figure 114. [Warp Server] Adding Hosts

7. Click Save from the File menu to save the configuration.

8. You need to configure the DHCP server so that DHCP clients can get the
configuration information for DDNS/DNS server and domain name. Add
the following two options:

e Option 6 Domain Name Server: IP address of the DNS/DDNS server

e Option 15 Domain name: Domain name
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Refer to 2.2, “OS/2 Warp Server for e-business as a DHCP server” on

page 30 to see how to add DHCP options.

9. If you want to update PTR records for DHCP/DDNS clients automatically,
configure your DHCP server, as described in the steps below:

e Open DHCP Server Service in the TCP/IP Shadows folder and

double-click on DHCP Server Configuration.

* Enter your password and click OK. The DHCP Server Configuration

window comes up.

¢ In the Current Configuration lists, double-click on your subnet to open the

subnet notebook.

* Click on the Miscellaneous tab, and type the IP address of the DDNS

server in the DDNS Server for PTR field.
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Figure 115. [Warp Server] Specifying DDNS server for PTR record update

¢ Click OK to close the notebook.
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* Repeat steps above for all the subnets you want to update PTR records
dynamically.

* In the Current Configuration lists, double-click on DHCP Server to open
the DHCP Server Parameters notebook.

* Click on the DDNS PTR Records tab, check Automatically update or
delete PTR records and click OK.
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Figure 116. [Warp Server] Enabling DHCP Server to update PTR records

* Select [File —Save] to save the configuration in the DHCP Server
Configuration window.

10. Double-click DDNS Server in the DDNS Server Service folder to start the
DDNS server.

11. Restart the DHCP server.
4.2.6.3 Dynamic presecured mode

In this section, we show you how to setup a dynamic presecured domain
using the DDNS Server Administrator program.
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1. Open the TCP/IP Shadows folder, then open DDNS Server Services, and
double-click on the DDNS Server Administrator icon.

2. The DDNS Server Administrator window comes up. Type the password
and click OK.

3. Two notebooks come up. On the Domain Name Server notebook (Figure
117), click on the Server tab. Verify the name and IP address of the name
server. (GUI uses the hostname and IP address from the HOSTS file.)

%) Domain Name Server - - merlot.armonk.cooking.net  |[{Z{SRIN|

SENET‘ Roots and Forwarders | Logging | Files | €|

Diomain nate server

Entar the host name and I1P addrass of this name sarvar. If thara are multipke
intarfaces, you may entar multipke host names and IP addressas.

Host name: I IP address: I b
metlotarmonk.cooking.net  192.168.6.10 || Remgvel

<1 =

Figure 117. [Warp Server] Domain Name Server notebook

If desired, on the Files tab, specify a different cache file name. Click OK to
close the notebook.
4. Using the DDNS Server Administrator window, define the DDNS server as
a primary server for your domain as follows:
* Click Add Primary Domain on the tool bar to open the Primary
Domain notebook.
* On the Domain Configuration tab, type your complete domain name.
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O pomayooman————————————————— [
Domain Configuration ‘ Secondary Name Servers | Notify Servers | Child Dom: <[]

Entar the complate domain name for which this sener will ba the primary domain
NAME Sanar.

Daomain name: Iarmonk.cooking.neﬂ

Domain type:
U Static

O] Cynamic Dynarmic Options...

Domain administrator's e-mail address: I

oK

Figure 118. [Warp Server] Primary Domain Configuration notebook

* On the Domain Configuration tab, note that the Domain Type is set to
Dynamic, as shown in Figure 118. To set the mode to presecured,
press Dynamic Options to go to the Dynamic Options Notebook and
then check Only System Administrator Can Create Client’s Host
Name (dynamic presecured mode), as shown in Figure 119.

(J] Dynamic Options Dz N
Dynamic Options ‘ s

Security Mode

() Client automatically creates its own host name

@EOnI system administratar can create client's host name|Generate keys far hostq
L3

¥ include kew and signature information when transferring data to secondary name servers

¥ save copy of data before each update
_| Delete SIG recards far expired host names
Weleteewvety dayiat: I—
EAdjustfor client and server clock differences in determining data expiration times

¥ Forward adjusted expiration time when transferring data to secondary name senve

_| Seta maximum time to cache dynamic data for this domain

[l ittt es I SEEEHES

Figure 119. [Warp Server] Setting Dynamic presecured mode
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* If you do not want to create a reverse mapping (by default), click the
Domain Options tab and uncheck Automatically Create Reverse
Mappings for Statically Defined Hosts.

* If you want to change the name of the file for your domain, click on
Files tab and type the path and file name of the domain data file.

 After you finished your configuration, click OK to close the notebook.
When you close the notebook, the zone key for the domain is created
automatically.

5. When you create a primary domain, an A record, PTR record, and an alias
ns-updates for the name server is created automatically, as shown in
Figure 120. If you do not want to use this alias, delete the alias or use the
Alias Notebook to add a different alias.

(J)] DDNS Server Administrator Z| = F

File Edit Configure Server VYiew Help

| Modify Parameters | | ‘dd Primary Domain | | Add Sacondary Domain | | Aad Host | | Add Ales |

mearkct.armonkcooking.net is a DME for the following domains: Hests defined in: armonkcooking.nat. 110 2 of 2 shown.

v

. Name IP Address
merlot.armank.cooking.net | |

Primary Domams. =M armonk.cook...
dEa armonk.cooking.net merlot 192 168.6.10

= B.168.152 In-addr.arpa ns-upda  merlot.armonk.cook...
U Secondary Domains

D

lj -
1| v 4] | 3

Figure 120. [Warp Server] DDNS Server Administrator notebook

Chapter 4. Serving names 171



——ns-updates Alias

A DDNS client must know the fully qualified domain name or IP address of
the primary DDNS server. DDNS clients using the DDNS client
configuration program for a DHCP client (DDNSCFG.EXE) defaults the
name of the primary DDNS server to ns-updates.<domain_name>. (In our
scenario, ns-updates.armonk.cooking.net.) An end user can change this
ns-updates default at any time by using the DDNS client configuration
program. If you follow the steps to modify HOSTS file, as described in
4.2.6.1, “Before setting up” on page 161, this alias ns-updates is created
automatically.
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6. If you want to add any static hosts, follow the steps below:

* In the DDNS Server Administrator window, highlight the domain in
which you want to add a new host and click Add Host on the tool bar.

* Type the hostname and the IP address of the computer and click Add.
Click OK to finish the window.

(J] add Hosts [z N |
To add hosts o 2 domain, sekect the domain, type a host name {not fully qualified), type an [P
addrass, and press Add. Toconfigure other host options, sekect 2 host and prass Details.

Damain name: Iarmonk.cooking.net |j
r Host name and IP address

Haost name: Ichardonnay IF address:  [19216G.6E Addkl

| Removel

]
K >

Figure 121. [Warp Server] Adding Hosts
7. Click Save from the File pull-down menu to save all configuration
information.

8. Double-click on the DDNS Server object in the DDNS Server Service
folder to start the DDNS server.

9. The last step is to register DDNS clients and generate host keys for them
(the DDNS server must be started to generate keys):

e Start the DDNS Server Administrator program.

* Double-click the domain for forward mappings in the list to open the
Primary Domain notebook.

* On the Domain Configuration tab, click on the Dynamic Options
button.

* Click Generate Keys for Hosts on the Dynamic Options Notebook.

* On the Generate Keys Window, type hostnames and click Add for each
client. If you want to change the directory where keys are stored,
specify the path. Click OK to return to the Dynamic Options Notebook.
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(J] Generate Keys Dz N
Enterthe names of the hosts forwhich keys should be created.
Drirectory to stora genaratad kay fike for each host:
IC:\MPTN\ETC‘\namedb\armonkco
r Generate keys for:

Host name: I :

salman | Removel
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<1 =
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Figure 122. [Warp Server] Generate Keys for DDNS clients

10. Click OK to close the Dynamic Options settings notebook.

11. Click OK to close the Primary Domain settings notebook. When you close
the Primary Domain settings notebook, the host keys that you registered
are created automatically under the directory you specified.

12. You need to configure the DHCP server so that DHCP clients can get the

configuration information for the DDNS/DNS server and domain name.
Add the following two options:

e Option 6 Domain Name Server: IP address of the DNS/DDNS server
e Option 15 Domain name: Domain name

Refer to 2.2, “OS/2 Warp Server for e-business as a DHCP server” on
page 30 to see how to add DHCP options.

13. If you want to update PTR records for DHCP/DDNS clients automatically,
configure a DHCP server as described in the steps below:

e Open DHCP Server Service in the TCP/IP Shadows folder and
double-click on DHCP Server Configuration.

* Enter your password and click OK. The DHCP Server Configuration
window comes up.

* In the Current Configuration lists, double-click on the subnet <subnet
name> to open the subnet notebook.

* Click on the Miscellaneous tab and type an IP address of the DDNS
server in the DDNS server for the PTR Record update field.
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Figure 123. [Warp Server] Specifying DDNS server for PTR record update

* Click OK to close the settings notebook.

* Repeat the above steps for all the subnets you want to update PTR
records dynamically.

* In the Current Configuration lists, double-click on DHCP Server to open

the DHCP Server Parameters settings notebook.

* Click on the DDNS PTR Records tab, check Automatically update or

delete PTR records, and click OK.
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Figure 124. [Warp Server] Enabling DHCP Server to update PTR records
¢ Select [File => Save] to save the configuration in the DHCP Server
Configuration window.
14. Restart the DDNS server.
15. Restart the DHCP server.

4.2.7 ProxyArec

If you have any DHCP clients that do not also have the DDNS client function,
you can configure your DHCP server to update the A (address) records on
behalf of the DHCP clients.

To enable ProxyArec on your DHCP server, see 8.5, “ProxyArec
consideration” on page 356.
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4.2.8 Verification

The last step is to make sure that your DDNS server is working properly. To
verify the configuration, you can do the following:

* Verify that the name server can resolve names.
* Check the NSUPDATE log file.

4.2.8.1 Verifying the DDNS server configuration
Use the #osT and NsLookup commands to check whether the DDNS server can
resolve names.

The HosT command contacts a DNS server to translate a specified hostname
to its IP address or specified IP address to its hostname. For syntax
information on the sosT command, refer to 10.2.6, “The HOST command” on
page 388.

The command nsLookup queries a DNS server in either interactive or
non-interactive mode. The nNsLookup command syntax information is provided
in 10.2.7, “The NSLOOKUP command” on page 389.

4.2.8.2 Checking the NSUPDATE log

The NSUPDATE agent, when used for a DHCP client, or server, logs all
significant events to the NSUPDATE.LOG file. This file is stored in the
directory specified by the ETC environment variable.

4.2.9 DDNS files
This section describes the configuration files used by the DDNS server. The
configuration files used by the DDNS server are:
* Configuration file
* Boot file
* Cache file

* Domain data files

These files are created and updated automatically when you configure your
domain using the DDNS Server Administrator program. It is possible to create
these files manually, but we recommend you use the DDNS Server
Administrator program, because this program checks the configuration to see
if there are any mistakes in the configuration you defined. It also
automatically updates the serial number so that the secondary name server
can notice that there has been a change in the database. In addition, by using
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a GUI, you do not need to execute the ponszone command to generate keys,
because the program automatically does it for you.

4.2.9.1 Configuration file DNSEXT.CFG

Many of the new enhancements IBM has added to the standard BIND DNS
code require configuration. These new features are configured in a separate
file, WMPTN\ETC\ANAMEDB\DNSEXT.CFG, so that there is no confusion with
standard name server configuration files.

The DDNS server GUI creates the DNSEXT.CFG file. It has a few entries that
it places in there for its own information. However, this file is completely
optional, since all parameters have default values.

Figure 125 on page 179 shows an example of the DNSEXT.CFG file.
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*kkkkkkkkkkkxkkkkkkkkxxxxx*x TBM DDNS Server Administrator x*xkkxkkkkkkkkkkkk
; This file was written by the IBM DDNS Server Administrator on 28-Jun-98

*kkkkkkkkkkkxkkkkkkkkxxxxx*x TBM DDNS Server Administrator x*xkkkxkkkkkkkkkkkk
austin.cooking.net (

notify=yes
notify.add=192.168.6.2
jnotify.add=192.168.7.2 (This line is commented)

notify.delayTime=60
notify.retryTime=30
notify.retryNumber=3
timeSync=yes
timeSync.toSecondaries=yes
safeWrite=yes
sigDel=no
ttlSet=no
deferUpdCnt=100
incrTime=300
keyToSec=yes
sepDynStatic=yes
reverseMapping=yes ;Used by the DDNS GUI only)
)
6.168.192.1in-addr.arpa (
notify=yes
notify.delayTime=60
notify.retryTime=30
notify.retryNumber=3
timeSync=yes
timeSync.toSecondaries=yes
safeWrite=yes
sigDel=no
ttlSet=no
deferUpdCnt=100
incrTime=300
keyToSec=yes
sepDynStatic=yes
reverseMapping=yes

)
DDNSAdministratorClient (
gui.warn=yes
gui.write=yes
gui.num=100
gui.lease=3600
gui.pad=3110400
gui.reinit=1
gui.sepdata=3

)

Figure 125. [Warp Server] DNSEXT.CFG

Some of the configuration parameters used in the DNSEXT.CFG file are
described in Table 8 on page 180.
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Table 8. DNSEXT.CFG Configuration Parameters

Configuration
parameters

Parameter

Values

Description

Notify
parameters

notify

yes
no

All notify parameters apply
to both secondary and
primary zones. This
parameter must be set to
yes in order for the other
notify parameters listed
below to apply.The default
is no.

notify.add

IP
address

Optional parameter that
can be used to add a
particular DDNS server’s
IP address to the list of
servers to notify.

notify.remove

IP
address

Optional parameter that
can be used to remove a
particular DDNS server’s
IP address from the list of
servers to notify.

notify.delayTime

number
of secs

This is the amount of time
between natifications sent
to consecutive servers on
the notify list. The actual
delay time is a random
time between the specified
value and twice that value.
The default value is 30.

notify.retryTime

number
of secs

This is the amount of time
between natifications sent
to a particular server.
(Multiple notifies will be
sent to a server if that
server does not respond.)
The default value is 60.

notify.retryNumber

number

This is the maximum
number of times that a
notification will be retried
to a particular server. The
default value is 3.
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Configuration
parameters

Parameter

Values

Description

Client/server
time
synchron-
ization
parameters

timeSync

yes
no

This parameter defines
whether the time
synchronization feature is
enabled or not, and it
applies only to primary
dynamic zones. The
default value is yes.

timeSync.toSecondaries

yes
no

This parameter defines
whether the time
synchronization being kept
should be forwarded to the
secondary servers or not.
This parameter will be
ignored if the timeSync is
settono. The default value
is yes.

SIG RR
deletion
parameters

sigDEL

yes
no

This parameter defines
whether the signature
deletion function, which
deletes signature records
for expired host names,
should be enabled (yes) or
not (no), and applies only
to the primary dynamic
zones. The default value is
no.

sigDEL. time

number,
(0-23)
military
time

This parameter defines the
military time at which any
signature records still
remaining for the zone will
be deleted. This
parameter is ignored if
sigDEL is set to no.

Safe write to
disk for zone
data
parameter

safeWrite

yes
no

This parameter defines
whether the safe write
feature, which keeps a
backup of the zone data,
should be enabled (yes) or
not (no). The default value
is yes.
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Configuration
parameters

Parameter

Values

Description

Override TTL
for dynamic
data
parameters

ttlSet

yes
no

This parameter defines
whether the TTL override
function, which allows
administrators to lower the
TTL value for dynamic
clients, should be enabled
(yes) or not (no). This
parameter applies only to
primary dynamic zones.
The default value is no.

ttlSet.value

number

The number is the actual
TTL value to use in the
override of dynamic client
TTLs. This parameter will
be ignored if tt1set is set
to no. It is required if
ttlset is set to yes. The
valid numbers fora TTL
are the positive values of a
signed 32-bit number.

Separate
static /
dynamic zone
data
parameters

sepDynStatic

yes
no

This parameter defines
whether the
static/dynamic data
separation feature, where
static and dynamic data for
a dynamic zone are kept
separately, is enabled
(yes) or not (no). This
parameter applies only to
primary dynamic zones.
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Configuration
parameters

Parameter

Values

Description

Configuration
parametersfor
Interopera-
bility with
earlier
versions of
DDNS

keyToSec

yes
no

If keyToSec is set to no, it
corresponds to
nokeytosec on the
primary line of the boot file
in earlier versions of
DDNS.

incrTime

number
of
seconds

The default value is 300
seconds (five minutes).
This value corresponds to
the optional sixth
parameter of the SOA RR
for primary dynamic zones
from earlier releases of
DDNS. It specifies the
maximum amount of time
to wait after an update
before incrementing the
zone serial number.

deferUpdCnt

number

The default value is 100.
This value corresponds to
the optional seventh
parameter of the SOA RR
for primary dynamic zones
from earlier releases of
DDNS. It specifies the
maximum number of
updates that can occur
before the zone serial
number is incremented.

Parameters
used by the
DDNS Server
GUL

reverseMapping

yes
no

This attribute is placed
inside normal domain
entries.

DDNSAdministratorClient

This value is set up in the
form of a domain that is
used by the GUI. This
domain and all its entries
are created and used
exclusively by and for the
GUL.
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4.2.9.2 Boot file

This file is read by the name server when it is started. The default name of
this file is NAMED.BT or NAMED.BOOT and stored in the
\MPTN\ETC\NAMEDB directory. This file includes information such as the
domain names for which this name server is authoritative and the location of
the domain data.

Figure 126 shows an example of the NAMED.BT file.

’-*‘k‘k*********************** IBM DDNS Server Administrator dhkkkhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhhkhkkk
; This file was written by the IBM DDNS Server Administrator on 28-May-98
jREHKkkkkkkkkkkkkkkkkkk*k*k***x TBM DDNS Server Administrator **kxkkkkkskkkskkkkkkkkkkk*
primary 6.168.192.in-addr.arpa C:\\MPTN\\ETC\\namedb\\dnsf0000.rev dynamic secured
primary armonk.cooking.net C:\\MPTN\\ETC\\namedb\\dnsf0000.dom dynamic secured
cache . C:\\MPIN\\ETC\\namedb\\named.ca

Figure 126. [Warp Server] NAMED.BT file

4.2.9.3 Cache file

The cache (root server) file contains the names and IP addresses of the root
servers. The path and name of this file are specified in the cache entry in the
boot file.

4.2.9.4 Domain data file
Domain data files contain information about a domain, such as the IP
addresses and names of the hosts in the domain.

The forward domain data file contains entries that map hostnames to IP
addresses for hosts in the domain. The file also contains other data for the
hosts, such as mail (MS) or text (TXT) resource records. For dynamic
domains with separated static and dynamic data, the forward domain data
file, which contains dynamic data, must contain an $INCLUDE statement to
include the file that contains the static data. For example:

SINCLUDE c:\\mptn\\etc\\namedb\\static.data static.aromonk.cooking.net

The reverse domain data file contains entries that map IP addresses to
hostnames.

The domain data files can be named as desired, and the chosen name must
be put in the NAMED.BT file or specified in the $ncLupE directive.

Figure 127 and Figure 128 on page 185 show the sample forward domain
data files for a dynamic secured domain with separated files for dynamic data
(DNSF0000.DOM) and static data (DNSF0000.STA).
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’4************************* IBM DDNS Server Administrator khkhkhkkhkhkkhkhkhkhkhkkhkhkhkhhkkhkhkhkhrhhkhhkkxx
;This file was written by the IBM DDNS Server Administrator on 28-May-98
’4************************* IBM DDNS Server Administrator khkhkhkhkhkkhkhkhkhkhkkhkhkhkhkhkkhkhkhkhhhhhkkx*x
SORIGIN cooking.net.
armonk IN KEY 0x0080 0 1 AQOhHKv3ZhrCc7Hgsq2FglBWOt4gKWv+GjmE
VQ8sd21kCVc6NcNv1QNWex21UedaE7AmMZS ZhKV5FSMO9pPggx8Rkd ;Cl=3
IN NS merlot.armonk.cooking.net. ;C1l=3
IN SOA merlot.armonk.cooking.net. administrator.armonk.coo
king.net. (
12 10800 3600 604800 86400 ) ;Cl=3
SORIGIN armonk.cooking.net.
pizza 3600 IN KEY 0x0000 0 1 AQPTXIKIHUTRxQzSS7qUAdPndTt17VCr8blm
Yo/2Q72/Q+nkpwoia5SNNLmMB66GOFVIh62 I0YAP8QQ70Zdq01NMWy ;Cr=auth
4660 IN A 192.168.6.12 ;Cr=auth
4660 IN SIG A 1 4 4660 896410050 896323650 0xc534 pizza.armonk.
cooking.net RgZRe5FQ6Fv3vygfT0XrtqllZqTSi3d8fw/qjDLgHBLWMel62YRO8xQmMUALY8IOHX/jKCpF
aEBFq9wgt5SfCxA== 896460438 ;jCr=auth
4660 IN SIG KEY 1 4 4660 899520450 896323650 0xc534 pizza.armon
k.cooking.net Kd+Y7p92VvGy5XD5TYHmEwvc5BknB6xd/9G1AAIgFk2NpXewSJISeW4 /anLgz2xT6tT3m5
dEsjjgbB6K8/VNbrQ== 899570838 ;Cr=auth
burger 3600 IN KEY 0x0000 0 1 AQOyn4iOWzIté6io3CQOaT7kbgLuFAMBLANY7
BN7nNnQqy5DCmXD21ac386FgwGds4VwzI6RBYZMDUFyMZXTJSJSH ;Cr=auth
4660 IN A 192.168.6.13 ;Cr=auth
4660 IN SIG A 1 4 4660 896502341 896459141 0x9448 burger.armonk
.cooking.net ebko2wARtFhFxPMEm/Yb69+BPcmx6vQ2hgbfwrlmtmDAspnraXVGVX+V17PRPQoOxXW1Yypk
0UOMhwL5Pj 9TX05A== 896495156 ;jCr=auth
4660 IN SIG KEY 1 4 4660 899612741 896459141 0x9448 burger.armo
nk.cooking.net PaJ4+IBi+vYBclxyBsC6WQRNOsxrekECerFCjZFyjEVCpBArDRO5n1NvdTB0z20/20ed
+8bMc66cmBR1wW9Zo4w== 899605556 ;Cr=auth
$INCLUDE C:\\MPTN\\ETC\\namedb\\dnsf0000.sta armonk.cooking.net.

Figure 127. [Warp Server] DNSF0000.DOM file

Note: Lines that are longer than 80 characters are wrapped to the next line.

’4************************* IBM DDNS Server Administrator *hkhkkkhkhkkhkhkhkhkkkhkk*x
;This file was written by the IBM DDNS Server Administrator on 28-May-98
’4************************* IBM DDNS Server Administrator *hkhkkkhkhkkhkhkhkhkkkhkk*x
SORIGIN armonk.cooking.net.

ns-updates IN CNAME merlot.armonk.cooking.net.

merlot IN A 192.168.6.10

Figure 128. [Warp Server] DNSF0000.STA file

4.2.10 Providing mail services

The following discussion pertains to installing mail services on an OS/2 Warp
Server using Microsoft and IBM mail clients. The DHCP options and DNS MX
record discussion are applicable to any server platform. Only GUI use is
platform specific.

Now, we have automatic IP addresses, and our Dynamic DNS server is
keeping track of names for us. One of the first tools to set up now is the mail
system. We are going to set up mail services on our OS2 Warp Server. There
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is a very robust POP3 mail server available called OS2POPS. This was
written by IBM Employees and is available for free distribution and use. We
have included Version 2.02 on the CD-ROM, but for the latest version, see:

http://www.raleigh.ibm.com/misc/os2pops

The SMTP mail server (sendmail) is shipped with OS/2 already; so, you can
have a mail system for no extra money. If you have decided to use Domino,
you will probably want to use the SMTP (Simple Mail Transport Protocol) and
POP3 (Post Office Protocol) mail servers included in that product (refer to
your Domino documentation for this). The DHCP and DNS records we will talk
about will be applicable to your Domino installation, as well as you mail
system installation.

In this section, you will learn how to configure a mail server so that it works
with your existing DNS system. You will learn how to install, configure, and
support the mail system. We will use the DHCP GUI to provide our mail
server address to our clients. We will also use the nslookup tool to examine
our name server records. Currently, if you run nslookup On your name server,
you will not see any MX (mail exchanger) records. We will add the MX record
after we setup the mail server. As mentioned in 1.6.5, “Resource record
types” on page 23, an MX record indicates a host that will deliver the mail to
the addressee, or it will forward the mail to another host that can do the same
(that is, deliver or forward the mail). Forwarding is accomplished via SMTP. To
summarize, the necessary steps are:

* Install, configure, and run a POP3 mailer.
* Install, configure, and run an SMTP mailer.

* Configure the DDNS server for mail processing or forwarding (MX
records).

* Configure DHCP server to provide mailer addresses to clients (options 69,
70).

Installing OS2POPS is simple. Unzip it into the directory where you want it
installed, backup \MPTN\ETC\SENDMAIL.CF, and then run the program
OS2POPS. You will get a screen similar to the one shown in Figure 129 on
page 187.
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5t 0S2POPS - Hew Install

Important information - please take a moment to read

Could not Locate the 052PopS INMI file in any of the places 052PopS Looks for it. If this iz a

new installation an INI file will be created for you. J

By default 052PopS will look for its INI file in the following places in the order they are
listed:

1. The directory pointed to by the ETC wariable in config.sys.
2, The directory pointed to by the 05S2POPS wariable in config.sys.
3. The 052.INI file {application name 0S2PopS)

The file of walid users, mail files, log files, and accounting files will be stored one
directory below the the 0S2POPS Root Location you specify.

X1 [ 3]

Choose one of the locations below for OS2POPS to store its INI file.
®)Use ETC directory variable from config.sys
(2 Add a OS2POPS variable to config.sys and use it {(you'll need to reboot}
() Store INI file location in the OS2.INI file

OS2POPS INI location: 3348 TREE T
0S2POPS Root Location: C:osZ2pops)

Modify locations as desired then click here to continue. |

| To cancel the installation of OS2POPS for now click here.

Figure 129. [OS2POPS] Installation panel

All OS2POPS files should be in the OS2POPS Root Location: (shown on the
screen). After OS2POPS installs, you can configure mail users by clicking on
Client Maintenance, as shown in Figure 130.

Options Control ﬂelp_
Seruer is. Active

Clients Conkected ]

I ]
Mail Items Delivered ]

| Client Maintenance ||

[c) Copyright IBM Corporation 1996, 1997 -
ALl rights reserved

Figure 130. [OS2POPS] Client maintenance

When OS2POPS installs, it should modify the C:\AMPTN\ETC\SENDMAIL.CF
file, but ours did not. We manually modified the Mlocal entry using the E
editor, as shown in Figure 131 on page 188.
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"% E.EXE - sendmail.cf = [O0]
File Edit Options Help

[>

Msmtp, P=[IPC], F=mDFHuX, S$=10, R=0, A=IPC Sh

# Mlocal, P=C:\TCPIPAUMAIL\umailer.exe , F=lsm, $=10, R=0, A=c:\mptnietcim
# Mlocal, P=C:\TCPIP\bin\mail.exe, F=1smDFP, $=10, R=0, A=c:\mptnietcimail Su
Mlocal, P=c:\osZ2pops\popsmail.exe, F=1sDFP, 5=10, R=20, A=c:\osZpops Su 5f|

Mprog, P=xxx, A=Required by sendmail but unused

I I >

Figure 131. [OS2POPS] Manually modifying SENDMAIL.CF

There are single spaces between each entry, not tab characters. Now, the
POP3 mailer is installed and working.

—E Editor

Be sure to use the E editor, which will leave tab characters alone. You can
easily break your C:\MPTN\ETC\SENDMAIL.CF file by using an editor that
converts tabs to spaces. Sendmail depends on tabs in certain lines for
proper parsing.

You still need to configure the SMTP mailer. First, start the TCP/IP
Configuration notebook. Then, go to the Autostart tab and set sendmail to
autostart, as shown in Figure 132 on page 189.
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(J] TCP/IP Configuration Hotebook Z = =

AUtDStﬂﬂ‘ General ‘ Security‘ S0CKS ‘ Printing ‘ '<| b

Network | Routing ‘ Host Names

Configure Automatic Starting of Services

Autostarted Services &l r sendmail Autostart Options
inetd
telnetd [ Autostart Service
fipd
tipd
rexecd
rshd QINETD SUper Serer Daetman
Ipd
Iprportd
routed
talkd () Detached
poritnap
sendimail
tsvpd (® Fareground Session
syslogd
tirned
[ Minimized
Farameters
I—bd -530rm —CC:\MPTN\ETC\sendmaiI.EI
| Unda I
| Ok I | Cancel I | Help I

Figure 132. [Warp Server] Setting sendmail to autostart

Also notice that the Parameters entry is different than the default. It was
previously SENDMAIL.UML, and it is now SENDMAIL.CF. Configuring a
sendmail file can be very time consuming, and we are not going to describe it
any further than the Mlocal change we did previously. The SENDMAIL.CF file
is as shipped from IBM except for the mlocal change. Click on OK to save,
and do not reboot at this time (therefore, choose Cancel when asked if you
want to reboot now).

Next, you will update the DHCP server to tell your clients the IP address of
the POP3 and SMTP mailers. Start the DHCP Configuration GUI and
double-click on the global entry, as shown in Figure 133 on page 190.
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(J] DHCP Server Configuration Z = =

File Edit Configure “iew Help

Currant Configuration - CAMPTHET Cidhcpsd ofg Glohal Options

Option Name » | inhart.. | oOption value
-
el -
=l ﬁ DHCP Sarver El-lil Diefined Options Tl
k L Dafault lease axpiratc Sanar ... 24 hours

E v Subnet armonk {192, 168.6.0)
Client MetivorkSta
Client patato

4 >|;I;| 1 ;lll

Gilobal scope: 1 subneats, O classes, O clients, O subnat groups, O options

Figure 133. [Warp Server] Modifying global DHCP parameters

Choose the DHCP Options tab, choose option 69 SMTP Server, and Add
the IP address of your server, as shown in Figure 134 on page 191.
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) Global Paramet Parameters oz N Nl
Meosleneous| gy

Sort by usedfunusad
65 NIS Sanvar
65 TFTP Sanvar Mamea
58 Home Addrass
r

o e T
71 NKTP Senar
T2 WY Sanar
T3 Finger Sarvar
74 IRC Sarver 192.162.6.10 I
75 StraatTalk Sansar _I
TE ETDA Sarvar
78 Directony Agent
79 Sarvica Scopa
&0 Maming Authority
192 Taxd RR
200 LPR Printar
210

Figure 134. [Warp Server] Defining an SMTP server

Then, choose option 70 POP3 Server and Add the IP address, as shown in
Figure 135 on page 192.
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192

Excluded Addresses | DHCP Options | Miscellanaous |

(J] Global Parameters 7 e [

‘él E I
Salact the option you would like to add from Avaikble Cptions on the left.
Enter or modify thea value for tha sakected option an the right.
Available Options Option Valua:
Ciption 70 for defining POP2 Sanvear,
Sort by usedfunusad | j
&5 MIS Sarver o Mot defined for this tem
65 TFTP Sanvar Mamea
54 Home Addrass
a0 SMTP Saner Add IP address
O POPS Sarvar
71 NKTP Senar
T2 MINAMNY Sariar 1P adldress list
T3 Finger Sarvar
74 |RC Sarver 192.168.6.10 L] | Ramoe
75 StrastTalk Sarver =] I_I
76 STDA Sarver el N
78 Directony Agent
T8 Sarvica Scope — - s _
&0 Maming Authority = Option Description
g -Il_—gélt Efi!nter | |IP akdresses (n oerof prefernes) kS
. ot
10 j of the Post Cifice Protocol (POF) -
<1 P [ T | x|

Eramrra fian thisitan

o camca |

Figure 135. [Warp Server] Defining a POP3 Server

You see that the mail servers are both on the same machine as the
DHCP/DDNS server, but there is no requirement for this. If you had a
dedicated mail server on our network, you would use that machine’s IP
address instead. Click OK to save your configuration. The DHCP Server
Configuration panel should show the SMTP server and POP3 server options
you configured, as shown in Figure 136 on page 193.
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(J] DHCP Server Configuration Z = =

File Edit Configure “iew Help
Currant Configuration - CAMPTHET Cidhcpsd ofg Glohal Options
Option Name » | inhart.. | oOption value
el -
EH T befined options o
B2 STP Sarvar 192.162.6.10
=1 sutnet armank (192 162.6.05 _ 70 POPS Saniar 192 168.6.10
_. Cliant NatwiorkSta, Dafault lease axpiratc Sanar ... 24 hours

22} Cliant potato

h

4 >|;I;| 1 ;lll

Gilobal scope: 1 subneats, O classes, O clients, O subnat groups, 2 options

Figure 136. [Warp Server] SMTP and POP3 Global parameters configured

Now, save this configuration. Choose [File => Save] to save the new DHCP
configuration. Re-initialize the DHCP server using the pabMIN -1 command.

The next to last task will be updating our DDNS server with an MX record.
Start the DDNS Administration GUI and double-click on the Primary
Domains. Right-click the arrow to show the hidden tabs, and choose the Mail
Exchange tab. As shown in Figure 137 on page 194, choose a preference
number of 10 for your mail server. Note that you use the full canonical name
for your mail server. Because of the way sendmail functions, you are usually
safer using a full canonical name for the mail server. See the O’Reilly
publication, Sendmail, ISBN 1-56592-222-0, for more in-depth information
about sendmail.
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(J] Primary Domain - - armonk.cooking.net Z = =

Child Domains | Domain Options | Mail Exchange ‘ Files | Cache Times | N

r Mail Exchange

The mail exchange will eithar procass or forwand mail. Dealiary will ba
attamptad to mail @xchanges with lower preference numbers first. The mail
axchange host namea must b fully qualified. The praferance number must ba in
tha range O 1o 55535,

Mail exchange host name: I Freference number:

10 metotarmonk.cooking.net

el 2
ok | Cancel | Helg |

Figure 137. [Warp Server] Adding a Mail Exchange to the Primary Domain

The preference number is used to direct the mailer to the best server for
performing mail duties. A lower number for the preference value is better, with
zero (0) being the best. The numbers are relative values to each other, not
absolute. It is typical to separate numbers by increments of five or 10 so that
you can insert test mailers without changing any other preference numbers.
When we saved our configuration via the GUI, the domain file was modified,
as in Figure 138 on page 195. You can see the new MX record with value 10.
If we had the dedicated mail server mentioned earlier, we may have entered
two servers, the dedicated one at a value of 10, and our Warp Server ata a
value of 20. This would have caused the dedicated server to be used first,
and OS/2 Warp Server would have been a backup mail server.
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[y TEDIT.EXE BE
SORIGIN cooking.net.
armonk IN s0A merlot.armonk.cooking.net. administrator.armonk.
9 10800 3600 604800 86400 ) ;C1=3
IN KEY 0x0080 8] 1 ANDDcJPsqMdBXtAsSPMCFLSNTbpgydXY91L
IN NS merlot.armonk.cooking.net. ;C1=3
IN HX 10 merlot.armonk.cooking.net. ;C1=3
SORIGIN armonk.cooking.net.
salmon 4660 IN SIG KEY 1 4 46660 898902959 895706159 0x5485 salmon.q
4660 IN SIG A 1 4 4660 895709908 B95706308 0x5485 salmon.arm
3600 IN KEY 0x0000 8] 1 AQPAYMmMkO/z0w9shb5v5/nEGHDCEKNgO3L
burger 4660 IN A 192.168.6.12 ;C1=3
4660 IN SIG A 1 4 4660 895761650 895675250 Oxa3lb BURGER.arm
4660 IN 8IG KEY 1 4 4660 B98872060 895675250 0xa3l6 BURGER.a
3600 IN KEY 0x0000 0 1 AOPILDDBUOZ jqd5VA2e¥YDX9HjherKQ1E4
shrimp 4660 IN A 192 .168.6.15 ;C1=3
4660 IN SIG A 1 4 4660 895792032 B95705632 Oxc78a shrimp.arm
4660 IN SIG KEY 1 4 4660 898902432 895705632 0xc7Ba shrimp.sq
3600 IN KEY 0x0000 o 1 A0OmJInjO0gnngcRWE36116yArrDplUf502
brie 4660 IN A 192.168.6.12 ;C1=3
4660 IN 8IG A 1 4 4660 895767085 895680685 0xadlb brie.armon
4660 IN SIG KEY 1 4 46660 898877485 895680685 Oxa316 brie.arm
Fl=Help F2=Save F3=Quit FA=File F5=Cmd F7=Name F8=Edit F9=Undo F10=Next

Figure 138. [Warp Server] Modification to domain file showing new MX record

The term best server is arbitrary at best, although generally it refers to mail
servers that have a higher capacity or throughput, or a higher bandwidth
connection to where most mail is coming or going. The mailer will attempt to
use lower numbered servers before it attempts to use the higher numbered
mail servers for each mail transaction. If a server is unavailable, extra network
traffic is created. This is one of the reasons to make sure the more reliable
mail servers are numbered lower (of course, user satisfaction is another
reason). The SMTP port number used is 25 and the POP3 port number is
110, as shown in Figure 139 on page 196. This shows the partial output of the
NETSTAT -S command on our OS/2 Warp Server box.
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ool

[C:\mptn\etcynamedblnetstat -s
AF_INET Address Family:
Total Number of sockets 28
SOCK TYPE FOREIGN LOCAL FOREIGN STATE
PORT PORT HOST
1 DGRAH 0 netbios-dgm..138 0.0.0.0 UDP
2 DGRAM 0 netbios-ns..137 0.0.0.0 UDP
3 STREAH 0 netbios-ssn..139 0.0.0.0 LISTEN
4 DGRAM 0 emfis-data..140 0.0.0.0 UDP
5 DGRAH 0 tftp. .69 0.0.0.0 UDP
6 STREAM 2] telnet. .23 0.0.0.0 LISTEN
7 STREAM o] exec..512 0.0.0.0 LISTEN
8 STREAM o] ftp..21 0.0.0.0 LISTEN
9 DGRAM 2] sunrpc..111 0.0.0.0 UDP
10 STREAH 0 sunrpc..111 0.0.0.0 LISTEN
11 DGRAH 0 0 0.0.0.0 UDP
12 STREAH 0 pop3..110 0.0.0.0 LISTEN
13 STREAH 0 7464 0.0.0.0 LISTEN
14 STREAH 2] 7463 0.0.0.0 LISTEN
15 STREAH 7463 49152 192.168.6.10 ESTABLISH
16 STREAH 49152 7463 192.168.6.10 ESTABLISH
17 STREAH 2] 7462 0.0.0.0 LISTEN
18 STREAH 0 0 0.0.0.0 CLOSED
19 DGRAH 0 13991 0.0.0.0 UDP
2066 DGRAM 0 syslog..514 0.0.0.0 UDP
2067 STREAHM 0 smtp. .25 0.0.0.0 LISTEN
2237 STREAH 0 domain. .53 0.0.0.0 LISTEN
2238 DGRAM 2] domain. .53 0.0.0.0 UDP
2239 DGRAM o] domain. .53 0.0.0.0 UDP
2241 DGRAM 2] domain. .53 0.0.0.0 UDP
2276 DGRAM 0 bootps. .67 0.0.0.0 UDP
2277 STREAM 0 942 0.0.0.0 LISTEN
2396 DGRAM 0 0 0.0.0.0 UDP
AF_D0S2 Address Family:
Total Number of sockets 6
=

Figure 139. [Warp Server] NETSTAT -s showing SMPT and POP3 sockets

Our final task, as with any system change, is to test our new configuration.
We added two users (brie @ merlot.armonk.cooking.net and
oyster@merlot.armonk.cooking.net) to OS2POPS, using the Client
Maintenance as described above. Figure 140 on page 197 shows the
configuration we used on brie, a Windows 95 machine using Netscape
Communicator Version 4.05.
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Preferences E

LCategorny:

[ Appearance

- Fonts

Colars

[#- Mavigator

- Mail & Groups

: |dentity

Meszages
o

Groups Server

Diirectory

[#- Composzer

(- Offline

- Advanced

Mail Server Specify server for incoming mail

The information below is needed before pou can receive mail. If pou do
niot know the information requested, please contact your system
administrator or Internet Service Provider.

Mail server uzer name: Ibrie

Outgoing mail [SMTF] server: Imerlot.armonk.cooking.net

Incoming mail server: Imerlot.armonk.cooking.net

— Mail Server Type

' POP3 [messages and folders are kept locally, on the hard disk)
[T Leave messages on server after retrieval

" IMAP [messages and folders are kept remately, on the server]
™| St v folders far offfine dowrinad
I | Wiowe deletedimessanes inta Tirash

I | Senvern supports encriypted connections (S50

More Options... |
QK I Cancel | Help |

Figure 140. [Netscape] Mail Server configuration

This is representative of Netscape mail setup on any machine. There are
techniques, described in Chapter 7, “Mobile users” on page 317, for
automatically configuring Netscape on client machines. You may be able to
modify the steps for automatic client mail configuration. Figure 141 shows
oyster responding to its first e-mail from brie.

Netscape Mail - [Re: hello there]

File Edit View Message Go Options Window Help

References: 1

bris wrote:
s

GREAT!, thanks!

=10
=) - = =] 7
AR AR R | Ef
Get Mail Delete | To:Mail Re:Mail | Re:ALL | Foruard Frint
Mail Folder Junread frotal [sender 4] #[3ubject Date T
£ Inbox ER ]
& Trash
]

Subject: Re: hello there
Date: Thu, 21 May 1998 18:59:09 -0500
From: oyster <oyster@merlot.armonk.cooking.net>
To: brie <brie@armonk.cooking.net>

2 hello opster, fow's bhe sancsF

<

/s | Document: Dane

Figure 141. [Netscape] Reading e-mail
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4.3 Dynamic DNS client support in OS/2 Warp Server

The following sections describe how to enable common clients to work with
Dynamic DNS.

4.3.1 OS/2 Warp 4 with TCP/IP Version 4.1 for 0OS/2

The following steps show you how to set up the DDNS client on OS/2 Warp 4
using TCP/IP Version 4.1 for OS/2.

4.3.1.1 Enabling DDNS

Follow the steps below to enable the DDNS client:

1. Open the TCP/IP Shadows folder and the TCP/IP Configurations folder,
then double-click on the TCP/IP Configuration (Local) icon, or type
TcpcFG2 at an OS/2 command prompt. The TCP/IP configuration notebook
appears.

2. Click on the Network tab. Select the Automatically, Using DHCP radio
button and check Also, Using DDNS.
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B4 TCP/IP Configuration Hotebook Z o =

Netwurk| Routing | Host Names | Autustart| General | Security| S0CKS | Printing | |

Configure MNetwark Interface Parameters - Basic Options

B

[nterface to anﬁg:}rdJ r Configuration Options - LAN interface 0
LAN intetface 0
LAN interface 1 [V Enable Interface
LAN interface 2
LAN interface 3
LAN interface 4
LAN interface 5
LAN intetface 6 ;

LAN intetface 7 I Mobile
loophack intetface

(@ Antomatically, Using DHCE!

[¥l Als, Using DONS
D) Manually. Using

|IPAddess

Subinet Mask

| Unda

| BﬁSiC‘ Advanced 1 lAdvanced 2 I

| Ok I | Cancel I | Help

Figure 142. [OS/2 Warp] Enabling the DDNS client

3. Click on OK to save the configuration

4. Reboot your computer.

4.3.1.2 Configuring the DDNS client

The DDNS client can be configured using the DDNS Client Configuration
program (DDNSCFG.EXE). You can either type ponscre at an OS/2 command
prompt or double-click on DDNS Configuration in the System Setup folder to

start the program.

When the client is initialized for the first time after DDNS has been enabled,
the DDNS Client Configuration window starts automatically and will be
displayed. Type your hostname. Also type your domain name and DDNS
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server (they are set by default) if needed. Click Configure to update the
DDNS server.

&4 DDHS Client Configuration Z| =l

The DDHS Client Configuration will register your TCP/IP information
with your Domain Name Server.

Key file
A key file which holds important security information will be created and
stored for you. To import your own key file click the ‘Import Key File'
button.

Import Key File

Enter your DDHS configuration parameters:

Host name: Domain name:

Iclam _[armonk.cooking.net

Dynamic DHNS Server for your domain:

Ins—updates.armonk.cooking.net

Previously configured host names:

Host name Domain name Dynamic DNS Server ‘
=

<1 JE | K| JE | 5| X
Qonfigurel ‘ Reset | ‘ Cancel | Help |

Figure 143. [OS/2 Warp] DDNS Client Configuration

Starting the next time you start the DDNS Client Configuration program
(DDNSCFG.EXE), previously configured hostnames are read-in from the
keyfile and displayed for the user to select. Figure 144 on page 201 shows an
example.
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&4 DDHS Client Configuration Z| =l

The DDHS Client Configuration will register your TCP/IP information
with your Domain Name Server.

Key file
A key file which holds important security information will be created and
stored for you. To import your own key file click the ‘Import Key File'
button.

Import Key File

Enter your DDHS configuration parameters:

Host name: Domain name:

Icalamari _[armonk.cooking.net

Dynamic DHNS Server for your domain:

Ins—updates.armonk.cooking.net

Previously configured host names:

Host name Domain name Dynamic DNS Server ‘
clam armonk.cooking.net ns-updates.armonk.cooking.ne «
armonk.cooking.net ns-updates.armonk.cooking.ng
k| T D] [T x|

|Q0nfigure| ‘ Reset | ‘ancell Help |

Figure 144. [OS/2 Warp] Selecting a previous configuration

Once registered, the DHCP Client Monitor displays the hostname. To check
the hostname, double-click on the DHCP Monitor object in the System Setup
folder.

4.3.2 0S/2 Warp 4 with TCP/IP 4.0

The following steps show you how to set up a DDNS client on OS/2 Warp 4
using the TCP/IP version that comes with the product, which is TCP/IP V4.0.

4.3.2.1 Enabling DDNS
Follow the steps below to enable the DDNS client:

1. Open the Programs folder and TCP/IP Internet (LAN) and then
double-click on TCP/IP Configuration (LAN), or type Tcecrc at an OS/2
command prompt. The TCP/IP configuration notebook appears.

2. Select the radio button that says Automatically, Using DHCP and mark
the Also, Using DDNS check box.
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. TCP/IP Configuration 7 o

Configure Network Interface Parameters
Interface to Configure  Configuration Options

[ Enable interface

Network
Routing

Hostnames

Autostart

LAM interface 0 (® Automatically, using DHCP
|+ also, using DDHS
 Manually, using:
IP address
[8.2.1. 168
Subnet Mask
[e55.205.255.8

Mail
Sendmail

Advanced Gplions

g g g e gt et et i et i et i et i Hatis et et

Urido Default | ‘ Help |

Figure 145. [OS/2 Warp] Enabling the DDNS client

3. Exit the Configuration notebook by closing the window and saving the
changes.

4. Reboot your computer.

4.3.2.2 Configuring the DDNS client

The DDNS client can be configured using the DDNS Client Configuration
program. You can either type pponscre at an OS/2 command prompt or

double-click on DDNS Configuration in the System Setup folder to start the
program.

When the client is initialized for the first time after DDNS has been enabled,
the DDNS Client Configuration window starts automatically. Type your
hostname. Also, type your domain name and DDNS server (they are set by
default), if needed. Click Configure to update the DDNS server.
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DDMS Client Configuration

Enter your DDHS configuration parameters:

Host name:
|iatapeno

myhost

Domain name:
|armonk.cooking.net

city.company.com

Dynamic DHNS Server for your domain:
|ns—updates.armonk.cooking.net

server.city.company.com

‘Qonfigurel ‘ancell ‘ Help |

Figure 146. [OS/2 Warp] DDNS Client Configuration

Once registered, the DHCP Client Monitor displays the hostname.
Double-click on the DHCP Monitor icon in the System Setup folder.

oo
Actions  Configuration VYiew Help
DDNS Host Hame: jalapeno.armonk.cooking.net
IP Address: 192.168.6.240
Lease remaining: 0 days 0 hrs 3 min
~Status

DHCP client has valid lease.

Message log

16:20:26 Assigned address to interface 192.168.6.240.
16:20:26 Updating name server with jalapeno.armonk.co
16:20:27 Client switching to BOUND state.

4] it [|

e

(K]

]
Current configuration... | Help |

Figure 147. [OS/2 Warp] DHCP Monitor

4.3.3 0S/2 Warp 4 using presecured mode

This section explains how to configure an OS/2 Warp 4 DDNS client using the
dynamic presecured domain environment.

4.3.3.1 Enabling DDNS
Follow the steps below to enable a DDNS client:
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1. Open TCP/IP Shadows folder and TCP/IP Configurations folder, then
double-click on the TCP/IP Configuration (Local) icon, or just type
TcpcrG2 at an OS/2 command prompt. The TCP/IP Configuration Notebook
appears.

2. Click on the Network tab. Select the Automatically, Using DHCP radio
button and check Also, Using DDNS.

B4 TCP/IP Configuration Hotebook Z o =

Netwurk| Routing | Host Names | Autustart| General | Security| S0CKS | Printing | |

Configure MNetwark Interface Parameters - Basic Options

.| 1 Configuration Options - LAN interface 0

B

[nterface to Confiour
LAN intetface 0
LAN interface 1 [V Enable Interface
LAN interface 2
LAN interface 3
LAN interface 4
LAN interface 5
LAN intetface 6 ;
LAN intetface 7 I Mobile
loophack intetface

(@ Antomatically, Using DHCE!

[¥l Als, Using DONS
D) Manually. Using

|IPAddess

Subinet Mask

| Unda I

| BﬁSiC‘ Advanced 1 lAdvanced 2 I

| Ok I | Cancel I | Help I

Figure 148. [OS/2 Warp] Enabling the DDNS client

3. Click OK to save the configuration.

4. Reboot your computer.

4.3.3.2 Configuring DDNS client
The DDNS client can be configured using the DDNS Client Configuration
program. You can either type ppnscrc at an OS/2 command prompt or
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double-click on the DDNS Configuration object in the System Setup folder to
start the program.

When the client is initialized for the first time after DDNS has been enabled,
the DDNS Client Configuration starts automatically and its window appears.
Click Import Key File to import the key file to the local machine. Change to
the directory where key file is stored, choose the appropriate key file and click
OK.

¥
g oen
Open filename:
[SALMON.KEY
Type of file:
<AL Files> E
Drive: File:
e [AT] E
Directory:
AN ﬂ
5 I
B = =l =
0K I ‘ Cancel | ‘ Help

Figure 149. [OS/2 Warp] Importing key file

If the DDNS.DAT file already exists on the local machine, a panel, as shown in
Figure 150, appears. You can either replace or append to the existing file.

4 DDHS Configuration Message

A key file already exists on your system.
Do you want to ‘append’ the imported key file to

the existing key file, or 'replace’ the existing key
file?

Figure 150. [OS/2 Warp] DDNS Configuration Message
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After copying the key file, the hostname, domain name, and Dynamic DNS
server name are automatically filled in the DDNS Configuration notebook.
Click Configure to update the DDNS server.

DDMS Client Configuration

The DDHS Client Configuration will re:
with your Domain Hame Server.

Key file
A key file which holds important security information will be created and
stored for you. To import your own key file click the ‘Import Key File'
button.

Import Key File

Enter your DDHS configuration parameters:

Host name: Domain name:

Isalmon _[armonk.cooking.net

Dynamic DHNS Server for your domain:

Imerlot.armonk.cooking.net

Previously configured host names:

Host name Domain name Dynamic DNS Server
armonk.cooking.net merlot.armonk.cooking.net

T JE | =T JE5 | 5T i |
‘ Reset | ‘ancell Help |

Figure 151. [OS/2 Warp] DDNS Client Configuration

| Configure I

Once registered, the DHCP Client Monitor displays the hostname. To check
the hostname, double-click on the DHCP Monitor icon in the System Setup
folder.

4.3.4 WorkSpace On-Demand using proxy
Since WorkSpace On-Demand client loads all the software it needs from

WorkSpace On-Demand Manager (server), all the configuration is performed
at the server.

4.3.4.1 Configuration

To enable the DDNS client for a particular WorkSpace On-Demand system,
follow the steps below. Also, see 2.5.11, “IBM WorkSpace On-Demand” on
page 102.
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1. Start the LAN Server Administration program and open the Remote IPL
Requesters folder.

2. Press the WorkSpace On-Demand Client icon.

3. Make sure that DHCP client is enabled by checking Automatic, using
DHCP.

4. Check Also using DDNS. By doing this, fields other than the hostname and
domain name are grayed-out. Fill in the hostname and domain name. Click
Set to save and close the notebook.

bz MOZZARELLA - Settings
Object Edit View Help

|| Configure TCPIP

Client address

_JManual

(®) Automatic, using DHCP
V| Also using DDNS

Host name * Imozzarella
Domain name * |armonk.cooking.net

i addrass

[ ]

Pame serser *

| Set | ‘ Apply | | Reset | ‘ Cancel |

Use DONS to configure client address

Figure 152. [WSOD] TCP/IP Setting notebook

The hostname you specified in the WSOD client notebook is added as Option
12 (hostname) and the domain name is added as Option 15 in the DHCP
Client Configuration file (DHCPCD.CFG). These are sent to a DHCP server.

Start the WSOD client. The WSOD client gets an IP address from the DHCP
server and the DHCP server registers the hostname for the WSOD client.

In a regular OS/2 Warp machine, the DDNS Client Configuration program
(DDNSCFG.EXE) is launched automatically when the client is initialized for
the first time after DDNS has been enabled. The DDNS client starts
automatically every time the machine is initialized. However, this does not
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occur at the WSOD client. Even though you check Also using DDNS in the
TCP/IP configuration, the WSOD client does not register its hostname by
itself, and a ProxyArec-enabled DHCP server would update the DDNS server.

—— Tip: Delete DDNSCFG.EXE from the RIPL tree

If you open a DHCP monitor on the WSOD client, you will notice that it says
Registration Failed, as shown in Figure 153. This is OK. The reason is that
the monitor only shows a hostname registered by the DDNS Client
Configuration program. (DDNSCFG.EXE). It does not show a hostname
registration through ProxyArec.

We recommend administrators deleting DDNSCFG.EXE from the RIPL tree
so that this program cannot be accidentially executed by the WorkSpace
On-Demand user.

[E] DHCP Client Monitor - Details = o

Actions Configuration View Help

DDHS Host Hame: [Registration failed]
IP Address: 192.168.6.13

Lease remaining: 0 days 23 hrs 39 min
Statuc

’7DHCP client has valid lease.

Message log

19:13 Updating name server with mozzarella.armonk.c
19:14 Hame Server update failed. Error code -12
i | [rrmm——900 [ |

| Current configuration... I Help I

Figure 153. [WSOD] DHCP Client Monitor

19:13 Hame Server update failed. Error code -12 g
F]

4.4 Name serving on AIX

The following sections will provide information on configuring AIX 4.3.3 as a
DNS client, static DNS server, and dynamic DNS server. For AIX DNS client
configuration, the file set bos.net.tcp.client will have to be installed. For AIX
DNS server services, bos.net.tcp.server will have to be installed. Both of
these file sets are available on your AIX install media. Note that the
configuration of AlX as a static DNS is a prerequisite for configuring AIX for
DDNS, since DDNS configuration is built on top of existing static DNS
services.
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4.4.1 AIX as a DNS client

To have an AlIX server or workstation utilize a name server on the network,
type smitty at the command line, choose Communication Applications and
Services, then TCP/IP, then Further Configuration, then Name Resolution,
and you will be prompted with the screen as shown in Figure 154 on page
209. Highlight Start Using the Nameserver and press Enter.

Start Uin the Nameserver]
Li ;

Figure 154. [AIX DNS] Client configuration - Use nameserver

As seen in Figure 155 on page 210, the first field will contain the IP address
of the name server you wish to point your host towards, and the second field
will contain the domain name on which your host resides. When both of the
fields are completed, press Enter.
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Figure 155. [AIX DNS] Client configuration - Specifying the nameserver

After the command has completed successfully, press F3 twice to exit, and
you will be returned to the Domain Nameserver smit screen. As shown in
Figure 156 on page 210, move the cursor down to Set / Show the Domain
Search List and press Enter.

Figure 156. [AIX DNS] Client configuration - Domain search list
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Figure 157 shows the domain armonk.cooking.net added to the domain
search list. After this is entered, press Enter and the entry will be added to
/etc/resolv.conf.

Figure 157. [AIX DNS] Client configuration entering the search domain

4.4.2 AIX as a static DNS server
Information on configuring AIX 4.3.3 as a DNS server can be found at:

http://www.rs6000.ibm.com/doc_link/en US/a doc_lib/aixbman/commadmn/tcp na
meres . htm#fBCAF2DF137dada

The instructions provided at this site help with creating the configuration files
necessary for the named daemon to function properly. If the fileset
bos.net.tcp.server is installed you will be able to find sample versions of all
the DNS configuration files within the directory /usr/samples/tcpip. Also, we
have put copies of our named .* configuration files on the CD-ROM that
comes with this book. On the CD-ROM, they are located in the directory
\AIX\DNS.

The first file, named.boot can be seen in Figure 158 on page 212. It shows
that forward name resolution definitions for the domain are in the file
named.forward, and the reverse mapping definitions are in named.rev. There
is also a definition for local name resolution in named.local. Notice that for the
reverse and local zone definitions, the domain format is different. The IP
address for the name server is 192.168.6.4, so the domain name for the
reverse mapping zone is 6.168.192.in-addr.arpa. Similarly, the IP address for
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loopback is 127.0.0.1, so the domain name for local name resolution
becomes 0.0.127.in-addr.arpa.

5 lines,

Figure 158. [AIX DNS] Server configuration - named.boot

Figure 159 on page 213 shows the named.conf file created in the /etc
directory. Here, designate where all of your configuration files are going to be
with the directory field, and then define your zone for forward name
resolution, reverse name resolution, and then a zone for local name
resolution.

Note

The files named.boot and named.conf are mutually exclusive in DNS BIND
8.2.2, so either one or the other should be used, but not both. See 4.4.3.1,
“Updating the BIND level” on page 218 for updating to BIND 8.2.2.
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Figure 159. [AIX DNS] Server configuration - named.conf

As can be seen in the named.forward file in Figure 160, we have our main
definition for the SOA (Start Of Authority) record, the definition for our NS
(Name Server) resource record, and then at the bottom, the A resource
record definitions for our name server (buffet) and for other hosts on the
network. For an explanation of A, SOA, and NS records, please see 1.6.5,
“Resource record types” on page 23.

Figure 160. [AIX DNS] Server configuration - named.forward

Chapter 4. Serving names 213



Furthermore, in Figure 161 on page 214 in our named.rev file, we are making
declarations for our SOA record for reverse mapping and our PTR record for
our name server. At the bottom of the file are PTR resource record definitions
for other hosts on our network. Our domain definition in named.conf for
reverse mapping in Figure 159 on page 213 was 6.168.192.in-addr.arpa,
making the PTR record of 2 IN PTR mustard.armonk.cooking.net. resolve to
2.6.168.192.in-addr.apra for reverse lookup. Note that at the end of each fully
qualified host name there is a period, like mustard.armonk.cooking.net. and
for router.armonk.cooking.net. For an explanation of PTR resource records
please see 1.6.5, “Resource record types” on page 23.

buffet.ar

" 9 lines,

Figure 161. [AIX DNS] Server configuration - named.rev

Figure 162 on page 215 shows the named.local file that has the SOA
definition for local name resolution, NS (Name Server) record for local name
resolution, and finally the PTR record for the loopback address pointing to the
local host. As shown in Figure 159 on page 213, our definition for reverse
mapping of our local domain was 0.0.127.in-addr.apra, so that the PTR
definition of 1 would have a fully qualified domain name for reverse mapping
of 1.0.0.127.in-addr.arpa.
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Figure 162. [AIX DNS] Server configuration - named.local

As shown in Figure 163 on page 215, edit /etc/resolv.conf and add the IP
address for your host as the nameserver and domain. This is so that when
named starts, it knows to look back upon itself for name resolution.

Figure 163. [AIX DNS] Server configuration - /etc/resolv.conf
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After these files are configured, you can enter the command Startsrc -s
named from the command line to start the named subsystem and enable the
RS/6000 as a DNS server.

4.4.2.1 Using awk scripts to create DNS zone files

As an alternative to creating the AIX DNS zone files manually, you can use
awk scripts to create the named.forward and named.rev files. The steps
below describe how to do this:

1. Make sure your DNS hostname is set to the fully-qualified name. For
instance, our DNS host is called buffet on domain armonk.cooking.net.
Typing hostname on this system should return buffet.armonk.cooking.net. If
it does not, type smit hostname to set the hostname to the fully-qualified
name. This ensures that the domain information in the zone files is
complete.

2. Create an /etc/hosts file on your DNS server. We will use the following
information to create the initial hosts file:
192.168.6.1 router
192.168.6.2 mustard
192.168.6.10 merlot
192.168.6.15 buffalo

3. Now, go to the directory that contains the awk scripts. Type:
cd /usr/samples/tcpip

4. Next, run the awk scripts. Run one script to create the named.forward file,
and a second script to create the named.rev file:
./hosts.awk /etc/hosts > /etc/named.forward
./addrs.awk /etc/hosts > /etc/named.rev

The hosts.awk script creates a zone file with the A records for our entries
in the hosts file we specified above. The addrs.awk file creates the PTR
records for these same entries in the hosts file.

Make sure to erase the /etc/hosts file (or at least rename it) to avoid the
chance that it might be referenced when the DNS server is resolving names.

Figure 164 on page 217 shows the named.forward file that results from
running the hosts.awk script, and Figure 165 on page 217 shows the
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named.rev file created using the addrs.awk script.

; name server data file
; (also see /etc/named.boot)

; NAME TTL CLASS TYPE RDATA

; setting default domain to "armonk.cooking.net"

@ 9999999 1IN SOA  buffet.armonk.cooking.net.
root .buffet.armonk.cooking.net. (
1.1 ; Serial
3600 ; Refresh
300 ; Retry
3600000 ; Expire
86400 ) ; Minimum
9999999 1IN NS buffet
router 9999999 1IN A 192.168.6.1
mustard 9999999 IN A 192.168.6.2
merlot 9999999 1IN A 192.168.6.10
buffalo 9999999 1IN A 192.168.6.15

Figure 164. [AIX DNS] Named.forward file created by hosts.awk

; setting default domain to ... armonk.cooking.net

@ 9999999 IN SOA buffet.armonk.cooking.net.

root .buffet.armonk.cocking.net. (
1.1 ;Serial
3600 ;Refresh
300 ;jRetry
3600000 ;Expire
86400 ) ;Minimum

9999999 IN NS buffet.armonk.cooking.net.

1.6.168.192 IN PTR router.armonk.cooking.net.

2.6.168.192 IN PTR mustard.armonk.cooking.net.

10.6.168.192 IN PTR merlot.armonk.cooking.net.

15.6.168.192 IN PTR buffalo.armonk.cooking.net.

Figure 165. [AIX DNS] Named.rev file created by addrs.awk

Chapter 4. Serving names

217



4.4.3 AIX as a DDNS server

— Note
This section has the following prerequisites:

1. Proper configuration of AIX as a DHCP server. This is covered in 2.4,
“AlX as a DHCP server” on page 50.

2. Proper configuration of AIX as a static DNS server. This is covered in
4.4.2, “AlX as a static DNS server” on page 211.

In this section we discuss two DDNS scenarios on AlX. First, we will cover the
configuration of DDNS allowing unsecured zone updates along with
ProxyArec so that our AIX DDNS server handles the updating of both PTR
and A resource record updates for our DHCP clients. However, configuring
these zones in unsecured mode leaves our DDNS server open to IP spoofing.
IP spoofing is when a hacker maps their IP address to pretend to be another
device on your network.

To prevent a hacker from pretending to be our DDNS server and doing any A
and PTR resource record updates, configure your DDNS in controlled mode.
Putting your DDNS in controlled mode requires an encryption key from your

DHCP server in order to perform A and PTR resource record updates.

4.4.3.1 Updating the BIND level

The default installation of bos.net.tcp.server 4.3.3.0 installs the BIND 4.9.3
version of the named daemon and it has been reported that this version of
named has issues with taking updates from nsupdate to dynamically update
zones. Therefore, your first step will be to bring the name server daemon up
to BIND Version 8.2.2.

As can be seen in Figure 166 on page 219, you are in the /usr/sbin directory
where the binary files for the named daemon are kept. Remove the existing
named and named-xfer files and replace them by linking them with the
named8 and named8-xfer binaries. This can be done with the following
commands:

rm named

rm named-xfer

In -s named8 named

1n -s named8-xfer named-xfer
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Figure 166. [AIX DDNS] Unsecured server configuration - LN command

4.4.3.2 AIX DDNS in unsecured mode with ProxyArec

Note

The configuration files used in this section are included in the CD that
comes with this book. They are located in the path /AIX/DDNS/unsecured.

Next, change /etc/dhcpsd.cnf to allow the dhcpsd daemon to make updates to
the DNS server via /usr/sbin/dhcpaction. As can be seen in Figure 167 on
page 220, you should add the line:

updateDNS "/usr/sbin/dhcpaction '$s' '%s%' '%$s' '%s' BOTH NONIM >>
/tmp/updns.out 2>&1".

The field where you enter BOTH can be either BOTH, A, or PTR. By setting
the field to BOTH, you are configuring your DHCP server to update both the A
and PTR records for your DHCP client, essentially enabling ProxyArec.
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Figure 167. [AIX DDNS] Unsecured server configuration - dhcpsd.cnf

Figure 168 on page 221 shows the necessary changes to the named.conf file
for DDNS on AIX.

The first change in both zones is the addition of the allow-update field, where
you designate which host address is allowed to make updates to the zone.
Here, you specify the IP address of your name server, since the scenario is
going to be unsecured with ProxyArec.

Second, update-security specifies whether or not the DNS server must pass
an encryption key to nsupdate to update the zone. Here, you specify
unsecured so that no encryption key will be required. There are two other
settings available: presecured and controlled. The presecured setting will
require a private key from the client and a public key from the server, while
controlled only requires a public key from the server.

Third, incr-interval specifies an interval in which the name server will accept
dynamic updates while not increasing the serial level of the zone's SOA
record. Because a change in the zone SOA record will instantiate a NOTIFY
message, limiting this occurrence will minimize the number of zone transfer
requests at the expense of minimal zone differences between a dynamic
master server and its slave.
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Fourth, deferupdcnt specifies a threshold value for the number of properly
applied updates received during one incr-interval interval. If more than this
value of updates are realized during the interval, the name server will modify
the zone SOA serial level and subsequently notify each of the slave servers.
Use this value to limit the database replication inconsistencies in an
environment where dynamic zone updates occur infrequently but in large
quantities.

More can be read about these fields for named.conf at:

http://www.rs6000.1ibm.com/doc_link/en US/a doc_lib/files/aixfiles/named.co
nf.htm

Figure 168. [AIX DDNS] Unsecured server configuration - named.conf

Once these changes are completed, you will want to stop the named
subsystem with the command stopsrc -s named and then restart it with the
command startsrc -s named. Next, stop the dhcpsd subsystem with the
command stopsrc -s dhcpsd and restart it with startsrc -s dhcpsd to
implement the changes made to /etc/dhcpsd.cnf. You can view
/tmp/updns.out to read the DDNS log and to view the updates that have taken
place.
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4.4.3.3 AIX DDNS in controlled mode with ProxyArec

Note

The configuration files used in this section are located on the CD-ROM that
came with this redbook in the directory /AIX/DDNS/controlled.

The first step is to stop the named and dhcpsd subsystems. Do this using the
stopsrc command, as illustrated in 4.4.3.2, “AIX DDNS in unsecured mode
with ProxyArec” on page 219.

To configure our AIX DDNS server to function in controlled instead of
unsecured mode, change the update-security field in named.conf from
unsecured to controlled in both forward and reverse lookup zones. In Figure
169 on page 222, you can see the changes made to /etc/named.conf.

Figure 169. [AIX DDNS] Controlled server configuration - named.conf

Next, generate the encryption key to be handled by the zone and passed to
the zones for updates by using the nsupdate command. This will be done with
the following command:
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nsupdate -g -k /etc/zonekey -h armonk.coocking.net -p
buffet.armonk.cooking.net

After the key is generated, copy the public key (the latter part of the key file)
and paste it into the SOA records in named.forward and named.rev. In Figure
170 on page 223, you can see the highlighted public part of the key. Once this
is highlighted with the left mouse button, hold down the Ctrl key and press
Insert. This copies the contents of the highlighted text, so you are able to
paste the key into text.

Figure 170. [AIX DDNS] Controlled server configuration - Public Key

In Figure 171 on page 224, you can see where, in named.forward, the KEY
resource record definition has been added for the zone armonk.cooking.net
with the line:

INKEYOx0100 0 1 public key

To insert the public key info, copy from /etc/zonekey by holding down the Shift
key and pressing Insert. For an explanation of the KEY resource record, see
1.6.5, “Resource record types” on page 23.
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Figure 171. [AIX DDNS] Controlled server configuration - named.forward

In Figure 172 on page 224, you can see that the same steps are repeated in
named.rev as were performed on named.forward.

]

Figure 172. [AIX DDNS] Controlled server configuration - named.rev

Finally, you will edit the calls to nsupdate that are made by
/usr/sbin/dhcpaction. There are two occurrences of the nsupdate command in
the file you must edit. In Figure 173 on page 225, you can see where the flag

224  Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



-k /etc/zonekey was inserted into the call to nsupdate. There is another
occurrence of the nsupdate command later in the dhcpaction script that will
have to be changed as well.

then

Figure 173. [AIX DDNS] Controlled server configuration - /usr/sbin/dhcpaction

Now, you can restart the subsystems using the startsrc command as
discussed in 4.4.3.2, “AIX DDNS in unsecured mode with ProxyArec” on page
219. The named daemon will now accept dynamic updates from dhcpsd in
controlled mode.
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Chapter 5.

Integrating file and print services

In this chapter, we show how to integrate your existing LANs into your TCP/IP
network. This chapter focuses on the legacy protocol NetBEUI, NetBIOS
name servers, Microsoft WINS, and how to enable your clients to use these
services. If you are interested in integrating printing and file sharing into your
TCP/IP network, then you should read this chapter.

5.1 NetBIOS, NetBEUI and TCPBEUI: What are they?

NetBIOS (Network Basic Input Output System) was originally developed by
Sytek Inc. for IBM to link a network operating system with specific hardware.
NetBIOS offers LAN applications a variety of hooks to carry out
inter-application communications and data transfer. Essentially, NetBIOS is a
way for application programs to talk to the network.

NetBEUI (NetBIOS Enhanced User Interface) is the original PC networking
protocol and interface designed by IBM for OS/2 LAN Server/OS/2 Warp
Server Version 4. This protocol was later adopted by Microsoft for their
networking products.

NetBEUI uses the IEEE standard 802.2 data link protocol. In addition to
connectionless communication, this protocol offers connection-oriented,
guaranteed delivery of messages up to 64 Kb in length. The
connection-oriented flavor of 802.2 exploits advanced windowing and
acknowledgment efficiencies, and renders stellar performance when both
ends of the connection are on the same LAN. When the connection spans
multiple LANs, the 802.2 protocol relies on Source Route Bridging or
Transparent Bridging. NetBEUI can not be routed by an IP gateway.

Fortunately, the NetBIOS interface does not rely on any specific underlying
protocol to connect systems together, and as such, it is adaptable to
protocols that allow packet forwarding, such as TCP/IP.

Because NetBEUI is not a routable protocol, it is a major limitation for a
growing company where routable protocols, such as TCP/IP, are gaining
popularity.

RFCs 1001 and 1002 describe the standard way to implement the NetBIOS
services on top of the Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP). RFC 1001/1002 is not an encapsulation technique;
it builds special packets and sends them out via UDP/IP and TCP/IP. NetBIOS
over TCP/IP is known as NBT or TCPBEUI.
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— Note

TCPBEUI is translation, not encapsulation.

Once a NetBIOS session has been established, TCPBEUI will use
sockets-send commands over a TCP connection to send NetBIOS session
data. TCPBEUI builds a 4 byte session header that precedes the actual
user data. Therefore, a NetBIOS chain send of 128 KB would have an
overhead of only 4 bytes.

The IBM OS/2 Warp Server for e-business and Microsoft Windows NT
implement RFCs 1001 and 1002 in order to overcome the limitation of
NetBEUI. Figure 174 on page 229 shows how a workstation can
communicate across an IP-only router with traditional TCP/IP hosts, as well
as with servers using the TCPBEUI protocol. The workstation can continue to
communicate with local servers using NetBEUI.
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Figure 174. Workstation communicating using multiple protocols

Figure 175 on page 230 shows the structure of NetBIOS, NetBEUI and
TCPBEUI when implemented under OS/2. Data flows within the diagram are
vertical only.
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NETBIOS APPLICATION PROGRAMS NBTCP

WetBIOS NB30 DL API Sockets API
{AGSNETB.DLL) {SO32DLLDLL)

Ring 3

MetBIOS NE30 DD API Ring 0

(NETRIOS 052}

NetBIOS over TCP/IP
(TCPBEUI.OS2)

Common Transport Semantics - CTS
SOCKETS BYS
NETBICS LM10 AP [BUUKETS. 575)
(NETBEUI.0S2)

TGP Protocol Stack
{AFINET.SYS)

NDIS Protocol Driver
(IFNDIS 8YS)

NDIS Protocol Manager
(PROTMAN O52)

Figure 175. [OS/2 Warp] NetBIOS, NetBEUI and TCPBEUI structure

Whenever a NetBlOS-based computer (NetBIOS, NetBEUI or TCPBEUI)
connects to a network, it registers several NetBIOS names to the network.
NetBIOS names are made up of 16 bytes that normally consist of a 15
characters name with a one character suffix. All 16 bytes can be binary.
These names can be unique to the workstation (for example, the
computername), or they can be a group name (for example the workgroup or
domain name). Table 9 on page 231 lists the various names and suffixes
used.
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Table 9. NetBIOS names and suffixes

Name Number | Type2 | Usage
1

computername 00 U Workstation service.

computername 01 U Messenger service.

computername 03 U Messenger service used when sending and receiving
messages. This is the name registered with the WINS
server.

computername 05 U Messenger Service. It is used to check if the name

registered has been forwarded to another workstation.

computername 06 U RAS server service.

C

Domain master browser, which clients use to contact the
domain master browser.

domain 1B

domain 1D U Master browser for server lists.

computername 1F U NetDDE service.

computername 20 U File server service.

computername 21 U RAS client service.

computername BE U Network Monitor Agent.

computername BF U Network Monitor Application.

domain 00 G Domain name.

__MSBROWSE__ | 01 G The name master browsers broadcast to announce their
domains to other Master Browsers.

domain 1C G Registered by the Domain Controller, it contains a list of
specific addresses of systems that have registered the
name.

domain 1E G Browsers broadcast and then listen on this name to elect a
master browser. This broadcast should be on the local
subnet only.

groupname 20 G A special name registered with WINS servers to identify

groups of computers for management purposes.

1 Numbers are hexadecimal
2 U = Unique, G = Group
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To communicate over TCPBEUI, two computers refer to one-another using
these names. A problem occurs because they must somehow resolve these
NetBIOS names into IP addresses.

5.2 Resolving NetBIOS names to IP addresses

232

When the client connects to the server the client must resolve the server’s
NetBIOS names. There are various ways to resolve NetBIOS names into IP
addresses.

The simplest method is to try broadcasting name queries and hope the
computer you’re trying to communicate with responds in order to do the
resolution. Computers running in this mode are said to be B-Node
(Broadcast) clients.

A better method would be to have a server on the network that could do the
NetBIOS name to IP addresses resolution for you. Such a server is known as
a NetBIOS Name Server or NBNS. Microsoft uses WINS as a type of NBNS.
Computers that are configured to use a NBNS are P-Node (Peer-to-Peer)
clients. Broadcasting is never used by P-Node clients.

Finally, you could combine the modes to become either M-Node (Mixed) or
H-Node (Hybrid) clients.

An M-Node client will attempt a name query broadcast first, and if that fails, it
will try to use the NBNS.

H-Node clients reverse the sequence used by M-Node clients, and will
attempt to use the NBNS first. If that fails, it will try a name query broadcast.
If an H-Node client detects that a NBNS has failed, it will continue to poll the
NBNS (while using broadcasts), so that it knows when to switch back to using
the NBNS. H-Node has generally replaced M-Node.

NetBIOS name servers will be covered in 5.4, “NetBIOS Name Servers
(NBNS)” on page 253. Configuring clients to make use of the NBNS is
covered in 5.5, “P-Node, H-Node and M-Node clients” on page 257. In the
meantime, we will look at how to enhance the performance of B-Node clients
by reducing the amount of broadcasts that they generate.

There is a new way of resolving a NetBIOS name to IP address, not using a
broadcast or NetBIOS name server. This approach is discussed in 5.3, “New
way of using DNS with non-RFC-encoded name” on page 246.
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5.2.1 Enhancing B-Node clients

Operating as a B-Node client will work for you as long as all the routers and
bridges within your network are configured to pass on broadcast traffic.
However, generally they’re not, so computers will only be able to
communicate with one another if they are located on the same subnet.

There are enhancements available to B-Node clients in order to work around
this limitation.

5.2.1.1 Enhancing DOS, Windows 3.11 and WfW clients

The IBM DOS LAN Services (DLS) comes with a TCP/IP stack from Network
TeleSystems that supports DHCP and TCPBEUI. Throughout this chapter,
when we’re discussing DOS, Windows 3.11 or Windows for Workgroups
(WfW)-based computers, we will assume that DLS is installed.

DLS also includes the PING utility for testing IP connectivity, and a utility
called NBUTIL to build a NetBIOS name to IP address resolution table.

The NBUTIL Utility Program
The NBUTIL utility program that comes with DLS allows you to create and
maintain a NetBIOS name to IP address table in memory.

—— NBUTIL syntax

NBUTIL [-?]
[-a <ipaddress> <netbiosname>]
[-f <filename>]
[-1 <number>]
[-x]
[-t]
[-s]
[-c]
[-w]

Where:

? Displays a description of all command line options used with
NBUTIL.

-a Adds a NetBIOS name/IP address pair to the NetBIOS
name table.

<ipaddress> The IP address associated with the NetBIOS name you want
to add to the NetBIOS name table.
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<netbiosname> |s the NetBIOS name for the remote system you want to add

<filename>

-1 <number>

to the NetBIOS name table.
Clears all entries from the NetBIOS name table.

Specifies the ASCII file containing the NetBIOS names with
their associated addresses.

The name of an ASCII text file containing the NetBIOS
names with their associated IP addresses.

This option represents the LAN adapter number
(LANABase) used by the TCP/IP protocol driver. If -1 is not
specified, a default of (0) is used.

Displays all the current entries in the NetBIOS name table.

Enables you to put embedded spaces in NetBios names by
translating an underscore(_) into a space. When used with
the -s option, -t translates spaces back into underscores.

Translates NetBIOS names into the format of the LAN
manager workstation name.

Translates the NetBIOS name you want to add to the
NetBIOS name table into names that can be used by
servers running LAN manager.

Note

The NetBIOS names table is for NetBIOS to IP address resolution only. It is
not used for IP host name to IP address resolution.

Using NBUTIL

The nBuTIL command must be executed after the TCP/IP protocol driver is
running; that is, after DLS has started.

You can use the NBUTIL command to add entries to the NetBIOS name table in
two different ways:

* By adding the IP address of each system you want to access with its
associated NetBIOS name one at a time

* By creating an ASCII text file containing a number of IP addresses with
their associated names, and by using the -f option, all of these names can
be added to the NetBIOS name table by invoking the NBuTIL command only

once
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The format of the file is:
<IP address> <NetBIOS name> <# comment>

<IP address> Is the IP address of the remote system you want to
access

<NetBIOS name> s a NetBIOS name associated with the IP address of
the remote system you want to access

<#comment> Is a number symbol (#) followed by any additional
information you want to add to the file as a comment;
the # comment is optional

192.168.6.10 merlot # The MERLOT server
192.168.7.10 texmex # The TEXMEX server

Figure 176. [DOS LAN Services] Example input file for NBUTIL

If you are running DLS under DOS and want to run the command
automatically each time your PC is started, place the command in the
AUTOEXEC.BAT file after the NET sTarT command.

@ECHO OFF

SET PATH=C:\;C:\NET;C:\DOS
PROMPT $P$G

LH MOUSE

LH SHARE

SET TCPHELP=C:\NET

SET ETCDIR=C:\ETC

C:\NET\NET START

NBUTIL -A 192.168.7.10 texmex -X

Figure 177. [DOS LAN Services] Example AUTOEXEC.BAT using NBUTIL

If you are running DLS under Windows, you must run the NBUTIL program
from a DOS box after Windows has been started. This is because the protect
mode driver does not load until Windows has started. You must wait until then
to run NBUTIL. This can be done automatically by creating an icon to the
Startup folder.

Another option to consider is using LAN logon scripts to centrally manage the
names that are in the table.

As a test, we created a user ID on a Warp Server for e-business domain, that
was assigned a Z: drive at logon that contained a file called NBUTIL.LST.
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(Identical to the example file shown in Figure 176 on page 235). The user’s
PROFILE.BAT contained the command:

C:\NET\NBUTIL -F Z:\NBUTIL.LST -X

After logging onto the LAN from either a DOS DLS or a Windows DLS
workstation, the NBuTIL -s command was run to produce the output shown in

Figure 178
~
C:\>NBUTIL -S
NBUTIL - Netbios Name Utility 2.09 (960320)
Copyright (c) 1994-1996 Network TeleSystems, Inc. All rights reserved.
There are 8 entries in the Name/IP cache:
TEXMEX 192.168.7.10
TEXMEX ©192.168.7.10
TEXMEX 192.168.7.10
TEXMEX 3 192.168.7.10
MERLOT 192.168.6.10
MERLOT © 192.168.6.10
MERLOT 192.168.6.10
MERLOT 3 192.168.6.10
- J

Figure 178. [DOS LAN Services] Sample output from NBUTIL

You could also load the file using a UNC name. For example:

C:\NET\NBUTIL -F \\MERLOT\CONFIGS\NBUTIL.LST -X

5.2.1.2 Enhancing Windows 95, Windows 98 & Windows NT clients
Windows 95, Windows 98 and Windows NT can all use a file called
LMHOSTS to perform NetBIOS name to IP address resolution.

Under Windows 95 and Windows 98, the file should be located in the
\WINDOWS subdirectory, while under NT, it is located in
\WINNT\SYSTEM32\DRIVERS\ETC. If the file does not exist, a sample file
called LMHOSTS.SAM in these subdirectories can be copied to LMHOSTS.

At its simplest, the file contains the NetBIOS name and IP address pairs.
Additional options are available to enhance the configuration.

LMHOSTS options
All options should be in upper case.

# <comment text> Indicates that any text following is a comment unless it
is one of the options. # is used with all the keywords to
maintain backwards compatibility with LAN Manager,
which will see the options as comments.
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#PRE Specifies that the address should be pre-loaded into
the name cache. The LMHOSTS file is used only after
a WINS query and a broadcast have both failed, and
these searches are attempted only if the name is not
already in the cache.

#DoM: <domain name> This option is needed for all servers that validate
logon requests. All computers in the domain will need
one of these entries for each domain controller in the
domain. Note that #PRE must be before #DOM.

#NOFNR Do not use Directed Name Queries (DNS). Some
versions of LAN Manager cannot handle NetBIOS
DNS requests and return an error.

#BEGIN INCLUDE
#INCLUDE <other_file>
#INCLUDE <other_file>
#END INCLUDE Include LMHOSTS definitions from other files. The
other file may be remote. (Remember, the computer
must be able to resolve the name of the remote
computer before it can use a remote file.)
#BEGIN ALTERNATE
#INCLUDE <other_file>
#INCLUDE <other_file>
#END ALTERNATE Defines a list of alternate locations for an additional
LMHOSTS file to be included. The first additional file
read successfully will be used.

#MH Associates a NetBIOS name with multiple IP
addresses (For example, a server with two or more
NICs). The NetBIOS name can be associated with up
to a maximum of 25 different IP addresses.

Note

The name cache and the LMHOSTS file are read sequentially, so add the
most frequently accessed computer names to the top of the LMHOSTS file,
with the #PRE entries at the end of the file. Once entries have been loaded
into the cache, they do not need be accessed again in the file.

Figure 179 on page 238 shows a sample LMHOSTS file for a computer that
can participate in two domains (REDMOND and BELLVUE). Using the
#BEGIN_ALTERNATE option, an additional LMHOSTS configuration file is
loaded from either the PIE or HOTDOG server (The first one successfully
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loaded will be used). An entry also exists for a DOS-based workstation called
BURGER.

Notice that the server entries are located before the #BEGIN_ALTERNATE
entries and they are pre-loaded. This allows the server names in the alternate
entries to be successfully resolved without having to refer back to the
LMHOSTS file.

192.168.6.13 BURGER # DOS workstation

192.168.8.10 PIE #DOM:REDMOND #PRE # PDC for REDMOND domain
192.168.7.9 HOTDOG #DOM:BELLVUE #PRE # PDC for BELLVUE domain

#BEGIN ALTERNATE # Load further configuration file
#INCLUDE \\PIE\CONFIGS\LMHOSTS

#INCLUDE \\HOTDOG\CONFIGS\LMHOSTS

#END ALTERNATE

Figure 179. [Windows 95/NT] Sample LMHOSTS file

With Windows 95, the LMHOSTS file must exist to be used by the operating
system. With Windows NT, use of LMHOSTS must be explicitly turned on by
selecting the Enable LMHOSTS Lookup checkbox as shown in Figure 180

Microsoft TCP/IP Properties EHE

IP ddhess | DNS  WINS Address | Routing|

—Windows Internet Mame Services fwINS]
Adapter:
|[111BM Turbo 1674 Token-Ring 154 Adapter =l

Frimary 'WINS Server. I . . .
Secondary WINS Server. I . . .

™ Enable DNS for Windows Resolution

Import LMHOSTS. .. |

Scope |D: I

QK I Cancel | Apply |

Figure 180. [Windows NT] Enabling use of LMHOSTS
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Windows 95 computers may encounter problems when trying to NET vIEw a
domain that is on the other side of a router if the computer is only using an
LMHOSTS file to do NetBIOS names resolution and not a NBNS. It is
necessary to add the following to the LMHOSTS file.

<IP address> <tab> "<domain_name> \0x1B" <tab> #PRE
<IP address> The IP address of the primary domain controller.
<tab> A TAB character.

<domain_name> The name of the domain. If the domain name is less than
15 characters, use spaces to pad it to 15 characters. The
hexadecimal value 1B is appended following the Domain
name as the 16th character (a total of 20 characters
including the "\0x1B"). The Domain name must be all
upper-case letters, and must be inside quotation marks.

5.2.1.3 Enhancing 0S/2 Warp clients

Under OS/2 Warp, there are three enhancements available to reduce the
amount of name query broadcasts generated by computers using TCPBEUI.
Two of these require configuring text files on each computer, while the other
makes use of an existing DNS on the network.

Names file routing extension

This routing extension is implemented through the use of a names file that
contains NetBIOS name and IP address pairs. The names file, called
RFCNAMES.LST, is located in the \IBMCOM directory.

This implementation requires an entry in the names file for every workstation
with which you want to communicate. This file is conceptually similar to the
TCP/IP hosts file.

Note

The RFCNAMES.LST file is for NetBIOS name to IP address resolution
only. It is not used for IP host name to IP address resolution.

The names file routing extension is enabled by setting the NAMESFILE
parameter in the PROTOCOL.INI file equal to a nonzero integer value, which
represents the maximum number of entries in the names file.

The RFCNAMES.LST format is:

<string> <IP address>
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Where:

<string>

<|P address>

A string of characters used when searching for NetBIOS
names in the file, delimited by double quotation marks.

Either an IP address in dotted decimal form or a host name
string that occurs in the local hosts file or on an Internet
domain name server.

The RFCNAMES.LST file can be modified manually, or by using MpTs and
selecting the Names list option when you Edit configuring IBM OS/2
NetBIOS OVER TCP/IP. This is shown in Figure 181 on page 240 and Figure
182 on page 240.

g4 HetBIOS over TCP/IP

Select an optional item below, then select Configure.
Once you return to this panel you can select another
optional item or select Close to return to the LAPS
Configuration window.

Options

® Driver parameters
() Hames list

(_ Broadcast list

|Qlose| |anfigure| | Help |

Figure 181. [OS/2 Warp] NetBIOS over TCP/IP configuration options

~MNames list

B4 Hames List

"MERLOT"

HNetBIOS name prefix Host name or IP address

192.168.6.10

|

‘ Add... | ‘Qhange...l ‘ Delete... |

| 0K I ‘ Cancell ‘ Help |

Figure 182. [0S/2 Warp] Modifying RFCNAMES.LST through MPTS
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The advantage of using a names file is the reduction of name query
broadcasts. Before the computer broadcasts to the network for NetBIOS
name to IP address resolution, it searches this local file. The search is done
by checking each names file entry up to the length of the entry. Due to the
search technique used, the order of entries in the names file is important.

If an address in the file is given as a host name string, it is resolved to an IP
address by looking it up in the local hosts file or by querying the Internet
domain name server. The host name string must, therefore, be in the same
form here as it is in the hosts file or on the domain name server.

For an OS/2 Warp Server environment, the requesters need a names file with
the computer name, IP address and domain name IP address of each server
they contact. The servers need the computer name and IP address for each
requester that contacts them. The computer name and domain names are
found in the IBMLAN.INI files on these machines.

Broadcast file routing extension

This routing extension is implemented through the use of a broadcast file that
contains the IP addresses of other subnets. A TCP/IP broadcast is limited to
one subnet unless other subnet addresses are included in the broadcast file.

The broadcast file, named RFCBCST.LST, is located in the \IBMCOM
directory. It contains a list of host names (such as merlot), host IP addresses
(such as 192.168.6.10) or subnet broadcast addresses (such as
192.168.6.255). The file is read once at startup and each valid address is
added to the set of destination addresses for broadcast packets. Any host or
network accessible by these addresses becomes part of the local NetBIOS
broadcast domain; that is, they receive all name lookup and registration
packets, as well as all broadcast and group NetBIOS datagrams. These
addresses can be on other networks and accessed through the appropriate
router or bridge by the IBM TCP/IP program. The remote node is treated as if
it were a node on the local network.

Each line of the broadcast file is either an IP address in dotted decimal
notation or a host name string that occurs in either the local hosts file used by
the IBM TCP/IP program or on an Internet domain name server. The host
name string must be in the same form here as it is in the hosts file or on the
domain name server.

Again, the broadcast list may be edited manually or through MPTS.
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4 Broadcast List

—Broadcast list

Host names or IP addresses

I JEa |
‘ Add... | ‘Qhange...l ‘ Delete... |

| 0K I ‘ Cancell ‘ Help |

Figure 183. [0S/2 Warp] Modifying RFCBCST.LST through MPTS

For OS/2 Warp Server and OS/2 Warp File and Print Clients, if the server and
requester are on different networks, the broadcast file must be updated. At
the clients, the broadcast file must include the IP address or TCP/IP host
name for each server that this requester accesses using TCPBEUI. At the
servers, the broadcast file must include the directed broadcast address for
each subnet containing LAN requesters.

The following must apply when using a broadcast file:

* |P addresses, subnet broadcast addresses, and host name strings are
allowed.

¢ A maximum of 32 entries is allowed.

Note

IBM may provide a Service Pack in 2000 that enables you to work with
more than 32 entries.

e Host name strings should match those in the hosts file and domain name
server.

* Routers should be checked to ensure that they forward directed
broadcasts.

RFCADDR.EXE program

When you make changes to the names/broadcast files while TCPBEUI is
active, you can reinitialize TCPBEUI with the new file by using the rRrcappr
command. The cache will be updated with the new names.
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Domain Name Server (DNS) routing extension

This routing extension uses the TCP/IP Domain Name Server (DNS), to store
NetBIOS names and IP address pairs, so that a TCPBEUI client can obtain
the IP address of another workstation from it. This extension requires that the
workstations already have an IP name and address registered on the DNS.
The network administrator then enters the NetBIOS name and the IP address
of every TCPBEUI workstation into the DNS.

To enable the use of the Domain Name Server routing extension, you need to
set the DOMAINSCOPE parameter in the PROTOCOL.INI file equal to your
TCP/IP domain name. For example:

DOMAINSCOPE=austin.cooking.net

If the names file search fails, the domain scope string, if specified, is
appended to the encoded NetBIOS name. The new host name string is then
used to resolve the NetBIOS name to an IP address by looking up the name
in the local TCP/IP hosts file or by querying the DNS. If the DNS knows the
name, it sends back the IP address to the NetBIOS over TCP/IP program.

The advantage of this implementation is that you have a central repository of
all NetBIOS names. However, you have to update your DNS with NetBIOS
names that are in an encoded format. An encoded format is necessary
because NetBIOS names can be 16 bytes of any bit pattern, but the domain
name server only accepts a limited character set. The TCPBEUI program
encodes them into the 32-byte, reversible, half-ASCII format that is specified
in RFCs 1001/1002.

You can use the MAPNAME.EXE utility to encode NetBIOS names.
MAPNAME is supplied in the \APPLETS\MPTSAPLT.ZIP file on MPTS
diskette 5.

MAPNAME syntax
MAPNAME <input> /FDBLXX

Where:

<input> Either filename.LST or filename.RFC NetBIOS name; maximum of
16 characters for a NetBIOS name, and 32 characters for a RFC
name

Name can be any char.+ \xDD in any order, surrounded by "[]",
D is a hex digit (\xDD = one char.)
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F Indicates input from file
(default is name)

D Indicates the mapping direction
Use r to indicate NetBIOS to RFC
Use n to indicate RFC to NetBIOS

B Append blanks up to the 16 character
(default is a null character)

Lxx Indicates the last character
(xx can be any hex value)

e If F, then the name can be the combination of any character that
can be put in the file by the editor

Once the names have been encoded, you can store them in the DNS (or
DDNS) so that they point back to the original host name. Remember that
NetBIOS names are registered multiple times (with a different suffix) when a
computer starts. So, each instance of name+suffix must be encoded and
registered on the DNS.

Note

The NetBIOS and DOMAIN names must be encoded in upper-case when
using MAPNAME.

Here’s an extract from the DNS database before the encoded NetBIOS
names are added.

MERLOT 86400 N A 192.168.6.10
IN HINFO Domain Cont.

BRIE 86400 IN A 192.168.7.12
IN HINFO Workstation

7

Figure 184. [Warp Server] Sample DNS database

Using the Warp Server MERLOT as an example, its name is registered three
times with the 0x00, 0x03 and 0x20 suffixes. In addition, being on the domain
ARMONIK, it also registers the domain name with a 0x00 suffix.

Using MAPNAME for each instance of name+suffix, we encode the names
into the following:

MAPNAME MERLOT /rbl00 gives the encoding ENEFFCEMEPFECACACACACACACACACARA
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MAPNAME MERLOT /rbl03 gives the encoding ENEFFCEMEPFECACACACACACACACACAAD
MAPNAME MERLOT /rbl20 gives the encoding ENEFFCEMEPFECACACACACACACACACACA
MAPNAME ARMONK /rbl00 gives the encoding EBFCENEPEOELCACACACACACACACACARA

Workstations, on the other hand, would normally register their names three
times. They would register the NetBIOS name with the 0x00 and the 0x03
suffixes. Usually, they would also register the domain name with the 0x00
suffix as well, but seeing as this encoded name is already registered on the
DNS, it cannot be registered again.

Using varnaME for the workstation BRIE, we encode the following:
MAPNAME BRIE /rbl00 gives the encoding ECFCEJEFCACACACACACACACACACACARA

MAPNAME BRIE /rbl03 gives the encoding ECFCEJEFCACACACACACACACACACACARD

The encoded names can now be added to the DNS database and pointed
back to the TCP/IP host name (Using CNAME), where the IP address is
specified. An extract from the new DNS database now looks like this:

MERLOT 86400 N A 192.168.6.10

IN HINFO Domain Cont.
ENEFFCEMEPFECACACACACACACACACAAA 86400 IN CNAME MERLOT

IN HINFO 0x00 suffix
ENEFFCEMEPFECACACACACACACACACAAD 86400 IN CNAME MERLOT

IN HINFO 0x03 suffix
ENEFFCEMEPFECACACACACACACACACACA 86400 IN CNAME MERLOT

IN HINFO 0x20 suffix
EBFCENEPEOELCACACACACACACACACARAA 86400 IN CNAME MERLOT

IN HINFO Domain 0x00

BRIE 86400 IN A 192.168.7.12

IN HINFO Workstation
ECFCEJEFCACACACACACACACACACACARA 86400 IN CNAME BRIE

IN HINFO 0x00 suffix
ECFCEJEFCACACACACACACACACACACAAD 86400 IN CNAME BRIE

IN HINFO 0x03 suffix

Figure 185. [Warp Server for e-business] DNS database with encoded NetBIOS names
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5.3 New way of using DNS with non-RFC-encoded name

The previous section informed you how to create the RFC-encoded names for
server names and domain names. It is a huge effort for TCP/IP administrators
to set up all NetBIOS names as static entries in the DNS files. Basically, the

NetBIOS name server, as defined in the RFC 1001/1002, is the ideal solution
for applications written to the NetBIOS over TCP/IP interface.

However, there is a new way of NetBIOS name resolution on the horizon:

* Non-RFC-encoded names in DNS; the node status request frame was
introduced as a communication vehicle

This new technique is introduced through Microsoft's Windows NT Service
Pack 3 and can be implemented on Windows NT Workstation clients, as well
as Windows NT Server. 0S/2 Warp Server for e-business is able to support
this technique and as far as OS/2 Warp Server Version 4 is concerned, there
is a fix (APAR 1C20646) for the server, but OS/2 Warp clients do not yet
support this new technique.

Figure 186 illustrates the setup and interaction of the Windows NT server and
the Windows NT Workstation client.

DNS 1. Query DNS forDOMAIN-A Windows NT
Server 2. Get IP Address of DOMAIN-A Client
e

SERVER-A A 95345 3. Query NetBIOS

DOMAIN-A CNAME SERVER-A names with Node
Status Request
frame

4. Return all
NetBIOS names,
including 0x1B, Ox1C,
0x1D, and so forth

0OS/2 Warp Server Windows NT
for e-business Server

-4

DNS Only Setup 5. Logon

Figure 186. Using DNS server with node status request

In the DNS domain file, the Windows NT server computername, also known
as server name, is appended as a pure ASCIl name with an A record that
points to the server’s static IP address. In addition, the domain name is
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included with an alias, CNAME, to the server’s name. The entries to the DNS
domain file would look like the following two lines:

SERVER-A IN A 9.53.4.5
DOMAIN-A IN CNAME SERVER-A.

The logon sequence would use the following steps:

1. The Windows NT Workstation client queries the DNS server for hostname
DOMAIN-A.

2. The DNS server returns the information that DOMAIN-A is the alias to
SERVER-A. The Windows NT Workstation client receives the IP address
of the Windows NT Server.

3. Since the Windows NT Workstation client is not sure whether or not the
target IP address is really a NetBIOS node that has certain NetBIOS
names registered, it sends a RFC frame to the received IP address (which
is the Windows NT Server). This frame is called Node Status request and
passes along a resource record name of * (asterisk).

4. Windows NT Server responds to the Node Status request by sending a
complete list of NetBIOS names registered in the node.

5. Now the Windows NT Workstation client selects the target IP address that
has a correct server name and domain name, then it starts the logon
sequence through a SMB session.

This technique might be called DNS-Only or Use of non-RFC-encoded names
NetBIOS names resolution, but it actually is a combination of DNS name
resolution and the Node Status Request frame defined in the RFC
1001/1002. Neither Windows NT Server nor Windows NT Workstation client
use WINS in this case. The TCP/IP properties are set up as shown in Figure
187 on page 248 and Figure 188 on page 249.
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Microsoft TCP/IP Properties K E3

IP Addhess | DNG ~ WINS Addiess | Routing |

—windows Internet Mame Services [wINS)
Adapter:

1]11BM Turbo 16/4 T oken-Rin:

Primary WINS Server: I . . .
Secondany WINS Server: I . . .

¥ Enable DMNS for wWindows Resolution

" Enable LMHOSTS Lockup Import LMHOSTS... |

Scope D I

QK I Cancel Sl

Figure 187. [Windows NT] WINS address no use of WINS, but use DNS

Windows NT will warn you when you don’t provide the WINS server
parameter at all. However, you can ignore this message and have the
workstation configured to work with DNS only.
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Microsoft TCP/IP Properties

IP Addhess DNS | WINS Address | Routing |

Damain Marme Systern [DMS]

Host Mame: Domain:
burger Iaustin.cooking.net
—DMS Service Search Order
e
Dol |
Add. Edt Remave |
— Damain Suffis Search Order
G,
el |
bod.. | Edi. || emove |
QK I Cancel | Sl

Figure 188. [Windows NT] TCP/IP Property - DNS settings

Figure 189 on page 250 shows the two IP frames, a packet 49 sent from a
Windows NT workstation with service pack 3 carrying a Node Status request
frame with a questioned name *, and a packet 50 frame that was sent back
from a Windows NT Server showing all registered NetBIOS names and status

on the node.

The questioned name *(asterisk), followed by 15 bytes of null (0x00)
characters, is actually translated into the RFC-encoded name that results in a

character string of CKAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA in the

trace data.
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Packet 49: 1IP,
Source IP: 9.
Version: 04,
Service type:
PROTOCOL: [17]

UDP,
Source port:

Operation: [0]
Header Counts:

Request Name:
Request type:

9.3.1.138 ->9.3.1.188
3.1.138 , Destination IP: 9.3.1.188
IP header length: 05 (32 bit words)
0: Precedence: 0, Delay: Norm, Throug: Norm, Reliab: Norm
UDP

[137] -> [137]
[1371 ,
TCPIP NETBIOS (name service)

Destination port: [137]

NAME QUERY REQUEST, Flags: Unicast,

Transaction ID: 0803

QD: 1, AN: 0, NS: 0, AR: O
*

NODE STATUS REQUEST

RAW PACKET LISTING:

0000 18 40 00 04 AC EC 35 DO 80 00 83 F4 6B 13 06 40 .@..-15D.8k..@
0010 40 31 40 10 AA AA 03 00 00 00 08 00 45 00 00 4E @l@.**...... E..N
0020 81 29 00 00 20 11 04 2B 09 03 01 8A 09 03 01 BC oo e é
0030 00 89 00 89 00 3A A2 EO 08 03 00 00 00 01 00 0O R N
0040 00 00 00 00 20 43 4B 41 41 41 41 41 41 41 41 41 . ... CKAAAAAAAAA
0050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
0060 41 41 41 41 41 00 00 21 00 01 AAAAA. . !..

Packet 50: IP, 9.3.1.188 -> 9.3.1.138
Source IP: 9.3.1.188 , Destination IP: 9.3.1.138
Version: 04, IP header length: 05 (32 bit words)
Service type: O0:
PROTOCOL: [17] UDP
[137] -> [137]
Source port: [137] , Destination port:
TCPIP NETBIOS (name service)
Operation: [0] NAME QUERY RESPONSE,
Transaction ID: 0803
Header Counts: QD: 0, AN:
Resource Record Name: *
Request type: NODE STATUS RESOURCE RECORD
Data

UDP,
[137]

Flags: Unicast,

1, NS: 0, AR: O

0000 54 53 4F 4E 54 30 30 20 20 20 20 20 20 20 00 44 TSONTO00 .D
0010 00 49 54 53 4F 41 55 53 4E 54 20 20 20 20 20 20 . ITSOAUSNT
0020 00 C4 00 49 54 53 4F 4E 54 30 30 20 20 20 20 20 .A.ITSONT00

0030 20 20 20 44 00 49 54 53 4F 41 55 53 4E 54 20 20
0040 20 20 20 20 1C C4 00 49 54 53 4F 41 55 53 4E 54

D. ITSOAUSNT
.A.ITSOAUSNT

0050 20 20 20 20 20 20 1B 44 00 49 54 53 4F 41 55 53 .D.ITSOAUS
0060 4E 54 20 20 20 20 20 20 1E C4 00 49 54 53 4F 4E NT .A.1TSON
0070 54 30 30 20 20 20 20 20 20 20 03 44 00 49 54 53 TOO .D.ITS
0080 4F 41 55 53 4E 54 20 20 20 20 20 20 1D 44 00 01 OAUSNT .D..

0090 02 5F 5F 4D 53 42 52 4F 57 53 45 5F 5F 02 01 C4
O0A0 00 49 4E 65 74 7E 53 65 72 76 69 63 65 73 20 20
00BO 1C C4 00 49 53 7E 49 54 53 4F 4E 54 30 30 00 00

._ MSBROWSE__..A
.INet~Services
.A.IS~ITSONTO0O0. .

00CO 00 00 00 44 00 49 54 53 4F 4E 54 30 30 20 20 20 ...D.ITSONTO00
00DO 20 20 20 20 01 44 00 41 44 4D 49 4E 49 53 54 52 .D.ADMINISTR
00EO0 41 54 4F 52 20 20 03 44 00 00 04 AC EC 35 DO 00 ATOR .D...-15D.
00FO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
0110 00 00 00 00 00 00 00 2B C3 80 BO 3E C3 80 14 2C  ....... +A0sA.,

0120 C3 80 OF 00 01 00 00 OO 00 00 00 00 00 00 00 0O Ao
0130 00 00 00 00 00 00 00 OO 00 00 00 00 00 00 00 0O
0140 00 00 00 00 00 00 00 00 0O

Precedence: 0, Delay: Norm, Throug: Norm, Reliab: Norm

Figure 189. [Windows NT] Packet trace - Node status request
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When we used an NT Workstation with Service Pack 5 to log on to an NT
Server also with Service Pack 5, we found an interesting surprise. The query
to the DNS Server was using WINS packets even though there was no WINS
server or client enabled anywhere on the network. Figure 190 shows one of
the frames we captured using Sniffer Basic. Note how there is no use made of
a * character as there was with Service Pack 3 for Windows NT.

(o Frame 9 - - - - - - - - - - - - - 0
Frame Source Address Dest. Address Size Rel. Time Delta Time
9 PIZZA [192.168.8.255] 102 000:00:06.276 1.025.598
Abs. Time Summary
10/19/1999 12:34:52 PM WINS: C ID=32774 OP=QUERY NAME=NTNP2300<1C>
: DLC AC=18, FC=40, FS=00
RI: Broadcast Fwrd
LLC: C D=AA S=AA UI
SNAP: Ethernet Type=0800 (IP)
IP: D=[192.168.8.255] S=[192.168.8.60] LEN=58 ID=2304
UDP: D=137 S=137 LEN=58
WINS: ----- WINS Name Service header -----
WINS
WINS: ID = 32774
WINS: Flags = 01
WINS: 0... .... = Command
WINS: .000 O... = Query
WINS: .... ..0. = Not truncated
WINS: .... ...l = Recursion desired
WINS: Flags = 1X
WINS: ...1 .... = Non Verified data is acceptable
WINS: Question count = 1, Answer count = 0
WINS: Authority count = 0, Additional record count = 0
WINS
WINS: Question section:
WINS: Name = NTNP2300<1C> <Domain Controller>
WINS: Type = NetBIOS name service (WINS) (NetBIOS name,32)
WINS: Class = Internet (IN,1)
WINS
ADDR HEX ASCII
0000: 18 40 ff ff ff ff f£ff £f 80 20 35 21 c8 60 82 70 | @, ... ... 5!.'.p
0010: aa aa 03 00 00 00 08 00 45 00 00 4e 09 00 00 00 | ........ E..N....
0020: 80 11 9f 13 cO a8 08 3c c0O a8 08 £ff 00 89 00 89 | ....... Ceeieenn
0030: 00 3a 85 62 80 06 01 10 00 01 00 00 00 0O 00 0O | I o T
0040: 20 45 4f 46 45 45 4f 46 41 44 43 44 44 44 41 44 | EOFEEOFADCDDDAD
0050: 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 42 | ACACACACACACACAB
| M.. ..

0060: 4d 00 00 20 00 01
- /

Figure 190. Frame 9 captured with Sniffer Basic

As shown in Figure 191, the nBTSTAT command shows the formatted output of
the Node Status Request frame.
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C:\>NBTSTAT -A 192.168.8.60

NetBIOS Remote Machine Name Table

Name Type Status
PIZZA <00> TUNIQUE Registered
NTNP2300 <00> GROUP Registered
PIZZA <03> TUNIQUE Registered
PIZZA <20> TUNIQUE Registered
NTNP2300 <1E> GROUP Registered
ADMINISTRATOR <03> TUNIQUE Registered

MAC Address = 00-20-35-21-C8-60

Figure 191. [Windows NT] NBTSTAT output

The CIFS (Common Internet File System) protocol as defined in the IETF
draft, is supposed to extend the Internet to support the SMB (Server
Message Block) file sharing protocol over the Internet. The idea of CIFS is
the same as illustrated before:

* Non-RFC-encoded names in DNS

* Node Status request frame as communications vehicle

To make CIFS work properly, the name of *sMBservER followed by the blanks
must not be used as a NetBIOS name by servers or workstations in a
network. Using CIFS, clients do not have knowledge of server names or
domain names. All SMB servers should respond to the *sMBsERVER name but
not through a network broadcast. Clients are able to check whether or not a
particular TCP/IP host is an SMB server.

The CIFS Internet draft is located on the Internet at the following Web site:
http://search.ietf.org/internet-drafts/draft-leach-cifs-vl-spec-02.txt

However, due inactivity this draft has expired, as can be seen when
consulting the following Web site: http://www.cifs.com/spec.html

This is still in informational status. There is a common belief that CIFS would
lack security and that authentication logic is not strong enough on the public
Internet. In addition to CIFS, remote administration and the network
neighborhood browser protocol are discussed.
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5.4 NetBIOS Name Servers (NBNS)

It would be much simpler if, instead of having to manually maintain
configuration files on each computer, we could ask a NBNS to resolve the
NetBIOS name to an IP address for us.

We will look at two types of NBNS. The first is WINS from Microsoft, the
second is Shadow IPserver from Network TeleSystems.

5.4.1 Microsoft WINS

WINS is Microsoft’s implementation of NBNS. WINS only supports Microsoft's
proprietary clients with its implementation of native NetBIOS and NetBIOS
over TCP/IP

5.4.1.1 How WINS works
Each Microsoft client needs to be configured with the IP address of a primary
WINS server, and optionally with the IP address of a secondary WINS server.

Whenever a client (configured to use TCPBEUI and WINS) starts, it will
attempt to register its NetBIOS name and IP address with the primary WINS
server. The registration occurs when services or applications are started (for
example, Workstation or Messenger), and is sent directly to the primary
WINS server. If the name is not already registered to another client, the
server responds with a message detailing the NetBIOS name that has been
registered, and the Name Time to Live (TTL).

If after attempting three times to register its name with the primary server and
failing, the client will attempt to register its name using the secondary server.
If the secondary server also fails to respond, the client will revert to
broadcasting in order to register its name.

The name registrations are made on a temporary basis, and the client is
responsible for maintaining the lease of the registered name.

At one-eighths of the TTL, the client will attempt to refresh its name
registration with the primary WINS server. If the client does not receive a
response from the server, it will continue to attempt to refresh the registration
every two minutes until half the TTL has expired. At this point, it will repeat
the procedure, but this time using the secondary WINS server.

With WINS enabled, the client acts as an H-Node client for name registration.
For resolution, it is H-Node with a few modifications. The sequence used by a
WINS client for name resolution is:
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* Check to see if it is the local machine name.
* Check the cache. (Any resolved name is placed in a cache for 10 minutes)

e Try to use the primary WINS server. (Use the secondary server if the
primary does not answer after three attempts.)

* Try a name query broadcast.

Check the LMHOSTS file (if the computer is configured to use LMHOSTS).
Try the HOSTS file.

Try the DNS.

5.4.1.2 System requirements for WINS
Table 10 details the minimum system requirements to implement a WINS
server.

Table 10. WINS hardware and software requirements

Type Details

Hardware requirements

Processor 80486-33 (Pentium recommended)

Hard drive 125 MB

Memory 16 MB (32 MB recommended)

Network adapter Any network adapter supported by Windows NT
Video VGA or above

Software requirements

Windows NT NT Server 4.0 with Service Pack 5

IP configuration IP address

Subnet mask

Default router

(these can be allocated by DHCP, but statically assigned
parameters are recommended)

5.4.1.3 Installing a WINS server
(This procedure assumes that Windows NT has previously been installed,
and that the TCP/IP connectivity on the network is working)

1. Click on the Start menu. Select Settings, then select Control Panel.

2. Double-click on the Network icon.
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Now select the Services tab.

Select the Add button.

Select Windows Internet Name Service from the list.
Select the OK button.

The WINS service will be installed.

® N o o A

If you had a Service Pack installed on the server before you installed the
WINS Server, then you must re-install the Service Pack.

9. You may optionally add static entries for non-WINS clients.

Non-WINS clients can be statically added so that WINS clients can resolve
their name without having to maintain a LMHOSTS file.

10.You may also optionally set up a WINS proxy agent.

A WINS proxy agent extends the functions of a WINS server to non-WINS
clients. When the proxy agent sees a name registration request, it
forwards the request to a WINS server. The server verifies the name only,
but does not register it. When the proxy agent sees a query to resolve a
name, it forwards the query to the WINS server. The server responds to
the agent, who, in turn, returns the details to the client.

Note

The IP addresses manually configured for primary and secondary WINS
servers take precedence over those supplied as DHCP options.

5.4.1.4 WINS limitation

According to RFC 1001/1002, a NetBIOS name server should support all
group names. WINS, however, only keeps a list of IP addresses for group
names ending in 0x1C. Warp Server domains, however, are registered with a
0x00 suffix, and, as such, are not stored by a WINS server. Therefore, when
an IBM client requests an IP address from WINS server, a broadcast address
(an IP address of all ones) is returned. This makes it difficult for IBM clients to
communicate across a routed network when using WINS as the NBNS.

5.4.2 Network TeleSystems Shadow IPserver

Shadow IPserver is a software system for managing name and address
assignments and host configuration information within a TCP/IP network.
IPserver includes a robust set of network services offered through
standards-based protocol interactions:

* DHCP (Dynamic Host Configuration Protocol) service
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e DNS (Domain Name System) service

* NBNS (NetBIOS Name Server) and NBDD (NetBIOS Datagram
Distributor) services

The Shadow IPserver NBNS service is an integrated NetBIOS name server
and datagram distributor. The IPserver NBNS service fully implements RFCs
1001 and 1002. Additionally, Shadow IPserver's NBNS service provides
name resolution services similar to those provided by Microsoft WINS.

We used the NTS Shadow IPserver in our test networks as a fully integrated
DHCP, DNS and NBNS/WINS server. For details on the installation of
IPserver and the configuration of its services, please refer to Part 6.4,
“Dynamic IP with Network TeleSystems Shadow IPserver” on page 293.

Note

To use the datagram distributor, both the NBNS server and TCP/IP client
stack must support datagram distribution, such as:

e OS/2 Warp Server with latest MPTS ServicePak
* OS/2 Warp 4
* DOS LAN Services (shipped with OS/2 Warp Server)

The Shadow IPserver NBNS server supports both IBM and Microsoft
NetBIOS networks; the same NBNS server can be used with OS/2 Warp,
DOS/Windows workstations with DOS LAN Services installed, Windows 95,
and Windows NT workstations.

The idea of the NBNS is that instead of broadcasting the NetBIOS names to
the whole IP subnet, the names to be registered are sent to a NBNS server.
The NBNS server then checks if the name is already in use, and if not, the
name is registered. All the future queries to that name will be resolved with
one single query to the NBNS.

To take full advantage of the your NetBIOS name server, you can use the IBM
Neighborhood Browser Enabler, which is included as a service within Warp
Server for e-business. The browser service allows the OS/2 Domain
Controller to register the Microsoft network dependent NetBIOS names and
acts as the domain master browser machine. See Part 5.6, “IBM
Neighborhood Browser Enabler for Warp Server” on page 271 for information
on Neighborhood Browser Enabler.
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5.5 P-Node, H-Node and M-Node clients

After installing a NBNS, all the servers and clients running NetBIOS over
TCP/IP need to be configured to use the NBNS server. Notice that servers
and clients normally register their NetBIOS names when the requester
services are started.

Clients can have the IP address of the NBNS manually coded, or they can
receive the address as options with their DHCP configuration.

5.5.1 Manually configuring clients to use an NBNS

The following information demonstrates how to manually configure a client to
make use of a NBNS.

5.5.1.1 DOS, Windows 3.1, and Windows for Workgroups

To have DOS and Windows clients running DLS communication with an
NBNS (rather than using the NBUTIL utility), the \NET\PROTOCOL.INI file
must be modified with the addition of statements to the [NTS$NTSTS] (or
[TCPPROZ2]) sections.

Note

These statements cannot be added or configured through the DLS
installation program.

Use a text editor such as EDIT or NOTEPAD to modify the PROTOCOL.INI to
add the following options

NODETYPE=H-Node
NBENSAddr=[NBNS_ipaddress]

NBDGAddr=[NBDD_ipaddress]

Where:

[NBNS_ipaddress] Is the IP Address of the NBNS
[NBDD_ipaddress] Is the IP Address of the Datagram Distributor

Figure 192 on page 258 shows an extract from a PROTOCOL.INI file, with the
statements to support communications with a NBNS highlighted.
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[NTSSNTST2]

DNSAddr=

GatewayAddr=
NetSubNetMask=

IPAddr=
TCPHeartBeats=Standard
DHCPClient ID=BURGER
BootPFlag=DHCP
NODETYPE=H-Node
NBNSAddr=[192.168.6.5]
NBDGAddr=[192.168.6.5]
DriverName=ntsts$
VCs=16
VCReceivelarge=6
VCSends=6

RcviWindow=2920
UseMemory=UVMB
BINDINGS=IBMSGENIBMTOK
LANARASE=0

Token-Ring

Figure 192. [DOS LAN Services] PROTOCOL.INI extract showing NBNS setup

5.5.1.2 Windows 95 and Windows 98

In Windows 95 and Windows 98, the NBNS server IP address must be
defined as a WINS server. The operating system takes care of the proper
node-type selection. Set the WINS address the following way:

1. Go to the Control Panel and double-click the Network icon.
2. Select the TCP/IP protocol from the list and click on the Properties button.

3. Select the WINS Configuration tab, and select Enable WINS
Resolution. See Figure 193 on page 259.
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TCFP/IP Properties EHE

Bindings | Advanced | Ne®is |
DS Configuration I Gateway INS Configuration | IP Address

Contact your network. administrator to find out if you need to
configure your computer for 'WIMS.

" Disable WINS Resolution

' Enable WINS Resolution:

Primary WINS Server: 192.168. 6 . &

Secondary WINS Server. l:l

Scope |D:

= Use DHCP for WINS Resolution

()8 I Cancel |

Figure 193. [Windows 98] Manually configuring a NBNS

4. Enter the NBNS server IP address as the primary WINS server.

5. Optionally enter the IP address for a backup NBNS as the secondary
WINS server.

6. Save the changes and reboot the machine to make the new settings
effective.

5.5.1.3 Windows NT

In Windows NT, the NBNS server IP address must be defined as a WINS
server. The operating system takes care of the proper node-type selection.
Set the WINS address the following way:

1. Go to the Control Panel and double-click the Network icon.

2. Select the Protocols tab.

3. Select the TCP/IP protocol from the list and click on the Properties button.
4. Select the WINS Address tab. See Figure 194 on page 260.
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Microsoft TCP/IP Properties EHE
IP ddhess | DNS  WINS Address | Routing|
—Windows Internet Mame Services fwINS]

Adapter:
|[111BM Turbo 1674 Token-Ring 154 Adapter =l

Primary wINS Server: 192 168 . 6 . §

Secondary WINS Server. I . . .

™ Enable DNS for Windows Resolution

" Enable LMHOSTS Lookup Import LMHOSTS.. |

Scope |D: I

QK I Cancel | Apply |

Figure 194. [Windows NT] Manually configuring a NBNS

5. Enter the NBNS server IP address as the primary WINS server.

6. Optionally enter the IP address for a backup NBNS as the secondary
WINS server.

7. Save the changes and reboot the machine to make the new settings
effective.

5.5.1.4 0OS/2 Warp

In order to have OS/2 Warp 4 clients communicate with a NetBIOS Name
Server, you need to make changes to the default TCPBEUI settings. Using
MPTS (Multi-Protocol and Transport Services) follow the steps below:

1. From System Setup (Warp Center pull-down menu) select MPTS. You can
also open an OS/2 Window, and type vpTs at the command prompt.

2. Select Configure at the Multi-Protocol Transport Services window.

3. Select the radio button for LAN adapters and protocols (which is usually
set by default) and select Configure.

4. In the Adapter and Protocol window, make sure the current configuration
list contains the IBM OS/2 NetBIOS over TCP/IP protocol. If IBM OS/2
NetBIOS is listed, the number for IBM OS/2 NetBIOS over TCP/IP must be
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changed to 2 by selecting the Change number... button. Double-click on
IBM OS/2 NetBIOS over TCP/IP.

5. At the following NetBIOS over TCP/IP window, select the radio button for
Driver parameters, then click on Configure.

6. Atthe Parameters for IBM OS/2 NetBIOS OVER TCP/IP window, make the
following changes (Figure 195).

* Set the Node Type parameter to H-Node or P-Node, depending on the
need. In most situations it is recommended to use H-Node. If P-Node is
used, registrations cannot be done without NBNS server. If H-Node is
used, the registrations are broadcast if the NBNS server is not
available.

* Set the NetBIOS Name Server address parameter to the NBNS server
IP address.

» Set the NetBIOS Datagram Distribution server parameter to the NBNS
sever |P address.

* Optionally set the backup NBNS and NBDD server IP addresses.

Parameters for IBM 05/2 HETBIOS OVER TCP/IP

Edit the parameters as needed. Except for parameters preceded by "=", changes affect
all instances of the driver.

Node Type H-Hode n

Enable SLIP/PPP Interface

HetBIOS Name Server address 1392.168.6.5

Backup NetBIOS Name Server address

NetBIOS Datagram Distributor address 192.168.6.5 £

Backup NetBIOS Datagram Distributor address

NETBIOS trace level 0

Maximum sessions 225

Maximum commands 295 =

Maximum names 21

GDT selectors 15

Full buffer datagrams HO

Query timeout 500

NETBIOS retries 2 -
7] x|
| 0K | ‘ Range | ‘ Cancel | ‘ Help |

Figure 195. [0S/2 Warp Version 4] Manually configuring a NBNS
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7.

8.

Select OK, Close, OK, Close and Exit. Allow MPTS to update your
CONFIG.SYS, and click on Exit again. You will be informed that the
config.sys was updated. Click on Ok. Click on Exit for the final time to
close MPTS.

To make the protocol changes active, you must reboot your workstation.

5.5.2 Dynamically configuring clients to use a NBNS

A DHCP server is able to supply NBNS server information to DHCP clients
using standard options. There are three options available to inform clients of
the NBNS servers.

Option Description

044 NBNS The addresses of the primary and (optionally) the backup

NBNS servers

045 NBDD The addresses of the primary and (optionally) the backup

NetBIOS Datagram Distributor servers

046 Node type ox1 = B-Node, ox2 = P-Node, ox4 = M-Node, o0xs = H-Node

Note that pure WINS clients do not make use of a Datagram Distributor
server, so option 045 may not be required in your environment.

5.5.2.1 DOS, Windows 3.11 and Windows for Workgroups
With DLS installed, all that is required is to ensure that PROTOCOL.INI does
not contain the NODETYPE, NBNSAddr and NBDGAddr parameters.

The computer will then use options 44, 45, and 46 when it receives them.

5.5.2.2 Windows 95 and Windows 98
In Windows 95, the computer needs to be configured to use a returned NBNS
IP address:

1.
2.
3.

Go to the Control Panel and double-click the Network icon.
Select the TCP/IP protocol from the list and click the Properties button.

Select the IP Address tab and choose to Obtain an IP address
automatically.

. Click on the WINS Configuration tab and select Use DHCP for WINS

Resolution.

Click on OK to save the changes. Reboot the machine to make the new
settings active.
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5.5.2.3 Windows NT

With Windows NT, ensure that no WINS servers have been manually
configured. Any manually configured NBNS servers have priority over NBNS
IP addresses returned as DHCP options.

5.5.2.4 0S/2 Warp

At this point in time, OS/2 Warp Connect and OS/2 Warp 4 do not directly
support options 44, 45, and 46. So, we looked into a workaround for this
problem and came up with the following solution.

The solution uses two REXX scripts: SETNBNS.CMD and GETNENS.CMD.

The sETNBNS script is run by the DHCP client when it receives the NBNS
options. To do this, the \MPTN\ETC\DHCPCD.CFG file requires the following
entries:

option 44 exec "setnbns.cmd 44 %s"
option 45 exec "setnbns.cmd 45 %s"
option 46 exec "setnbns.cmd 46 %s"

When the options are received, seTNeNS creates a REXX queue, and places
the parameters into the queue. Figure 196 on page 264, Figure 197 on page
265, and Figure 198 on page 266 display SETNBNS.CMD.
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* SETNBNS.CMD

by Peter Degotardi

Revised April 21, 1998

SETNBNS

Return values: O=successful, l=unsuccessfull

Accept DHCP options 44, 45 and 46 and put them in a queue where
GETNBNS.CMD can read them.

Hokk ok kkk ok ok Rk Kk ok k ok ok ok ok k kR ko k ok ok ok ko k ok Rk ok kkkk kR ko kkkkkkkk ok k ko kkkk ok kk ok ok ko kkkkk ok /

* ok ok ok ¥ F

return code = 1 /* Assume everything will fail */

/*** add RexxUtil functions ***/
call RxFuncAdd 'SysLoadFuncs', 'RexxUtil', 'SysLoadFuncs'
call SysLoadFuncs

/* get option number and data from the command line */
parse arg option_tag option data

if ((option tag = '') | (option data = '')) then
do
return code = 1 /* wrong number of arguments */
exit return code
end

/*** gtrip leading and trailing spaces ***/
option tag = strip(option_tag)
option data = strip(option_data)

Select
when (option tag = 44) then /* NBNS address */
do
if (check_IPaddr (option_data)) then
return code = queue it (option tag]||','||option data)
end

Figure 196. SETNBNS.CMD (Part 1 of 3)
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when (option_tag = 45) then

do

if (check IPaddr (option data)) then /* NBDD address */
return code = queue it (option tag]||','||option data)

end

when (option_tag = 46) then

do

call lineout '\setnbns.log', 'option data="'option data'"'

select

when option _data = 8 then data = 'H-Node'

when option _data = 4 then data = 'M-Node'

when option data = 2 then data = 'P-Node'

otherwise data = 'B-Node'

end

return code = queue it (option tag]|',']||data)

end
otherwise

nop /* unsupported option */
end

exit return code

[k ok ok ok ok ok ko sk ok ok ok ok ok Kok K ok sk ok ok ok ok ok ok K ok sk ok ok ko ko ko sk ok ok ok ok ok Rk ok ko sk ok ko ko Rk ok k ok ok ok ko kK

* check_IPaddr
Check a dotted decimal IP address for valid format.

there are embedded blanks in the address, else return 1.
***************************************************************************/

*
*
* Return 0 if there are not 4 octets or the data is out of range or
*
*
check IPaddr: Procedure
parse arg addr
addr = strip(addr)
parse var addr octet.l '.' octet.2 '.' octet.3 '.' octet.4

do pos =1 to 4
if (verify(octet.pos, '0123456789', N) \= 0) then

return 0 /* not an unsigned number */
if ((octet.pos < 0) | (octet.pos > 255)) then
return 0
end
return 1

[k ok ok ok ok ok ks ok ok ok ok ok Kok Kk sk sk ok ok ok ok ok ok K sk sk sk ok ok ok ok ok Kk ko sk ok ok ok ok ok Rk K ko ko ko ok ok Rk ok kk ok ok ok ko ok ok

* hex2ascii string (option data)

Take a hex string in the form 'hex”nn nn nn ... ", verify it's a valid
hex string, and convert it to an ASCII character string.

Returns the string if the data is valid, a null string if not.
***************************************************************************/

hex2ascii_string: Procedure

parse arg 'hex' '"' data '"!'
if (\ DATATYPE(data, X)) then return ""
data = strip(data, 'B', '09'x)

return X2C(data)

Figure 197. SETNBNS.CMD (Part 2 of 3)
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/****************************************************************************
* queue it

* Put the data in a queue where it can be read by GETNBNS.

* Tries to create the queue. If a different name is returned, the queue

* must already exist, so delete the 'wrong' queue, set the queue to the

* 'correct' one, and put the data there.
****************************************************************************/

queue it: Procedure
parse arg data

gname = 'NBNSINFO' /* The queue we're using */

new_queue = rxqueue("create", gname)
if new queue \= gname then

rc = rxqueue ("delete", new_queue)
rc = rxqueue ("set", gname)
queue data
return 0

Figure 198. SETNBNS.CMD (Part 3 of 3)

GETNBNS.MD iS the second script and is called from STARTUP.CMD with

GETNBNS /Go. (We use the /GO parameter so that users do not accidently run

the script.) It reads the queue created by semneNs and will rewrite

PROTOCOL.INI if new parameters have been received. The script will wait a
maximum of 60 seconds for new parameters, and will give up if none are

received.

If you have rewritten PROTOCOL.INI, a reboot will be required to use the new
options. Rather than automatically rebooting the computer, a message is

displayed informing the user to do so.

Figure 199 on page 267, Figure 200 on page 268, Figure 201 on page 269,

and Figure 202 on page 270 display GEINBNS.CMD.
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GETNBNS . CMD

by Peter Degotardi

Revised April 21, 1998

GETNBNS /GO

Return values: O=successful, 1l=no TcpBEUI, 2=Can't read PROTOCOL.INI
-l=timeout waiting for TcpBEUI options
99=run without specifying the /GO parameter

Read DHCP options 44, 45 and 46 from the queue created by SETNBNS.CMD

*
*
*
*
*
*
*
*
*
‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**‘k‘k‘k‘k‘k‘k‘k*‘k‘k‘k‘k‘k‘k‘k***‘k‘k‘k‘k‘k***‘k‘k‘k‘k‘k************************/
/* Mandatory flag so user's don't accidently run this */

arg run flag

if run flag \= '/GO' then exit 99

return code = 1 /* Assume everything will fail */

is data =1 /* There might be data */

are_changes = 0 /* Have changes been made to PROTOCOL.INI */
nbns queue = 'NBNSINFO' /* The queue input queue holding NBNS data */
prot.0 = 0 /* Stem for holding PROTOCOL.INI in memory */

/*** add RexxUtil functions ***/
call RxFuncAdd 'SysLoadFuncs', 'RexxUtil', 'SysLoadFuncs'
call SysLoadFuncs

/* Where's PROTOCOL.INI? */
boot_drive = filespec('drive', value('comspec', ,'os2environment'))
prot_ini = boot_drive || '\IBMCOM\PROTOCOL.INI'

/* Does this machine have TcpBEUI ? */
if tcpbeui chk() = 0 then

do

call delete queue

exit 1

end

rc = rxqueue ("set", nbns_queue)

if queued() = 0 then
do t = 60 to 10 by -10
is data = 0 /* Nope, no data */

say 'Waiting 't' seconds for new TcpBEUI options.'
call syssleep(10)

if queued() \= 0 then /* We've seen some data, so */
do /* get out of here */
is data =1
leave
end
end

if is_data then

do
if read prot() = 0 then
do forever
if queued() = 0 then leave

parse pull item
parse value item with option', 'data
data = strip(data)

Figure 199. GETNBNS.CMD (Part 1 of 4)
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select

when option = 44 then
do
call set nbns data
end

when option = 45 then
do
call set nbdd data
end

when option = 46 then
do
call set_node data
end

otherwise
nop

end

end
else
exit 2 /* Couldn't read PROTOCOL.INI */

end

else
do
say 'No new TcpBEUI parameters received.'
say 'Giving up.'
exit -1
end

if are_changes then
do
rc = write prot ()
say 'Changes have been made to TCPBEUI options in PROTOCOL.INI.
say 'Please reboot to activate them.'
say ''
say 'Press Enter to continue...'
pull entkey
end
exit 0

/****************************************************************************
* tcpbeui chk
* Check to see if tcpbeui is configured on this machine. It's not worth
* continuing if it isn't
****************************************************************************/
tcpbeui chk:
call SysFileSearch prot_ini, '[TCPBEUI_NIF]', has_tcpbeui
return has_tcpbeui.0

/****************************************************************************
* delete_queue
* Delete the queue created by SETNBNS
****************************************************************************/

delete_queue:

rc = rxqueue ("delete", nbns_queue)

return

call SysSleep(5) /* Give time for more options to arrive */

Figure 200. GETNBNS.CMD (Part 2 of 4)
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/****************************************************************************
* read prot
* Read PROTOCOL.INI into memory
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read_prot:
rc = stream(prot_ini, 'c', 'open read')
if rc = 'READY:' then
do
p = prot.o0
do while lines(prot_ini) \= 0
p=p+1
prot.0 = p
prot.p = linein(prot_ ini)
end
rc = stream(prot_ini, 'c', 'close')
return 0
end
else
return 1

/****************************************************************************
* write_prot
* Write the changed PROTOCOL.INI to disk

Hokk ok ok kk ok ok Rk Kk ko k ok ok k ok ko ok k ok ok ok ko kR ok ko k ok ok ok ko k ko kkkkkkkk ok ok ok ok kkkk ko kk ok kkkkkkkk ok /

write prot:

prot_bak = prot_ini|| '.OLD'
call SysFileDelete (prot bak) /* Not checking for ReadOnly file */
'@COPY 'prot ini' 'prot bak' >NUL' /* Not checking for OK copy */
call SysFileDelete (prot ini) /* Not checking for OK delete */
rc = stream(prot_ini, 'c', 'open write!')
if rc = 'READY:' then
do

dop =1 to prot.0
call lineout prot_ini, prot.p
end
rc = stream(prot_ini, 'c', 'close')
say 'Writing 'prot.0' lines to 'prot_ini
return 0
end
else
return 1

/****************************************************************************
* set_node
* Set the Node Type in PROTOCOL.INI if different.
****************************************************************************/
set_node:
parse arg nodetype
do p =1 to prot.0

if left (strip(translate(prot.p)), 8) = 'NODETYPE' then

do

parse value prot.p with .'=' current_ type

parse value current type with '"'current type'"!'

if translate(current type) \= translate (nodetype) then
do
are_changes = 1
prot.p = ' NODETYPE = "' || nodetype || '"!

Figure 201. GETNBNS.CMD (Part 3 of 4)
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say 'NODETYPE was 'current type', replacing with 'nodetype
end
end
end
return
/****************************************************************************
* set_nbns
* Set the NBNSADDR in PROTOCOL.INI if different.
****************************************************************************/
set_nbns:
parse arg nbns_addr
do p =1 to prot.0

if left (strip(translate(prot.p)), 8) = 'NBNSADDR' then
do
parse value prot.p with .'=' current addr
parse value current addr with '"'current addr'"!'
if current_addr \= nbns addr then
do
are_changes = 1
prot.p = ' NBNSADDR = "' || nbns_addr || '™’
say 'NBNSADDR was 'current addr', replacing with 'nbns_addr
end
end
end
return
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* set_nbdd
* Set the NBDDADDR in PROTOCOL.INI if different.
****************************************************************************/
set_nbdd:
parse arg nbdd_addr
do p =1 to prot.0

if left (strip(translate(prot.p)), 8) = 'NBDDADDR' then
do
parse value prot.p with .'=' current addr
parse value current addr with '"'current addr'"!'
if current_addr \= nbdd addr then
do
are_changes = 1
prot.p = ' NBDDADDR = "' || nbdd_addr || '™’
say 'NBNSADDR was 'current addr', replacing with 'nbdd addr
end
end
end
return

Figure 202. GETNBNS.CMD (Part 4 of 4)

Technical caveats

Be aware that the above scripts are not perfect, but are aimed to give you an
idea as to how to process these options. We, therefore, draw your attention to
some of the issues.

* The seTnBNS.coMD script will run every time a lease is renewed. As such, the
REXX queue NBNSINFO will be recreated again and data will be queued.
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With a short lease time on a machine that is rarely restarted, you could
end up with a queue containing a large quantity of data.

* Unfortunately, sometimes when the OS/2 Workstation is booting up, the
queue is flushed before the OS/2 desktop starts up. So, GETNBNS. cMD does
not have any parameters to update in the proToCOL. INI. HOwever, when the
TCP/IP lease expires and is renewed while the machine is up and working,
SETNBNS. VD Will be re-run.Then GeTNBNS.CMD /GO should be run again and
the proTOCOL. INT Will be updated if there is anything in the queue.

e Options 44 and 45 can contain multiple IP addresses and seTNeNS and
GETNBNS cannot cope with this.

* Normally, the exec entries in DHCPCD.CFG for a REXX script would be:

option 44 exec "S$setnbns.cmd 44 %s"

The $ parameter is used to force a 30 second wait so that REXX can
initialize. We found that by including the $ parameter, a 30 second wait
was introduced between each instance of seTneNs running for each option,
that is, a total of 90 seconds was required if all three options were
processed. With this delay, Gernens only saw the first option queued.
Without the $ parameter, setnens and GeTNBNS worked correctly.

e Error handling could be greatly improved. As you can see from the
comments in GETNBNS, the backup/deletion/re-writing of PROTOCOL.INI
could be improved.

* GETINBNS can be run from the Startup folder, but be aware that the user may
not see the message that a restart is required.

¢ If the user chooses not to reboot, they may not be able to log onto the
LAN.

5.6 IBM Neighborhood Browser Enabler for Warp Server

IBM Neighborhood Browser Enabler for OS/2 Warp Server, now included in
OS/2 Warp Server for e-business, enables greater interoperability between
Microsoft clients and OS/2 Warp Servers.

5.6.1 Overview

The Neighborhood Browser Enabler enables your OS/2 Warp Server to
function as a master browser for Windows 95, Windows 98 and Windows NT
clients. If you are using Windows 95, Windows 98, or Windows NT clients in
an OS/2 Warp Server domain, and have not started the Neighborhood
Browser Enabler, then you have to set up one master browser per segment to
be able to browse OS/2 Warp Server domain resources from Windows 95,
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Windows 98, and Windows NT. The master browser workstation has to be up
and running all the time.

We recommend enabling the Neighborhood Browser Enabler on the domain
controller machine. Start it on any OS/2 Warp Server for e-business machine,
one master browser at a time. Starting Neighborhood Browser Enabler on
more than one server reduces the network traffic between the master browser
and the clients. All the other servers running the Neighborhood Browser
Enabler service are backup browsers. For performance considerations, it is
recommended to enable Neighborhood Browser Enablers for every 20
servers in the domain. Depending on the installation, this figure may vary.

5.6.2 Installing neighborhood browser enabler

The following sections describe the installation and configuration of the IBM
Neighborhood Browser Enabler on OS/2 Warp Server for e-business and
0OS/2 Warp Server Version 4.

5.6.2.1 OS/2 Warp Server for e-business
The Neighborhood Browser Enabler is installed with a LAN server during the
installation process of OS/2 Warp Server for e-business.

The browser service does not start automatically when the server service is
started.

The IBMLAN.INI file contains a new section:

[browser]
maintainserverlist = YES
quiet= No

It also adds a new service called BROWSER in the SRVSERVICES line, and
it extends the path to a new executable in the [services] section, namely:

browser = services\browser.exe

5.6.2.2 For OS/2 Warp Server Version 4
To install the Neighborhood Browser Enabler on OS/2 Warp Server Version 4,
follow these steps:

1. Download the Neighborhood Browser Enabler as a ZIP file from the IBM
Software Choice at:

http://service.software.ibm.com/asd-bin/doc/index.htm

(This is a free download.)
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2. From an OS/2 Window on your Warp Server, create a temporary directory,
and copy the downloaded ZIP file into it.

3. Unzip the package to the directory by using pkunzIPp2:
PKUNZIP2 BRINST.ZIP

4. Read the README.1ST file.

5. If the Server is running, stop it by entering the command:
NET STOP SERVER

6. Enter the command:
BRINST
This will install new files into their appropriate directories:

\ IBMLAN\ SERVICES\BROWSER . EXE
\ IBMLAN\NETLIB\BROWSE32 .DLL
\ IBMLAN\NETLIB\BROWSE16 .DLL

Depending on the service level, selected base LAN Server modules are
backed up, then newer versions are installed:

\IBMLAN\ SERVICES\NETSERVR . EXE
\IBMLAN\ SERVICES\NETSVINI . EXE
\ IBMLAN\NETPROG\NETWKSTA. 200
\IBM386FS\HPFS386 . IFS
\MUGLIB\DLL\NETAPI32.DLL

Note: The file \MUGLIB\DLL\NETAPI32.DLL iS replaced only on OS/2 Warp
Server SMP IP08500.

7. A reboot may be necessary depending on LAN Server's service level.

The Neighborhood Browser Enabler installation program copies the browser
files to the appropriate directories after backing up the existing IBMLAN.INI
file to IBMLAN.IBR, backing up some LAN server components, and finally
modifying the IBMLAN.INI file so that the browser service starts automatically
when the server service is started.

The updated IBMLAN.INI file contains a new section:

[browser]
maintainserverlist = auto

It also adds a new service called BROWSER in the SRVSERVICES line, and
it extends the path to a new executable in the [services] section, namely:

browser = services\browser.exe
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5.6.3 Starting and stopping the Neighborhood Browser Enabler

You can start the Neighborhood Browser Enabler service at any time by
issuing the command:

NET START BROWSER

Or, stop the service by using the command:

NET STOP BROWSER

You may also stop and start the Neighborhood Browser Enabler service
through the LAN Server Administration GUI (select LAN Server
Administration => Local Workstation => Services => Browser => Start or
Stop).

When the Neighborhood Browser Enabler is running on the OS/2 Warp
Server for e-business domain controller machine, the domain controller also
recognizes and answers to NetBIOS name types used by Microsoft networks
but not by IBM networks. These types include domain controller, domain
master browser, master browser, and browser service elections. In cases
where Microsoft Windows clients are attached to the network, we recommend
starting the Neighborhood Browser Enabler and using the appropriate IBM
Networks Client for Windows.

5.7 AIX Fast Connect

AIX Fast Connect 2.1 allows an RS/6000 to function as a file or print server to
Windows 95/98/NT and OS/2 clients. In this section we will cover some
scenarios where we tested Fast Connect with some DHCP settings. For more
information on the implementation and function of Fast Connect, see the
redbook titled A/X and Windows NT: Solutions for Interoperability,
SG24-5102.

5.7.1 Fast Connect on static server with dynamic client

In our lab, we set up an RS/6000 Model 43P with AlX 4.3.3 as a Fast Connect
and DHCP server. We set up a Windows NT workstation to obtain DHCP
lease from our RS/6000 and then define a mapped network drive to the
RS/6000. Then, using the command ipconfig /release, we had our Windows
NT workstation release its DHCP lease. After that we executed the command
stopsrc -s dhcpsd on the RS/6000 to stop DHCP server services, and then
started DHCP services on an NTS Shadow IP server. Finally, we had our
Windows NT workstation obtain a new lease from the Shadow IP server and,
without fail, we still had connectivity to our drive space defined on the Fast
Connect server. In addition, we were able to define new network drive space.
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For client concerns, DHCP and Fast Connect services do not interfere with
one another and there are no DHCP concerns with a static Fast Connect
server and dynamic Windows clients.

5.7.2 Fast Connect on a dynamic server with dynamic client

When we ran Fast Connect server on an AIX DHCP client we ran into
difficulties. We had our AIX system get a DHCP lease and IP address of
192.168.6.201 and then started the Fast Connect server and defined drive
space on that server from a Windows NT client. Then, we released our DHCP
lease on the AIX Fast Connect server, got a new lease with a new IP address
of 192.168.6.50, and then tried to view the Fast Connect server in the Map
Network Drive menu on the Windows NT client. While trying to view the Fast
Connect server on the new IP lease, the Windows NT client hung and we had
to end the task. However, stopping and starting the Fast Connect server, and
therefore having it listen on a valid IP address, solved the problem and clients
were now able to connect to the Fast Connect server without fail.

In the event that you are going to run Fast Connect on an AIX DHCP client,
we recommend that the DHCP client reserve its IP address on the DHCP
server, run the Fast Connect server on static IP, or be prepared to restart Fast
Connect services in the event the lease expires on your AIX DHCP client.
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Chapter 6. Expanding your network

Planning and installing a simple DHCP and DDNS network is not a difficult
task. However, when we need more DHCP servers or more (D)DNS servers,
there are many complex design issues. We discuss multiple subnets, multiple
DHCP servers, address pool management, DHCP relay agents, combination
of a static DNS and DDNS, a mix of NT DNS and OS/2 Warp Server DDNS,
and AIX DDNS. If your network is growing, you will want to read this chapter.

6.1 Multiple subnets

There are several reasons why you would divide your TCP/IP network with
subnets. Assume a small company, HIC Corp., had been using one floor of
the office building downtown, and now the company expands one more floor.
If the newly added floor is next to the original floor, they might just extend the
LAN so that a bridge or repeater is enough to extend the TCP/IP network.
However, if the LAN utilization is already high, they may want to use a router
to physically divide the two LANSs, thus giving two subnets, one for each
physical floor of the building where they have a group of machines on the
network. Furthermore, in scenarios where you are setting up large numbers
of workstations in a vast complex, you may want to subdivide the workstation
groups, either by floor or by area, by their subnet, to make the IP topology
resemble the physical layout of your LAN more closely.

6.1.1 Static and dynamic routing between subnets

Routing is the process of choosing a network path on which to transfer
packets. A router is a device that is (usually) connected to two or more
networks and is responsible for transferring data from one network to another.

In order to perform routing, a router has to maintain a map of what subnets
are on the network and where it should send data so that it can reach its
destination. There are two ways of maintaining this list:

* The network administrator could manually configure the routing table on
each router. This is said to be static routing. Static routing is easy to
administer if your network is fairly small, but can become incredibly
complex as your network continues to grow.

* The routers could talk amongst themselves to determine what subnets are
on the network and how to get to them. Two common protocols used by
routers are Routing Information Protocol (RIP) and Open Shortest Path
First (OSPF).
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Both OS/2 Warp and Windows NT include the functionality to act as routers.
They can be configured as static or dynamic routers (or a combination of
both).

Note

0S/2 Warp and Windows NT only support RIP. If you have routers that use
OSPF (or other routing protocols), OS/2 Warp and Windows NT will not be
able to exchange routing information with the other routers.

In showing how to configure OS/2 Warp and Windows NT as routers, we’ll
assume the sample network shown in Figure 203.

192.1687.0

1921687 1

192.168.6.1

192.1686.0

192.163.6.4

19216891

192.168.9.0

Figure 203. Sample network for routing

The routing tables required for this sample network are shown in Table 11.

Table 11. Routing tables required for sample network

Router 1 Routing table Router 2 Routing table

Data for Network | Send to Data for network Send to
192.168.7.0 192.168.7.1 192.168.7.0 192.168.6.1
192.168.6.0 192.168.6.1 192.168.6.0 192.168.6.4
192.168.9.0 192.168.6.4 192.168.9.0 192.168.9.1
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6.1.2 OS/2 Warp as a router

To enable OS/2 Warp 4 with TCP/IP Version 4.1 to act as a router, it should
be connected to two or more networks and have statically assigned IP
addresses for each network adapter.

6.1.2.1 Enabling routing
To enable routing under OS/2 Warp 4, do the following:

* Using the TCP/IP configuration panels, switch to the Routing tab, and
check the IP Forwarding checkbox, as shown in Figure 204.

TCR/IP Configuration Notebook = 1O
Netwnlk‘ Routing ‘ Host Names Auluslan| General| SEl:urity‘ S0CKS ‘ Priming‘ -
Configure Routing Infarmation
Poute Type Destination Address Router Metric Count Subnet Mask. j
{NO ENTRIES>
5
[¥IIP Forwarding
‘ (Creste detault Net route for e given hiost I
‘ Add I ‘ Change I | Delete I ‘ Unda I
[ oK | | Cancel [ | Help |

Figure 204. [0S/2 Warp] Enabling IP forwarding
* Click on OK, and keep exiting until you have exited from the TCP/IP
configuration program.
If you examine the \MPTN\BIN\SETUP.CMD file, you will see that the line:
IPGATE OFF
has been changed to:
IPGATE ON

¢ Shut down and restart.
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6.1.2.2 Static routing
To configure static routes under OS/2 Warp, do the following:

* Using the TCP/IP configuration panels, switch to the Routing tab, and click
on the Add button. The Route Entry panel is displayed.

As shown in Figure 205, we are configuring Router 1 so that it knows
where to send packets destined for the 192.168.9.0 subnet.

Foute Entry

@Aﬂer current list selection

o Before current list selection

Route Type

@ net o host o default

Destination IF Address |192.1BB.9.D

|
Router Address [192.166.6.4 |
tetric Count |1 |
Subnet Magk | 255.255.255.0 |
| Ok I | Cancel I | Help I

Figure 205. [0S/2 Warp] Adding a route
* Click on OK, and keep exiting until you have exited from the TCP/IP
configuration program.

If you now examine the \MPTN\BIN\SETUP.CMD file, you will see that any
routes that you have added from the Route Entry panel have been
inserted as route commands. For example, the entry for router 2 will be:

route add -net 191.168.7.0 192.168.6.1 netmask 255.255.255.0 -hopcount 1

¢ Shut down and restart.

——ROUTE Syntax

ROUTE [-ngv] [add | delete] [-net | -host] dest gateway [-netmask mask]
[-ngv] [change] [-net | -host] dest [gateway] [-1lock | -lockrest]
[-rtt | -rttvar | -sendpipe | -recvpipe | -mtu | -hopcount | -expire |
-ssthresh] value
[-ngv] [get] [-net | -host] dest
[-ngv] [monitor]
[-ngv] [f1lush]
[-ngv] [add | delete| change | get] [default] gateway
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add
delete
change
get
monitor
flush
-net
-host
-netmask
dest
gateway
mask
value

default

Bypass translating IP addresses to symbolic hostnames.
Suppress all output.

Verbose.

To add a route.

To delete a route.

To change aspects of a route.

To look up the route for a destination.

To continuously report changes to routes.

To remove all routes.

The following destis a network address.

The following destis a hostname or address (default).
The following is the mask of the route.

The IP address or hostname of the destination.

The IP address or hostname of the next-hop router.
The subnet mask.

A value.

0.0.0.0, for all destinations not defined by any other routes.

6.1.2.3 Dynamic routing
For Dynamic routing, TCP/IP makes use of the rouTeED command. The Routed
command enables RIP, so that the computer can interact with other routers.

* Using the TCP/IP configuration panels, switch to the Autostart tab.

* From the Autostart Services window, select routed, as shown in Figure
206 on page 282.
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TCP/IP Configuration Notebook

EE

Netwnlk‘ Routing ‘ Host Names AH|\15|BI1| General| SEl:urity‘ S0CKS ‘ Priming‘ als]

Configure Autoratic Starting of Senices

Autostarted Services J r Touted Autostart Options
inetd
telnetd
fipd
tftpd
rexecd
rshd
Ipd
Iprportd
routed
talkd
porimap
sendmail
revpd
syslogd

[V Autostart Senvice

(2 NETIE Buper Senver Dasmon

() Detached

(®) Fareground Session

[ Minimized

Parameters

‘ Unda I

[ oK | | Cancel [ | Help |

Figure 206. [0S/2 Warp enabling ROUTED

¢ Select the Autostart Service checkbox.

Select either the Detached or Foreground Session radio button.

If you selected Foreground Session, optionally select the Minimized
checkbox.

Optionally, set startup parameters. Refer to the online documentation for
parameters that may be used with routed.

Click on OK, and keep exiting until you have exited from the TCP/IP
configuration program. If you now examine the
\TCPIP\BIN\TCPSTART.CMD file, you will see that a start routed
command has been added.

¢ Shut down and restart.

6.1.3 Windows NT as a router

As with OS/2 Warp, Windows NT should be connected to two or more
networks with statically assigned IP addresses for each adapter before it can
act as a router.
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6.1.3.1 Enabling routing

From the Control Panel, open the Network icon; then open the Properties for
the TCP/IP protocol.

Select the Routing tab, and check the Enable IP Forwarding checkbox as
shown in Figure 207.

Microsoft TCP/IP Properties EHE

IP dhess | DNS | WING Addess | DHCP Relay  Routing |

IP Forwarding [IF Routing] allows packets to be forwarded on a
multi-homed spstem. The routing infomation may be static, or may
be collected by RIP for Intermnet Pratocal. RIP iz a service that can
be installed from the Metwork Control Panel service page.

QK I Cancel | Apply |

Figure 207. [Windows NT] enabling IP forwarding

Click on OK and exit from the network configuration.

6.1.3.2 Static routing
To add static routes to the routing table, you use the route command.

* For example, to permanently add the route for the 192.168.7.0 subnet to
router 2, issue the command:

route -p add 192.168.7.0 mask 255.255.255.0 192.168.6.1
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—— ROUTE syntax

ROUTE [-p] add network mask mask gateway metric metric

delete network gateway
change network gateway
print

-f

Where:

add
delete
change
network
mask
gateway
metric

-f

6.1.3.3

Makes persistent changes; that is, changes are stored to the
registry

Adds a route

Deletes a route

Changes a route

The destination subnet

The subnet mask

Where to send packets destined for the subnet network
The cost of using this route

Flush the routing table

Dynamic routing

To perform dynamic routing, the RIP for Internet Protocol Service must be

installed

. This service comes as part of Windows NT Server.

1. Open the Network icon in the Control Panel, and on the Services tab,
select Add. A list of available services will be displayed.

2. Scroll down the list, and select RIP for Internet Protocol (as shown in
Figure 208 on page 285); then click OK.
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Select Network Service HE

Click the Metwork Service that you want ta install, then click OF. If
you have an inzstallation disk for this component, click Have Disk.
J

Metwork. Service:

Remate Access Service ;I

Femoteboot Service

& RIP for Intermet Protocol _I

RIF for MwLink IF/5F< compatible transport

RPC Configuration

[T =1 =T ey . Y, LI

Have Disk... |

ol |

Figure 208. [Windows NT] installing the RIP for Internet Protocol service

* Keep exiting until you have exited from the network configuration.

¢ Shut down and restart.

6.2 Crossing routers

Once your TCP/IP network begins to grow, you will, for various reasons, split
the network into multiple subnets that are connected through routers.

Routers generally filter out all broadcast traffic between subnets. With this in
mind, you should remember that a workstation that is being configured
through DHCP is dependent on the DHCPDISCOVER and subsequent
broadcasts being seen by a DHCP server.

So, how do you make your DHCP clients work on one subnet when your
DHCP server is on another subnet and your broadcast traffic is being filtered?

The simplest option is to configure your router to pass on all broadcast traffic.
This will work, but will introduce further problems as your network continues
to grow. Therefore, is not recommended.

A better method would be to have some type of device on the subnet remote
from the DHCP server listening for DHCP broadcasts, and when it sees one,
it forwards it directly to the DHCP server.

RFC1542 Clarifications and Extensions for the Bootstrap Protocol documents
the methodology for implementing such a device. Although it was originally
written with BOOTP in mind, it is valid for DHCP. A device that implements
this type of forwarding is known as a DHCP Relay Agent (or a BOOTP Relay
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Agent). Figure 209 shows the initial setup sequence of a DHCP client when
the DHCP server is remote, but a Relay Agent is available.

~ & DHCP Server

4. DHCROFFER Retumed .--
o RelayAgent e

R

N IF Router

N3 Relay Agent Forwards
. . Pequestto DHCP Server
R

L
N l DHCP Relay Agsnt
"5 DHOPOFFER Metumédr ==+ -- . == I

10 Wiarkstation '

_________________ 2. Relay Agent 'sees’ Broadcast

1. DHGPDIRGOVER Broadcast

Figure 209. DHCP initialization through a DHCP relay agent

You may have RFC 1542-compliant routers; if so, the Relay Agent can be run
internally on the router. If your routers are not compliant, or if you do not want
to add any additional processing load to the routers, there are software
solutions available in Windows NT and OS/2 Warp to make standard
computers act as DHCP Relay Agents.

——Important

Before you consider running a DHCP Relay Agent on a machine that is
itself a DHCP client, remember that it must be able to contact a DHCP
server to get an IP address. It won't be able to do this because the Relay
Agent is not running. Therefore, the Relay Agent should be run on a
machine with a statically assigned IP address.

6.2.1 Windows NT as a DHCP Relay Agent
The DHCP Relay Agent is bundled with the Windows NT Server, but is not
installed by default.
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To install, open the Network icon in the Control Panel, and on the Services
tab, select Add. A list of available services will be displayed with the DHCP
Relay Agent at the top of the list. Select it, and click on OK.

Select Network Service HE

Click the Metwork Service that you want ta install, then click OF. If
you have an inzstallation disk for this component, click Have Disk.
J

Tk =
Gateway [and Client) Services for Metware j
Microzoft DHCP Server
Microzoft DHS Server

Microzoft Intermet Information Server
| N P FE T DD Dt bivmm LI

Have Disk... |
Cancel |

Figure 210. [Windows NT] List of available network services
The Relay Agent will be installed and added to the list of installed services.

Click on Close. An error panel will be displayed stating that the DHCP Relay
Agent cannot be used until a DHCP server IP address is configured. Click on
Yes to add a DHCP server.

Error - Unattended Setup B

For the DHCP Relay service to start, there must be at least one DHCP server's IP address listed. “Would you like to add
an entry to the list?

Figure 211. [Windows NT] error panel shown after relay agent install

The TCP/IP properties panel is displayed. Select the DHCP Relay tab.
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Microsoft TCP/IP Properties EHE

IP dhess | DNS | WING Addhess DHCP Relay | Routing|

DHCP Relay Agent relays DHCP and BOOTP broadcast
messages between a BOOTP/DHCP server and a client across
an |P router. If you don't know pour DHCF server's address, ask
your network. administrator.

Seconds threshald: I [4 3:
b aximum hops: I 4 3:
DHCP Server
agd.. | et | Remoe |

QK I Cancel | Lol |

Figure 212. Windows NT] DHCP relay tab

Click on the Add button. A panel will be displayed that will allow you to enter
an address for a DHCP server. You can add multiple DHCP servers.

DHCP Relay Agent HE

DHCP Server: Add

Cancel |

Figure 213. Windows NT] adding a DHCP server

When you have finished adding the DHCP server addresses, click on the OK
button to exit. As usual, you will have to reboot.

Metwork Settings Change B
& *r'ou muzt shut down and restart pour computer before the new zettings will take effect.

Do you want to restart pour computer now?

o |

Figure 214. Windows NT] reboot prompt
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6.2.2 OS/2 Warp as a DHCP Relay Agent

Starting with TCP/IP Version 4.1 for OS/2 Warp, IBM has bundled a DHCP
Relay Agent. Although information on how to set up the DHCP Relay Agent is
not provided in the online documentation, you can obtain setup instructions
as APAR 1C20987 from the IBM Support Center or on the Web (by searching
the APAR database) at:

http://ps.software.ibm.com.

For your convenience, we have also provided those setup instructions in this
section.

The Relay Agent consists of one executable, \TCPIP\BIN\DHCPRD.EXE, and
a required configuration file. By default, the configuration file,
\MPTN\ETC\DHCPRD.CFG, is used. A sample configuration file may be
found in \TCPIPASAMPLES\ETC, as shown in Figure 215.

numLogFiles 4
logFileSize 100
logFileName dhcprd.log
logItem SYSERR
logItem OBJERR
logItem PROTERR
logItem WARNING
logItem EVENT
logItem ACTION
logItem INFO
logItem ACNTING
logItem TRACE
server 9.67.116.156

#

Figure 215. [OS/2 Warp sample DHCPRD.CFG file

The configuration file must be manually edited using a text editor such as E or
TEDIT. The options that can be contained within the file are as follows:

# Comment

numLogFiles The number of log files desired.

logFileSize The size of log files in K bytes.

logFileName The name of the most recent log file.

logltem One item to be logged. The loggable items are:
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SYSERR

OBJERR

PROTERR

WARNING

ACNTING

TRACE

server

Log system errors.

Log object errors between objects in the process.
Log protocol errors between client and server.
Log warnings deserving attention from the user.
Log events that occur to the process.

Log actions taken by the process.

Log information that might be useful.

Log of who was served when.

Log code flow for debugging.

IP address of a single DHCP server. The server option may be
specified multiple times so that DHCP requests are forwarded
to multiple servers.

DHCPRD usage
E{CPRD [-2] 1 [-0] I [ [-v | -q] [ConfigFile] ]

Where:

ConfigFile

Name

Location

Displays help message.
Displays the program banner.
Executes in quiet mode.
Executes in verbose mode.

Relay Agent configuration file. This file defaults to the
following rules:

dhcprd.cfg

Searches the current working directory. If it is not there, the
%ETC% directory (C:\MPTN\ETC) is searched.

Once the configuration file has been created, the Relay Agent can be started
in several ways:

e The pacprD command may be added to \STARTUP.CMD.
* The pacprD command may be added to \TCPIP\BIN\TCPSTART.CMD.

* An icon can be added to the Startup Folder.
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6.2.3 DHCP relay considerations

6.2.3.1 The broadcast flag

DHCP includes a method whereby devices unable to receive a packet with a
specific IP address can ask the server or relay agent to use the broadcast IP
address for replies (a flag set by the client in the requests). The definition of
DHCP states that implementations should honor this flag, but it doesn't say
they must. Some TCP/IP implementations used this flag, which meant that
Relay Agents and servers had to implement it.

A number of BOOTP Relay Agent implementations (for example, in routers)
handled DHCP correctly except for this feature.

6.2.3.2 Virtual LANs

Some virtual LAN (VLAN) schemes use a data packet's IP address to decide
which virtual LAN a device is on. Depending on the capabilities of your DHCP
server, this can represent a significant challenge to your implementation.

DHCP servers and Relay Agents use their knowledge of what LAN the device
is physically connected to in order to select the subnet number for the
device's new IP address. Whereas, with switches, the subnet number sent by
the device is used to decide which virtual LAN to put the device on.

6.2.3.3 Multiple subnets on a single wire

Networks are sometimes configured so that one network segment has
multiple subnets running on it. The DHCP server allocates addresses from a
pool that is defined for each subnet or network.

In this type of environment, unless the DHCP Relay Agent is able to indicate
which subnet a device requesting an address belongs to (by indicating to the
server its own IP address for that subnet), or unless the server itself can be
configured to cope with this environment, then you will probably not be able to
implement DHCP.

6.3 IP masquerading/network address translation

One way to combat an IP address shortage is to avoid assigning addresses in
the first place. Yet without an IP address, no system can communicate on a
TCP/IP network.

IP masquerading allows you to share one IP address among several different
systems while still providing reliable, full-function TCP/IP connections to
every host. This technique can be used to provide Internet service to more
than one computer using a single dial-up connection from an Internet Service
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Provider (ISP), for example. Or, you may wish to link branch office systems to
your company’s network without assigning IP addresses from your company’s
main address pool.

In fact, you still must assign an IP address to every host that needs to
communicate on the TCP/IP network, but the IP addresses may be from a
private network pool such as the Class A network 10. A masquerading
gateway accepts TCP/IP connection requests from these private hosts and
translates them into requests originating from the IP address assigned to the
masquerading gateway itself. Then, responses are automatically routed back
to the correct host on the private network. As a result, a single IP address on
one network can effectively serve several different hosts without requiring
additional IP address assignments on that same network.

Indoy from F/X Communications can provide IP masquerading services on
your network, perhaps in combination with Virtual Private Network (VPN)
capabilities. (VPN can securely link intranets at different sites using the public
Internet.)

If you are making intermittent connections to the Internet, perhaps Network
Address Translation (NAT) is for you. For example, assume you have a small
network at home, or you have a small office with light use of the Internet.
There are a number of different products that allow you to share a modem
over a regular telephone line or an ISDN line.

Sometimes NAT is referred to as IP masquerading, although NAT is a super
set of IP Masquerading (the IP address does not actually change as it passes
from one LAN/WAN to another through the masquerade software). Originally,
NAT was suggested as a short-term solution to the problem of IP address
depletion. In order to be assured of any-to-any communication in the Internet,
all IP addresses have to be officially assigned by the Internet Assigned
Numbers Authority (IANA). This is becoming increasingly difficult to achieve,
because the number of available address ranges is now severely limited.
Also, many organizations have, in the past, used locally assigned IP
addresses, not expecting to require Internet connectivity.

The idea of NAT is based on the fact that only a small part of the hosts in a
private network are communicating outside of that network. So, if we can
devise a technique to assign official addresses to hosts that are used only
when they need to communicate outside the private network, then only a
small number of official addresses are required.

This is what NAT does; it takes the IP address of an outgoing packet and
dynamically translates it to an official address. For incoming packets, it
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translates the official address to an internal address. We now can use NAT for
a solution for networks that have private address ranges or illegal addresses
and want to communicate with hosts on the Internet.

In fact, by implementing a firewall, we have already circumvented part of the
problem. Clients that communicate on the Internet by using a proxy or socks
server do not expose their addresses to the Internet, so their addresses do
not have to be translated anyway. However, when we do not want to use a
proxy or sock server, or when proxy and socks are not possible, we can use
NAT. For example, proxy and socks servers cannot be used for UDP
connections on some firewall products.

6.3.1 Translation mechanism

For each outgoing IP packet, the source address is checked by the NAT
configuration rules. If a rule matches the source address, the address is
translated to an official address from the address pool. The predefined
address pool contains the addresses that NAT may use for translation. For
each incoming packet the destination address is checked to see if it is used
by NAT. When this is true the address is translated to the original unofficial
address.

Many different products implement Network Address Translation or IP
Masquerading. Often true NAT is available with firewall products. One
inexpensive product for OS/2 for IP Masquerading is the INJOY dialer. It also
provides Dial On Demand. It can be used with modems over regular phone
lines or ISDN.

For more information on IP masquerading with InJoy, please visit the Web
site:

http://www.fx.dk

6.4 Dynamic IP with Network TeleSystems Shadow IPserver

As your network continues to grow, you may find it beneficial to use dedicated
hardware or software to provide the functions of DHCP, DDNS, and NetBIOS
name resolution. Network TeleSystems, (see http://www.nts.com) offers
several solutions in this area. We employed their Shadow IPserver Version
3.040 in our test networks to provide fully integrated DHCP, DNS, and
NetBIOS name resolution services. We also used Network TeleSystems
IPmanager software for Windows to aid in the configuration and management
of the server.
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6.4.1 Installing Shadow IPserver

Table 12 shows the system requirements to implement Shadow IPserver on a
standalone PC. NTS also offers a version of IPserver that runs as a service
on Windows NT, as well as a fault tolerant, rack-mounted hardware platform.

Table 12. Shadow IPServer hardware and software requirements

Type Details

Hardware requirements

Processor 80486-100 or faster

Hard Drive 150 MB IDE/EIDE or larger (SCSI is not supported)
Memory 16 MB

Video VGA

Network Adapter One of the following network adapters:

3Com 3C509 ISA Ethernet

Eagle Technology’s Novell NE2000plus3 ISA Ethernet
Intel EtherExpress Pro/100+ (PILA 8460) PIC adapter
(82558 chip)

IBM Auto 16/4 Token-Ring ISA

Note: You can use the IBM Token Ring Turbo 16/4 if you use
the LANAID software provided by IBM to configure the card
in 16/4 ISA16 mode.

Software requirements

Operating System IBM or MS DOS 5.0 or later (IBM PC DOS 2000 is Y2K
Ready)

Note: Although IPserver uses DOS for installation and
startup, it interacts with the PC hardware components at a
very low level to achieve the best performance. The
config.sys and autoexec.bat files should contain only those
items recommended by NTS. Other programs could
interfere with the performance and reliability of the server.

IP Configuration IP address
Subnet mask
Default router

The configuration used for our test environment was:

* Shadow IPserver Version 3.040
* IBM PC-DOS 2000
* IBM PC 365 (Pentium Pro 180 Mhz)
* 64 MB memory
* An IBM Turbo 16/4 Token-Ring Adapter, configured manually:
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* 16 Mb/sec data rate
¢ ROM address C800
* 10 port 0A20

6.4.2 Installation procedure

The IPserver installation program asks you for configuration information and
creates the NTS-SRVR.CFG file based on your input. To install IPserver,
follow the steps below:

1.

Ensure the machine you’ve selected to install Shadow IPserver on meets
the following requirements:

1. Drive C: is your primary disk partition.
2. Drive C: must be formatted and installed with DOS.

3. IPserver requires HIMEM.SYS to be loaded via your CONFIG.SYS file.
Advanced memory management programs like EMM386.EXE or
RAMBOOST.EXE should not be used. If these files are being referred
to within the CONFIG.SYS or AUTOEXEC.BAT files, the statements
must be removed.

4. Check the PC's time and date to verify that they are correct. Changes
made after your server is running might affect its configuration. Refer to
6.4.3, “IPserver configuration overview” on page 298 for details.

2. Place the Shadow Installation diskette into the PC's diskette drive.

3. Start the installation program by issuing the following command:

<drive letters:\INSTALL
where <drive letters is the drive that contains the installation diskette.

When prompted, enter the required information such as the IP address
you’ve selected for the server, the subnet mask and the default router
address.

When prompted, select the appropriate network adapter and adapter
settings. You need to know the port address and memory range your
network adapter is using, as the installation program will ask for this
information. These parameters can also be changed later, and are located
in the NTS-SRVR.CFG file in the CASHADOW directory.

At a minimum, the server needs to be configured with the correct
parameters for the network adapter card, IP address and subnet mask,
and default gateway. With these parameters configured you have the
option of using NTS’s IPmanager software, or a Java enabled browser to
perform further configuration. The IPmanager program runs on Windows
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and uses a graphical user interface to configure and monitor multiple
servers.

During the installation of Shadow IPserver, you have the option of installing a
sample configuration. This is can be helpful if you'’re learning how to configure
the product for the first time. For our installation, we did not install the sample
configuration.

At the completion of the installation program, you can review or change the
information you entered by editing the NTS-SRVR.CFG file in the
C:\SHADOW directory. Figure 216 on page 297 shows the NTS-SRVR.CFG
we file used in our test environment.
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#OutAHere

NoDiags

No-Promiscuous
Replace-Client-ID

PING

History

BOOTP

DHCP

WINS-Mode

IPAddr 192.168.6.5
NetSubnetMask 255.255.255.0
BroadCastAddr All-1s
GateWayAddr 192.168.6.1
ArpTimeout 2

IPTimeToLive 4

Restart 0

AutoSave-Time 0

SyncTTL 10

BackupLimit 10

BackupTime 10

CoServerTTL 100000000

TTL 10800

ReleaseTTL 10
DNSBackupLimit 0
DNSBackupTime 0
NegCacheTTL 60
PosCacheTTL 100000000
DHCPBackupLimit 0
DHCPBackupTime 0
TCP-Idle-Time 100
TCP-Retransmit 100
Ping-Positive-Timeout 299
Ping-Negative-Timeout 299
Ping-Retries 1
Ping-Timeout 200
DNSCoServer-Retries 2
DNSCoServer-Timeout 500
DNSNameServer-Retries 2
DNSNameServer-Timeout 500
Time-Offset 36

SNMP-Get -Community public
SNMP-Set -Community public
NIC IBMTR

Connector TPI

Window 0C800

IO-Port 0a20

Figure 216. [Shadow IPserver] NTS-SRVR.CFG configuration file

The settings we chose to change for our test environment were:

* The OUTAHERE parameter was remarked. This prevents Shadow from
exiting if you accidentally hit the Esc key. To exit Shadow press
Ctrl-Right Shift-Esc.

e The TTL (Time To Live) setting was set to 10800 seconds (three hours) to
give optimal support for Windows 95 clients.
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6. Check that the command nrs-srvR was added to the AUTOEXEC.BAT file
to start IPserver. If you are using Shadow’s IPmanager software to
configure your server you can start the server and proceed from the GUI
screens. If you prefer to edit the textual configuration files, continue with
steps 7 and 8.

7. Optionally, modify the NTS-SRVR.NBN file to add entries to the NBNS
database on the server at startup.

8. To manually configure DHCP and DDNS, modify the NTS-SRVR.DHC and
NTS-SRVR.DNS files as required.

6.4.3 IPserver configuration overview

You can configure IPserver by manually editing its textual configuration files,
by using the management software (IPmanager), or both. When you use
IPmanager, your configuration entries are stored in several save files, which
are read at server startup. These binary files also contain dynamic data that
the server has learned while operational. IPserver can be configured to
create the save files periodically, and always creates them as it shuts down.
You can also cause the files to be created immediately when using
IPmanager.

If both textual configuration files and save files exist, IPserver uses the files
with the latest time stamp. So, regardless of the method of configuration, the
server uses a combination of the manually entered configuration, and the
dynamically learned information. For example, assume you install your
IPserver, and fully configure it via the textual configuration files. The first time
you exit the server, the binary save files are created. These files will contain
both your static configuration, and the dynamic information the server learned
from the network and other Shadow IPservers. When the server is restarted,
the binary save files will have more recent time stamps than the text files, and
will be used to start the server.

If you want your IPserver to begin at an explicitly defined state each time it is
started, you can inhibit the dynamic creation of save files by including the
NOSAVE keyword in the NTS-SRVR.CFG file. You would also rename any
existing binary save files, as the server still looks for them even if the
NOSAVE keyword is present.

The textual configuration files are briefly described below. Sample
configuration screens using IPmanager can be found in 6.4.4, “Configuring
through IPmanager” on page 299.

NTS-SRVR.CFG Contains basic system parameters, such as the server’s
IP address, subnet mask, and default router. These basic
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parameters are required to enable management via the
IPmanager program or Java. This file is created by the
IPserver installation program. A sample file is shown in
Figure 216 on page 297.

NTS-SRVR.DHC Contains the configuration for the DHCP service. This file
may not be present if you manage IPserver exclusively
with IPmanager. NTS-DHC-.SAV is the corresponding
binary save file.

NTS-SRVR.DNS Contains the configuration for the DNS service.
NTS-DNS-.SAV is the corresponding binary save file.

NTS-SRVR.NBN Contains the configuration for the NetBIOS Name Service.
This file can be used to pre-load NetBIOS names into the
NBNS database at startup. NTS-NBN-.SAV is the
corresponding binary save file.

NTS-SRVR.RUR Contains optional user IDs and passwords to authorize
read-only or full access from the IPmanager or Java
configuration programs. This file must be edited manually.

All of the textual configuration files follow a similar format and use keywords
alone or in combination with parameters to define the configuration. In all,
over sixty different keywords can be used within these files. NTS provides full
product documentation in PDF format with its evaluation edition programs.
These documents describe each keyword in detail, and can also be found on
the CD-ROM that accompanies this book.

6.4.4 Configuring through IPmanager

The NTS IPmanager product runs on Windows 95/98/NT platforms, and is
installed separately. It can be used to manage multiple IPservers via an IP
connection through your network.

In the following sections, we will use IPmanager for Windows to administer
our Shadow IPserver as a DHCP, DDNS, and NBNS server.

After you install and launch IPmanager, a logon panel will be displayed,
prompting you for a user name and password. The names and passwords are
set by editing the NTS-SRVR.RUR file. You can specify read-only and full
access using multiple user IDs. The security features of IPserver are optional,
but we recommended their use, as well as an appropriate measure of
physical security around the server hardware. The Logon panel is shown in
Figure 217 on page 300.

Chapter 6. Expanding your network 299



Logon [ %]

User Name: Iadmin1

Password: I ””””” 1
v Show Logon at startup

Ok LCancel | Help

Figure 217. [Shadow IPserver] Logon panel

Figure 218 shows our startup screen after connecting to the Shadow IPserver
by specifying its IP address. Once you connect to a server, its IP address is
saved and can be selected from the pull-down list near the top-left of the

window.

% IPmanager for Windows - 192.168.6.5 [Current User: admin1]

Fille Edit Miew Options WEMS DHCP DW5S  Help
s 3 | 3 S| ec|€ o] ~8[i |8 [%] %] [0] %

|Lagon of User adminl Successful [02Movag-0915%08  |Idle -

Figure 218. [Shadow IPserver] Startup screen

First, we’ll look at some global configuration by selecting
[Options—Server Configuration] from the menu bar. This displays the
Server Configuration window, as shown in Figure 219 on page 301.
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Logon of Uzer a

IP Address [19216868  MacAddess [o00s2511ECDE
Subnet Mask IW Router Discovery Iﬁ
Aip Timeout [zec] 120
TCP Idle Time [sec] 100 Gateways
TCP Retransmit [sec]  |100 4dd I
Restart Colnt IU— Delete | G ateways
Autozave Time [zec) ID— 13216861
IP TTL hops] N
Broadcast Address Im
¥ Save Files [ Log Files I History Files IV Security
Refresh ’TI Cancel el Help

Figure 219. [Shadow IPserver] Server Configuration window

The Server Configuration window is used to set global parameters for the

server. The Configuration page, shown in Figure 219 on page 301, is the first

of nine pages in the window. The Help button at the bottom of each page
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brings up comprehensive contextual information. The other pages in the
Server Configuration window are described in Table 13.

Table 13. Shadow IPserver configuration pages

Page Description

Configuration Items specified here include the server IP address, mask and
gateway information.

Services This page allows you to selectively enable or disable DHCP,
DNS, or NBNS services individually, without disturbing their
configuration. Logging options are also specified here.

DHCP These pages specify global parameters for each service. If
backup or co-servers are being used, they are identified on

DNS these pages. Parameters controlling the interaction between
this server and its peers or backups are specified here as

NBNS
well.

SNMP Simple Network Management Protocol community names
are specified here.

Information The build date of the IPserver software is displayed here,
along with data on capacity and resource usage.

NIC Network adapter information such as 10 address and
memory window can be seen here. Counters for packets sent
and received are also displayed.

Time An address for a Network Time Protocol server can be
entered here. If your using backup servers or co-servers, we
recommend the use of this feature to keep all of your Shadow
IPservers’ clocks in sync.

6.4.5 DHCP configuration

IPserver lets you define multiple option sets that can contain one or many
DHCP configuration parameters. From the DHCP menu, select

[Option Sets]. A window showing the currently configured option sets will be
displayed. Figure 220 on page 303 shows the three option sets we created for
our small test networks. They are named global, short lease, and long lease.
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= IPmanager for Windows - [DHCP - Dption Sets] - 192.168.6.5 [Current User: admin1]

Fie Edit Miew Dptions NBNS DHCP DNS Help
[19216255 -] \élglgl@lﬂ:
[

Option Set Mame
Dt global
Q5 long lease
Qs shart lease

i

C || 2]+ @ |2 X] & %

| DHCP Option Set Enum Successhul [02Nev33-09.2303  [Ide i

Figure 220. [Shadow IPserver] DHCP option sets

A new option set can be added by selecting [Edit—Add] from the menu bar,
by pressing Ctrl-A, or by pressing a button on the tool bar. You can edit an
existing item by double-clicking on it, or by clicking once and selecting
[Edit—Edit] from the menu bar, by pressing Ctrl-E, or by using the Edit
button on the tool bar. The right mouse button can also be used to access
functions.There are a variety of ways to access functions in IPmanager
throughout the program.

In Figure 221 on page 304, the DHCP options contained in the global option
set are shown.
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:" IPmanager for Windows - [DHCP - Option Sets] - 192.168.6.5 [Current User: adminl]

File Edit “iew DOptions NBWS DHCP DMS Help

|192.158.E.5 Option Set - 192.168.6.5

— Option Set Iglobal
Dption Set Mame

Ot global A

Qg long lease

O short lease 01 Subnet Mask = 255.265.255.0

0E Domain Marme Server = 132.168.65
44 MetBI0S Mame Server = 1592 168.6.5

45 NetBIOS Datagram Distributor = 132,

Option Sets

LCancel

Edit

Help

b |

qay

|DH|:F' Option Set Get Info Succeszsiul

| 02N ov33-09:26:10

[Idle

Figure 221. [Shadow IPserver] Editing DHCP Option Sets

304

Now, add an additional DHCP option for NetBIOS Node Type by clicking
anywhere in the options list, and then selecting the Add button. This causes
the Add/Change Options dialog to be displayed, as shown in Figure 222 on

page 305.
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’: IPmanager for Windows - [DHCP - Option Sets] - 192.168.6.5 [Current User: adminl]
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Figure 222. [Shadow IPserver] Add/Change Options

Select option 46 from the list of available options, and click on the radio
button for a Node Type of H Node. Pressing the Add button adds your new
option to the list. This window is also used to change the value of existing
options. Pressing the Ok button will close the window and take you back to

the prior screen.

In this scenario, you are using the global option set to contain configuration
parameters that are appropriate for a large number of clients. Also defined
are two other option sets, long lease is for our desktop clients, who rarely
move, while the short lease option set defines much shorter lease durations.
The shorter lease times are well suited to nomadic laptop users.
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Figure 223. [Shadow IPserver] Long lease Option Set

Figure 223 on page 306 shows that the long lease option set specifies values
for options 51, 58 and 59. Shadow IPserver supports specification of the
three options pertaining to lease times individually. For the long lease option
set, the total lease time has been set to 360000 seconds (100 hours), while
the renewal interval is much shorter at 86,400 seconds (24 hours). The
DHCP defaults are deviated for good reasons. The liberal lease time allows
clients to run without access to a DHCP server for several days if necessary.
The relatively short renewal time (option 58) ensures that any changes made
to client configuration options will be distributed promptly.

At the bottom of Figure 223, the Option Sets list box is shown (it is empty).
IPserver allows you to refer to an option set within another option set. To do
this, click within the lower list box, then select the Add button. In
environments where the client population is very diverse you might find it
helpful to employ a greater degree of granularity in your use of option sets.
For example, you might have an option set called west coast fire wall that
contains just a single DHCP option. You can then include this option set
within other option sets instead of entering the dotted decimal address in
each option set that needs it.
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Duplication of options within these nested option sets is supported, however,
we recommend that you fully understand the priority algorithm IPserver
applies in such cases.

6.4.6 DHCP pools
In IPserver, DHCP pools are used to identify the IP addresses offered to
clients. They can be set up as a continuous range, a range with exclusions, or
as a simple list of available or unavailable IP addresses. Additionally, address
pools can be further defined by Client and Vendor Class options that are sent

by some clients.

Selecting [DHCP—Pools] from the menu bar will display a list of currently
defined DHCP pools, as shown in Figure 224 on page 307.

% IPmanager for Windows - [DHCP - Pools] - 192.168.6.5 [Current User: admin1]
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Figure 224. [Shadow IPserver] DHCP Pools

For our test networks, we are serving DHCP clients in two locations, Armonk
and Austin. Additionally, we differentiate between desktop and laptop users in
both locations. Double-clicking on the listing for armonk-laptops allows us to
view or edit the pool, as shown in Figure 225 on page 308.
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Figure 225. [Shadow IPserver] Editing a DHCP Pool

308

At the top the screen in Figure 225 are several entry fields and pull down lists
that are used to name and control the pool. The contextual help does a good
job of describing the function of each of these items.

The lower portion of the screen in Figure 225 contains four list boxes. To add
or change the contents, click anywhere within the list box you’d like to
change, then click on the appropriate button. The function of the list boxes is
described in Table 14 on page 309.
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Table 14. DHCP pool configuration items

IP source ranges Indicates the valid source subnet for these clients. This value
is calculated automatically, but can be overridden. This can

be usefulin environments where the use of switching, VLANs
or ELANSs results in multiple IP subnets within the same MAC
layer broadcast domain.

IP address ranges IP addresses can be listed individually or in ranges, with any
mix of inclusion or exclusion.

Options Individual DHCP options that are used for this pool of
addresses.

Option Sets DHCP options that are defined using the Option Sets

functions in IPserver.

As mentioned above, we defined two DHCP pools for each of our locations
(Armonk and Austin), one pool for desktop clients and another for laptop
clients. The desktop pools use the long-lease option sets, while the laptop
pools use the short-lease option sets.

Our goal in doing this was to be able to efficiently administer our limited
number of IP addresses by assigning a much shorter lease interval to laptop
based clients. To implement this plan, we made use of a DHCP option called
User Class ID (option 77). However, we found that the Microsoft TCP/IP stack
does not support this DHCP option. To get around this problem, we installed
the IPclient software product from Network TeleSystems on each laptop. The
IPclient software enhances but does not replace the Windows TCP/IP stack.
The DHCP client in our OS/2 systems with TCP/IP Version 4.21 already
supported DHCP option 77, as did our AlX clients.

We were then able to configure all of our laptop clients to send the string
nomads as option 77 within their DHCP requests. We configured our DHCP
pools that support our laptops by placing the string nomads in the User Class
ID entry field, as seen at the top right of the screen in Figure 225 on page
308. These actions resulted in our Shadow IPserver being able to configure
our laptop clients differently than our desktop clients.

The Vendor Class ID option (66) can be implemented in a similar fashion, and
is also shown in Figure 225 on page 308.

6.4.7 DHCP configurations

Selecting [DHCP => Configurations] from the menu bar will show current
and recently configured DHCP clients, as seen in Figure 226 on page 310.
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Figure 226. [Shadow IPserver] DHCP Configurations list

From this window, you can display details for a client’s configuration by double
clicking on the desired entry. The details provided for each client include the
incoming options and the list of requested options. Also listed are options the
server offered to the client, even if the client did not successfully complete the
configuration process. This type of information is helpful to have, especially in
complex installations.

Individual configurations can also be used to setup reserved addresses for a
client. This is done when you need to ensure that a client receives the same
address each time it obtains a lease.

6.4.8 Shadow IPserver DNS

In our test network, Shadow IPserver was also configured to provide static
and dynamic DNS services. Selecting [DNS => DNS Entries] from the menu
bar on IPmanager displays a dynamic list of DNS information, as seen in
Figure 227 on page 311.
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Figure 227. [Shadow IPserver] DNS entries

The left portion of the window contains a tree display of Internet name
domains in the network. In this case, we have expanded the tree to view DNS
entries for “armonk.cooking.net”.

From this window you can display details, or edit individual entries. In Figure
227, note that the entries for three hosts (merlot, router, and buffet) are static,
while the other three (fillet, pizza, and wings) are dynamic. Static DNS entries
can be added by selecting [Edit—Add] from the menu bar. This brings up the
Add DNS record dialog, as shown in Figure 228 on page 312.
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Figure 228. [Shadow IPserver] Add a DNS Record

In this case we are adding a type A DNS record for IP address 192.168.6.14,
a host named gumbo. Note that other DNS record types can be added as
well, as we did with our merlot host. Merlot’s TXT and HINFO records can be
seen in Figure 227 on page 311.

6.4.9 NetBIOS name services

The Shadow IPserver functions as an RFC1001/1002 NetBIOS Name Server,
as well as a NetBIOS Datagram Distributor (although some clients do not
exploit the latter function). We also used IPserver to provide Microsoft WINS
resolution to our clients. The NBNS configuration we used is shown in Figure
229 on page 313.
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Figure 229. [Shadow IPserver] NBNS Configuration
The NBNS function in Shadow IPserver learns of NetBIOS hosts on the
network dynamically, as shown in Figure 230 on page 314.
Chapter 6. Expanding your network 313



= IPmanager for Windows - [NEN5] - 192.168.6.5 [Current User: admin1]
File Edit “iew DOptions MBMS DHCP DMWNS Help
i n L=
feess =1 | &) o) @] | || i+ |16 %] B 2ol
MEBMS Mame i Type | MHaode | IP Address I Static/Dynanic i
W ADMINISTRATOR-{03] Unigue  X-Mode 192.168.6.1 Tue Nov 02 15:03:46 1933
W ITS0AUS [o0] Group  X-Mode 19216861 Tue Mowv 02 15:03:46 1939
W ITS0AUSHT-—{00] Group  X-Mode 192.168.6.1 Tue Wow 02 15:03:46 1933
@ MERLOT - [00] Unique  H-Mode 1921686.10 Tue Mowv 02 15:47:39 1939
& MERLOT -mrmeee Unigue  H-Node 192.168.6.10 Tue Nowv 02 15:48:04 1933
@ ROUTER-- [o0] Unique  #-Maode 19216861 Tue Mov 02 15:03:46 1939
& ROUTER-- [03] Unigue  ®-Mode 192.168.6.1 Tue Nowv 02 15:03:46 1933
W ROUTER---eer Unique  #-Maode 19216861 Tue Mov 02 15:03:46 1939
& WORKGROUP--[00] Group  X-Mode 192.168.6.1 Tue Nowv 02 15:03:46 1933
& WORKGROUP---[1B] Unique  #-Mode 192.168.6.1 Tue Mowv 02 15:03:46 1333
@ wWORKGROUP-—[1C] Group  X-Mode 19216861 Tue Mowv 02 15:03:46 1939
& wW5NP2300-—[00] Group  H-Node 192.168.6.10 Tue Nowv 02 15:47:46 1933
LY olom— Unique #-Mods 9991 Shatic
| YT E— Urique  #-Mods 2599 Static
‘ 1771 {[u] O Unigue  H-MNode 192.168.6.10 Static
|MENS Enum Successhul [02Nev33-10:01:00  [Ide 4

Figure 230. [Shadow IPserver] NBNS database display

This display lists the NetBIOS names, their type (group or unique) and the
broadcast configuration for the host. From this window you can also add static
entries for NBNS resolution by selecting [Edit—Add] from the menu bar.

6.4.10 Backing up your IPserver configuration

314

Of course, once you have fully integrated IPserver into your network you will
want to protect your configuration efforts. If the server’s Save Files function is
enabled, as shown in Figure 219 on page 301, the server will create the files
each time it shuts down. So, one method of accomplishing a backup is to
simply shut down the server, and copy the binary save files to a diskette with
a DOS command:

COPY C:\SHADOW\*.SAV A:\

You can also use IPmanager to import the server’s configuration and dynamic
data as shown in Figure 231 on page 315. This will produce textual
configuration files that can be restored to the server at a later date. (Keep in
mind that *.SAV files with a newer time stamp will override older configuration
files, as described in Figure 6.4.3 on page 298.)
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% IPmanager for Windows - 192.168.6.5 [Current User: admin1]
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Figure 231. [IShadow IPserver] Import binary save files
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Chapter 7. Mobile users

If you're planning on supporting remote users or offices, this chapter will help
explain PPP with dial-up or ISDN connections. We'll also demonstrate how to
automatically assign printers and display welcome messages as users roam
from office to office.

7.1 PPP dial-up

PPP servers provide dial-up access to a TCP/IP network over modem, ISDN,
or similar connections for remote users working away from the office.
Sometimes these servers also link remote branch offices to the central office.
Unfortunately, most PPP servers must be managed separately, and, while
they can provide IP addresses to clients dynamically, they usually supply
those addresses out of separate, static tables maintained at each PPP server.
Consequently, they do not integrate well with DHCP, and they can impose an
extra burden on network managers.

However, IBM PPP services are included in OS/2 Warp Server for e-business
and can access a DHCP server to obtain addresses for remote users. (See
Figure 232 on page 318 and Figure 233 on page 319.) DDNS services may
also be used. By shifting the burden for address assignment back to the
DHCP server(s), the IBM PPP server can prove a lot easier to administer.
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Figure 232. [Warp Server] PPP Server and DHCP

7.1.1 Prerequisites

To install an IBM PPP server on your network, you will need the following:

1. A system with OS/2 Warp Server for e-business and the Remote Access
Services component installed. The server should have at least one dial-up
connection available (such as a modem) for testing purposes and should
also be connected to your TCP/IP network.

2. For OS/2 Warp Server Version 4, the IBM PPP Server software can be
downloaded from the IBM Software Choice Web site at:

http://www.software. ibm.com/swchoice

You will need a Software Choice or Passport Advantage subscription,
available from your IBM software dealer, to access this software.

3. If you plan to use TCP/IP 4.1 with the PPP Server, you should also obtain
at least two fixes: APARs 1C21069 and 1C21116. These fixes are available
from IBM Software Support on the Internet at:

http://ps.software.ibm.com
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4. A DHCP server on your network, such as OS/2 Warp Server’s TCP/IP 4.21
or 4.1 DHCP server. (In fact, the PPP Server can reside on the same
system as the DHCP server.)

5. A DDNS server if you wish to take advantage of dynamic name services.
(Optional.)

6. A remote client with a PPP dialer for testing purposes.
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Figure 233. [Warp Server] PPP Server and DHCP: Example

The IBM PPP Server (formerly called LAN Distance) works with many, but not
all, network adapters supported by OS/2 Warp Server. Choose the network
adapter carefully for your PPP server. A list of supported adapters can be
found on the Internet at the OS/2 Device Driver Pak On-Line at:

http://service.software.ibm.com/os2ddpak/index.htm

With the correct communications adapter, the IBM PPP Server can support
up to 128 dial-up ports per server using products such as NETAnywhere. For
more information on NETAnywhere, please visit:

http://vrcomm. com/html/vcpos2 . html
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7.1.2 Step-by-step procedure
Here are the major steps required to set up the IBM PPP Server with DHCP:

1.

Install the IBM PPP server software. Simply follow the normal procedure
described in the documentation.

Adapter and Protocol Configuration

Select a network adapter and then select protocols to go with it.

HNetwork Adapters ~Protocols
I'-Io Network Adapter BEEl Netware NetBIOS Emulation|&
3Com EtherLink 16 (3¢507) Family - 0S IBM IEEE 802.2
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3Com EtherLink Il Family 05/2 ~| | ||IBM Hetware Requester Sup|v|

[ I 3] 3

| Add | |Qhange| | Other adapters... | | Add | | Other protocols... |
~Current Configuration Select OK when

To edit driver parameters, select an item below and complete.
then select Edit.

0 - IBM TCP{IP |
LAN Distance Logical Adapter.......

2 - IBM 0S/2 HETBIOS

1 - IBM TCP/IP J Cancel

[ ['>]

=
=

| Edit ||Bem0ve|| Change number... |

Figure 234. [Warp Server] TCP/IP added to PPP Logical Adapter

2. Verify that the TCP/IP protocol is bound to both adapters. Using MPTS,

make sure that the TCP/IP protocol is listed under both network adapters.
0 - IBM TCP/IP should be listed under the regular LAN adapter and 1 -
IBM TCP/IP should be listed under the LAN Distance Logical Adapter. See
Figure 234.

Configure IP addresses for both adapters. Note that these addresses need
not be on the same subnet. Although DHCP can be used to assign these
addresses, you may wish to stick with static addresses until your other
testing has been completed.

Turn on IP forwarding. TCP/IP traffic must be allowed to flow from the LAN

Distance Logical Adapter to your regular LAN adapter and onto the
network. Open the TCP/IP Configuration notebook and check the IP
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Forwarding checkbox. See Figure 235.

onfiguration Notebook ﬂ O
Netwurk| Routing | Host Names | Autustart| General | Security| SOCKS | Printing | AN
Configure Routing Information
Route Type Liestination Address Router Metric Count Subnet Mask _|
default 192.168.7.1 1
Tt 192.168.7 192.168.7.1 1 255.255.255.0
MIP Forwarding
| Create default Met route far a given host I
| Add I | Change I | Delete I | Undao I
| Ok, I | Cancel I | Help I

Figure 235. [Warp Server] IP Forwarding enabled

5. Edit WCLLOCAL.INI to turn on DHCP In the \WAL directory, a key
configuration file for the PPP Server, WCLLOCAL.INI, can be found. Using
any text editor, such as the OS/2 System Editor, find the [ppP] section and
change the oBTAINIPADDR line so that it reads:

OBTAINIPADDR=DHCP
(You may also wish to activate DDNS.)

6. Define an address pool for PPP clients on the DHCP server. The subnet
containing the dial-up PPP clients should have enough free addresses
available.
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7. Define a PPP user. Start the IBM Remote Access program. Using this
graphical program, define at least one PPP user for testing.

8. Add the PPP Server to the Startup folder. Drag a shadow of the IBM
Remote Access program icon to the Startup folder to make sure that the
PPP Server always starts up every time the server reboots.

9. Test the dial-up connection. Your dial-up PPP client should be able to
connect to the server, get an address assignment and communicate with
other systems using the user ID and password you defined earlier.
External modems on both ends can prove helpful since they provide status
indicators which can be used to monitor the progress of connections.

The online PPP Server reference guide includes more information on
troubleshooting your dial-up connections. In particular, you should pay close
attention to the routing tables and subnets you have implemented on your
network, since most common errors occur when dial-up clients do not have
proper routing to other systems on the network.

7.2 Roaming users

While we've seen how people can work at home through a dial-up PPP
connection and get access to the office TCP/IP network, it isn't the only place
where dynamic network access may be needed. Many companies have
several different locations and workers who travel may need to connect from a
remote office. It's important that they feel at home, getting not only IP address
information but also access to local network printers and any other resources
particular to that specific office. That way, travelers can work as quickly and
easily as possible.

Sales people, service personnel, executives, and many other professionals
must work in several different locations from time to time, and many of them
rely heavily on their notebook computers. Hotelling is also becoming
commonplace, with telephone systems and computing technologies that
allow employees to sit at any desk in the office. A dynamic IP network can
help respond to these changing business needs. This section focuses on
extending DHCP to help assign local printers, display a local message of the
day, and otherwise provide simplified access to the network wherever a
roaming user may be.

Additionally, you may require lease differentiation between laptop and
desktop computers, wishing to give laptop computers shorter lease times
than desktop computers. See 6.4.6, “DHCP pools” on page 307 for a
description of how to accomplish this with NTS Shadow IP Server.
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For this section, we tested OS/2 Warp 4 on an IBM ThinkPad 760ED
notebook computer with the IBM PCMCIA Token-Ring Adapter. However, you
may adapt these scenarios to your own particular software, equipment, and
network. In fact, since almost every company has roaming users of one sort
or another, we believe most readers ought to study this section carefully.

7.2.1 Prerequisites
To provide services for roaming users, you will first need access to the
following resources:

1. A DHCP server (preferably with DDNS), such as OS/2 Warp Server. We
recommend you set a relatively short lease time (such as three minutes;
three minutes is the shortest lease time allowed by the DHCP server) for
testing purposes.

2. A sample client system, with basic DHCP capabilities (and, if necessary,
file/print services with TCPBEUI) working correctly.

3. Access to at least one other location, whether it's across the hall, another
floor, or in a different building. This location may be on a different subnet.

4. A Web server, such as Lotus Domino, for message of the day service.

5. A network printer, on a OS/2 Warp Server or NT domain, or as a TCP/IP
(LPD) printer.

7.2.2 Automatic connection to file/print domain

If you primarily use traditional file and print services, reserving TCP/IP for
Web browsers and other applications, then you can use extended DHCP
options to pass information on the local file/print domain to a roaming client.

7.2.2.1 Assumptions
For now, we assume:

* A roaming user visits at least two different offices, floors, or other separate
file/print domains with a notebook computer running OS/2 Warp 4.

The roaming user has an account on each domain (even a GUEST
account) with default printer assignments.

The domain controller and the client can use TCPBEUI to communicate.

For simplicity, the domain controller is doubling as the print server, and the
client does not need to use TCPBEUI to communicate with any other
systems. In other words, only one TCPBEUI broadcast address is needed
by the client.

A NetBIOS name server, such as Shadow IPserver, is not available.

Chapter 7. Mobile users 323



Both the domain name and the IP address of the domain controller may vary
from location to location.

7.2.2.2 DHCP server setup

DHCP provides some standard options (44 to 47) for passing
NetBIOS-related information to clients. However, none of these options seem
appropriate given our assumptions. For example, there’s no explicit option to
provide the domain name to our client. While it’s possible to use a published
DHCP option for something other than its specified use, we certainly don’t
recommend the practice.

Instead, there are at least two ways to extend DHCP to provide this custom
information to each client. One way is to use Option 43 (Vendor Specific
Information). Perhaps the best way, though, is to use any of the options
already set aside for custom use, options 128 through 254.

Although not universally accepted, many platforms have settled on specific
purposes for some of the DHCP options in this range. OS/2 Warp, for
example, may use options 200 to 208 to receive various extra TCP/IP
parameters, such as the default SOCKS server address (Option 205).
Consequently, these should be avoided as well when choosing your own
custom options.
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Figure 236. [Warp Server] Adding class definition to DHCP server

We need to add two extra custom options to the DHCP server. The following
two options can be defined:

Option 150 Domain Name
Option 151 TCPBEUI Broadcast Address
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Figure 237. [Warp Server] Adding option 150 to class IBMWARP_V3.1

For our first test office, the domain name is ARMONK, and the TCPBEUI
broadcast address is merlot.armonk.cooking.net. Since these are not
reserved DHCP options, they shouldn’t bother any other DHCP clients; so,
you can safely add them to any subnet you wish. Try adding them to your
DHCP server for a specific subnet, client classification, or other portion of
your network where they would apply.

In Figure 236 on page 325, we define a new class, IBMWARP_V3.1, for the
entire subnet, armonk.cooking.net. The class name, IBMWARP_V3.1, is
found in the DHCPCD.CFG file on an OS/2 Warp client, and it's normally the
default value for both options 60 and 77. (You can edit DHCPCD.CFG on the
client if you wish to change this value.) This class name is communicated to
the DHCP server at the time the client requests its address assignments. In
this example, listing options 150 and 151 under a specific class name
prevents other clients, even within the same subnet, from receiving these
extra option values.

Figure 237 and Figure 238 on page 327 show how one of these extra options,
the LAN Domain Name, is defined and its value, ARMONK, set.
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Figure 238. [Warp Server] Setting ARMONK as DHCP Option 150 Value

Finally, in Figure 239 on page 328, all configuration is complete. With our new

class highlighted, IBMWARP_V3.1, the options that will be received by
members of this class are listed with their value on the right. In particular,

option 150 will provide the string ARMONK, and option 151 will provide the
fully qualified domain name for the domain controller, the string
merlot.armonk.cooking.net. In fact, merlot.armonk.cooking.net is registered
with a dynamic DNS server, and its numeric IP address assignment could

change; so, it’'s particularly important that a name server be provided to the

client as one of the options to help properly resolve this TCP/IP address.

Although options 44, 45, and 46 are defined for this entire subnet, they will

not be used by this client. We assume that a NetBIOS name server is not

available.
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Figure 239. [Warp Server] Option values for class IBMWARP_V.3.1

7.2.2.3 Client setup

Our client (OS/2 Warp 4 in this example) has been previously set up to get its
IP address assignment using DHCP and to use TCPBEUI as the protocol for
its file/print client software. Now it’s up to OS/2 Warp 4 to do something with
these two new DHCP values.

In OS/2 Warp 4, the file DHCPCD.CFG controls the DHCP client
configuration. This file is located in the directory pointed to by the erc
environment variable, as set in the CONFIG.SYS file. Normally, but not
always, this directory is XX\MPTN\ETC (where X: is the OS/2 Warp boot
drive). You can edit this file with any text editor, such as the OS/2 Warp
System Editor.

Part of the DHCPCD.CFG file describes the DHCP options the client should
handle (and how they should be handled). That section appears below:

#option 9 exec "dhcpibm.cmd 9 %s" # LPR Server

#option 71 exec "dhcpibm.cmd 71 %s" # Default NewsReader/2
#option 200 exec "dhcpibm.cmd 200 %s" # Default LPR Printer
#option 201 exec "dhcpibm.cmd 201 %s" # Gopher Server
#option 202 exec "dhcpibm.cmd 202 %g" # Default WWW Home Page

[...]
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The # symbol indicates that the option is commented out and deactivated. We
need to add options 150 and 151 and process them appropriately. So, in this
section, add the following lines (without the # symbol in front):

option 150 exec "myoffice.cmd 150 %sg" # Domain Name
option 151 exec "myoffice.cmd 151 %g" # TCPBEUI Broadcast Address

By adding these lines to the DHCPCD.CFG file, we're instructing OS/2 Warp
4 to obtain these extra option values (150 and 151) from the server and to
pass them to a REXX script called MYOFFICE.CMD, which you can create.
MYOFFICE.CMD will be run twice, once for each option. Unless the directory
is specified (for example, C:\BATCH\MYOFFICE.CMD), the PATH (as set in
CONFIG.SYS) must contain the directory where MYOFFICE.CMD is located.

DHCPIBM.CMD is provided as a sample REXX script to show how DHCP
options can be processed. You can find DHCPIBM.CMD in the \MPTN\BIN
directory.

Here’s how MYOFFICE.CMD might look, using DHCPIBM.CMD as a basis:

/* MYOFFICE.CMD

* by Timothy Sipples

* MYOFFICE <option tag> <option datas

* Return values: O=successful, l=input error, -l=system error

*/

/* add RexxUtil functions */
call RxFuncAdd 'SysFileDelete', 'RexxUtil', 'SysFileDelete'

return code = 0
becst file = "C:\IBMCOM\RFCBCST.LST" /* Drive C; change if needed */

/* Get option number and data from the command line */
parse arg option tag option data

if ((option tag = '') | (option data = '')) then do
return code = 1 /* wrong number of arguments */
exit return code
end

/* Strip leading and trailing spaces */
option tag = strip(option tag)
option data = strip(option data)

Figure 240. [0S/2 Warp] MYOFFICE.CMD (Part 1 of 3)
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/* Instantiate the option */

select
when (option tag = 150) then do /* Domain Name */
data = hex2ascii string(option data)
if (data \= '') then return code = change domain(data)
else return code = 1 /* improper Domain Name */
end

when (option tag = 151) then do /* TCPBEUI B'cast Address */
data = hex2ascii string(option data)
if (data \= '') then do
dummy=SysFileDelete (bcst file)
return code = lineout (bcst file,data)
dummy=stream(bcst file,"C", "CLOSE")
"@rfcaddr"
end
else return code = 1 /* improper B'cast Address */
end

otherwise
return code = 1
end

exit return code

/* hex2ascii string (option data)
* Take a hex string in the form "mn nn nn ...", verify it's a valid
* hex string, and convert it to an ASCII character string.
* Returns the string if the data is valid, a null string if not.
*/
hex2ascii string: procedure
parse arg 'hex' '"' data '™
if (\ DATATYPE(data, X)) then return ""
data = strip(data, 'B', '09'x)
return X2C(data)

/* change domain (domain name)
* Take the domain name and record it in IBMLAN.INI
*/

change domain: procedure
parse arg domain name
lanini file = "C:\IBMLAN\IBMLAN.INI" /* Change if needed */

Figure 241. [0S/2 Warp] MYOFFICE.CMD (Part 2 of 3)
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temp file = "C:\IBMLAN\IBMLAN.TMP" /* Change if needed */
dummy = SysFileDelete (temp file)
dummy = stream(lanini file,"C","OPEN READ")
dummy = stream(temp file,"C","OPEN WRITE")
do while lines(lanini file)
temp line = linein(lanini file)
if left (translate(strip(temp line)),6) = "DOMAIN" then
temp line = " Domain = "||domain name
dummy = lineout (temp file,temp line)
end
dummy=stream(lanini file,"C","CLOSE")
dummy=stream(temp file,"C", "CLOSE")
dummy=SysFileDelete (lanini file)
"@ecopy "temp file" "lanini file
return 0O

Figure 242. [0S/2 Warp] MYOFFICE.CMD (Part 3 of 3)

When DHCP option 150 is received by MYOFFICE.CMD, the domain name is
extracted and recorded in the IBMLAN.INI file. When DHCP option 151 is
received, MYOFFICE.CMD extracts the broadcast address and creates a new
RFCBCST.LST file containing that address. Then RFCADDR runs and
rereads the broadcast and names files (RFCBCST.LST and
RFCNAMES.LST) for TCPBEUI.

When the desktop loads, STARTUP.CMD works in partnership with
MYOFFICE.CMD. Figure 243 on page 332 shows how STARTUP.CMD may
look.
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/* STARTUP.CMD
* by Timothy F. Sipples

* to start requester and prompt for logon.

*/

call RxFuncAdd "SysFileTree", "RexxUtil", "SysFileTree"
call RxFuncAdd "SysSleep", "RexxUtil", "SysSleep"

"e@cls"
say "Waiting to receive your local domain name."
say "One moment, please..."

do forever
dummy = SysFileTree(lanini file, "info","T")
curr date = date("O")
curr time = time("M")

file date = £ yy||"/"||£ mo||"/"||£ dd

file time = £ hh*60 + £ mm

if curr date = file date then

if (curr time = 0) & (file time = 60*23+59) then do
/* Insert midnight rollover handling here. */

end

call SysSleep 10
end

"@START /N /PM LOGON /V:DOMAIN"
"EXIT"

* Waits for MYOFFICE.CMD to rewrite IBMLAN.INI then proceeds

lanini file = "C:\IBMLAN\IBMLAN.INI" /* Change if needed */

parse value info.l with £ yy "/" £ mo "/" £ dd "/" £ hh "/" £ mm " '

if (curr time = file time) | (curr time = file time+l) then leave

Figure 243. [0S/2 Warp] STARTUP.CMD

STARTUP.CMD waits for MYOFFICE.CMD to rewrite IBMLAN.INI with the
correct default domain name. Then STARTUP.CMD starts LOGON, which first
starts LAN Requester. The user can then log onto the local domain to obtain

default printer assignments and other LAN resources.
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STARTUP.CMD knows that MYOFFICE.CMD has finished with IBMLAN.INI by
comparing the file date and time with the current date and time. If these two
times differ by no more than one minute, MYOFFICE.CMD has likely done its
work, and the LAN Requester starts. If not, STARTUP.CMD keeps checking
every 10 seconds. Since MYOFFICE.CMD could take up to a minute or more
to get the extra DHCP options, STARTUP.CMD warns the user with a
message, One moment, please....

7.2.2.4 Technical caveats

You should view MYOFFICE.CMD and STARTUP.CMD as examples to
illustrate the capabilities of DHCP in helping to support mobile users. Many
potential problems exist in both batch files. We would like to draw your
attention to a few of these issues:

* MYOFFICE.CMD runs with every lease renewal, once for each of the two
new DHCP options. If the lease period is short, then a lot of background
processing can take place, impacting performance. Also, tasks that require
user input (such as LOGON) should not be started from MYOFFICE.CMD
or any equivalent. If the lease time is two minutes, for example, then the
user would be prompted every two minutes to log onto the network. Use
the DHCP option handler to record option values in INI files, configuration
files, and other locations. Use other batch files (such as STARTUP.CMD or
a program started from the Startup folder) to act on these option values.

* We believe that it's appropriate to delete RFCBCST.LST and rewrite the
file with each renewal. A more sophisticated version of MYOFFICE.CMD
should perhaps modify entries in RFCBCST.LST and RFCNAMES.LST
more carefully, allowing the client to communicate with other systems
using TCPBEUI. Or option 151 could be extended to provide a list of many
names and/or addresses, a poor man’s NetBIOS name server.

e Comparing the current date and time with the file date and time in
STARTUP.CMD is not the most elegant method of communication between
MYOFFICE.CMD and STARTUP.CMD. You should consider using REXX
queues, for example, if you need to have the DHCP option handler alert
another one of your batch files that an event (receipt of the DHCP option)
has occurred. Remember, however, that MYOFFICE.CMD runs for each
option and for each lease renewal, so you should be careful not to keep
adding to a REXX queue indefinitely to avoid running out of memory. The
best approach might be to use a separate queue for each notification and
to clean out each queue before use. (See 7.2.3, “Netscape Message of the
Day service” on page 334, for an example.)

e Error handling could be substantially improved in these batch files, to
catch disk full errors, for example.
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* We used the fully qualified domain name merlot.armonk.cooking.net in
option 151. We discovered that enabling the OS/2 Warp SOCKS capability
in the TCP/IP stack (SOCKS_FLAG on in the \MPTN\ETC\SOCKS.ENV
file) disrupted name resolution with the fully qualified name if the SOCKS
server was unreachable. You may wish to use the hostname only (merlot
in this example) if you are also using DHCP to pass the standard domain
name option and if the hostname alone can be resolved.

* In these batch files there’s no guarantee that option 151 handling will be
complete before the user attempts a logon. STARTUP.CMD could be
enhanced to also check that RFCBCST.LST has been updated and
RFCADDR has been run before starting LOGON. Again, REXX queues
may help.

* Be aware that using the graphical setup programs in OS/2 Warp (such as
the TCP/IP Configuration Notebook or the Multiprotocol Transport
Services Setup) can rewrite IBMLAN.INI, DHCPCD.CFG, and other critical
files. Make sure that any changes you make to these files in order to
support enhanced DHCP option handling are not reversed or modified
when you take advantage of the graphical setup programs.

* We do not necessarily recommend placing all the REXX programming
code for enhanced DHCP option handling on every client. Instead, you
may wish to pass a single DHCP option to a client containing the latest
version of the REXX script(s) to be run. This bootstrap method can help
make managing clients easier.

e Handling TCP/IP printers is also quite easy, and some example REXX
scripting appears in DHCPIBM.CMD for the relevant DHCP options (9 and
200).

7.2.3 Netscape Message of the Day service

Based on the file/print example, it should also be possible to provide a
message of the day service to roaming clients and improve upon the methods
used previously. The DHCP server will pass a Web address (URL) to the
client as one of the options, and the client will start Netscape at bootup to
display this message.

7.2.3.1 DHCP server setup

Appendix D, “DHCP options (RFC 2132)” on page 457, lists the DHCP
options and their purposes. While not officially part of the standard, DHCP
option 114 is listed as "Universal Resource Locator (URL)," and it seems to
be the most appropriate to pass a Web address to a client. Or, if you prefer,
you may use one of the DHCP options strictly reserved for your own use,
options 128 through 254.
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We added Option 114 with a value of:

http://merlot.armonk.cooking.net/siteinfo.html

to the same class and subnet as shown in 7.2.2.2, “DHCP server setup” on
page 324.

7.2.3.2 Web server setup

We opted to combine our DHCP server with our Lotus Domino Web server on
the same system, merlot.armonk.cooking.net. However, you may wish to have
one central Web server with all the message of the day Web pages available.
For example, you might arrange your Web server to provide access to the
following URLs:

http://www.siteinfo.megahuge.com/chicago
http://www.siteinfo.megahuge.com/newyork
http://www.siteinfo.megahuge.com/london
http://www.siteinfo.megahuge.com/peoria

depending on the location (class, subnet, and so forth) of the client.
Assuming there’s enough capacity, managing one central Web server can be
easier.

However, in this simple example, our DHCP server doubles as our Web
server. We placed a test Web page (siteinfo.html) in the root directory of this
Web server and verified that the Web page could be loaded across the
TCP/IP network using a standard Web browser.

7.2.3.3 Client setup

Again, in this example, our OS/2 Warp 4 client correctly obtains its DHCP
address assignment information from merlot.armonk.cooking.net. Also,
Netscape for OS/2 Warp can properly load siteinfo.html from merlot. Now it’s
up to the client to automatically display that Web page at startup, immediately
after receiving the DHCP option.

For this example, you should edit DHCPCD.CFG and add the following line:
option 114 exec "Smywebmsg.cmd %s" # Message of the day (URL)

MYWEBMSG.CMD is a REXX script located in some directory in the PATH.
Unlike MYOFFICE.CMD in the previous example, which handled two DHCP

options, MYWEBMSG.CMD just handles the contents of the single DHCP
option (114) passed to the client.

The $ means to wait 30 seconds before starting the REXX script to allow
enough time for REXXINIT.DLL to start. REXXINIT.DLL allows REXX scripts
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to properly function. Alternatively, a & symbol can be used to specify a
program that requires OS/2 Warp’s Presentation Manager. Without the $ or &
symbols, OS/2 Warp’s DHCP client software will attempt to run the program
immediately upon receiving the option at bootup, possibly before the desktop
is ready.

We made some significant improvements to the DHCP option handler,
MYWEBMSG.CMD, in order to demonstrate a better way to handle delivery of
DHCP options dynamically. MYWEBMSG.CMD obtains the Web address and
places it on a REXX queue called MYWEBMSG instead of recording it in a
file.

Figure 244 on page 337 displays MYWEBMSG.CMD.
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/* MYWEBMSG.CMD
* by Timothy Sipples
* MYWEBMSG <option datas
* Return values: O=successful, l=input error, -l=system error
* Designed to handle DHCP option 114 and to place the
* contents of the option (web address) into a REXX queue.
return code = 0
g _name = "MYWEBMSG"

/* Get option data from the command line */
parse arg option data

if option data = '' then do
return code = 1 /* No data returned */
exit return code
end

/* Strip leading and trailing spaces */
option data=strip(option data)

data=hex2ascii string(option data)

if data = '' then do
return code = 1 /* String is blank */
exit return code
end

/* Put data on REXX queue */
call RXQUEUE "Delete",g name
call RXQUEUE "Create",g name
call RXQUEUE "Set",g name
push data

exit return code

/* hex2ascii string (option data)

* Take a hex string in the form "mn nmn nn ...", verify it's a valid

* hex string, and convert it to an ASCII character string.

* Returns the string if the data is valid, a null string if not.
hex2ascii string: procedure

parse arg 'hex' '"' data '"™'

if (\ DATATYPE (data, X)) then return ""

data = strip(data,'B','09'x)

return X2C(data)

*/

Figure 244. [0S/2 Warp] MYWEBMSG.CMD
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Note that MYWEBMSG.CMD deletes the REXX queue each time it runs, with

each lease renewal.

| See My Web Page - Properfies 2 il
Session (U Bssagiationy, lcon Y window
Program E

Required
path and file name Find... |

|c:\sEEMYMSG.CrMD
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Figure 245. [0S/2 Warp] Program object in startup folder (Page 1)
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Figure 246. [0S/2 Warp] Program object in startup folder (Page 2)
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The companion REXX script, SEEMYMSG.CMD, starts from a program object
in the Startup folder. (See Figure 245 and Figure 246 on page 338.)
SEEMYMSG.CMD waits indefinitely until the Web address appears in the
REXX queue. When it appears, SEEMYMSG.CMD starts Netscape in kiosk
mode (-k option). In our tests, the message of the day appeared
approximately 30 seconds after bootup.

Figure 247 displays SEEMYMSG.CMD.

/* SEEMYMSG.CMD

* by Timothy Sipples

* Waits for web address to be placed on queue MYWEBMSG,
* reads it, then starts Netscape with the web address.
* Designed to launch from Startup folder.

g _name = "MYWEBMSG"
address CMD

/* add RexxUtil functions */
call RxFuncAdd 'SysSleep', 'RexxUtil', 'SysSleep’

do forever

call RXQUEUE "Set",g name

if QUEUED() > 0 then do
parse pull data
"@START /N /PM NETSCAPE -3 -k "data
exit
end

call SysSleep 5

end

Figure 247. [0S/2 Warp] SEEMYMSG.CMD

We prefer the REXX queue method of communication between the DHCP
option handler and other REXX scripts. However, both methods can be
combined when it's necessary to update a configuration file on the client.

Of course, our simple message of the day (Figure 248 on page 340) can be
extended to include links to important company Web applications and forms,
information on support staff at a particular site, the current stock price, a map
of the building, or any other pertinent information that can help a traveler feel
at home in a new location. Kiosk mode prevents access to menu and URL
controls so that your message (and links) are the only ones available.
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Welcome to Chicago!

Welcome to Chicago, home of baseball's winning team, the Chicago Cubs!

| | Document: Done =7

Figure 248. [0S/2 Warp] Netscape in Kiosk mode

7.2.3.4 Technical caveats
We recognize that even MYWEBMSG.CMD and SEEMYMSG.CMD are not
perfect. Here are some technical issues that you may wish to explore further:

e SEEMYMSG.CMD runs forever (do..forever loop). You may wish to modify
this REXX script so that it only tries to obtain the Web address for a
particular length of time, perhaps displaying an error message after the
time has elapsed.

* If Netscape has been configured with a proxy server of some kind, to
access Web pages outside a firewall, then that server should be available
from every site. Proxy error messages will prevent Netscape from loading
and displaying the message of the day. If necessary you can use the -i
command line option to force Netscape to use an alternative
NETSCAPE.INI file, one which has proxy capability turned off. That INI file
may come from a file server. For example:

NETSCAPE -iP:\COMMON\COMMON.INI -3 -k http://www.megahuge.com/rome

See the Netscape README file and 7.2.4, “Custom Netscape INI files” on
page 341 for details.

Of course, you can also use Netscape Navigator as a gateway to other
applications by specifying custom Helper properties in your COMMON.INI
file, so that Java and EXE (binary) applications start automatically or start
with the selection of a menu option. In other words, you can create a
complete desktop environment and use Netscape to deliver it on demand.

* As before, the SOCKS server must be reachable from any site
(SOCKS.ENYV file); otherwise OS/2 Warp 4 will have trouble resolving fully
qualified names.

* Although MYWEBMSG.CMD runs with each lease renewal, there should
be little or no performance impact since it’s not necessary to rewrite a file.
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Also, SEEMYMSG.CMD exits as soon as any Web address appears in the
REXX queue.

* Both REXX scripts should include more error checking, particularly in the
handling of the REXX queue.

7.2.4 Custom Netscape INI files

While it’s certainly possible to pass options to Netscape using the command
line, it may also be useful to directly access the NETSCAPE.INI file in order to
modify it. Netscape’s INI file contains many more options that control the
browser’s behavior, and it's possible to influence that behavior based on
option values delivered by a DHCP server.

For example, roaming users may need to use different proxy or SOCKS
firewalls depending on which office (or subnet) they happen to be at. Or, your
network may be subject to change from time-to-time, with addresses for
firewalls changing periodically as your needs change. Changing Netscape
settings (particularly complex firewall options) can be tedious for every user;
so it makes sense to make these changes automatically and dynamically from
a central location.

In this example, we illustrate how a DHCP server can provide the address of
a SOCKS server to a client. A DHCP option handler, NSSOCKS.CMD,
receives this address and records it in the client's NETSCAPE.INI file. Similar
option handlers can be used to modify proxy firewall addresses and other
Netscape settings.

7.2.4.1 DHCP server setup

By convention, IBM reserves DHCP Option 205 to provide the address of a
SOCKS server to a client. (See Appendix D.4, “Unofficial DHCP options” on
page 481.) Therefore, at your DHCP server. you should add option 205 and
its value to each subnet, class, or other part of the network where you wish
this address to take effect.

For instance, in your network you may have three firewalls:

socksl.cooking.net
socks2.cooking.net
socks3.cooking.net

and each firewall could serve a specific subnet (or group of subnets).
Therefore, users on a particular subnet should get the address of the
matching SOCKS server. In addition, if one firewall fails, users on the affected
subnet could be reassigned to one of the other firewalls by making a simple
administrative change at the DHCP server.
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Refer to 7.2.2.2, “DHCP server setup” on page 324, for information on how to
add a custom DHCP option value to the server.

7.2.4.2 Client setup

For this example, we again have a fully functioning OS/2 Warp 4 client with
Netscape Navigator 2.02 for OS/2 Warp. The client can properly receive
regular DHCP address assignment information and can connect to the
network.

By default, Netscape Navigator stores its settings in the file NETSCAPE.INI,
normally located in the same directory containing the other Netscape
program files, such as NETSCAPE.EXE. NETSCAPE.INI may be hidden (or
may have the system attribute set). You can remove these attributes by using
the command:

ATTRIB -R -H -S C:\NETSCAPE\NETSCAPE.INI

assuming that you have installed Netscape in the C:\NETSCAPE directory.
You may wish to change these file attributes for convenience before working
with NETSCAPE.INI. You may also wish to make a backup copy of
NETSCAPE.INI before attempting to make changes to it.

In 7.2.3.3, “Client setup” on page 335, we showed how to install a custom
DHCP option handler. For this example, we again installed an option handler
on the client, this time NSSOCKS.CMD for option 205. Add the following line
to DHCPCD.CFG:

option 205 exec "$nssocks.cmd %s" #SOCKS firewall server address

and place the following REXX script, NSSOCKS.CMD, somewhere in the
client's PATH (see Figure 249 and Figure 250 on page 344):

342  Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



/* NSSOCKS.CMD
* by Timothy Sipples
* Example DHCP option handler which changes SOCKS server setting
* for NETSCAPE.INI file to value specified as an argument (option 205) .
* Return values: O=successful, l=error */
return code = 0
address CMD
call RxFuncAdd "SysLoadFuncs", "RexxUtil", "SysLoadFuncs"
call SysLoadFuncs
/* Find full path to NETSCAPE.INI */
IniFile = SysSearchPath ("PATH", "NETSCAPE.INI")
if IniFile = '' then do
return code = 1
exit return code
end
/* Get option data from the command line */
parse arg option data
if option data = '' then do
return code = 1
exit return code
end
/* Strip leading and trailing spaces */
option data = strip(option data)
data = hex2ascii string(option data)
if data = '' then do
return code = 1
exit return code
end
/* Modify NETSCAPE.INI with SOCKS server */
result = SysIni(IniFile, "Services", "SOCKS Server", data)
if result \= '' then do
return code = 1
exit return code
end
Figure 249. [0S/2 Warp] NSSOCKS.CMD (Part 1 of 2)
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result = SysIni(IniFile, "ProxyInformation", "ProxyPref", "ManualProxy")
if result \= '' then do

return code = 1

exit return code

end

/* Set SOCKS server port to 1080 (assumed) .

* Note that 1080 (decimal) is 0438 (hex), which must be in reverse

* byte order and padded with zeroes (8 digits) for the SysIni

* function, as shown here. */
result = SysIni(IniFile, "Services", "SOCKS ServerPort",x2c('38040000'))
if result \= '' then do

return code = 1

exit return code

end

exit return code

/* hex2ascii string (option data)
* Take a hex string in the form "mmn nmn nn ...", verify it's a valid
* hex string, and convert it to an ASCII character string.
* Returns the string if the data is valid, a null string if not.
*/
hex2ascii string: procedure
parse arg 'hex' '"' data '™
if (\ DATATYPE (data, X)) then return ''
data = strip(data,'B', '09'x)
return X2C(data)

Figure 250. [0S/2 Warp] NSSOCKS.CMD (Part 2 of 2)

NSSOCKS.CMD first searches the PATH to locate NETSCAPE.INI using the
SysSearchPath function. The, the DHCP option value gets converted from its
hexadecimal representation to a text string (such as socks2.cooking.net).
Finally, NSSOCKS.CMD makes three changes to NETSCAPE.INI using the
Sysilni function.

7.2.4.3 Other Netscape INI Settings

You can explore NETSCAPE.INI (or any other standard binary INI file used to
store application settings) by running REGEDIT2. REGEDIT2 ships with
recent IBM FixPaks for OS/2 Warp and OS/2 Warp Server.
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Note that the format of NETSCAPE.INI could change; so you should verify
that you are changing the correct settings if you upgrade your version of
Netscape Navigator.

Here’s a partial list of the Netscape settings you may wish to change using
DHCP option handlers. To change an INI file setting with REXX, use the
Sysilni function:

result = SysIni(IniFile,Application,Key,Value)

NETSCAPE.INI Settings (partial list)

Application: ProxyInformation

Key: ProxyPref Value: NoProxy |ManualProxy |AutoProxy

Key: AutoProxyUrl Value: (URL string)

Key: FTP Proxy Value: (URL string)

Key: FTP_ProxyPort Value: (8X)

Key: Gopher Proxy Value: (URL string)

Key: Gopher ProxyPort Value: (8X)

Key: HITPS Proxy Value: (URL string)

Key: HTTPS ProxyPort  Value: (8X)

Key: Http Proxy Value: (URL string)

Key: Http ProxyPort Value: (8X)

Key: No Proxy Value: (string)

Key: Wais Proxy Value: (URL string)
(

Key: Wais ProxyPort Value:

Application: Services
Key: SOCKS_ Server Value: (URL string)
Key: SOCKS ServerPort Value: (8X)

8X = eight digit hexadecimal, reverse byte order

7.2.4.4 Technical caveats
NSSOCKS.CMD can be enhanced or extended in various ways:

* If you start Netscape Navigator before NSSOCKS.CMD completes its
changes to NETSCAPE.INI, then you could pick up old settings. Try
adding a REXX queue signalling method to your own DHCP option handler
like the one shown in 7.2.3.3, “Client setup” on page 335. Also, once
running, Netscape Navigator may not pick up subsequent changes to
NETSCAPE.INI, which may occur with each lease renewal.

* This approach can be used with WorkSpace On-Demand, assuming your
DHCP option handler has write permission to the appropriate
NETSCAPE.INI file(s). Although NETSCAPE.INI files are stored on the file
server, and although they can then be centrally managed, you may still
prefer to manage certain Netscape settings through your DHCP server
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instead. (In fact, the DHCP option handler could run on the file server, in
the background, updating every user's NETSCAPE.INI file as needed.)

7.2.5 Summary

By combining custom DHCP options, and providing sophisticated client
handling of those options, you can help provide a friendly desktop for your
roaming users no matter where they happen to be. Consider using DHCP not
just to provide a basic network connection, but also to enrich the desktop
experience and to allow people to get to work more quickly and easily.

Although we’ve shown one specific type of client working with these custom
DHCP options, you may be able to adapt these techniques for other clients,
assuming they support custom DHCP options. Having a scripting language
available, such as REXX or BASIC, can help make the task that much easier.
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Chapter 8. Security of DHCP and Dynamic DNS

Security is often an afterthought in building a network, but you should be very
concerned whether your private (or even public) TCP/IP network can prevent
unwanted access. In this chapter, we show how to refuse connections to the
network so that no one with a notebook computer can walk in and grab your
information (unless you want them to). One basic security issue is to make
sure that you have the latest upgrades to your systems that are depended
upon to provide network connectivity. All systems should be at the latest
upgrades, especially those that connect to the network. Manufacturers
generally respond fairly quickly when hackers discover another hole in their
software.

A good mailing list to be on for security issues is the Computer Emergency
Response Team (CERT) list. You are notified of security holes as they are
published. See http://www.cert.org to get on the mailing list, or
http://www.cert.org/advisories for the latest information.

8.1 Security trade-off

For users who want easy access and less procedure to hook up their
workstations, DHCP is very convenient for both users and administrators.
TCP/IP administrators will be relieved from the tedious work in assigning the
IP address to a new request.

For a static IP address assignment, the administrator normally assigns the
hostname to the address. It will be treated like a memo. The hostname would
be john-doe, for example. The assigned hostname is a kind of link to another
document, which will have the actual name of the owner and phone number,
and so on. However, the whole static TCP/IP itself has no security to prevent
an unauthorized access to the IP network. By checking the existing
workstation’s configuration, people can find the unused IP addresses and
required IP router address, then hook up their laptop, for example.

When a DHCP server is up and running, it provides a convenient environment
for mobile users. Users can hook up their laptops and instantly get the access
to corporate network. In general, DHCP users are anonymous to the
administrator. In a company where the basic TCP/IP security guard is
required, the basic DHCP environment is not good.

That is probably the one reason why large customers are not eager to use
DHCP servers. To breakthrough this problem, we must have another
mechanism in addition to DHCP. Presecured DDNS client and domain design
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is the answer to this security problem. The TCP/IP administrator might have
slightly more workload than the static IP, but the result would be a well
protected dynamic IP network that is more secure.

8.2 RSA public key authentication system

Dynamic DNS, as defined in RFC 2137, uses an RSA public key/private key
authentication system to secure the dynamic DNS update. A client has a set
of keys stored on the hard disk. The key pair is dynamically generated by the
client program, NSUPDATE.EXE, or is generated by the administrator through
the DDNS Administrator GUI called DDNS Server Administrator. Figure 251
illustrates how the DNS dynamic update is protected with the digital signature
authentication.

DNS
Reverse Mapping File

| am the owner of an IP Address.
No one can change PTR records.

encripted &
digitally signatured key

DNS

| am the owner of "myhost". No Forward Mapping File

one can change my A RR entry.

encripted &
digitally signatured key

Figure 251. RSA public key authentication system

A client owns the hostname so it authenticates the A RR (Address Resource
Record) in the DNS domain file. If the dynamic zone is created as a Dynamic
Secured one, clients can dynamically register A RR at any time. That means
the client generates a RSA key pair once at startup time and sends a
registration request to a DNS server together with its public key (encoded)
and its IP address. The important matter is that the client keeps the private
key on a hard disk or a networked drive and it should not be exposed.
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The RSA key system depends on the fact that the digital signature can be
verified with the client’s public key, and the private key cannot be discovered
from either the public key, or the digital signature, or a combination of both.
The client must generate a new digital signature each time an update request
is sent to DNS.

Once a hostname is registered with the public key and the digital signature,
the entry is verified or authenticated at each DHCP renewal time or when the
DNS TTL (Time-to-Live) is expired.

If the dynamic zone is defined as a Dynamic Secured one, clients cannot add
or update their hostname dynamically. Since the administrator defines
hostnames and generates key pairs for each hostname, the client should
import the specific key pair and must use it for further processing.

Figure 251 on page 348 simplifies the record entries of both domain file
(forward mapping file) and reverse file (reverse mapping file), but, basically,
there are two SIG records and one SIG record that authenticates the KEY
record. Another SIG record authenticates either the A record or PTR record.
The part of actual domain file is shown in Figure 252.

clientl 4660 IN HINFO "NiOweDAwMDBINTY4N2Y2MA==" "IBMDDNS-PROXY" ;C1l=3
4660 IN SIG A 1 4 4660 2147483647 893107703 0x6d25
clientl.austin.cooking.net ulSD2P..... G5VK47mig== 2147483647 ;Cl=3
4660 1IN SIG HINFO 1 4 4660 2147483647 893107703 0x6d25
clientl.austin.cooking.net HrwTz........ ed4p+a/g== 2147483647 ;Cl=3
4660 IN SIG KEY 1 4 4660 2147483647 893107703 0x6d25
clientl.austin.cooking.net FFgsEa....... Yujelkw== 2147483647 ;Cl=3
3600 IN KEY 0x0000 0 1 AQPQQ+gV....VuGWzJW3X ;C1=3
4660 IN A 192.168.7.22 ;Cl=3

Figure 252. [Warp Server] Example of KEY, SIG and a resource record

The highlighted field in a KEY record is an encoded public key of the client.
Due to space limitations, the whole key is not shown here. The actual key
length is 1024 bits (128 bytes), but it is encoded to 88 bytes. A digital
signature is also 1024 bits but again encoded to 88 bytes.

The U.S. Government approved the 1024-bit RSA key system for export,
since it is only used for authentication and not to encrypt messages. For the
purpose of message encryption, the key length is restricted to 56 bits for the
export version and 128 bits for the U.S. domestic version only.
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We distinguish two different dynamic types of DNS zones:
* Dynamic secured

The dynamic secured zone provides a great deal for a zone. Once a
client’s hostname is dynamically registered in the DDNS database, it is
protected and cannot be taken over by another client. The workstation with
the DDNS client function can dynamically join the network and can
register its name. Because of that, the DNS zone is open for all clients.

The dynamic secured zone buys tremendous flexibility (given the goal of
an administratorless system) in that it requires no administrator
intervention to have the DHCP clients registered, which is exactly the point
of DHCP. The only shortcoming of this concept is that a malicious client
could create useless names, however, this shouldn’t have an undesirable
effect on the network.

Be aware of the fact that any DDNS client could perform the very first
registration and then, suddenly, would own a hostname that might
otherwise be used for other server names.

* Dynamic presecured

If you are looking for the perfect secured DNS zone you need to look at a
so-called dynamic presecured zone. Clients joining the presecured
domain must have the key pair generated by the administrator. This key
then can be distributed to the client through a networked drive, through
e-mail, or through a diskette. Using this method, there is no chance for
clients to [unlawfully] join the DNS space. The administrator would have
perfect control over their DNS zone.

As for the client’s public key, it is not a secret one. It is intended to be known
by everyone. For example, the client’s public key can be retrieved through the
NSLOOKUP interface. Figure 253 on page 351 shows an example of the NsL.ookup
output that provides all the information of client1.austin.cooking.net.
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Default Server: fajita.austin.cooking.net
Address: 192.168.7.10

> > Server: fajita.austin.cooking.net
Address: 192.168.7.10

clientl.austin.cooking.netCPU = NiOweDAwWMDBINTY4N2Y2MA==0S = IBMDDNS-PROXY
clientl.austin.cooking.net
Signature Record covering A RR's

Authentication Algorithm = 1 (MD5/RSA) Labels = 4

Original TTL = 4660 (1 hour 17 mins 40 secs)

Client SIG expiration = 2147483647, Mon Jan 18 21:14:07 2038
Time signed = 893107703, Mon Apr 20 16:28:23 1998

Server SIG expiration = 2147483647, Mon Jan 18 21:14:07 2038

Key footprint = 0x6d25

Signer's name = clientl.austin.cooking.net

Signature = ulSD2P0kC8Idl0HyelcqggZIRrMEkHQ3e2SdmwaaStBRRcSBC4DDRMSIRDwvgwcrA7wEDvY9
QQEOOKG5VK47mig==

clientl.austin.cooking.net

Signature Record covering HINFO RR's

Authentication Algorithm = 1 (MD5/RSA) Labels = 4

Original TTL = 4660 (1 hour 17 mins 40 secs)

Client SIG expiration = 2147483647, Mon Jan 18 21:14:07 2038
Time signed = 893107703, Mon Apr 20 16:28:23 1998

Server SIG expiration = 2147483647, Mon Jan 18 21:14:07 2038

Key footprint = 0x6d25

Signer's name = clientl.austin.cooking.net

Signature = HrwTzfLIGkvFfUmHwKr6aaHV/qO6RVc6uzItHIcYYQs1d1PRVGGrEN1QZsc]2gwCY4Z
B/LfBcH1fCVsedp+a/g==

clientl.austin.cooking.net

Signature Record covering KEY RR's

Authentication Algorithm = 1 (MD5/RSA) Labels = 4

Original TTL = 4660 (1 hour 17 mins 40 secs)

Client SIG expiration = 2147483647, Mon Jan 18 21:14:07 2038
Time signed = 893107703, Mon Apr 20 16:28:23 1998

Server SIG expiration = 2147483647, Mon Jan 18 21:14:07 2038

Key footprint = 0x6d25

Signer's name = clientl.austin.cooking.net

Signature = FFgsEaYujelrDfRx1S77NxE50m/1+0gvRUN/P2QLPiNIYa5S1FANBttBi310QRRs6eRje
fwjJFB1IggPVuX8kw==

clientl.austin.cooking.net

flags = 0x0000 (HostKey) protocol = 0, algorithm = 1 (MD5/RSA)

public-key data = AQPgQ+gVMx4td+vglgCjv3fkngVyNn++w/uAoNHA/t52gzVkyXOYAGEtLS78g1

PWJItVpDGigMWs71y3VuGWzJIW3X

clientl.austin.cooking.netinternet address = 192.168.7.22

austin.cooking.netnameserver = fajita.austin.cooking.net

fajita.austin.cooking.netinternet address = 192.168.7.10

>

Figure 253. [Warp Server] NSLOOKUP output returning public key

8.3 Getting more information from the client to DNS

With TCP/IP Version 4.1 for 0S/2, the OS/2 DDNS client has a new function
that can force the client to input more practical information to the DNS
database:
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e option 192

Option 192 is defined in the DHCP server configuration file, and it enables the
DHCP client to load a special window for the user to input predefined data,
such as:

» Office and building number
* Name
* Phone number

e E-mail address

Figure 254 on page 352 shows how the administrator defines option 192 at
the DHCP server.

v = 0]

Subnet Definition | DHCP Options Misoellmeous| &o

Salact the option you would like to add from Awaikble Cptions on the left.
Enter ar modify the value for the sslected option on tha right.

Available Options Option Valig oy b yerdiunused |2

----- OFTIONS USED FOR CURRENT ITEM - Ot TSR E ] VAL
1 Subnat Mask || Defined far: Subnet 192.168.7.0 Buiding A
2 Routar
& Domain Namea Sanar
16 Domain Mamea
25 ARP Cache Timaout ||
44 NatBIO S avar TCRIP Mame Sanvar
45 NatBIOS cwver TCRIP Datagram Sarnvar
MatBID S cuar TCRIP Node Type

Text string containing kbl

92 Text AR ; - :
200 LPR Printar |offize;ame;Phone;Email || {String}
----- FREVIOUSLY USED OPTIONS -----

7 Log Sanver

12 Host MNamea

51 IP Address Leaasa Time
65 TFTP Sanvar Mamea L i

?; Boct Fike Mame Option Description
------ UNUSED OPTIONS ------ Defines the texd fied labals used at J
2 Time Cffaat the 1Bl DHCP client to pompt the usar =

4 Time Sarvar ﬂ fer infamra stinn be ke oteesd i s DINRS ﬂ
[>] [ | N

Figure 254. [Warp Server] DHCP server, configuring option 192 txt record

To enable option 192, type the required input data in the text string containing
tablets field. For example:

Office;Name;Phone;Email-ID;
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When the DHCP client gets control from the server, the server initiates the
DDNS client to prompt the user to input data, as shown in Figure 255 on page
353.

& DDHS Configuration - Required Information Z| =l

The following information must be supplied before your host name
can be configured.

Office [Bld 045, 3F, 3C-129
Name IUwe Zimmermann
Phone |838-6007

Email-ID luwe@us.ibm.com

| 0K I |Cancel| Help |

Figure 255. [Warp Server] DDNS client prompts for input

8.4 Presecured domain

The presecured domain is the most secured DNS name space available. For
information on how to set up a presecured domain, refer to 4.2.6.3, “Dynamic
presecured mode” on page 168. You can set up a subdomain in the corporate
root domain and make the sub-domain work as a dynamic presecured
domain using the TCP/IP 4.1 DDNS.

Two reasons for a higher security standard would be:

e The DHCP client cannot register its hostname without having a RSA key
pair and the DDNS client code present.

e Without a RSA key pair, the PTR record for reverse mapping cannot be
registered either, so that reverse mapping would fail, and the administrator
would be able to know which IP addresses are unofficial users. The
administrator would be able to determine the MAC address of those DHCP
clients’ LAN adapters. Then, at another step, the administrator could
configure the DHCP server to exclude those unlawful clients through the
server configuration GUI.

Just as a Lotus Notes administrator generates an ID file for the user and
distributes it to users, the TCP/IP administrator generates a key file and
passes it to the client.
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Key File: Hosthame, Domain Name, Unique Key Pairs
{Public Key & Private Key)

Figure 256. Presecured TCP/IP domain concept

Although the TCP/IP administrator would have a higher workload establishing
a presecured domain in comparison to working with a static DNS
environment, the presecured domain ensures a well-trusted DNS name
space, and it can reduce the total cost of administration.

The most reasonable implementation of a presecured domain is to combine it
with static DNS servers and create a kind of hybrid domain design, as shown
in Figure 257 on page 355.
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Figure 257. Combination of static DNS and dynamic presecured DNS

This design ensures that an administrator pre-generates hosthames and
corresponding key files in advance. Then, the administrator would create a
CNAME (alias) record in the root DNS table when a new request for the
hostname is received.

The following is the example of CNAME entries in the root DNS table:

uwe-zim IN CNAME usr001.armonk.cooking.net
michaelmd IN CNAME usr002.austin.cooking.net

Let’s look at the hostnames from a generic view. The user uwe-zim would
always be known in the network as uwe-zim, regardless of what the hostname
in the FQDN looks like. You can set up the all DHCP/DDNS servers in your
network using this setup scheme. When the client machine is moved to
another location, the location’s DHCP server will serve the new IP address for
it, but the client machine can still update its home DDNS server with the new
IP address.

This design allows the safe and smooth deployment of Dynamic DNS
together with DHCP servers.
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8.5 ProxyArec consideration

The ProxyArec function is desired by the industry, and several companies
provide products that embrace ProxyArec. ProxyArec is based on the IETF
Internet draft called Interaction between DHCP and DNS. This draft can be
and found on the Internet at the following Web site:

http://www.ietf.org/internet-drafts/draft-ietf-dhc-dhcp-dns-08.txt
The latest draft may have a newer number.

Besides the TCP/IP Version 4.1 DHCP and DDNS servers, we also tested
NTS Shadow IPserver, which also provides a ProxyArec function. However,
NTS Shadow IPserver does not support option 81, which tells the DHCP
server that a DHCP/DDNS client wants to register/update its A RR by itself;
so the DHCP server would not perform the ProxyArec function to update the
DDNS table. Option 81 is discussed in 8.5.1 on page 358.

When the DHCP server is configured to enable the A resource record update
in addition to the PTR resource record update, sometimes called a ProxyArec
function, any DHCP client which carries the option 12 hostname will register
both A RR and PTR RR. Since the DHCP server uses its own RSA key for all
DDNS update requests, there is no authentication mechanism to validate that
the client really is the client that has the original hostname.

However, the ProxyArec function in TCP/IP Version 4.1 for OS/2 DHCP server
provides security. When the DHCPSD.CFG file in the \MPTN\ETC
subdirectory has the following statement, the client's MAC address will be
used to memorize the ownership of the A RR:

ProxyArec Protected
To disable the MAC address identification, the statement should be:
ProxyArec Standard

Then, the DHCP server will blindly update the A RR without comparing the
MAC addresses at all.

From the DHCP Server Configuration GUI, the ProxyArec settings require you
to complete two panels. First, you need to specify a domain name and a
DDNS server IP address (or hostname) in the DHCP Server Parameters
window, as shown in Figure 258 on page 357.
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Figure 258. [Warp Server] ProxyArec - Enable DHCP server to update A RR

The Global Parameters window, as shown in Figure 259, is the only place
where you would enable ProxyArec. You must have a dynamic DNS server to

enable dynamic A RR updates.

Figure 259. [Warp Server] Enable ProxyArec and option for protection
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The question in Figure 259 on page 357 that says automatically update DDNS
A record on client’s behalf if requested? is defaulted to No. If you select Yes
from the pull-down menu, the ProxyArec function is enabled. Another
selection box (Verify client ID before performing update?) decides on the two
modes of ProxyArec:

e Standard

* Protected
To enable protected ProxyArec, select Yes from the pull-down menu.

Remember that the main purpose of the ProxyArec function is to support
non-DDNS clients to dynamically register/update its hostnames where
security is not a first priority. Configuring the DHCP server to use the client’s
MAC address to protect unauthorized updates from a different client does not
indicate security. Dynamic DNS name space is almost like a public space.
Any DHCP client can register the hostname with the DHCP option 12.

Windows 95 and NT handle option 12 in a different way than OS/2. Even
though the Windows 95/NT client was provided with a hostname in the
TCP/IP DNS settings, the hostname is not used. Instead, the Computername
definition is used as option 12. This is a unique (proprietary) Microsoft
implementation of a hostname. Traditionally, the computer name, also known
as the NetBIOS name, is not controlled by the IS department or TCP/IP
administrators; so, there might be a chance that people use the same
computername in a TCP/IP network, which usually results in duplicated
names. Duplicate names result in not opening LAN adapters.

For your information, WorkSpace On-Demand Release 1 uses the ProxyArec
function when DDNS is required. IBM PPP server on top of Warp Server’s
Remote Access Server also uses the ProxyArec, because it supports
non-LAN distance clients, such as Windows 95 or Windows NT Workstation.

8.5.1 ProxyArec and option 81

We don’t recommend having a ProxyArec DHCP server and standard DDNS
clients in a same location because a DDNS client cannot use its own interface
to the DDNS server. An RR will be owned by the DHCP server. However, in
such a situation, the OS/2 DHCP/DDNS client can use a special DHCP
option, which is option 81, which would disable the ProxyArec function for a
requesting client.

Unfortunately, there is no graphical user interface where you could define
option 81. You must manually add option 81 to the
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\MPTN\ETC\DHCPCD.CFG file using HEX translated FQDN (Fully Qualified

Domain Name). This is shown in Figure 260.

numLogFiles
logFileSize
logFileName
logItem
logItem
logItem
logItem

# Basic options required

clientid MAC
interface lan0

4

100

dhcped. 1log
SYSERR
OBJERR
PROTERR
WARNING

option 12 tuna

option 81 HEX "00 00 00 74 75 6E 61 2E 61 75 73 74 69 6E 2FE 63 6F 6F 6B 69 6E 67 2E 6E 65 74"
# Don't ProxyArec tuna.austin.cooking.net

# Uncomment as desired for logging

# Host name

updateDNSA "nsupdate -h%s -d%s -s"d;a;*;a;a;%s;s;%s;3110400;9" -q"
updateDNSTxt "nsupdate.exe -h%s -s"d;txt;%s;a;txt;%s;s;%s;3110400;q""

Figure 260. [OS/2 Warp] DHCPCD.CFG Example with option 81

We would prefer to specify an ASCIl name rather than HEX code. But it would
not work. The IETF document Interaction between DHCP and DNS defines

option 81, as shown in Figure 261:

Code Length Flags RcodelRcode2

FQDN

81

n

00

00

00

Figure 261. IETF definition of option 81

The flags indicates the DHCP server to do the following:

00

01

Client wants to be responsible for updating the FQDN to IP

address mapping

Client wants the server to be responsible for updating the FQDN to
IP address mapping

Rcode1 and Rcode2 define the response code area used by the DHCP server
to check a DHCP client’s response for Dynamic DNS updates.
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8.6 Securing lease allocations

There is no one solution for controlling which clients can obtain a DHCP lease
from a server, or if they should get a lease at all. However, there are some
alternatives available to you:

* You can use classing (option 77) when configuring your address pools.
Find an example on classing in Figure 237 on page 326.

Using classes requires you to visit each client and modify their
configuration. Once you have your classes established, only devices that
belong to the class will be allocated a lease.

Be aware that not all clients can make use of option 77.

* At the server, you could allocate IP addresses to individual MAC
addresses. This can be very labor intensive, but ensures that only
machines with known MAC addresses will obtain a lease from a server.

* You may be able to find DHCP server software that allows you to list which
MAC addresses the server will accept. DHCP servers that support
roaming machines may be adapted to such use.

e If you want to ensure that clients are only served by a particular server,
you could conceivably install one DHCP server per subnet. This is not a
good solution, but if you choose to do this, ensure that your routers do not
forward broadcast traffic, and that there is no DHCP Relay Agent on the
subnet.

This solution does not stop any malicious user from connecting to the
network and obtaining an IP address.

8.6.1 Preventing access to unauthorized devices

This would have to be done using a mechanism other than DHCP. DHCP
does not prevent other clients from using the addresses it is set to hand out
nor can it distinguish between a computer's permanent MAC address and one
set by the computer's user. DHCP can impose no restrictions on what IP
address can use a particular port nor can it control the |IP address used by
any client. You may be able to use classing to limit leases to only those clients
that belong to a valid class.

8.6.2 Rogue DHCP servers

It is possible that a malicious or inexperienced user could create problems on
your network by setting up an unofficial DHCP server.
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The initial problem is that the server could pass out IP addresses already
belonging to some other computer. It is possible that you could end up with
two or more devices ending up with the same IP address. The end result is
problems using the devices. These problems can be intermittent or the
devices may fail entirely, necessitating a restart.

Other problems are possible if the unofficial server gets a device to accept its
lease offering, and then passes to the device its own (possibly incorrect)
DHCP options. For example, if options 1 or 3 are incorrect, the device may
not be able to communicate with devices outside its own subnet (or in some
cases, with devices on the same subnet)

Another scenario to consider is a device that loads its operating system over
the network using TFTP. If this device is directed to load a different file
(possibly on a different server), it allows a perpetrator to take over the client.
Given that boot parameters are often made to control many different things
about the computers' operation and communication, many other scenarios
are just as serious.

Note that by using BOOTP you are exposed to the same vulnerabilities.

8.6.3 Connecting to Untrusted Networks - Firewalls

There may come a time when you want to connect your private intranet to an
untrusted network. What is an untrusted network? The biggest example is the
global public Internet (maybe it is time to have your own local mail or Web
server rather than having your ISP host it for you). Another example may be
one of your customers’ networks. Say you are a consulting firm who wants to
provide remote IS services for your clients. One way to do this is to connect
your two corporate networks together. You would not want all your customers,
and whomever they have logged onto their networks to have access to all
machines on your private network. You probably want them to have access to
your Web server and not much else. However, you need access to machines
on their network so that you can do the appropriate maintenance, upgrades,
monitoring, and so forth, to perform your IS duties. There are many more
examples of why you might want this kind of protected architecture between
your private intranet and other untrusted networks. This section will show you
the how-to more than the why do it. Be aware that there are more methods to
connect than the single one we are showing you.

To interconnect safely, you will need a firewall. A firewall is not a panacea for
security, and you should not treat it as such. A firewall can help provide
security, but there are many more issues beyond the firewall to keep in mind.
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Firewalls provide secure access from a company’s internal TCP/IP network to
the public Internet. Intruders are blocked and cannot access the internal
network from the public network without authorization. Internal users,
however, can still access resources on the public Internet. In combination with
good security practices, firewalls can help keep private information on your
network secure.

Several vendors produce high quality, full-featured firewalls. Examples
include Checkpoint Firewall-1 for AIX, NT, HP-UX, and Solaris, IBM Firewall
for AIX and Windows NT, and LanOptics Guardian for 0S/2 Warp and
Windows NT. Alternatively, many firms opt to contract for firewall services with
their network providers to avoid having to learn the specialized skills required
to manage network security.

Most firewalls can support two proxy methods to mask internal client IP
addresses from the Internet. SOCKS is the most modern method, and it can
provide transparent access for all TCP/IP-based applications if the client
operating system has a SOCKSified protocol stack. 0S/2 Warp and
WorkSpace On-Demand have built-in SOCKS support; third parties provide
SOCKS extensions for Windows 95 and Windows NT clients. Practically all
Web browsers support SOCKS-based firewall access.

Proxy servers can also provide access to public sites through a firewall for
internal clients. However, proxy servers can only handle HTTP, FTP, and
Gopher protocols, so they are mainly of benefit to Web browsers. Caching
proxy servers, such as the IBM Web Traffic Express, can even cut down on
network traffic through the firewall by keeping frequently accessed Web
pages and files on the proxy server itself. Web Traffic Express is now part of
the IBM Websphere Performance Pack.

In principle, a proxy server, such as IBM Web Traffic Express or Domino Go
Webserver, can be used as a simple firewall solution when some degree of
security is needed. A proxy server performing that role on Warp Server, for
example, would need two network adapters (one for the internal network and
one for the external network) and a proxy server software package installed
and running. That server should have an 1pGaTE oFF command in its
\MPTN\BIN\SETUP.CMD file so that TCP/IP traffic will not be forwarded from
one LAN adapter to the other. (Otherwise, an intruder could access internal
systems.) Also, it should not have any daemons running which may expose
vulnerabilities. Nor should the proxy server have any LAN services bound to
the adapter handling external network access. Moreover, the proxy server
should not handle any requests from external users. Provided these
conditions can be met, a proxy server can act as a simple firewall. Note,
however, that this solution will only keep client identity safe by retrieving
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information from the Web by proxy, and will not perform any of the advanced
firewall functions to allow you to scrutinize suspect information packets or
keep logs of all traffic passing to and from the Internet.

You may wish to download a 60-day evaluation version of IBM Web Traffic
Express to learn how to set up a caching proxy server. Please visit:

http://www.software. ibm.com/webservers/wte/index.htm
to obtain your own evaluation copy.

Naturally, commercial grade firewall products go well beyond simple proxy
server functions. For a full description of how to set up a firewall and institute
good security management, we recommend consulting a redbook specifically
devoted to firewall security, such as Check Point FireWall-1 on AIX A
Cookbook for Stand-Alone and High Availability, SG24-5492 or A
Comprehensive Guide to Virtual Private Networks, Vol.1: IBM Firewall, Server
and Client Solutions, SG24-5201.

8.6.4 Connecting through untrusted networks - VPN

A virtual private network (VPN) utilizes IP tunneling to create an extension of
an enterprise's private intranet across a public network such as the Internet.
VPNs securely convey information across the Internet connecting remote
users, branch offices, and business partners into an extended corporate
network.

Internet Service Providers (ISPs) offer cost-effective access to the Internet
(via direct lines or local telephone numbers), enabling companies to eliminate
their current, expensive leased lines, long-distance calls, and toll-free
telephone numbers.

A 1997 VPN Research Report, by Infonetics Research, Inc., estimates
savings from 20% to 47% of wide area network (WAN) costs by replacing
leased lines to remote sites with VPNs. And, for remote access VPNs,
savings can be 60% to 80% of corporate remote access dial-up costs.
Additionally, Internet access is available worldwide where other connectivity
alternatives may not be available.

The technology to implement these virtual private networks, however, is just
becoming standardized. Some networking vendors today are offering
non-standards-based VPN solutions that make it difficult for a company to
incorporate all its employees and/or business partners/suppliers into an
extended corporate network. However, VPN solutions based on Internet

Chapter 8. Security of DHCP and Dynamic DNS 363



Engineering Task Force (IETF) standards will provide support for the full
range of VPN scenarios with more interoperability and expansion capabilities.

The key to maximizing the value of a VPN is the ability for companies to
evolve their VPNs as their business needs change and to easily upgrade to
future TCP/IP technology. Vendors who support a broad range of hardware
and software VPN products provide the flexibility to meet these requirements.
VPN solutions today run mainly in the IPv4 environment, but it is important
that they have the capability of being upgraded to IPv6 to remain
interoperable with your business partner's and/or supplier's VPN solutions.
Perhaps equally critical is the ability to work with a vendor who understands
the issues of deploying a VPN. The implementation of a successful VPN
involves more than technology. The vendor's networking experience plays
heavily into this equation.

For a more in depth discussion of VPN theory and implementation see the
redbooks A Comprehensive Guide to Virtual Private Networks, Volume II: IBM
Nways Router Solutions, SG24-5234 or A Comprehensive Guide to Virtual
Private Networks, Volume IlI: IBM Cross-Platform and Key Management
Solutions, SG24-5309.

8.6.5 TFTP security

If you decide to provide BOOTP services, remember that TFTP is inherently
insecure. In TCP/IP Version 4.1 for OS/2, you can specify which client IP
addresses have access to the TFTP directory. For example, our
\MPTN\ETC\TFTPAUTH file contained the following lines:

C:\TFTPBOOT RO 192.168.6.17

C:\TMP RO 192.168.6.11

which means that the machines with the respective IP addresses have read
only access to the directories listed. Since you can preassign IP addresses
based on the machines MAC address, this is fairly safe.

In TCP/IP Version 4.21 for OS/2 you can specify either the client hosthame or
IP address when defining access for the TFTP directory. Clients may have
Read-Only Access or Read Write Access depending on the requirements.
Please see Figure 58 on page 84, where we configured TFTP access for a
specific IP address. In “BOOTP” on page 79, we describe how to configure
the TFTP Daemon and its security features.
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Chapter 9. Reliability

“I can’t get on the network!"

Those six words should never be heard by a network manager. Yet with
TCP/IP networks, they are, unfortunately, all too common.

This chapter focuses on how to make your TCP/IP network as reliable as
possible, with connections readily available and conflicts eliminated. In
particular, we'll explain how to create fault tolerant TCP/IP address servers.

If your TCP/IP network does not need to be reliable, you can skip this chapter.

9.1 Battlefield questions

To design a network for reliability, you might think of your network as a
battlefield. The goal is to assure that your messenger can travel from one end
of the battlefield to another without getting blown up. In between are roads,
bridges, highways, airways, rail lines, and other mechanisms used by your
soldiers to communicate. If one (or more) of these conveyances gets blown
up, your courier must still reach the destination.

In designing your network, you should ask yourself a series of What if?
questions. What if the router shorts out? What if the DHCP server is buried by
a mudslide? What if a remote office satellite link gets blocked because of
sunspots?

Then, when you have examined the What if? questions, there are some more
questions to answer:

* How likely are these events?

* How much reliability do | need? For whom?

* Where can | spend limited dollars to get the highest possible degree of
reliability?

e |If a failure does occur, will | know about it? How fast can | respond?
* Do | regularly rehearse how to respond to failures?
* Do | have a written plan of action to handle network outages?

* Am | measuring the frequency and severity of network problems so | can
determine whether service improves?

© Copyright IBM Corp. 1998, 2000 365



If you're doing your job, these questions never have permanent answers. You
should always regularly reexamine these issues, even if your network runs
smoothly.

9.2 Failure events

Datagrams can only travel across your network as long as every part of the
link works, from end-to-end. Your network can only be as reliable as the
weakest link.

9.2.1 Severed connections

One obvious possible failure is a severed connection. Wires may be cut,
cables inadvertently unplugged, or fiber optics dug up by a backhoe. IP can
easily reroute around such failures, provided another connection is available.
An easy way to design redundancy into connections is to simply provide two
(or more) separate lines or wires, preferably using different technologies.
Another way is to structure the network as one unbroken ring (or circle). If
one connection in the ring does break, traffic can still flow throughout the
network because all points are still connected.

The U.S. Federal Aviation Administration, for example, discovered that their
connection redundancy failed, and air traffic control services were disrupted
for a time. (Fortunately, no one suffered any injury.) The FAA uses telephone
lines to connect various facilities. These facilities each have multiple circuits,
and switching equipment can quickly reroute network traffic over backup
circuits. However, the FAA granted a single long distance telephone company
the contract to connect their facilities. When the telephone company’s own
network failed, the FAA had no backup, and the multiple circuits didn’t matter.
Now, the FAA has contracted with a second long distance telephone company
to provide backup connections should they be needed.

In another example, PanAmSat’s Galaxy |V satellite suffered a catastrophic
failure in 1998. Amazingly, almost none of the U.S. paging services had any
immediate backup satellite, so paging services were disrupted for days.
Physicians, in particular, were hard hit, because they lost contact with
hospitals and could not be called in by pager.

9.2.2 Facility loss

Fires, floods, earthquakes, hurricanes, power outages, and other
catastrophes can wreak havoc with a network by knocking out crucial servers,
routers, bridges, switches, and other devices. Large parts of the Internet, for
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example, were disabled when the last San Francisco earthquake knocked
down some key buildings.

Many companies do not properly plan for these contingencies. Your network
may be required to handle these events, so try to avoid placing all your vital
network devices in one location.

An uninterruptable power supply (UPS), with a remote alerting mechanism,
can help keep critical network systems up-and-running. However, backup
electrical power should be provided for all critical systems. It’s easy to forget
that routers, bridges, concentrators, hubs, servers, switches, and even clients
all need backup power if they are to continue operating.

9.2.3 Router outages

Subnets in a TCP/IP network can quickly become cut off from the rest of a
network if a router fails. These devices should be extremely reliable, and
many network designers choose dedicated pieces of industrial equipment
from vendors such as Cisco (or others) instead of less reliable PCs. Most
dedicated routers use special operating systems that help to facilitate their
speed and reliability. Routers can also be installed in pairs.

9.2.4 DHCP server problems

DHCP can help provide added flexibility and convenience in managing a
TCP/IP network. Static addresses can often conflict, locking systems out of a
network. Also, static configurations can only be changed with a significant
amount of work, making it difficult to deal with router outages, changes in
subnet structures, and so forth. In other words, DHCP servers can actually
help ensure reliability.

However, if a DHCP server fails, then a TCP/IP network can quickly run into
trouble. DHCP servers must be reliable. (See 9.3, “Redundancy and fault
tolerance in DHCP” on page 369, for one way to ensure DHCP server
reliability.)

Failures of DHCP relay agents can also prevent new systems from joining a
TCP/IP network. We recommend using DHCP relay agents sparingly. Instead,
you may wish to have dedicated routers handle the task with BOOTP relays
as needed. If you do use DHCP relay agents, consider a more fault tolerant
solution, such as the one described later in this chapter.

Chapter 9. Reliability 367



9.2.5 Name server difficulties

Without name servers, your users will have to resort to numeric IP addresses,
effectively making your network useful only to the most savvy technicians.
DNS servers must also be active and reachable at all times.

TCP/IP clients, including OS/2 Warp 4 and Windows 95, can readily accept
two or more name server addresses. If the first name server can’t be
reached, the client will attempt to contact the backup name server(s). We
recommend taking advantage of this simple feature and to use two (or more)
name servers on your mission critical network.

Dynamic DNS servers, such as OS/2 Warp Server, also help minimize
network problems. For example, if an important Web server fails, its name
can be reassigned to another numeric IP address that much more quickly and
easily with a DDNS server. In fact, this secure update may be triggered
automatically when a server failure has been detected by network alerting
tools.

9.2.6 Other server vulnerabilities

Server failures can prevent users from accessing important applications and
databases. Technologies such as RAID can help cope with hard disk failures.
Many vendors provide fault tolerant server solutions, including IBM. Storage

management software, such as the IBM ADSM, help send backup copies of

files across the network to off-site locations.

Yet with all these server technologies, it's important to remember that most
failures occur because of software problems. All the RAID storage in the
world won’t help if your server suffers from the dreaded blue screen. Some
operating systems can be vulnerable to failure, especially when intentionally
induced. For example, in the late 1980s, Robert Morris at Cornell University
discovered a security vulnerability in some versions of UNIX. He used this
vulnerability to spread a worm which quickly infected numerous systems
connected to the Internet. For several hours, the Internet essentially ground
to a halt as system managers attempted to address the problem. Many could
not even log onto their own servers since the worm multiplied rapidly,
consuming practically all the attention of the server’s processor(s). More
recently, some versions of Windows NT have been vulnerable to attack using
ping and/or Telnet.

You should keep close watch on your servers and regularly review software
bug reports and other information in case others find additional problems
which may affect you. Antivirus software, such as Norton Antivirus, may
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detect and eradicate PC viruses on your servers. (Viruses can also cause
network problems.)

9.2.7 Client failures

Many network problems really relate to the fragility of traditional PC clients,
which tend to break down all too often. It isn’t hard to delete an important
icon, modify a critical system file, or otherwise render a traditional PC unable
to connect to the network. PC users then have to wait for time consuming
repairs to software, hardware, or both.

Various studies estimate the cost of managing a typical business PC (the
annual total cost of ownership) at between $5,000 and $26,000. These costs
appear to be rising despite (or perhaps because of) advances in technology.
While that annual cost may be perfectly justified for many users, including
programmers, engineers, heavy office suite users, hobbyists, and others, the
high cost is not necessarily attractive to everyone. Yet, the benefits of PC
applications, graphical user interfaces, and online help do make sense.

Many companies in the computing industry recognize these problems and are
working to solve them through network computing. True network computing
solutions provide most or all of the benefits of PC applications with a total
cost of ownership approaching that of a mainframe or UNIX terminal.
Examples include network computers from IBM, Sun, Oracle, and others,
Java, and the IBM WorkSpace On-Demand for Intel-compatible systems. One
of the key benefits is that users can log on from any station on the network
and get access to individual documents, applications, and Web pages from
anywhere. Consequently, network computing can improve the reliability of the
whole network by providing access to it more often and with less complexity.

While some users do need the mainframe on a desk that the PC has become,
we recommend seriously examining network computing solutions for many
users. We also recommend implementing network computing solutions, even
for PC users where they make sense, such as Web-delivered Java
applications, to help promote reliability within your network.

9.3 Redundancy and fault tolerance in DHCP

DHCP servers must be reliable if the network is to be consistently available.
As leases expire or users reboot their workstations, the impact from a DHCP
server outage can spread quickly. Eventually the entire network can grind to a
halt. Naturally, you should choose a reliable, robust and sturdy platform to
host your DHCP services. Thoughtful configuration and consistent
administration of DHCP services in your network are equally important.
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RFC 2132 is the most current specification for DHCP function. However, it
does not describe a means by which multiple DHCP servers can
cooperatively administer addresses. With network access depending on the
DHCP server, there is demand for this type of functionality. There are
currently several software products on the market that use proprietary means
for cooperative and redundant DHCP servers.

Additionally, the IETF’s dynamic host configuration work group has been quite
active recently. They are working to define a failover specification that would
also achieve redundancy in DHCP servers. The latest draft available at this
writing is draft-ietf-dhc-failover-05.txt.

9.3.1 The challenge of fault tolerance

DHCP fault tolerance presents some challenges for both the currently
available proprietary methods, as well as the proposed RFC standards.

Fault tolerant DHCP services can be provided in one of two ways:
Cooperative redundancy involves multiple servers that assign resources from
the same pool, concurrently or in a primary/standby configuration.
Non-cooperative redundancy uses multiple servers and multiple
non-overlapping pools.

If two or more servers are to administer address from the same pool it is
important that each is constantly aware of the other’s activities. So to ensure
the reliability of their interconnection, one might place the servers very close
together in the network. However, this arrangement is in direct conflict with
another goal of redundancy, which encourages us to put some distance
between redundant resources. With redundant servers far apart, we achieve
better availability to the clients if a network problem occurs.

9.3.2 Cooperative redundancy

Consider the following scenario. A medium sized network has two DHCP
servers cooperatively assigning configuration to clients. A fault occurs that
results in a partitioning of the network. We now have two running, but
disconnected, networks. Fortunately, there is a DHCP server on each
network, so at first glance it may seem that our clients are minimally
impacted.

Now we have two groups of clients and DHCP servers, and a shared address
pool. Prior to the network partitioning, the servers were in constant contact.
Each was aware of the other’s address assignment activity. Now this
communication can not take place. Depending on how the code is written
within the DHCP servers, one of three things could happen next:
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* Because they can’t communicate with each other, both DHCP servers stop
working. All users are impacted.

* As a result of predetermined roles, one of the DHCP servers continues to
function while the other stops. A portion of the users are impacted.

e Both DHCP servers assume that its partner has failed and both continue
to assign addresses. No immediate impact to users occurs. But when the
network fault is repaired there is significant possibility of duplicate IP
addresses.

9.3.3 Non-cooperative redundancy

If you have plenty of available IP addresses for your network, you can easily
establish a redundant and fault tolerant environment using multiple but
independent DHCP servers. The simple solution here is to divide an address
pool between multiple servers. That is, each server has a portion of an
address pool that only it can assign. When one server fails, you lose only the
ability to assign the addresses it owns. As long as clients have connectivity to
another server, they can get a valid configuration.

This arrangement provides redundancy, yet does not require the DHCP
servers to have knowledge of each other’s activity. Because of this they can
be advantageously positioned in the network and continue to function during
connectivity faults. Of course, the downside to this method is the number of IP
addresses required.

The amount of extra addresses needed can be determined by dividing the
total number of available addresses by the number of DHCP servers. For
example, if you are assigning 100 IP addresses using four DHCP servers, 25
addresses should be reserved for redundancy. A maximum 75 addresses may
be active at one time.

9.3.4 Standby DHCP server arrangement

While it’s certainly possible to purchase packaged fault tolerant solutions,
such as Vinca’s StandbyServer for 0S/2 Warp
(http://www.vinca.com/products/os2/0s2 sbs.html) or an IBM AlX cluster (see
9.4, “AlX features” on page 380), we thought it would be helpful to show a
simple standby server solution using the features built into OS/2 Warp Server
for e-business and TCP/IP Version 4.21 for OS/2. By understanding the
basics, you can quickly graduate to more sophisticated solutions if needed.

9.3.4.1 Prerequisites
To implement a fault tolerant DHCP network you should have:
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* Two systems running OS/2 Warp Server for e-business (with TCP/IP 4.21
and its DHCP server software installed). One of these systems, the
backup, may be an older, slower 486, as long as it has just enough
performance to keep the network up and running on an emergency basis
should the primary server fail.

* The backup DHCP server can, itself, be a DHCP client if it's on the same
subnet as the primary. Otherwise, we assume your backup DHCP server
has a static IP address assigned on another subnet.

e With multiple subnets, your router(s) should include active BOOTP relay
agent(s), so that DHCP requests from clients will be handled by either the
primary or backup DHCP server as needed.

* For testing purposes, you may wish to have one DHCP client, of any type,
available on the network.

We also assume that your primary DHCP server is up and running correctly
and that Boot Manager is installed.

Although optional, we recommend also installing OS/2 Warp Server’s
Netfinity services (available through IBM Software Choice), at least on your
backup server, to process alerts so that you can be notified if the primary
DHCP server fails.

9.3.4.2 Step-by-step procedure

1. Enable REXECD and FTPD on the primary server. If REXECD is running
on the primary server, tasks can be started on the server from a remote
system. Likewise, if FTPD is running on the primary server, then files can
be transferred to/from the server across the network using FTP. Naturally,
you should password protect both of these services.
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Figure 262. [Warp Server] Choosing Autostart Service for REXECD

The TCP/IP Configuration notebook controls whether REXECD and FTPD
will be automatically started and what user names and passwords they will
accept. Since the TCP/IP Configuration notebook is a Java application,
you can access the notebook at the server console or from any
Java-enabled system on the network. As shown in Figure 262, start by
clicking on the Autostart tab in the TCP/IP Configuration notebook. Then,
highlight REXECD and make sure the Autostart Service checkbox is
selected. Repeat the same procedure for FTPD. (Both can be started from
INETD; so, you shouldn’t have to click on any of the other radio buttons.)
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Figure 263. [Warp Server] Security section in TCP/IP Configuration

Security settings for both FTPD and REXECD can be controlled by first
clicking on the Security tab (see Figure 263). Add or change users using
the list box on the left. In this example, we’ve defined a user name of
administrator with a password of password. Then, click on the buttons for
FTP Server and REXEC Server to enable access to these services for the
user administrator. (See Figure 264 on page 375.) At a minimum, you
should provide read-only access to the directory specified by the ETC
environment variable on the primary server, normally C:\MPTN\ETC.
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Figure 264. [Warp Server] Configuring REXECD options

When you've finished making these changes, close the TCP/IP
Configuration notebook, save your changes, and restart the server.

When the server restarts, you may wish to verify that REXECD and FTPD
are operating properly by accessing the server using FTP and REXEC
commands at a client.

2. Copy FAILSAFE.CMD to the backup server and add to its Startup folder.
FAILSAFE.CMD runs on the backup server and continuously monitors the
primary. You should add a program object to the backup server’s Startup
folder to automatically run FAILSAFE.CMD each time the backup server
boots.

Figure 265 and Figure 266 on page 377 display the REXX program
FAILSAFE.CMD.
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/* FAILSAFE.CMD
* by Timothy Sipples and Peter Degotardi

*

*/

/* FAILSAFE is designed to monitor a DHCP server and make sure that
* it is in continuous operation. If the DHCP server fails then the
* monitoring system takes over server responsibilities, shuts down
* the failing server, and sends an alert.

*/
/* The following three values are assumed valid for all needs: */

server IP = "192.168.7.10"

user ID = "administrator"

password = "password"

same subnet = 1

check every = 30

config file = "C:\MPTN\ETC\DHCPSD.CFG"

address cmd

call RxFuncAdd "SysSleep", "RexxUtil", "SysSleep"

call RxFuncAdd "FtpLoadFuncs", "rxFtp", "FtpLoadFuncs"
call FtpLoadFuncs

say "Standing by to respond to any failure of server "server IP"...

do forever

rc = FtpSetUser (server IP,user ID,password)
rc = FtpGet (config file,config file, "Binary")
rc = FtpLogoff ()

"@dadmin -h"server IP" -u"password" -n > nul"
if rc \=0 then do
"@dadmin -h"server IP" -u"password" -n > nul"
if rc \= 0 then leave
end

say date()" "time()": Check OK!"
call SysSleep check every
end

Figure 265. [0S/2 Warp] FAILSAFE.CMD (Part 1 of 2)
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/* Server Failure Detected */

say date()" "time()": Houston, we have a problem..."

'@start /n rexec 'server IP' -l'user ID' -p'password' SETBOOT /T :NO
/B!

call SysSleep 5

if same subnet then do
"@dhcpmon -t"
ll@ar—p —- fll
"@ifconfig lan0 "server IP
end

'@del c:\mptn\etc\dhcps.ar'

'@del c:\mptn\etc\dhcps.cr'

'@start "DHCP Server" /n /min DHCPSD.EXE'

'@start "DHCP Server Administration" /min DHCPSCPS.CMD'

Figure 266. [0S/2 Warp] FAILSAFE.CMD (Part 2 of 2)

At the top of FAILSAFE.CMD, you can change critical values to match
those required on your particular network. These values include the
numeric IP address of the primary DHCP server, the user ID and
password for REXEC and FTP access to the server, whether the backup is
on the same subnet (1) or not (0), how often to interrogate the primary
server to make sure it’s still running, and the full path and file name for the
DHCP configuration file.

FAILSAFE.CMD spends most of its time in a do..forever loop. First, the
latest DHCP configuration file is copied to the backup server using REXX
FTP functions. Then, the backup attempts to run a simple DHCP
administrator report on the primary server. If the primary server doesn’t
answer, a second attempt is made. If both attempts fail, FAILSAFE.CMD
assumes the primary server has failed. If at least one attempt succeeds,
FAILSAFE.CMD goes to sleep for a number of seconds (the check_every
value), and the loop then repeats.

When a primary server failure occurs, FAILSAFE.CMD will perform several
tasks. First, an attempt will be made (using REXEC) to disable the primary
DHCP server by rebooting it with the seTBoor command and placing it
indefinitely at the Boot Manager menu (/T:NO). Then, FAILSAFE.CMD
waits five seconds to give the primary server time to go offline. If the
backup server is on the same subnet as the primary, then the backup’s
DHCP address is relinquished (DHCPMON -t), the ARP table is flushed,
and the backup server assumes the primary server’s static IP address.
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Finally, FAILSAFE.CMD deletes any old DHCP database files (DHCPS.AR
and DHCPS.CR) then starts both DHCPSD.EXE (the DHCP server) and
DHCPSCPS.CMD (the DHCP administration access task).

At some point in the primary server failure handling in this REXX script,
you should add one or more lines to generate an alert to make sure you
are notified by pager, e-mail, or autodialing modem that your primary
DHCP server has failed. Neffinity’s Alert Manager can help with this task.

Note that FAILSAFE.CMD generates on screen status messages
periodically. You can log these status messages by redirecting the screen
output of FAILSAFE.CMD to a file. For example, you could type in the
command:

FATLSAFE > DHCPBACK.LOG

to capture these messages in the file DHCPBACK.LOG.

Although this approach employs relatively simple TCP/IP technology, it
should help provide some added reliability to your network.

9.3.4.3 Technical caveats
* We have not included any mechanism for monitoring the backup DHCP
server to make sure it does not fail. Failure of the backup could leave your
network vulnerable, and you should be alerted should such a failure occur.
You may wish to use Netfinity services on the backup server as a
monitoring tool.

* We discovered that the backup server will not always start correctly if it
uses the full database from the primary DHCP server. Therefore, the full
database is not copied by FAILSAFE.CMD.

* Since we are not copying the full DHCP database from the primary server
to the backup, new clients attaching to the network when the backup has
taken over may receive an IP address assignment already in use by
another client. The client may have to reject several offers from the backup
DHCP server until an available address is found. This process can delay
final attachment to the network for new clients while the backup server is
in charge.

* FAILSAFE.CMD does not include some necessary error checking. For
example, you may wish to add error checking to the FTP file transfer. We
purposely kept FAILSAFE.CMD short in order to more clearly demonstrate
the basic concepts.

* A router or network connection failure, even a temporary one, could cause
the backup DHCP server to activate. Therefore, it’s possible that both the
primary and backup DHCP servers could be simultaneously active. (If the
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primary DHCP server suddenly becomes unreachable, the seTroOT
command will not be received by the primary, and it won’t shut down.) That
shouldn’t cause any immediate problem, particularly if the network
connection between the two subnets remains broken. Again, the goal is
simply to preserve reasonable network access until the primary failure can
be remedied at a more convenient time.

* We have not included a standby DDNS server example, because we
recommend that you simply provide each client (via DHCP) the IP
addresses of at least two name servers. Then, clients will automatically
use whichever name server is active. If for some reason you do need to
monitor your DDNS server(s), then you can use techniques similar to
those presented in this section, substituting a NsLookup command for
DADMIN.

* We recommend that you separate the primary and backup DHCP servers
by some distance, perhaps placing them in separate offices. A fire, flood,
or other mishap may only affect one of the two servers if they are not both
in the same place.

* Your DHCP servers, particularly your backup server, should be secured in
a locked area. FAILSAFE.CMD contains the user name and password for
accessing your primary server in plain text. If an unauthorized person
gains access to FAILSAFE.CMD, you could expose your primary DHCP
server to attack. If you cannot secure your backup DHCP server, you
should find some other way of providing FAILSAFE.CMD with the user
name and password information it needs to access the primary server.

* You may wish to relocate the FTP transfer of DHCPCD.CFG to a REXX
script running on the primary server and push the file to the backup server
periodically instead of pulling it. That way the primary server can transmit
a new copy of the file only when it changes, cutting down on network
traffic. The backup server would then be running FTPD instead, further
reducing the load on the primary server. Just make sure you manually
copy the latest DHCPCD.CFG to the backup server before you start
running FAILSAFE.CMD for the first time.

You could also use periodic FTP pushes to verify whether the backup
server has failed or not, then generate an alert at the primary server if the
file transfer does not succeed.

* One backup DHCP server could conceivably monitor more than one
primary DHCP server with some careful additions to FAILSAFE.CMD.

* Resetting the IP address of the backup server to match the address of the
primary server can be dangerous if the primary server has not actually
failed. If your network hardware supports it, you may wish to have
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FAILSAFE.CMD literally disable the port used by the primary server in the
event a failure is detected, to make it impossible for the primary server to
rejoin the network.

9.4 AIX features

You may wish to opt for AlX-based servers as your need for a large, reliable,
and stable network continues to grow.

IBM AIX can be made fault-tolerant by including clustering technology, such
as High Availability Cluster Multi-Processing (HACMP). The redbook titled
HACMP Enhanced Scalability Handbook, SC24-5328 is a good source of
information on this technology.

An example implementation of HACMP would include two AlIX systems
running HACMP. Both have access to shared disks that contain DHCP and
DNS data files. HACMP failover scripts on the secondary machine are written
to start DHCP and DNS servers in the event of a failure on the primary
system.

9.5 Shadow IPserver features

Shadow IPserver is a product that is available as a software-only solution, or
combined with a rugged, fault tolerant hardware platform. IPserver can be
expanded into a cluster of peer servers to implement redundant DHCP,
dynamic DNS, and NBNS services. The IPserver peers are independent
servers that may be installed alongside each other or in different locations.
Each server coordinates its activities with the other across the network.

The IPserver cluster architecture allows real-time data replication. Fully
redundant data distribution to multiple IPservers provides high reliability,
tolerance of hardware failure, and the ability to balance the client load across
multiple servers. Please refer to Part 6.4, “Dynamic IP with Network
TeleSystems Shadow IPserver” on page 293 for more information on Shadow
IPserver.
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Chapter 10. Performance

If you're looking to boost the performance and capacity of your TCP/IP
network, this chapter should help. This chapter examines how to set lease
times and minimize broadcast traffic, among other issues.

10.1 Leases

The lease time implemented in your network will vary depending on how your
network is configured, and by the nature of the clients that are attached to it.
Here, we examine how you could determine what the lease time should be on
your network.

The lease time is the time that a DHCP client has to use the parameters
supplied to it by a DHCP server. The time itself is one of the parameters
passed. More information on the mechanics of DHCP leases can be found in
Section 3.2, “The DHCP lease” on page 114.

10.1.1 Choosing a lease time
There are no hard and fast rules for setting lease times. They can vary from
site to site according to usage patterns, goals, service levels for the DHCP
servers, and WAN stability.
In determining your optimum lease time, ask yourself these questions:
* Do | have more users than IP addresses?

For example, you may have many mobile users coming and going from
your location. Each user that leaves your site can still have a valid lease.

e How many clients do | have?

If you have a fairly short lease time and a large number of clients, you may
begin to impact the performance of your DHCP server.

* How long will it take to repair or restart a failed DHCP server?

If a DHCP server fails, clients trying to obtain a lease will encounter
problems. Clients already active will have problems when their T2 timer
expires.

* Will I need to change IP parameters at the client?

Are there parameters that are likely to change that are needed by the
clients to work correctly, such as a new default router?

* How reliable are WAN connections?
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The affects of a WAN outage on a client are the same as if the DHCP
server itself has failed. The server may experience heavy loads when a
failed WAN connection is reestablished and all the remote clients try to
obtain leases.

¢ Will | need to reclaim addresses?

Will you need to get back IP addresses so they can be statically assigned
to new hosts, such as a new router.

server.

——Recommendation

Make the lease time twice as long as any potential outage of the DHCP

Remember that the longer the lease, the longer it takes for changes in
DHCP options to reach the clients.

10.1.1.1 Example lease times
Here’s a list of example lease times, with the possible reasons you could use

them:

15 minutes

6 hours

12 hours

24 hours

3 days

6 days

1 year

Allows you to maximize available addresses when you have a
dynamic environment with lots of mobile users and, therefore, a
shortage of IP addresses.

Allows you time to repair a failed DHCP server. (three hours)

Allows you to distribute new IP parameters and reclaim an IP
addresses overnight.

Allows clients to continue working in the morning if a DHCP
server has failed overnight.

Appears to be Microsoft’s default value, so is used by many
locations.

Allows clients to continue working on Monday morning if a
DHCP server has failed over a weekend.

If a client has not used the address for a year, they have
probably left, and the address can be reused.

10.1.2 DHCP server differences

Based on the lease time that you specify, the DHCP server automatically
calculates a renewal interval and a rebinding interval as suggested by the
DHCP RFC. The renewal and rebinding options are described more fully in
3.2.1, “Getting the lease” on page 114.
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Some server implementations allow greater control over these intervals by
letting you specify them individually. If your server supports this function, you
gain a greater latitude in updating client configuration. For example, you can
specify a lengthy total lease time to protect your clients from DHCP server
outages, yet specify a lease renewal time that is much shorter, so that
updated configuration options are distributed in a more timely fashion.

In our LAB environment we found that AlX, OS/2 and Shadow!|P DHCP
servers allowed us the flexibility to specify the three intervals independently.
The Microsoft NT DHCP server only allows entry of the total lease time. It
calculates the values for the renewing and rebinding options at 50% and
87.5% of the total lease time, respectively.

10.1.3 Multiple leases

With two or more DHCP servers on a network, clients that are moved around
(for example, laptops) can end up with multiple and redundant leases.
Consider a local network with two DHCP servers and a remote site also
served by those servers. A mobile client initially connects to the local network
and receives a lease from one of the two servers. It is then moved to the
remote network without releasing the lease. Because this new location is on a
different subnet, the client’s current IP address is not appropriate. It will then
receive another address from the server, while still holding a valid lease on
the first address.

If the client is then moved back to the original network, it will attempt to use
the IP address from the second lease, which is not valid on this subnet. At
this point the server might offer the client its original address, or the client
could get a lease on a third address.

This problem can be eased by using only one DHCP server per network or
location and also by using short lease times. If in your network, DHCP
servers are maintained by individual departments, offices, or individuals with
their own small address pools, they can find that their addresses are being
used by any device on the LAN that has been configured to use DHCP.

Another potential problem with using a decentralized method of DHCP
administration is the way some clients behave when switched between
networks. In Chapter 3 we discussed a scenario where a Windows client took
over 15 minutes to get a lease after being moved between networks. Please
refer to Part 3.4.4, “DHCPNAK” on page 126 for details of this common
problem.
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In our test network we implemented a DHCP solution that was able to
differentiate our desktop clients from our laptop clients and configured the
laptops with much shorter lease times. Please refer to Part 6.4.6, “DHCP
pools” on page 307 for information on our experience with the Shadow
IPserver.

10.2 Monitoring and troubleshooting

Most TCP/IP implementations come with a few standard tools that can be
used in monitoring and debugging your IP network. Alternatively, your could
use third-party applications and dedicated analyzers to do this more
thoroughly.

The following commands are included with most implementations of TCP/IP
and can be used to check connectivity. The commands have been
documented using TCP/IP Version 4.21 for OS/2. Their usage may vary with
other operating systems.

10.2.1 The PING command

By sending ICMP echo requests to specific IP addresses, ping (short for
Packet Internet Groper) is used to verify connections between hosts.

PING Syntax
FNG [-?drv] host [size [packets]]

Where:

-? Displays the syntax of the pInG command

-d Turn debug on

-r Bypass the normal routing tables

-v Verbose output. Include all ICMP packets received
host A host’s name, IP address or broadcast address
size The size of data portion of the packet

packets  The number of Echo Request packets to send

For example:

[C:\]PING banquet 56 2
PING bangquet .AUSTIN.COOKING.NET: 56 data bytes
64 bytes from 192.168.6.1: icmp seg=0. time=0. ms
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64 bytes from 192.168.6.1: icmp seg=1. time=0. ms
----banquet . AUSTIN.COOKING.NET PING Statistics----

2 packets transmitted, 2 packets received, 0% packet loss
round-trip (ms) min/avg/max = 0/0/0

10.2.2 The TRACERTE command

The TrRACERTE command is used to trace the route an IP packet takes to reach
a host on a remote subnet. It can tell you where and why a route is lost by
displaying information received from the intervening routers between you and
your destination. This command is available on AIX systems as traceroute,
and on Windows NT systems as TRACERT.

TRACERTE Works by sending a series of PINGs to the target host. The first PING
it sends is coded with time to live (TTL) value of zero. The term TTL actually
refers to a number of router hops, not time. When this datagram encounters a
router along the path to the target, the router responds with an ICMP
message that says the TTL expired in transit. In this manner, the first router
between you and the target host is identified. The TRACERTE program
continues to send PINGs, incrementing the TTL value by one each time, so
that every router in the path is identified. The error indications displayed by
TRACERTE are derived from the ICMP messages it receives from routers in
the network.

TRACERTE Syntax

TRACERTE [-dnrv] [-w wait] [-m max ttl] [-p port#] [-q nqueries]
[-t tos] [-s src_addr] host [data sizel

Where:

-d Turn debug on

-n Display IP addresses instead of host names

-r Disables routing of IP packets

-v Turns verbose on

-w wait Wait time in wait seconds between packets

-m max_ttl Maximum time-to-live in max_tt/ hops

-p port# Destination port number port#

-q hqueries  nqueries number of probes for each TTL

-t tos tos type of service
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-s Src_addr Source IP address src_addr
host A host’'s name or IP address

data_size The number of bytes of data used

For example:

[C:\]tracerte 192.168.7.10

traceroute to 192.168.7.10 (192.168.7.10), 30 hops max, 38 byte packets
1 192.168.6.1 (192.168.6.1) O ms 0 ms 10 ms

2 brie (192.168.7.10) O ms O ms O ms

TRACERTE interprets ICMP messages received from routes and displays them
in using these indicators:

! Port unreachable, connection refused

IN Network unreachable, no route to host

'H Host unreachable, no route to host

P Protocol unreachable, connection refused
IF Message too big

IS No route to host

For example:

[C:\]tracerte 192.168.10.1

traceroute to 192.168.10.1 (192.168.10.1), 30 hops max, 38 byte packets
1 192.168.6.1 (192.168.6.1) 10 mg 10 ms O ms

2 192.168.6.1 (192.168.6.1) Oms !H Oms !H O ms !H

This indicates that our default router, 192.168.6.1, has no routing information
to reach the host 192.168.10.1. While these indicators are somewhat cryptic,
understanding their meaning can be quite valuable to your problem
determination efforts. They give you a perspective of the network from a
viewpoint within a router that may be many hops away.

10.2.3 The IPTRACE command

The 1pTRACE cOmmand is used to trace all packets received by and sent from a
network interface. All data collected will be written to the IPTRACE.DMP file
in the current directory. Depending on the platform, the dump file may be
stored in a non-editable format. In OS/2, the rpForRMAT cOmmand is used to
view the dump file. The text output from the 1prorRVMAT can be redirected to a
file. Additionally, entering the command 1prorvAT -x will produce a binary file
in Network General Sniffer format.
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In AlX, the 1PREPORT cOmmand is used to examine the trace data.
IPTRACE syntax
IPTRACE [-i] [interface]

Where:

-i Specifies that only IP packets should be traced

interface  Specifies an interface to be traced

10.2.4 The ARP command

ARP is a mechanism to dynamically map IP addresses to the MAC addresses
of other network adapters in the same local subnet and then cache them in
memory for future reference. You can use the arp command to display and
manually maintain the ARP cache.

arp syntax
Ep [-afds?] hostname [hardware_addr] [templpub]

hostname A host’s name or IP address

-? Show the online help

-a Print all arp table entries

-f Flush all arp table entries

-d Delete arp table entry for the host hostname
-s Add arp table entry for the host hostname
temp Time out this entry if it is not used

pub Reply for other host

10.2.5 The NETSTAT command

The nETSTAT command displays the network status of the local workstation. It
supplies information about routing, TCP connections, UDP statistics, IP
statistics, memory buffers, and sockets.

NETSTAT syntax
NETSTAT [ -? ] [-acghilmnprstu]
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Where:
a Displays addresses of network interfaces
c Displays ICMP statistics
Displays IGMP statistics
Displays the resolved host name
i Displays IP statistics
1 Displays information about the socket that is listening
m Displays information about memory buffer usage
n Displays information about LAN interfaces
p Displays the contents of the ARP table
r Displays the routing tables
s Displays information about sockets
t Displays information about TCP connections

u Displays UDP statistics

For example, to dump the current routing table:

[C:\]NETSTAT -r

destination router netmask metric flags intrf
default 192.168.6.1 0.0.0.0 0 UGP lano
127.0.0.1 127.0.0.1 255.255.255.255 0 UH lo
192.168.6 192.168.6.10 255.255.255.0 0 uc lano
192.168.7.10 192.168.6.1 255.255.255.255 0 UGHW3 lano
192.168.9.10 192.168.6. 255.255.255.255 0 UGHDM lano

10.2.6 The HOST command

The HosT command is used to ask a DNS server to resolve hostnames to IP
addresses and vice versa.

HOST syntax
FOST <hostname>

hostname A host’s name or IP address.

The HOosT command is a quick and easy tool to use on OS/2 and AIX systems,
but is not available in the Windows NT environment. Here you can use the
NSLOOKUP command.
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10.2.7 The NSLOOKUP command

NSLOOKUP is used to query DNS servers in either an interactive or
non-interactive fashion.

NSLOOKUP syntax
NSLOOKUP [-options] (Interactive mode using default server)
[-options] -server (Interactive mode using server)
[-options] host (Look up host using default server)
[-options] host server (Look up host using server)

Where [options] are:

all Print options, current server and host.
[no]debug Print debugging information.

[no]dz Print exhaustive debugging information.
[no]defname Append domain name to each query.
[no]recurse Ask for recursive answer to query.
[no]search Use the search list.

[no]ve Always use a virtual circuit.
domain=name Set default domain name to name.
port=X Use TCP/IP port number x.

srchlist=n1[/n2/.../n6]  Set domain to n7 and search list to n1, n2, etc.

root=name Set root server to name.

retry=X Set number of retries to x.

timeout=Xx Set initial time-out interval to x seconds.
querytype=X Of type=x Set query type, for example: a, ANY, CNAME, NS, PTR..
class=x Set query class to one of 1 (Internet), cHrOS,

HESTIOD O ANY.

10.2.8 Other utilities

Here (briefly) are some tools that you could consider using to monitor and
troubleshoot your network.
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10.2.8.1 Netfinity

Netfinity Manager and Client Services for Netfinity Manager is not a tool for
administering TCP/IP. Rather, it is a systems management tool that allows
you to monitor, manage and configure both local and remote systems.

Netfinity can be used over a variety of transport protocols such as TCP/IP,
SNA and NetBIOS.

The Systems Monitor Service, part of Netfinity, allows you to collect statistics
from active systems. For example CPU, memory, disk and print usage can be
monitored. You can also use the Systems Monitor Service to collect TCP/IP
statistics.

See Appendix B.3, “Netfinity” on page 447 for information regarding running
Netfinity in a DHCP environment.

10.2.8.2 Third-party alternatives

There are many third-party network monitoring and analyzing tools available.
These can range from software that can be run on existing PCs on the
network, to dedicated devices that attach directly to the network.

Current examples include:

* Fluke Corporation supplies several diagnostic solutions such as
OneTouch, Enterprise LANMeter and Network Inspector.

* Hewlett Packard has its NetMetrix range.

* Network Associates has available the software-based Sniffer Basic and
the dedicated Sniffer Pro LAN.

10.3 Troubleshooting TCP/IP networks

Sooner or later, you will probably encounter problems on your network. How
quickly you can resolve these problems depends on your approach to
troubleshooting. Here, we examine ways to debug your network using the
commands that come standard with most implementations of TCP/IP.

10.3.1 Prerequisites for troubleshooting

If you encounter connectivity problems with your network, it may take many
steps to find the problem, and hence the solution. When debugging a network
problem, keep the following prerequisites in mind.

390 Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



10.3.1.1 Understand TCP/IP

To solve an IP related problem, it goes without saying that you have to have a
high understanding of TCP/IP. TCP/IP is an open, multi-vendor protocol. As
such, there is a lot of publicly available information — see your local
bookstore.

10.3.1.2 Know your environment

As a network administrator, you should know what equipment and systems
have been placed onto the network. Not only should you know what
equipment is out there, you should know and understand their role within the
greater whole.

10.3.1.3 Any information can help
Any symptom can be a clue to currently occurring problem, even if at first
glance it appears to be unrelated.

10.3.1.4 Don’t believe what people say

Don’t believe what people have told you until it has been verified. If the
network is able to provide telnet connectivity, it is a good way to get reliable
information from a remote portion of your network.

10.3.1.5 You can be limited by the person on-site

Your current skill level can be attenuated by that of the person on the other
end of the phone. Unless you can talk them though your diagnostic
procedures, diagnosis may not start until you can actually get on-site.

10.3.1.6 Don’t hesitate to ask for help

Today’s network environment is increasingly complex and constantly
changing. Network administration and support staff are faced with the need to
constantly refresh their skills while being responsible for day-to-day issues as
well. If you encounter a network issue that is consuming an excessive amount
of your resources, you may benefit from calling in some expertise from
outside of your organization. IBM Global Services for example, can offer
assistance from skilled and experienced professionals in a wide variety of
networking areas. The URL for the IBM Global Services Web site is:
http://www.ibm.com/services/

10.3.2 A bottom-up approach

Because protocols are divided into several layers, and each layer’s
connectivity depends on the layer beneath it, it is therefore reasonable to
start diagnosing network problems from the bottom and work your way up.
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2| DataLink Network 1
1 Physical Interface

Figure 267. OSI and TCP/IP comparison

Figure 267 compares the seven-layer OSI model to a layered view of TCP/IP.
Although the differences in the stacks are obvious, a layered approach to
understanding and troubleshooting is beneficial in both. Each layer is
explained from the bottom to the top.

10.3.2.1 Layer 1 physical layer

The physical layer represents the media used within the network, such as
fiber optic, twisted pairs of copper, or coaxial cable. It is only responsible for
the transmission of data across the physical network.

10.3.2.2 Layer 2 data link layer

The data link layer represents a communication link between two systems.
Network types such as Ethernet, token-ring and FDDI are covered by this
layer. The data processed in this layer is often called a frame.

In debugging the data link layer, you will probably use the arp command as
documented on page 387. Keep the following in mind:
* When arp fails, you cannot communicate.

* When arp succeeds, you don’t have any hardware problems.
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* When arp succeeds, but you still can’t communicate, then you have a
problem in a higher layer.

The arp command cannot be used to diagnose higher layers, but applications
that use the higher layers (such as pinG) can assist in diagnosing lower layers.
In using arp for testing, use the following procedure:

1. Clear the ARP cache with the an arp -f command.

2. Check that the cache is empty with an arp -a command.

3. Try to pinG the host you are trying to connect to.
4

. Then check the ARP cache again. If the pmc was successful, and the host
you pINGed is on the same subnet, there will be an entry for the host in the
table. If the host is on another subnet, there should be an entry for the
router that would be used. (Note in the following example that an ARP
entry for our DNS server with the address 192.168.6.5 was also added.)

[C:\]arp -a
ARP table contents:
interface hardware address IP address minutes since
last use
lan0 0 :6 :29:b3:e :ed 192.168.6.1 0
lan0 8 :0 :5a:ce:ea:cb 192.168.6.5

If the pNG was unsuccessful, and the host is on the same subnet, try to
pinNG other devices on the subnet. If the host being pinced is on a different
subnet, try pinGing the default router. By doing this, you can receive some
indication as to where to next proceed.

10.3.2.3 Layer 3 network layer

The network layer represents communication between multiple systems. In
TCP/IP, IP and ICMP are network layer protocols, but IP is the only protocol to
carry user data. The data passed through this layer is often called a packet.
(An IP packet is sometimes called an IP datagram). The IP address is used to
identify various systems within the network.

This layer also allows for the connection between two systems by passing
through other systems, through a process known as routing.

In debugging the network layer, there are several commands that can be
useful.

Use the PING command
The pinG command is documented on page 384. When using pING, keep the
following in mind:
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* When ping fails, you cannot communicate by using the IP protocol

* When pING succeeds you don’t have hardware or network configuration
problems.

* When pING succeeds, but communication still fails, there is an application
problem.

If you are cannot connect to a host, try the following pinG sequence to help
determine where the problem lies:

1. pinG the IP address 127.0.0.1 by issuing the command:
ping 127.0.0.1

As discussed in 1.2, “IP addresses” on page 2, 127.0.0.1 is the loopback
IP address. If you can successfully pnG this address, then you have
proven that the IP stack on your host is working correctly.

2. pING your own IP address. A pING to your own address will physically
transmit out onto the network. If the pING is successful, then you know that
your network adapter is working.

3. pinG the IP address of your default router. This will determine if your
default router is connected to the network, but not that it is working
correctly. It can also show if your subnet mask is correct.

4. piNG an IP address of a host on the same subnet of the host you want to
connect to. This will determine if all routers between you and the host you
want to connect to are working correctly.

5. pinG the IP address of the host you want to connect to.

In the above procedure, we have used IP addresses only because any
problems in communicating with your name server, or mis-configurations in
your name server, can cause connectivity problems in general when you are
trying to connect by name.

In the following example, we are trying to pInG the machine called hotdog:
[C:\]PING hotdog 56 2

PING hotdog.AUSTIN.COOKING.NET: 56 data bytes

----hotdog.AUSTIN.COOKING.NET PING Statistics----
2 packets transmitted, 0 packets received, 100% packet loss

As you can see, the ping command itself has failed, but the host name was
successfully resolved by the name server. This proves that the name server is
working, although the address supplied by the name server may not
necessarily be correct.
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The pInG command is also an excellent means of identifying frame size
issues in your network. Most implementations of the command allow you to
specify the size of the echo packet.

Use the TRACERTE command

If, in step 4, if you could not pinG any hosts on the remote subnet, you can use
the TRACERTE command as documented on page 385 to determine where and
why data is being lost.

Use the NETSTAT command

Use the neTsTAT command as documented on page 387. In OS/2, use
NETSTAT -i to check IP statistics, and NETSTAT -c to check ICMP statistics.
Figure 268 on page 395 shows partial output from the NETSTAT -i command.

~
[C:\]NETSTAT -i

total packets received 5548

checksum bad 0

packet too short 0

not enough data 0

ip header length < data size 0

ip length < ip header length 0
fragments received 0

frags dropped (dups, out of space) 0
fragments timed out 0

packets forwarded 0

packets rcvd for unreachable dest 0
packets forwarded on same net 0
Unknown,/Unsupported protocol 2
requests for transmission 4974

lost packets due to no bufs, etc 0
output packets discarded because no route could be found 0
input packets delivered successfully to user-protocols 5546
input packets with an unknown protocol 0
output packets successfully fragmented 0
output fragments created 0
fragmentation failed 0

successfully assembled packets 0

Packets received with version !=4 0

Raw ip packets generated 193
\_ p p g )

Figure 268. Output from NETSTAT -i

Look for unusual counters. If output packets discarded because no route could
be found is not zero, you have a routing problem somewhere. If NETSTAT -c
gives a high source guench count, the host you are talking to (or the routers
you are talking through) may be overloaded.

In Windows NT, use the netstat -scommand to see statistics for all protocols,
and for AIX, use netstat -p <protocols to see statistics for a specific protocol,
such as TCP or UDP.
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10.3.2.4 Layer 4 transport layer

This layer represents a connection between two processes. Any system can
have multiple processes running on it, and TCP and UDP are the protocols
used to achieve this connection. TCP data passed through this layer is often
called a segment; UDP data is known as a datagram.

This layer also provides functionality for flow control and reliability (including
retransmission). TCP provides these functions, while UDP does not.

Use the NETSTAT command

Use the NeTsTAT command as documented in 10.2.5 on page 387. Use
NETSTAT -t to check TCP statistics and NETsTAT -u to display UDP statistics.
Additionally, use NETSTAT -sto check socket information. Figure 269 on page
396 shows part of the output from the NETSTAT -t command.

[C:\]NETSTAT -t

TCP STATISTICS

connections initiated

connections accepted

connections established

embryonic connections dropped

conn. closed (includes drops)

segs where we tried to get rtt

times we succeeded

delayed acks sent

conn. dropped in rxmt timeout

retransmit timeouts

persist timeouts

keepalive timeouts

keepalive probes sent

connections dropped in keepalive

total packets sent

data packets sent

data bytes sent

data packets retransmitted

data bytes retransmitted

ack-only packets sent

window probes sent 0

packets sent with URG only 0
\window update-only packets sent 1

ONOOOOOOWWwWEPPONEN
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Figure 269. Output from NETSTAT -t

Again, look for unusual counters. If packets received with ccksum errs iS not
zero, you are experiencing errors somewhere on your network.

10.3.2.5 Layer 5 session layer

The session layer provides dialog sessions such as full- and half-duplex and
synchronization points in the dialog. Within TCP/IP, there is no precise
session layer, although some of its functionality is provided within TCP.
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10.3.2.6 Layer 6 presentation layer
The presentation layer provides for common data presentation between
applications. Within TCP/IP, there is no precise presentation layer.

10.3.2.7 Layer 7 application layer
The application layer represents the application entity, usually an application
program.

When diagnosing DNS issues, there are two commands that are useful.

Use the HOST command

The sosT command, as documented on page 388, is used to query a DNS
server and can be used to verify that your DNS configuration is correct. HosT
can only be used for name to address and address to name resolution.

Use the NSLOOKUP command
The nsLookup command, as documented on page 389, is used to query a DNS
server and can be used to verify that your DNS configuration is correct.

You should also read the TCP/IP Command Reference in the TCP/IP
Information folder of Warp Server.

This section provides an overview of how to use NsLookur The information
presented here should work for both OS/2 and many UNIX versions of
NsLookuR All Windows-based versions of nslookup that we have seen are GUI
programs and have different (and varying) usage.

NSLOOKUP is a resolver that sends queries to name servers. This is the same
task that your browser has to do when locating a particular Web page (if you
entered the server name rather than the server IP address). By default,
NSLOOKUP performs recursive queries. See Figure 270 on page 398 for an
example of how a name server resolves a recursive query. Resolvers make
recursive queries, which cause the name server the most amount of work.
Name servers themselves make non-recursive queries. You can configure
NSLOOKUP to do non-recursive queries as well.
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query for address of

www.as400.ibm.com | o "
to.comnameserver. ...
name server
: query for address of
. www.as400.ibm.com ‘
av to.ibm.com.name.server.....................|- com
pn‘maz........ i name server
query for address of
: www.as400.ibm.com .
iy {to as400.ibm.com name server | - ibm.com
i i name server
query for address of
> |8 www.as400.ibm.com
é’_ E e 1:as400.ibm.com
© address of name server
| www.as400.ibm.com rs6000 as400
resolver is 205.217.130.11

Figure 270. Name resolution example

NSLookUP is a useful while you are configuring your name server(s) and also
for troubleshooting certain issues after configuration. For example, pretend
you have configured one of your servers to provide zone transfers to only a
specified group of machines (for example, by using the secure zones option). It
is probably prudent to use nslookup to try a zone transfer (using the 1s
sub-command) from a machine other than the trusted machines, rather than
to wait for crackers to test your configuration for you. Most name servers, you
will find, will not pass you zone information for security reasons.

NSLOOKUP can be run interactively, or, if you have a single query, you can type
the query from the command line. When you start nsLookup interactively, it is
useful to enter the command set all to remind you of your default settings
(particularly your default name server, domain, and search list, if any). To
finish an interactive session, type exit or press CTRL+Z (end of file on OS/2)
or CTRL+D (end of file on UNIX). For extra help during an interactive session,
type ? or help at the > prompt.

NSLOOKUP can be configured for recursive and non-recursive queries by using
the set recur and set norecur subcommands. You can start the program so
that it uses the default name server, or you can direct it to use a specific
name server for your session. The file %ETC%\RESOLV2 will contain the
name of your default name server (if any), and your default domain. An
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example of %ETC%\RESOLV2 is shown below for a machine on our
armonk.cooking.net subnet.

domain armonk.cooking.net
nameserver 192.168.6.10

You could include the line options debug, which turns on debugging for
nsLookurR When you first start using NsLookup, it may be useful to have debug
on to better understand what is happening. With debug on (or d2), you will see
about as much DNS information as you would see if you were using a
protocol analyzer. We are not using debug here because of the amount of
information it creates. We suggest that you use debug, though, while you are
becoming familiar with NsLookur

The NsLookup syntax on page 389 shows how to specify a particular name
server to use. For example:

NSLOOKUP - 192.168.7.10

Server: fajita.austin.cooking.net
Address: 192.168.7.10

> exit

This starts nszookup using the FAJITA name server, rather than our default
name server merlot.armonk.cooking.net. This is useful when your default
server is not available due to network or other problems. You will know there
is a problem with your default name server if NsLookup exits immediately with
an error message indicating:

* Timed out

* No response from server

* Connection refused

* Server failure

» Default servers not available
If you do get errors like these, you probably want to start Nsz.ookup using a
different name server until you can determine what is wrong that the default
name server.
Do not confuse the previous errors with errors of the type:

* Nonexistent domain (host or domain is not known to name server)

* Query refused (often because of security settings at name server)

* Format error (possible error in NsLookup or network packet error; the name
server thinks request packet is an improper format)
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* No records (of the type you are requesting; change your querytype t0 any
and try again)

You can also redirect some nsLookup output to a file. For example, when in
interactive mode if you wanted to create a file of all mail exchanger (vx)
records (that is, mail hosts) for the domain armonk.cooking.net, you would do
the following commands (the t is for recordtype):

nslookup

Server: fajita.armonk.cooking.net

Address: 192.168.6.10

> 1ls -t MX armonk.cooking.net > mailhost.txt
> view mailhost.txt

While records are still being read, you will see a series of # signs going
across the screen; so you know something is happening. The view command
shows you the file as if you were using the more command (which is what view
uses). If you want to halt a long command, you can type ctrL+C during the
command, which will bring you back to the > prompt. For example, if you
entered the 1s -t Mmx command on a large Internet domain, it could potentially
generate pages of information.

> 1s -t any armonk.cooking.net
This would show all records for the domain, which would, of course, give even

more information than just the mx records. The record types that you can show
individually are:

A Host name to IP address records.
ANY All records available from name server.
CNAME Canonical names for aliases. For example, we use ns-updates as

an alias for the canonical name of fajita.armonk.cooking.net.
Usually, you will see mail or www as an alias for the fully qualified
domain name of the server the mail server or Web server runs on.

HINFO Host information.

KEY Public key information.

MB Mailbox information.

MINFO Mailbox or mail list information.
MX Mail exchanger.

NS Name server.

PTR IP address to host name records.

400 Beyond DHCP - Work Your TCP/IP Internetwork with Dynamic IP



SIG List records with expiration time and signature information such as
aand key records.

SOA Domain’s start of authority.

TXT Text records.

UINFO User information. For example, it will sometimes contain contact
information of responsible person for a particular server.

WKS Well-known services that the host advertises.

7 Note

The record types are discussed in more detail in 1.6.5, “Resource record
types” on page 23.

When you enter the querytype t0 nslookup sub-commands, remember that
they are case insensitive. The 1s sub-command causes zone transfers, and
some hosts will not allow that (for security or because of the extra workload
on the name server and network).

The set command is used when in the interactive mode to change default
settings. For example, it can be useful to do a set debug or set d2 (both of
which turn on debugging) so that you can see how the name resolution is
occurring when you make a query. You can change the default querytype for a
single command. For example, to show all name server records for
armonk.cooking.net domain, enter:

[C:\]NSLOOKUP -query=NS armonk.cooking.net

Server: fajita.armonk.cooking.net

Address: 192.168.6.10

armonk.cooking.net nameserver = fajita.armonk.cooking.net
armonk.cooking.net nameserver = ns-update
fajita.armonk.cooking.net internet address = 192.168.6.10
ns-update internet address = 192.168.6.10

Your default record query type can be set to Ns as opposed to the default of
any records:

[C:\]NSLOOKUP -query=NS
Default Server: fajita.armonk.cooking.net
Address: 192.168.6.10

>
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We are now in the interactive mode and can give more commands. To change
our default name server:

> set root=192.168.7.10

>

To change our default querytype back to any:

> set g=any

We can abbreviate most sub-command arguments using the first unique
character pattern of the name. Now we would be using the name server for
our austin.cooking.net subnetwork. This could become confusing because
our default domain is still armonk.cooking.net, so we might want to use a
search list to include both domains:

> set srchlist=austin.cooking.net/armonk.cooking.net

>

Now, when the name resolution occurs, first austin.cooking.net will be
appended to the name we are looking up, then armonk.cooking.net will be
appended, then the name will be searched by itself with no appending. For
example:

> jalapeno

Name resolution occurs as follows. When defname and search are both on
(the default), nsLookup uses the search list and successively appends each
name in the list to any host query not ending in a dot until the name resolution
is successful (jalapeno.austin.cooking.net and then
jalapeno.armonk.cooking.net would be searched). If no attempt is successful,
NSLOOKUP tries the user-entered query as-is. If you do not want the search list
to be used you can append a dot (.) to your command as follows:

> jalapeno.austin.cooking.net.

and then the name is used as is with no appending. Note that the name
resolution stops when an address is found. If search is off and defname is on,
NSLOOKUP does not use the search list, but appends only the domain name
(which is the first entry in the search list). Also, NsLookup will only append this
domain name to user queries that do not have dots in the name, (rather than
names which do not end in a dot, which was the case when search was on).

If defname is off, no domain is appended to the query. In this case, setting
search/nosearch has no effect.
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10.4 Tuning TCP/IP networks

Tuning is an ongoing function in networking. Bandwidth and performance are
constantly monitored using fully implemented state of the art network
management methods. New applications and hosts are introduced to the
environment only after their network impact is fully understood. Change is
carefully controlled and is normally transparent to the end user.

10.4.1 An approach to tuning your network

If you think the network environment described above sounds utopian, you’re
right. In practice, we most often see network tuning efforts initiated as a result
of a network performance issue. Therefore, that is the approach we’ll focus on
in this section.

10.4.1.1 Gather information

Gather as much information as possible so that potential causes of your
problem (in this case poor performance) can be found. Some questions to ask
yourself are:

* Do all applications suffer from poor performance?
* Do all operations within an application suffer from poor performance?

* Do all systems within the network suffer from poor performance?

When did the problem begin?

Is the problem intermittent?

Are there any error messages on either the console or logged to a file
somewhere?

10.4.1.2 Understand your environment

You have to know and understand the environment that you are dealing with.
This includes all products — both hardware and software — and protocols that
actively use the network.

Check that all products are being used within specification. For example,
most networking environments specify the maximum number of workstations
and maximum cable lengths that can be used in a network segment. If
additional workstations have been added to the network, this maximum may
have been exceeded.

10.4.1.3 Is it really a problem?

Are your users expecting too much? If they are used to loading files from a
local file server, they may start to complain that it's too slow when
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downloading from the Internet. A T1 connection is not going to give the same
throughput as a 16 Mb token-ring.

10.4.1.4 lIs it really a network function?

Don’t forget that memory usage, disk, CPU, and I/O activity on both the
source and target hosts can influence performance. Before you delve deeply
into the network, confirm that these resources are not constrained on your
hosts.

10.4.1.5 What do you want to achieve?

Are you trying to achieve a better response time, or greater throughput in
general? Tuning the response time may entail tuning a particular application
on a host, whereas to get better throughput, you might have to visit every
workstation, host and router.

10.4.2 TCP/IP tuning parameters

404

When tuning your network, there a several parameters that you may be able
to manipulate to enhance network performance. The ability to change these
parameters is dependent on the implementation of TCP/IP that you are using.

10.4.2.1 MTU and fragmentation
The Maximum Transfer Unit is a very important parameter. As TCP/IP works
in almost all situations without modifying the default MTU, the MTU is not
often tuned. By changing the MTU size, you can minimize the fragmentation
that occurs on a packet as it travels through your IP network.
Consider the following:

* When you are sending small packets, and there is no fragmentation:

* More packets have to be sent; so, there is an increased number of I/O
operations to the network. This adds overhead.

* There is lower throughput.
* When you are sending large packets, and there is no fragmentation:

* Fewer packet have to be sent; so there is a reduced number of 1/0
operations to the network. This reduces overhead.

* There is higher throughput.
* When you are sending large packets, and there is fragmentation:

* More packets have to be sent because the original data has been
fragmented. This increases I/O operations to and from the network.

* There is lower throughput.
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* More packets must be transmitted to recover from lost data packets.

Given the above, we can see that we should set the MTU size to be as large
as possible so that a packet travelling through the network does not become
fragmented.

You can use the PING (see page 384) and TRACERTE (See page 385) commands
to determine the bottlenecks that occur on your network.

Use TRaceRTE to determine the IP addresses of the routers between you and
the host you are connecting to. Then pinG each IP address found with a range
of packet sizes (use the same range for each address) and graph the results.
Any bottlenecks with larger MTU sizes should be readily apparent.

Remember to make the MTU size on your workstation larger than the packet
sizes you are using so that fragmentation does not occur before the data
reaches the network.

To change the MTU size, you would usually use the 1rcoNFIG command,
although some implementations of TCP/IP may use configuration files to hold
the MTU definition.

For example, under OS/2 you could issue the commands:

IFCONFIG lanO down
IFCONFIG lanO mtu 4400
IFCONFIG lan0O up

This will set the MTU size to 4400 bytes. Now issue the command:

NETSTAT -n
This will confirm that the change has been made.

Installations that use DHCP can easily change the MTU size for multiple
hosts. It is BOOTP\DHCP option number 26.

10.4.2.2 TCP maximum segment size

As stated previously, a unit of TCP transmission is known as a segment. IP
and UDP datagrams each have a maximum length of 65,536 bytes. A TCP
segment also has a maximum length, but it is determined when two systems
connect. The maximum segment size or MSS is negotiated by both systems
to guarantee connectivity.

The MSS is calculated using the MTU as follows:

1. Calculate variable A.
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A = MTU - (TCP header size + IP header size)
2. Calculate variable B.
B = Socket Receive Buffer size / 2

3. The smaller of A and B is used as the effective MSS.

Now consider the following scenario. Your workstation is connected to a
token-ring network and communicates with hosts also attached to the ring. To
enhance performance, you are using a large MTU of 17960 bytes. Later, you
have to connect over a router to hosts attached to an Ethernet network. To
avoid fragmentation at the router you should set your MTU to 1500 bytes. But
now you have an inefficiency when talking to hosts connected to the
token-ring.

How do you resolve this problem? Some stacks have MTU discovery enabled,
thereby bypassing the issue. If they don’t, you can use the -mtu option with
the rouTE command. The -mtu option allows you to configure the MTU for each
route, not just for each interface. It allows you to give a specific value to only
the traffic that is passing through a router.

For example, we have workstations on our 192.168.6 token-ring network.
They are using an MTU of 4400 bytes. If they need to connect to the
192.168.9 Ethernet network, we could issue the command:

route add -net 192.168.9 192.168.6.4 -mtu 1500

Here, we are assuming that 192.168.6.4 is the router to the 192.168.9
network. By adding this specific MTU size for traffic to the Ethernet network,
we can now communicate efficiently with both local and remote hosts. Our
MTU and MSS would are large, however, without fragmentation.

10.4.2.3 The IP queue

IP keeps a queue for incoming IP datagrams. The queue is only used for
receiving datagrams, not sending.

Since routing is done at the IP layer, the IP queue is important in a system
configured as a router because it is used when passing datagrams from one
network to another. If a router receives a burst of IP datagrams, it is possible
for the queue to overflow.

Many implementations of TCP/IP do not allow you to set the queue size. AlX,
for example, does.

To set and check the IP queue:
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1. To check the current queue size, issue the command:
no -o ipgmaxlen

2. To set the IP queue length, issue the command:
no -o ipgmaxlen=x
Where x is the new size of the queue.

3. To check for IP queue overflows, issue the command:
netstat -p ip

The following is an extract from the output, with the counter we are
interested in highlighted:

0 path MTU discovery memory allocation failures
0 ipintrqg overflows
0 with illegal source

Note

A larger queue may require more CPU time to process; so don’t make it too
large. If you must increase it, make the increments moderate.

10.4.2.4 Buffers

The buffers are temporary data storage used to store data sent between an
application and the network.

Some applications can set their buffer size (by using the setsockopt ()
function), but generally you cannot modify the buffer size.

You can the buffers with the NETSTAT command.
NETSTAT -m displays details for memory buffer usage.

NETSTAT -c displays ICMP statistics. When looking at the ICMP statistics, look
for high Source Quench counters.

If an ICMP Source Quench message is received from an router, it means that
the router does not have the buffer space needed to queue the datagrams for
output to the next network.

10.5 Bandwidth efficiency

While the easiest solution to network performance problems may be to
provide a faster connection, it’s not always the most practical. After all, it
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might not be cost effective to link every remote user or office with a T3 line.
Sometimes it pays to closely examine the amount and nature of the network
traffic flowing through your network connections to see if it's possible to use
limited bandwidth more efficiently. Frankly, some applications just don’t do
well in a WAN environment. For example, if a client and server must serially
interchange a large number of packets to complete a transaction, the total
time required from the user’s perspective can increase dramatically if there is
any WAN connection between two hosts.

10.5.1 Broadcast traffic

Be aware that your network may have multiple protocols running over it. Not
all protocols are efficient in how they use the network. Some, like NetBEUI for
example, introduce a large quantity of broadcast traffic.

Your environment may use combined bridge/routers (brouters) to interconnect
remote locations. If these connections are maintained over relatively slow
WAN links, your WAN link may be swamped with broadcast traffic. In extreme
cases, connections that have timer-critical response times (for example SNA),
may fail.

As we have seen in Chapter 5, “Integrating file and print services” on page
227, it is possible to remove NetBEUI from your WAN connections entirely by
implementing TCPBEUI. You can choose to still use NetBEUI within the local
network where it is most efficient, but your WAN connections will have been
freed up from carrying broadcast traffic.

10.5.2 RSVP

Unfortunately, TCP/IP has not had any standard method of prioritizing traffic
until quite recently. Yet, in the real world, bank transactions can be much
more important than casual e-mail. Unfortunately, most TCP/IP networks
can’t tell the difference between high priority datagrams and lower priority
ones; so the bandwidth gets split more or less evenly between competing
users.

RSVP (Resource ReSerVation Protocol) has been introduced as a way to
solve the problem. If your network application has been programmed to take
advantage of RSVP, and if the routers enroute support RSVP, then TCP/IP
datagrams can be prioritized according to their relative importance.
Datagrams for bank transactions can be tagged by the application as high
priority, while e-mail applications may tag their datagrams as lower priority.
Intermediate network devices, such as routers, can then handle the traffic
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more intelligently, giving more bandwidth to the higher priority traffic as
needed.

There’s one major downside to RSVP, at least at this point in history: Many
applications and network devices do not yet support this protocol extension.
Hopefully the widespread adoption over time of IPv6 will help speed the
implementation of RSVP as well. Nonetheless, if you have control over your
own TCP/IP intranet, and you can take advantage of the RSVP programming
interfaces now becoming more and more common, you can design your own
network and applications to take advantage of prioritizing. Doing so can help
you avoid buying more high cost bandwidth.

RSVP is supported by IBM OS/2 TCP/IP Version 4.1 or later, and can run as a
standalone service, or under the INETD super server. For more information
on RSVP, please consult the Online Information folder in OS/2 TCP/IP or
IETF RFC 2205.

10.5.3 Communications server

Although TCP/IP has achieved tremendous popularity, it isn’t necessarily the
best protocol for all purposes. Other network protocols have particular

strengths and weaknesses. You can take advantage of the strengths of other
protocols while still preserving the universal reach of TCP/IP on your network.

For example, IBM SNA protocols work particularly well over WAN
connections. If your network consists of remote offices, perhaps linked
together with low bandwidth connections, then you may be able to improve
the performance of TCP/IP applications by encapsulating that traffic in SNA
protocols across the WAN. Benchmark results indicate that you can get more
TCP/IP traffic across low bandwidth LAN connections if it's wrapped into SNA
at one end and unwrapped at the other, particularly if you take advantage of
SNA'’s end-to-end data compression.

The IBM SecureWay Communications Server, available for a variety of
platforms from PCs (OS/2 Warp, Windows NT) to mainframes, can be placed
at both ends of a WAN connection to encapsulate TCP/IP into SNA.

For more information on IBM SecureWay Communications Server, please
visit:

http://www.software. ibm.com/enetwork/commserver
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Chapter 11. Managing your network

This chapter provides insight into how to respond to changes in your network
quickly and easily. Read how to make changes to your TCP/IP network from
any location, adding or deleting new users and connections as needed. Plus,
we'll reveal how to generate reports that show how your network is being
used so you can keep close tabs on its performance and security.

11.1 Remote administration of DHCP and DDNS

Remote administration of the DHCP and DDNS servers can be accomplished
using more than one method, and from more than one type of client platform.
Since the administration programs are Java applications, these programs can
be run remotely with a little bit of extra work.

You have two options for remote administration:

* One method of remote administration can be accomplished without adding
any extra software beyond what is delivered with OS/2 Warp Server for
e-business and OS/2 Warp Version 4 (TCP/IP Version 4.21 is either
included or can be installed). This method runs the Java-based
administration programs remotely.

e Another method adds a Web server to the OS/2 Warp Server for
e-business platform. We used Domino Go Webserver, but any Web server
that supports mapping should work. Domino Go Webserver is available for
free download. If you want to use the Secure Sockets Layer Security, you
will have to register the product, but this is not mandatory.

We will describe both methods of setting up remote administration, as well as
any problems we encountered in this process.

There are products available that allow you to administer TCP/IP services on
your company’s network across the world. QIP, from Lucent Technologies, is
one of these products that allows the management and administration of
TCP/IP services on multiple platforms, including UNIX and Windows NT. The
QIP demo software is available from

http://www.lucent .com/ins/products/qgip.html.

Before going any further, an explanation is in order. The administration
programs for both OS/2 DHCP and DDNS are supplied as Java programs.
The programs are compiled so that they can run as stand-alone programs or
as applets from within a Java-enabled browser, or using an applet viewer.
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11.1.1 No extra software

Without a Web server on the OS/2 Warp Server for e-business platform, you
can still remotely administer the DHCP/DDNS server by invoking similar

scripts to those invoked locally on the server. The difference in the scripts is
that the paths used have to reflect the network drive as seen from the client.

We have included some modified command files that will run on OS/2 or
Windows 95/98/NT with Java and REXX. REXX is shipped with OS/2 and is
available for Windows platforms. You can also follow the instructions included
with the TCP/IP product:

1. In the TCP/IP Information folder, double-click on TCP/IP Guide.
2. Search for JAVA and choose Installing the TCP/IP JAVA Configuration
Applications on a Remote Workstation.

We tested those instructions on OS/2 Warp Version 4 and Windows 95, and
they worked well for us. The command files that run on the server (and are
mentioned in the online documentation) are as follows. Our rewritten scripts
add a capital R to the front of the script names and they allow you to specify
the server you would like to administer. Note that in the case of
DHCPSCPC.CMD, the new name is RDHCPSCP.CMD (the final C is dropped
in the name to keep an 8.3 file name).

e DHCP Server Administration
* DHCPSCPC.CMD
It represents the main GUI to configure the DHCP server.
e DHCP Server Administration
* DADMGUI.CMD

It shows DHCP server statistics and provides a function to reinitialize
the DHCP server.

* DDNS Server Administration
* DDNSAPC.CMD
It represents the actual DDNS server configuration.
Here are the rewritten scripts that allow remote administration from an OS/2
workstation using Netscape 4.61 and Java 1.1.8. If you are using Netscape
4.61with Java 1.1.6 or later, you don’t need to turn off the Just In Time
compiler (JIT), which can be done by setting the Jgava compILER environment

variable to any value. See 11.1.2, “Using a Web server” on page 418 for more
information on Java-version-specific dependencies.
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Note

If installing Java Version 1.1.8 for OS/2, do not forget to extract the original
install file using the -di and -ov parameters.

The server drive that contains the following scripts would get mapped as a
network drive for the client. The client will locally execute the rewritten scripts
on that network drive.

Note: Lines that are longer than 80 characters, such as SET CLASSPATH, are
wrapped to the next line.

RDDNSAPC.CMD is the rewritten DDNSAPC.CMD.
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/*

** file : Rddnsapc.cmd

* ok Remote DHCP Server Configuration

** purpose: to invoke DHCP Server Configuration from a client machine that
* ok has a network drive mapped to the TCPIP drive of the server.

* % This script must be located on the server drive with \tcpip installed.
* % This script will automatically pick off the drive letter and

** use it correctly.

* *

*% CAVEATS:

** 1) Client machine must have REXX installed. REXX is available for

* % Windows 95/NT also (see http://rexx.hursley.ibm.com/rexx/rexxibm.htm)

* %

** history:

** 02 May 1998 added command line argument for server name to configure, m3m
** 27 April 1998

** modified from ddnsapc.cmd by Michael McDaniel (m3m), The Fourth Crusade
* %

* %

*/

call RxFuncAdd ’SysLoadFuncs’, ’'RexxUtil’, ’SysLoadFuncs’
call SysLoadFuncs

/* trace ?i */

parse arg server

if server == '’ then
do
parse source os . cmd
say
say ‘usage:’ cmd ‘servername to configure’
say
rc = beep(750,750) ;
EXIT
end

parse source os . cmd
JD = substr(cmd,1,1) /* JD for Java Drive */

signal on syntax name badsyntax
signal on halt name halt

original dir = directory();
rc = directory(JD’ :\tcpip\java’) ;

'SET JAVA COMPILER=XYZ;'

' SET

CLASSPATH='JD’ : \TCPIP\java\ddnssgui.jar;’'JD’ :\TCPIP\java\tcpauth.jar;’JD’ :\TCPIP\jav
a\netdiver.jar;’JD’ :\TCPIP\java\jvc.jar;'JD’ :\TCPIP\java\%tcplang%\ddnsres.jar; 'JD’ :

\TCPIP\java\%tcplang%\tcpares.jar;’
’start /c/min java COM.ibm.raleigh.ddnssgui.client.DDNSAdministratorClient
$tcplang%’ server

rc = directory(original dir);

EXIT

Figure 271. RDDNSAPC.CMD (Part 1 of 2)
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/*********************************************************************/
halt:

rc = directory(original dir);

say 'halt occurred at line' sigl
EXTIT

badsyntax:
say 'bad syntax at line' sigl
rc = directory(original dir);
return rc

/*********************************************************************/

/* end Rddnsapc.cmd */

Figure 272. RDDNSAPC.CMD (Part 2 of 2)

RDADMGUI.CMD is the rewritten DADMGUI.CMD.

/*

*x file : Rdadmgui.cmd

* *

* ok Remote DHCP Server Administration

** purpose: to invoke DHCP Server Administration from a client machine that
* ok has a network drive mapped to the TCPIP drive of the server.

* % This script must be located on the server drive with \tcpip installed.
* ok This script will automatically pick off the drive letter and

** use it correctly.

* *

*% CAVEATS:

** 1) Client machine must have REXX installed. REXX is available for

*x Windows 95/NT also (see http://rexx.hursley.ibm.com/rexx/rexxibm.htm

* *
** history:
** 27 April 1998

** modified from dadmgui.cmd by Michael McDaniel, The Fourth Crusade
* %

* %

* %

*/

call RxFuncAdd 'SysLoadFuncs', 'RexxUtil', 'SysLoadFuncs'
call SysLoadFuncs

/* trace ?i */

parse source os . cmd
JD = substr(cmd,1,1) /* JD for Java Drive */

signal on syntax name badsyntax
signal on halt name halt

original dir = directory(JD':\tcpip\java');

Figure 273. RDADMGUI.CMD (Part 1 of 2)
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'SET JAVA COMPILER=xxX;'

'SET

CLASSPATH='JD' : \TCPIP\java\dadmgui.jar; 'dD' :\TCPIP\java\tcpauth.jar; 'JD':\TCPIP\java
\netdiver.jar; 'dJD':\TCPIP\java\%tcplang%\dadmres.jar; 'JD' :\TCPIP\java\%tcplang%\tcpa
res.jar;"'

'start /c/min java COM.ibm.raleigh.dadmgui.DHCPadmin LANG=%tcplang%'

rc = directory(original dir);

EXIT

[ F kK kk kok ok ok sk k sk ok ok ok ok ok ok ok ko k ok ok ok k ok Rk Rk k ok ok kk ko ko k ok ok ok kkkk ok ok ok kkkkkkkk ok kkk kK k[

halt:
rc = directory(original dir);
say 'halt occurred at line' sigl
EXIT

badsyntax:
say 'bad syntax at line' sigl
rc = directory(original dir);
return rc

[ F kK k ok kok ok ok ko sk ok ok ok ok ok ok ok ko k ok ok ok ok ok Rk Rk k ok ok ok ok ok kR ok kk ok ok ok ok ok ko kk ok kkkk ok ok ok ok kkk kK k /

/* end Rdadmgui.cmd */

Figure 274. RDADMGUI.CMD (Part 2 of 2)

RDHCPSCP.CMD is the rewritten DHCPSCPC.CMD file.
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/*

** file : Rdhcpscp.cmd

* % Remote DDNS Server Configuration

** purpose: to invoke DHCP Server Configuration from a client machine that
* ok has a network drive mapped to the TCPIP drive of the server.

* % This script must be located on the server drive with \tcpip installed.
* % This script will automatically pick off the drive letter and

** use it correctly.

* *

*% CAVEATS:

** 1) Client machine must have REXX installed. REXX is available for

* % Windows 95/NT also (see http://rexx.hursley.ibm.com/rexx/rexxibm.htm

* %

** history:

** 02 May 1998 added command line argument for server name to configure, m3m
** 27 April 1998

** modified from dhcpscpc.cmd by Michael McDaniel, The Fourth Crusade

*x AAAAAAAA

* ok note the last 'c' was dropped to keep 8 char file name
* %

* %

*/

call RxFuncAdd 'SysLoadFuncs', 'RexxUtil', 'SysLoadFuncs'

call SysLoadFuncs
/* trace ?i */

parse arg server
if server == '' then
do
parse source os . cmd
say
say 'usage:' cmd 'servername to configure'
say
rc = beep(750,750) ;
EXIT
end
parse source os . cmd
JD = substr(cmd,1,1) /* JD for Java Drive */

signal on syntax name badsyntax
signal on halt name halt

original dir = directory();
rc = directory(JD':\tcpip\java') ;

'SET JAVA COMPILER=XYZ;'

'SET

CLASSPATH="'JD' : \TCPIP\java\dhcpsgui.jar; 'dD' :\TCPIP\java\ddnssgui.jar; 'JD':\TCPIP\ja
va\tcpauth.jar; 'dD':\TCPIP\java\netdiver.jar; 'JD':\TCPIP\java\jvc.jar;'JD' :\TCPIP\ja
va\%tcplang%\dhcpres.jar; 'JD' : \TCPIP\java\%tcplang%\tcpares.jar;"'

Figure 275. RDHCPSCP.CMD (Part 1 of 2)
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'start /c/min java COM.ibm.raleigh.dhcpsgui.view.DHCPServerGUI $tcplang%' serverrc =
directory (original dir);

EXIT

[ F kK ok kok ok ok sk ke sk ok ok ok ok ok ok ok ko k ok ok ok ok ok Rk Rk kk ok ok ok ok ok Rk Rk ok ok ok ok ok k ko ok kkkk ok ok ok ok ok ok ok kK k /

halt:
rc = directory(original dir);
say 'halt occurred at line' sigl
EXIT

badsyntax:
say 'bad syntax at line' sigl
rc = directory(original dir);
return rc

[ F kK kk kok ok ok ko sk ok k ok ok ok ok ok ok kk sk k ok ok ok ok Rk Rk k ok ok ok ok ok kR Rk ok ok ok ok ok kk ok kkkkkkkkkkkk kK k[

/* end Rdhcpscp.cmd */

Figure 276. RDHCPSCF.CMD (Part 2 of 2)

11.1.2 Using a Web server

The previous section described the Java programs for administration. We can
also accomplish the same tasks by using a browser to access the Java-based
administration programs. We describe the administration of 0S/2 DHCP and
DDNS using, as an example, Lotus Domino Go Webserver Version 4.6.2.6
from OS/2 Warp Server for e-business. You can also use Domino Go
Webserver 4.6.2.5, which is available from the following site:

http://www.software. ibm.com/webservers/dgw/prodlist .htm

11.1.2.1 Web browser considerations

We remotely administered our OS/2 DHCP and DDNS servers successfully
from multiple platforms using multiple tools. We used Java 1.1.x-enabled
browsers and the applet viewer included with Java 1.1.8 for OS/2, also
included with Sun JDK 1.1.5 for Windows 95, NT, and Sun JDK 1.1.3 on a
Sun UltraSparc workstation.

Note: On the OS/2 platform, we recommend using at least Java 1.1.8,
available from the IBM Software Choice Web site, rather than previous
versions.

We used Sun’s HotJava browser on each of these platforms, as well to
successfully remotely administer our servers. We used Netscape V4.61 on
0S/2 and Netscape V4.7 on Windows 95, Windows 98 and Windows NT.
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—— DHCP Server Administration
0S/2 Warp Server for e-business DHCP Server Administration does not
function properly with Netscape Communicator. Communicator uses its
own standard classes, and not those of the installed Java version. We
recommend that you use Internet Explorer for DHCP Server Administration.
Note that DDNS Server Administration works fine from Netscape
Communicator.

This section tells you how to set up the server to enable remote management
using either a browser or the applet viewer included with Sun’s JDKs.

Always remember to download the latest browser code available and to use
the latest JDKs available (assuming, of course, that you are not back-level for
some other specific reason).

At the time this publication was written, the following Netscape for OS/2
browser configurations were possible:

* Netscape V4.61 (the latest revision from Software Choice) with Java 1.02
(The Java version that comes with OS/2 Warp 4).

This configuration does not support remote configuration of TCP/IP
Version 4.1 or later for OS/2.

* Netscape V4.61 (the latest revision from Software Choice) with Java 1.1.4
(along with the latest fixes for Java 1.1.4).

We recommend turning off the Just In Time (JIT) compiler. You can do this
by setting the environment variable, JAVA_COMPILER, to a nonsense
value such as XYZ either in the CONFIG.SYS file, or temporarily from an
0S/2 command line by typing the following commands:

SET JAVA COMPILER=XYZ
NETSCAPE

This ensures Netscape will recognize that the JIT is turned off. If using
Java 1.1.4 for OS/2, you can obtain the latest fixes from the following FTP
site:

ftp://ftp.hursley.ibm.com/pub/java/fixes/o0s2/11/114

* Netscape V4.61 (the latest revision from Software Choice) with Java 1.1.8.
We recommend this configuration because it ensures the best results. You
don’t need to turn off the Just In Time compiler.

By default, the following two scripts will be running when you start your
DDNS/DHCP server:
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DDNSAPS . CMD
DHCPSCPS .CMD

Both files reside in the \TCPIP\BIN directory. These are the scripts that allow
remote configuration. Actually, if you can locally start the DDNS and DHCP
configuration, then these two scripts are already running. When the
respective script for the DDNS or DHCP servers is not running and you try
(locally) to start the configuration program, you receive the following error:

Communication could not be established with the server.

11.1.2.2 Domino Go Webserver for 0S/2

The installation of Domino Go Webserver is not described here, but it is
straightforward and we selected all options during the installation. Make sure
to write down the user ID and password you select to define during the install.

The configuration file for the Domino Go Webserver is
\MPTN\ETC\HTTPD.CNF, and we suggest that you back up the original file
before doing any configuration. You can modify the file directly, or you can
start your browser and use the GUI to configure Domino Go Webserver.
Using the browser has the advantage of proving that the Domino Go
Webserver is also running. At the server, enter the following Webserver URL:

http://localhost

You should get the Configuration and Administration Forms page. If not, enter
the following Webserver URL to see if that works:
http://localhost/admin-bin/cfgin/initial

If you are remote, replace localhost by the fully qualified domain name
(FQDN) of the HTTP server.

You will be prompted to enter user ID and password you defined when you
installed the Domino Go Webserver.

Presumably, you have the Configuration and Administration page now. Here
is how to configure Domino Go Webserver for DDNS and DHCP Remote
Administration.

In our example, the following URL brings you to the Configuration and
Administration Forms:

http://merlot.armonk.cooking.net/admin
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Where merlot.armonk.cocking.net represents the fully qualified domain name.

To configure Domino Go Webserver to support remote configuration of

TCP/IP Version 4.21 for OS/2, perform the following steps:

1. Make sure you are on the Configuration and Administration Forms

page, as shown in Figure 277.

@ Hetscape - Configuration and Administration Forms {2z NN |

File Edit View Go Communicator Help Links

<« ¥ A B/ a2 @ G & @

b N
Back. Reload  Home  Search Mefscape  Print  Security -

< Bookmarks £ Location: frttp:/fmertat. armonk.conking.net/admin-bin /cfgin finitial [=] €37 what's Related

intermet 5 Lookup 5 New&Cool

) dann/nvo
Go Webserver

Configuration and Administration Forms

The server default settings enable it to be fully functional once you have I the i ion. You can ize your
server by modifying the forms below:

Access Control - Set up access control for the server

@ Dncument Protection @ Acress Contral Lists

Administration of Users - Manage user ID and passwords
@ Add User @ Delete Tser @ Checle User
@ Change Passwnrd

Basic - Specify required settings
Directories and Welcome Page - Set viewing options

@ Initial Page @ Directory Tist Contents @ Directory Ieans
@Readme Text @ User Directories
Error M. Customization - Customize error messages the server returns to clients

Jih AP &l N

I = | Document: Dang

A

Figure 277. [Go Webserver] Configuration and Administration Forms

2. Scroll down to Request processing.

3. Click on Request Routing to display the Request Routing page as shown

in Figure 278 on page 422.

Chapter 11. Managing your network

421



422

% Hetscape - Request Roufing 1z =T

File Edit Yiew Go Communicator Help Links

- & a4 4 = SR m
i Back Reload Home Search Metscape  Print Security

Eu# uokmarks A LDEaTiDN:|http:ljmertut.armUnK.CUUKing.netladmin—binfcfginlmpfrute \j @& what's Related
3 Internet f Lookup (2§ Wew&Cool

Request Routing

Specify Map, Pass, Fail, Redirect, Proxy and Exec rules for associating and routing a request URL to a physical file. The rules
are applied in the order they appear in the list. The rules specify URL recquest templates and, for some rules, a new file name
path to replace the request. If the server receives a request and the URL of the request matches one of the tules, the rule is
applied. Asterisks can be used as wild cards in the request template and the replacement template.

Index |Action Request Template |Replacement File Path |Server IP Address or Host Name

Example:| Map | St l/gnxirmff/* |9&?'11§'?;’

1 |Map |Iadmin-hinIRestarlJVM |C:\WWW\DLL\Servlet.dll: Restart IV

z Service |/serviet/* CAWWWA\DLLservlet.dll:serviet*

3 service |/Usage* INTERNAL: UsageFn

4 service |/coi-bin/htimage* INTERNAL:HTImage*

‘5 |service |Icgi-hin/imagemap* |lNTERNAL:HTImage*

6 [Exec |fadmin-bin/* [CAWWRAADMING

7 [Exee  |regi-bin [CAwW WA CGIL-BINY:

‘8 |Pass |frepurtsf]’ava,"* |C:\WWW\HTML\tepuns\java\*

‘9 |Pass |fl‘epnrtsf* |C:\WWW\HTML\tepnns\*

1o [Pass /Do [cxwwwnDocsy: -
o I I o]
& o | Document: Done

Figure 278. [Go Webserver] Request Routing page

4. As shown in Figure 279 on page 423, select the index number at the

bottom of the list (probably 15), select the Insert before radio button, and
then change the Action to Pass. In the URL request template field, enter

/Tcpip/*. In the Replacement file path field, enter c:\TcPIP\JAVA\*,

assuming c: is the drive where TCP/IP is installed on the server.You may

also add the Server IP Address or Host Name in the respective field.
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ki) Netscape - Request Routing Dz e

File Edit Yiew Go Communicator Help Links
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Back Reload  Home  Search Metscape  Print  Security
: W buokmarks A& Location: Ittp: / /merlot.armonk. cooking.net/admin-hin / cfgin/ mpfrule [+ @7 what's Related
i Intermet £ Lookup 5 Mew&Cool
1z [Pass |ficons/* [CAwWWWAICONSY 2|
13 Pass  |/Admin/*huml |CAWWWAADMINY huml
14 Pass  |/Admin/*gif [CAWWRAADMIN gif
|15 ‘Service ‘Iadmin—binfReslarlJVM |C:\WWW\DLLBervlel.dll:ReslarlJVM
[16 Pass |+ [CAWWOAHTMLY

® Insert before (J Insert after (J Replace ) Remove Index |16 j

Action Pass j (* indicates GWAPI processing directive
URL request template /TCPIR/*
Replacement file path C:%TCPIEY JAVAN® (Not walid for Fail action}
ferver IP Address or host name 192-158-5-1D| (Optional}
ApplyJ Reset I
[Canti . L Admini inn Page] [Helg]
See also:
. icati ing - Specify which GWAPI applications to call during recuest processing

GWAPT Application Processing
* Methods - Set method acceptance
i |

<
R D= Docurment: Done

Figure 279. [Go Webserver] Insert Routing Request

5. Click on Apply, then when the Confirmation page appears, click on
Restart Server. You should get a Restart Confirmation screen at this

point.
The following entry was inserted in the Routing Request table:

Table 15. Routing request table entry
Index Action Request Template Replacement File Path

15 Pass /TCPIP/* C:A\TCPIP\JAVA\*

6. On your server, in the C:\TCPIP\JAVA\EN_US directory, copy the
TCPLOGIN.HTM file to WELCOME.HTM.

7. You may now test the setup by executing the following command from an
0S/2 command prompt:

appletviewer http://localhost/tcpip/en us/ddnsap.htm

Note: If not executed at the server, localhost should be replaced by the
fully qualified domain name.
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Alternatively, as shown in Figure 280, use the OS/2 Netscape browser with
Java 1.1.8 for OS/2 and load the following URL:

http://merlot.armonk.cooking.net/tcpip/en us/welcome.htm

i Mefscape - IBM TCP/IP (Remote Access) (Nt |
File Edit YView Go Communicator Help Links
T - I - L
Back Reload  Home  Search Metscape  Print  Security
P AT, A ILTeeu e tp: £/ merlot. armonk.cooking.net topip/ en_Us,welcome. it [=] 97 what's Related
i Internet 25 Lookup CF New&Cool
N =
TCP/IP
© 1997 IBM Corporation
TCP/IP Programs
=g o
&  DDNS Server Administrator
=7 .

TCP/TP Documentation
E ’5 I [pacument: Dane

B e op @ 2|,

Figure 280. [OS/2 Warp] Remote Configuration of TCP/IP Version 4.21 for OS/2

Where merlot is the hostname and armonk.cooking.net is the domain name
where Domino Go Webserver is installed.

A very reliable way we have found to run the remote applets is using an
applet viewer. The applet viewer is included with the Sun Java Development
Kits for various platforms. The invocation line from a client follows for each
portion of the management. Note that we copy our appletviewer binary file
over to an applet binary file so we can type less. On OS/2 and Microsoft
platforms, just copy APPLETVIEWER.EXE to APPLET.EXE in the JDK bin
directory.

* DHCP Server Configuration
®APPLET http://<hostnames.<domains>/tcpip/java/en us/dhcpscp.htm
This command loads the main GUI to configure the DHCP server.
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e DHCP Server Administration
®APPLET http://<hostnames.<domains>/tcpip/java/en us/dadmgui.htm

This command shows server statistics and may also be used to
reinitialize server.

e DDNS Server Administration
®APPLET http://<hostnames.<domains>/tcpip/java/en us/ddnsap.htm

This command loads the DDNS server configuration program.

For browser-based management, we used Sun’s HotJava Version 1.1.2 and
Version 3.0 browser. We tested the HotJava browser on OS/2 Warp 4 using
JDK 1.1.4 (including fixes) and also on Windows 95 and NT using Sun’s
JDK1.1.5 for Windows 95/NT. The other browsers were tested on OS/2 and
Windows 95, 98, NT and 2000.

The good news is that once the Java management applets download to your
workstation, the management application can run very fast. The management
applets are quite large, though, and take some time to download.
Unfortunately, the HotJava browser does not provide feedback as to how far
into the download you are; so patience is necessary. Once the applets
download, they communicate directly with applications on the server and
bypass the Web server. The applications themselves do not have a busy
indication; so, you will have to wait while the Java client applications are
communicating with the server applications.

The times you can expect for applet downloads are included below. It did not
seem to matter whether the applet was invoked from a browser or using the
applet viewer application; the download time was comparable for the same
platform. Download speeds were comparable for the various platforms.
Remember that these times were achieved on a 16 Mb/second token-ring
network. Scale your own times accordingly.

dhcpscp.htm - Seventeen seconds to get to the Start button, 45 seconds to
get the initial notebook after you enter your password

dadmgui.htm - Eleven seconds to get to the Start button, two seconds to get
to the main screen after you enter your password

ddnsap.htm - Twenty-four seconds to get to the Start button, 15 seconds to
get to the initial notebook screen after you enter your password
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11.1.2.3 Lotus Domino

If you want to do remote administration from a Lotus Domino server, it is just
as easy as from a Domino Go Webserver. You can have a Lotus Domino
server on the same machine as your DHCP/DDNS server or on a different
machine. If you have the option, we suggest you run your Domino server on a
different machine for performance reasons. If you set it up like this, you will
still need a Web server on the DHCP/DDNS server to serve up the HTML
pages and Java applets. The Domino page would just be redirected to the
other Web server. This configuration might occur if you already had an
externally accessible Domino server and you wanted to add remote
administration for a new DHCP/DDNS server that you were configuring. In
either case, the Domino configuration is similar, and we will cover both cases.
We shall start with a newly installed Domino server and explain how to set up
the needed Domino database. If you already have a Web administration
database configured, you may skip a few steps.

1. Start Domino Server Administration.
2. Click on [File — Database — New].

The server is Local and the title does not matter (we suggest Domino Web
Server Configuration), but the File Name must be DOMCFG.NSF, and
highlight Domino Web Server Configuration for your template in the lower
half of the screen. Note that the file name will not be correct unless you
type it in yourself.

3. Click OK.

4. The next page that will come up is an About Domino Web Server
Configuration. After reading it, just press Escape to get to the actual
configuration page. You may want to slide the vertical bar, a little to the
right so that you can read the configuration choices easily.

5. If your DHCP/DDNS servers are on the same machine, you will map your
URL to a directory. If your DHCP/DDNS servers are on a different machine
with a Web server installed, you will redirect your URL to another URL.
Follow steps 4 to 5 from 11.1.2.2 on page 420, or steps 9 to 10 from this
section, according to your needs. Both sets of instructions start at the
Domino Web Server Configuration page, which you can get to from the
start up configuration page by selecting [File => Database => Open] and
choosing the database.

6. Select [Create => Mapping URL=> Directory]. Skip the IP Address; fill in
your chosen comment and use the following information:

URL path: /TCPIP/*
Directory: C:\TCPIP\JAVA
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assuming TCP/IP is installed on the C: drive. Check that the Read radio
button is set for Access.

7. Select [File => Save] and then [File => Close] to get back to the main
administration screen.

8. Restart your Lotus Domino HTTP server (enter HTTP quit, load HTTP) Or
start Domino, as the case may be. Test by entering the following address
in a Web browser:

http://server.domain/tcpip/en US/tcplogin.htm
You should see the TCP/IP Administration page.
9. Select [Create => Redirection URL => URL]
10.Skip the IP Address; add your comment and fill in the following:
URL path: http://thisserver.domain/tcpadmin
Redirection URL: http://otherserver.domain/tcpip/en US/tcplogin.htm

This presumes you set up the other DHCP/DDNS Web server as
described in Part 11.1.2, “Using a Web server” on page 418.
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Appendix A. Creating DHCP boot diskettes

This appendix examines how to create bootable DOS and OS/2 Warp
diskettes which work with your dynamic TCP/IP network, so you can install
Windows, or another kind of software, across the network to new PCs.

A.1 0S/2 Warp boot diskettes

Using three diskettes, you can start aimost any PC with OS/2 Warp 4, attach
it to the network using either a TCP/IP file system or FTP, and start copying
files to install OS/2 Warp 4 or other OS/2 Warp software to a new PC. With
this technique, you can quickly and easily partition, reformat, and load hard
disks with OS/2 Warp software across a Dynamic IP network.

This section describes how to create a set of boot diskettes to attach to the
network using DHCP. The major challenge with OS/2 Warp 4 is to find a way
to fit enough advanced TCP/IP networking software on just three diskettes.
Using some compression tricks, a virtual disk, and a bit of ingenuity, you can
design your own set to work with just about any PC while still preserving the
advantages of a Dynamic IP network where addresses are available
on-the-fly.

A.1.1 Prerequisites
Before starting, you should have the following resources at your disposal:
* Four blank, formatted diskettes (1.44 MB 3.5 inch).
* Original IBM OS/2 Warp 4 CD-ROM.

* Installed OS/2 Warp 4 system with CD-ROM drive and diskette drive,
where you can prepare the boot diskettes.

* Info-Zip’s Zip and UnZip utilities, or suitable equivalents, available on the
Internet at:

ftp://ftp-os2.nmsu.edu/pub/os2/util/archiver

* If you are planning to use FTP to transfer files, a simple OS/2 Warp FTP
utility such as GET105.ZIP, written by Keith Cotroneo, is available on the
Internet at:

ftp://ftp-os2.nmsu.edu/pub/os2/apps/internet /ftp/client

* If not planning to use FTP, use another file system, such as the IBM NFS
Kit for OS/2 Warp TCP/IP (IBM Part No. 65G1255) or SRVIFS-IP by Sam
Detweiler (included on the CD-ROM accompanying this book).
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e Server(s) able to provide appropriate file system and Dynamic IP

capabilities on the network, such as an FTP server.

* A client PC attached to the network and available for testing.

* If not provided with OS/2 Warp 4, driver files for the client network adapter,

including a correct NIF file.

A.1.2 Step-by-step procedure

430

We assume that you have the OS/2 Warp 4 CD-ROM available in Drive X. We
also assume that Drive A contains the diskettes you will be working on.
Substitute the correct drive letters in the following steps if necessary.

1. Create basic OS/2 Warp 4 bootable diskettes. A utility called SEDISK is

provided on the OS/2 Warp 4 CD-ROM to help prepare diskettes
appropriate to the particular type of system you plan to use. From the
0OS/2 Warp command line, type:

X:\CID\EXE\OS2\SEDISK /S:X:\OS2IMAGE /T:A: /P:36

The last part (/P:36) is optional. Our test system was an IBM ThinkPad
760ED, and /P:36 adds PCMCIA support to the diskettes for this particular
notebook computer. The text file X\SAMPLE.RSP lists other numeric
codes available for many other notebook computers.

SEDISK will require three of your four diskettes. Label the first Installation
Diskette (Diskette 0), the second Diskette 1, and the third Diskette 2. Set
these diskettes aside.

. Create a diskette with basic TCP/IP networking. A utility called THINLAPS

is provided on the OS/2 Warp 4 CD-ROM to help add files necessary to
attach to a network. From the OS/2 Warp command line, type:

X:\CID\IMG\MPTS\THINLAPS X:\CID\IMG\MPTS A: IBMIOKCS.NIF /TCPIP /DHCP

IBMTOKCS.NIF is the name of the NIF file for the IBM PCMCIA
Token-Ring Adapter, the adapter installed in our ThinkPad 760ED. You
should substitute the name of the NIF file for your network adapter. (The
NIF files are installed in the \IBMCOM\MACS directory on your OS/2 Warp
4 system. You can view these with any text editor if you wish. Consult the
online Network Adapters and Protocol Services Guide if you wish to use a
NIF file and driver that does not ship with OS/2 Warp 4.)

THINLAPS will ask you to reinsert Diskette 1 in order to modify
CONFIG.SYS as required. Label the fourth diskette Diskette 3 - Network
Files and set it aside.

. Edit CONFIG.SYS on Diskette 1. Use TEDIT to make some changes to

CONFIG.SYS. (You may wish to save a copy of the original in case you
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make a mistake.) Our CONFIG.SYS for the ThinkPad 760ED follows, and

changes are highlighted.

buffers=32

iopl=yes
memman=swap , delayswap
protshell=CMD.EXE /K A:\STARTUP.CMD
set os2_shell=cmd.exe
diskcache=64

protectonly=yes

libpath=.;\;

ifs=hpfs.ifs /c:64
pauseonerror=no

codepage=850
devinfo=kbd, us, keyboard.dcp
devinfo=scr,ega,vtb1l850.dcp
device=\dos.sys

REM device=\mouse.sys

set path=\;Z:\CMD;Z:\EXE;Z:\DLL;
set dpath=\;Z:\CMD; Z: \EXE;
set keys=on
basedev=ibmkbd.sys
basedev=ibmlflpy.add
basedev=ibmls506.add
basedev=ibm2flpy.add
basedev=ibm2adsk.add
basedev=ibm2scsi.add
basedev=ibmint13.i13
basedev=0s2dasd.dmd
device=\testcfg.sys
basedev=xdfloppy.flt

REM device=\refpart.sys

REM device=\pmdd.sys

REM set video devices=vio vga
REM set vio vga=device (bvhvga)
REM set copyfromfloppy=1
BASEDEV=PCMCIA.SYS
BASEDEV=IBM2SS04.SYS
BASEDEV=IBM2SS14.SYS
DEVICE=\VDISK.SYS 2000,,
SET SAVECONNECT=1

rem *** Start of ThinLAPS additions ***
call=netbind.exe
run=lanmsgex.exe
device=lanmsgdd.os2
device=protman.os2 /I:a:\
device=sockets.sys
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device=afinet.sys

device=ifndis.sys

device=IBMTOKCS.0S2

rem *** End of ThinLAPS additions ***
IFS=SRVIFS2.IFS

SET DIRCMD=/0:GN /N /V

Changes to CONFIG.SYS include:

Beyond DHCP -

PROTSHELL was changed to run STARTUP.CMD, a batch file, used to
copy files, attach to the network, and automatically start the tasks that
you wish to perform.

DISKCACHE, the disk cache for the FAT file system, was lowered to 64
to conserve memory. You can adjust the FAT and HPFS disk caches
according to your particular performance needs and memory
constraints.

Certain directories in LIBPATH were removed to prevent potential
access to DLLs in unknown locations.

DEVINFO was changed to EGA, primarily to conserve disk space.
Since only a text display is available from a diskette boot, and since all
modern PCs are still compatible with EGA, it makes little sense to
provide space-consuming VGA display services.

MOUSE.SYS is not needed since mouse support is not required with a
simple text screen.

PATH and DPATH have been modified to provide access to Drive Z, a
TCP/IP network drive provided by NFS or SRVIFS-IP. Feel free to
customize these lines depending on your needs.

REFPART.SYS and PMDD.SYS device drivers are omitted, again to
conserve disk space. The services provided by these device drivers are
not required by most systems.

VGA support statements have been REMmed out as well, again to
conserve disk space.

SET COPYFROMFLOPPY is REMmed out to prevent OS/2 Warp’s
installation program from copying files from these diskettes.

PCMCIA.SYS, IBM2SS04.SYS, and IBM2SS14.SYS are loaded to
provide PCMCIA support for our ThinkPad 760ED. These lines may be
different in your CONFIG.SYS (or may not exist at all for a desktop PC).
We removed all parameters from these lines to avoid some error
messages.

VDISK.SYS is loaded to provide a 2 MB (2000) virtual RAM disk. This
RAM disk provides space for loading DLLs, programs, and other files
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from compressed form on the diskette. It’s needed because we cannot
expect hard disk or network drive space during the boot process. Note
that VDISK.SYS uses the file OSO001.MSG in order to display
messages during bootup. We do not have the space available on the
diskettes to hold OSO001.MSG, so an error message is displayed
during bootup. However, VDISK still loads correctly.

* Some OS/2 Warp installation routines expect SET SAVECONNECT=1
in order to provide a network connection after bootup.

* The section ThinLAPS additions in CONFIG.SYS has been modified
slightly so that the connection to the TCP/IP network does not start
right away. That process has been moved to a batch file called
SETUP.CMD, which is called from the STARTUP.CMD batch file.
IBMTOKCS.OS2 is the device driver used for the IBM PCMCIA
Token-Ring Adapter, and this line will be different for other network
adapters. Some releases of MPTS (Multiprotocol Transport Services)
include AFLEAN.SYS. AFLEAN.SYS may be used instead of
AFINET.SYS in order to save space on the diskette.

* SRVIFS2.IFS, part of SRVIFS-IP, is loaded to provide a TCP/IP file
system. You may elect to use NFS instead or omit this line entirely if
using FTP.

* The SET DIRCMD line is entirely optional. It's used here so that a
directory listing (DIR) is sorted alphabetically and formatted differently.

4. Delete unnecessary files on Diskette 2 and add necessary files from
Diskette 3. Diskette 2 (the third diskette) is the last diskette actually used
in the boot process. All the required networking files from Diskette 3,
created by THINLAPS, need to be squeezed onto Diskette 2.

In order to properly merge these diskettes, try copying all the files on
Diskettes 2 and 3 to a temporary directory on your hard disk. Delete,
modify, and move the files in this working directory as needed. Here’s a
listing of the files that should be on Diskette 2 when you’re done:

AFINET SYS 225479 8-11-96 10:05p

BKSCALLS DLL 512 8-12-96 3:00a
BMSCALLS DLL 512 8-12-96 3:02a
BVHINIT DLL 10540 8-12-96 2:08a
BVSCALLS DLL 512 8-12-96 2:59%a
CMD EXE 74640 8-09-96 12:15a
COUNTRY SYS 36185 8-09-96 12:29%a
DOS SYS 1142 12-04-95 11:22p

DOSCALL1 DLL 123680 8-27-96 8:45a
FILES EXE 482698 4-03-98 11:22a
HPFS IFS 141378 8-13-96 11:17a
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IBMTOKCS 0S2 28724 4-30-96 2:06p
IFNDIS SYS 35828 8-11-96 10:04p

KBDCALLS DLL 1024 8-12-96 3:02a
KEYBOARD DCP 28097 8-09-96 12:58a
LANMSGDD OS2 3604 8-01-96 6:14p
LANMSGDL DLL 2580 8-01-96 6:14p
LANMSGEX EXE 1099 8-01-96 6:14p
LTO MSG 12943 8-01-96 6:14p
LTG MSG 4487 3-28-96 10:1la
MSG DLL 512 8-12-96 2:56a
NAMPIPES DLL 1024 8-12-96 3:02a
NETBIND EXE 13657 8-01-96 6:13p
NLS DLL 512 8-12-96 2:55a
OS2CHAR DLL 512 8-12-96 2:58a
PRO MSG 2234 8-01-96 6:13p
PROTMAN OS2 22308 8-01-96 6:13p
PROTOCOL INI 412 4-02-98 5:15p
QUECALLS DLL 1024 8-12-96 2:57a
SESMGR  DLL 1536 8-12-96 2:52a
SETUP CMD 122 4-03-98 10:38a
SOCKETS SYS 59565 8-15-96 3:47p

SRVIFS2 IFS 23087 1-06-93 9:39%p

STARTUP CMD 1805 4-03-98 10:13a
TESTCFG SYS 9808 8-12-96 2:21a
VD