
Learn to labor and to wait.
—Henry Wadsworth Longfellow—

Many shall run to and fro, and knowledge shall be increased.
—Daniel 12:2—

You will wake, and remember, and understand.
—Robert Browning—

It was surprising that Nature had gone tranquilly on with her golden process in the
midst of so much devilment.

—Stephen Crane—
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Chapter 3
Process Concepts

Objectives
After reading this chapter, you should understand:

• the concept of a process.

• the process life cycle.

• process states and state transitions.

• process control blocks (PCBs)/process descriptors.

• how processors transition between processes via context switching.

• how interrupts enable hardware to communicate with software.

• how processes converse with one another via interprocess communication

(IPC).

• UNIX processes.
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3.1 Introduction
Many systems in nature have the ability to perform multiple actions at the same
time. For example, the human body performs a great variety of operations in paral-
lel—or, as we will say, concurrently. Respiration, blood circulation, thinking, walk-
ing and digestion, for example, can occur concurrently, as can the senses—sight,
touch, smell, taste and hearing. Computers, too, perform operations concurrently. It
is common for desktop computers to be compiling a program, sending a file to a
printer, rendering a Web page, playing a digital video clip and receiving e-mail con-
currently (see the Operating Systems Thinking feature, Customers Ultimately Want
Applications).

In this chapter we formally introduce the notion of a process, which is central
to understanding how today’s computer systems perform and keep track of many
simultaneous activities. We introduce some of the more popular definitions of pro-
cess. We present the concept of discrete process states and discuss how and why
processes make transitions between these states. We also discuss various operations
that operating systems perform to service processes, such as creating, destroying,
suspending, resuming and waking up processes.

3.1.1 Definition of Process
The term “process” in the context of operating systems was first used by and the
designers of the Multics system in the 1960s (see the Mini Case Study, CTSS and
Multics and the Biographical Note, Fernando J. Corbató).1 Since that time, process,
used somewhat interchangeably with task, has been given many definitions, such as:
a program in execution, an asynchronous activity, the “animated spirit” of a proce-
dure, the “locus of control” of a procedure in execution, that which is manifested by

Customers Ultimately Want Applications
Ultimately, computers exist to run
useful applications. Operating sys-
tems designers can lose sight of
this because they tend to be con-
cerned with complex technical
issues of operating systems archi-
tecture and engineering. But they 
cannot operate in a void; they 

must know their user community; 
the kinds of applications those
users will be running and what 
results the users really want from
those applications. Hardware
stores sell many tools to help you 
perform household chores. The
tool designer needs to be aware

that few people are interested in
simply purchasing tools; rather 
they ultimately buy the tools for 
the tasks they perform. Customers 
do not really want saws, hammers 
and drills—they want cuts, nails in
wood and holes.

Operating Systems Thinking
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the existence of a data structure called a “process descriptor” or a “process control
block” in the operating system, that entity to which processors are assigned and the
“dispatchable” unit. A program is to a process as sheet music is to a symphony
orchestra playing the music.

Two key concepts are presented by these definitions. First, a process is an entity.
Each process has its own address space, which typically consists of a text region, data
region and stack region. The text region stores the code that the processor executes.
The data region stores variables and dynamically allocated memory that the process

CTSS and Multics
In the early 1960s, a team of pro-
grammers at MIT’s Project MAC,
led by Professor Fernando Cor-
bató, developed the Compatible
Time-Sharing System (CTSS) which
allowed users to command the
computing power of an IBM 7090 
(which eventually became an IBM
7094) with typewriterlike
terminals.2, 3 CTSS ran a conven-
tional batch stream to keep the
computer working while giving
fast responses to interactive users
editing and debugging pro-
grams. The computing capabilities
provided by CTSS resembled those
provided to personal computer 
users today—namely, a highly 
interactive environment in which
the computer gave rapid
responses to large numbers of rel-
atively trivial requests.

In 1965 the same MIT group,
in cooperation with Bell Labs and
GE, began working on the Multics 

(Multiplexed Information and
Computing Service) operating sys-
tem, the successor to CTSS. Multics 
was a large and complex system; 
the designers envisioned a gen-
eral-purpose computer utility that 
could be “all things to all peo-
ple.” Although it did not achieve
commercial success, it was used by 
various research centers until the
last system was shut down in
2000.4

A variety of Multics features 
influenced the development of
future operating systems, includ-
ing UNIX, TSS/360, TENEX and
TOPS-20.5 Multics used a combina-
tion of segmentation and paging
for its virtual memory system, with
paging controlled only by the
operating system, while segments 
were manipulated by user pro-
grams as well.6 It was one of the
first operating systems to be writ-
ten in a high-level systems-pro-

gramming language, IBM’s PL/I.7, 8

Its designers coined the term “pro-
cess” as it is currently used in oper-
ating systems. Multics was built for 
security. It included a discretionary 
access mechanism called ACL
(Access Control List), which was a
list of permissions on a memory 
segment which would look famil-
iar to UNIX users. Later versions 
included a mandatory access con-
trol, AIM (Access Isolation Mecha-
nism), an enhancement to ACL
where every user and object was 
assigned a security classification,
which helped Multics become the
first operating system to get a B2 
security rating from the U.S.
government.9, 10, 11 In 1976 the first 
commercial relational database
system was written, the Multics 
Relational Data Store.12

Mini Case Study
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uses during execution. The stack region stores instructions and local variables for
active procedure calls. The contents of the stack grow as a process issues nested pro-
cedure calls and shrink as called procedures return.13 Second, a process is a “program
in execution.” A program is an inanimate entity; only when a processor “breathes
life” into a program does it become the active entity we call a process.

Self Review
1. Why is a process’s address space divided into multiple regions?
2. (T/F) The terms “process” and “program” are synonymous.

Ans: 1) Each region of an address space typically contains information that is accessed in a
similar way. For example, most processes read and execute instructions, but do not modify
their instructions. Processes read from and write to the stack, but in last-in-first-out order.
Processes read and write data in any order. Separating a process’s address space into differ-
ent regions enables the operating system to enforce such access rules. 2) False. A process is a
program in execution; a program is an inanimate entity.

3.2 Process States: Life Cycle of a Process
The operating system must ensure that each process receives a sufficient amount of
processor time. For any system, there can be only as many truly concurrently exe-
cuting processes as there are processors. Normally, there are many more processes

Fernando J. Corbató
Fernando Jose Corbató received
his Ph.D. in Physics from MIT in
1956. Corbató was a professor at 
MIT from 1965 to 1996, retiring as 
a Professor Emeritus in the
Department of Electrical Engineer-
ing and Computer Science.14 He
was a founding member of MIT’s 
Project MAC and led the develop-
ment of the CTSS and Multics 

project.15, 16 He coauthored tech-
nical papers on Multics and on the
project management issues of that 
large cooperation among MIT
Project MAC, General Electric, and
Bell Labs.

Corbató received the 1990 
Turing Award for his work on
CTSS and Multics.17 His award lec-
ture was “On Building Systems 

That Will Fail,” in which he
describes how the intrinsic com-
plexity of large and innovative
projects will always lead to mis-
takes, drawing largely from his 
Multics experiences. In his lecture
he advised developers to assume
that any given error will occur 
and that they should therefore
plan how to handle it.18

Biographical Note
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than processors in a system. Thus, at any given time, some processes can execute
and some cannot.

During its lifetime, a process moves through a series of discrete process states.
Various events can cause a process to change state. A process is said to be running
(i.e., in the running state) if it is executing on a processor.A process is said to be ready
(i.e., in the ready state) if it could execute on a processor if one were available.A pro-
cess is said to be blocked (i.e., in the blocked state) if it is waiting for some event to
happen (such as an I/O completion event, for example) before it can proceed. There
are other process states, but for now we will concentrate on these three.

For simplicity, let us consider a uniprocessor system, although the extension to
multiprocessing (see Chapter 15, Multiprocessor Management) is not difficult. In a
uniprocessor system only one process may be running at a time, but several may be
ready and several blocked. The operating system maintains a ready list of ready pro-
cesses and a blocked list of blocked processes. The ready list is maintained in prior-
ity order, so that the next process to receive a processor is the first one in the list
(i.e., the process with the highest priority). The blocked list is typically unordered—
processes do not become unblocked (i.e., ready) in priority order; rather, they
unblock in the order in which the events they are waiting for occur. As we will see
later, there are situations in which several processes may block awaiting the same
event; in these cases it is common to prioritize the waiting processes.

Self Review
1. (T/F) At any given time, only one process can be executing instructions on a computer.
2. A process enters the blocked state when it is waiting for an event to occur. Name several

events that might cause a process to enter the blocked state.

Ans: 1) False. On a multiprocessor computer, there can be as many processes executing
instructions as there are processors. 2) A process may enter the blocked state if it issues a
request for data located on a high-latency device such as a hard disk or requests a resource
that is allocated to another process and is currently unavailable (e.g., a printer). A process
may also block until an event occurs, such as a user pressing a key or moving a mouse.

3.3 Process Management
As the operating system interleaves the execution of its processes, it must carefully
manage them to ensure that no errors occur as the processes are interrupted and
resumed. Processes should be able to communicate with the operating system to
perform simple tasks such as starting a new process or signaling the end of process
execution. In this section, we discuss how operating systems provide certain funda-
mental services to processes—these include creating processes, destroying pro-
cesses, suspending processes, resuming processes, changing a process’s priority,
blocking processes, waking up processes, dispatching processes, enabling processes
to interact via interprocess communication (IPC) and more. We also discuss how
operating systems manage process resources to allow multiple processes to actively
contend for processor time at once.
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3.3.1 Process States and State Transitions
When a user runs a program, processes are created and inserted into the ready list.A
process moves toward the head of the list as other processes complete their turns
using a processor. When a process reaches the head of the list, and when a processor
becomes available, that process is given a processor and is said to make a state tran-
sition from the ready state to the running state (Fig. 3.1). The act of assigning a pro-
cessor to the first process on the ready list is called dispatching and is performed by a
system entity called the dispatcher. Processes that are in the ready or running states
are said to be awake, because they are actively contending for processor time. The
operating system manages state transitions to best serve processes in the system. To
prevent any one process from monopolizing the system, either accidentally or mali-
ciously, the operating system sets a hardware interrupting clock (also called an inter-
val timer) to allow a process to run for a specific time interval or quantum. If the
process does not voluntarily yield the processor before the time interval expires, the
interrupting clock generates an interrupt, causing the operating system to gain con-
trol of the processor (see Section 3.4, Interrupts).The operating system then changes
the state of the previously running process to ready and dispatches the first process
on the ready list, changing its state from ready to running. If a running process ini-
tiates an input/output operation before its quantum expires, and therefore must wait
for the I/O operation to complete before it can use a processor again, the running
process voluntarily relinquishes the processor. In this case, the process

Figure 3.1 | Process state transitions.

Block

D
is

pa
tc

h

Ti
m

er
ru

no
u

t

Running

AsleepAwake

Wakeup

BlockedReady



116 Process Concepts

is said to block itself, pending the completion of the I/O operation. Processes in the
blocked state are said to be asleep, because they cannot execute even if a processor
becomes available. The only other allowable state transition in our three-state
model occurs when an I/O operation (or some other event the process is waiting
for) completes. In this case, the operating system transitions the process from the
blocked to the ready state.

We have defined four possible state transitions. When a process is dispatched,
it transitions from ready to running. When a process’s quantum expires, it transi-
tions from running to ready. When a process blocks, it transitions from running to
blocked. Finally, when a process wakes up because of the completion of some event
it is awaiting, it transitions from blocked to ready. Note that the only state transition
initiated by the user process itself is block—the other three transitions are initiated
by the operating system.

In this section, we have assumed that the operating system assigns each process
a quantum. Some early operating systems that ran on processors without interrupting
clocks employed cooperative multitasking, meaning that each process must voluntar-
ily yield the processor on which it is running before another process can execute.
Cooperative multitasking is rarely used in today’s systems, however, because it allows
processes to accidentally or maliciously monopolize a processor (e.g., by entering an
infinite loop or simply refusing to yield the processor in a timely fashion).

Self Review
1. How does the operating system prevent a process from monopolizing a processor?
2. What is the difference between processes that are awake and those that are asleep?

Ans: 1) An interrupting clock generates an interrupt after a specified time quantum, and
the operating system dispatches another process to execute. The interrupted process will run
again when it gets to the head of the ready list and a processor again becomes available. 2) A
process that is awake is in active contention for a processor; a process that is asleep cannot
use a processor even if one becomes available.

3.3.2 Process Control Blocks (PCBs)/Process Descriptors
The operating system typically performs several operations when it creates a pro-
cess. First, it must be able to identify each process; therefore, it assigns a process
identification number (PID) to the process. Next, the operating system creates a
process control block (PCB), also called a process descriptor, which maintains
information that the operating system needs to manage the process. PCBs typically
include information such as:

• PID

• process state (e.g., running, ready or blocked)

• program counter (i.e., a value that determines which instruction the proces-
sor should execute next)

• scheduling priority
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• credentials (i.e., data that determines the resources this process can access)

• a pointer to the process’s parent process (i.e., the process that created this
process)

• pointers to the process’s child processes (i.e., processes created by this pro-
cess) if any

• pointers to locate the process’s data and instructions in memory

• pointers to allocated resources (such as files).

The PCB also stores the register contents, called the execution context, of the
processor on which the process was last running when it transitioned out of the run-
ning state. The execution context of a process is architecture specific but typically
includes the contents of general-purpose registers (which contain process data that
the processor can directly access) in addition to process management registers, such
as registers that store pointers to a process’s address space. This enables the operat-
ing system to restore a process’s execution context when the process returns to the
running state.

When a process transitions from one state to another, the operating system
must update information in the process’s PCB.The operating system typically main-
tains pointers to each process’s PCB in a systemwide or per-user process table so
that it can access the PCB quickly (Fig. 3.2). The process table is one of many oper-
ating system data structures we discuss in this text (see the Operating Systems
Thinking feature, Data Structures in Operating Systems). When a process is termi-

Figure 3.2 | Process table and process control blocks.
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nated (either voluntarily or by the operating system), the operating system frees the
process’s memory and other resources, removes the process from the process table
and makes its memory and other resources available to other processes. We discuss
other process manipulation functions momentarily.19

Self Review
1. What is the purpose of the process table?
2. (T/F) The structure of a PCB is dependent on the operating system implementation.

Ans: 1) The process table enables the operating system to locate each process’s PCB.2) True.

3.3.3 Process Operations
Operating systems must be able to perform certain process operations, including:

• create a process

• destroy a process

• suspend a process

• resume a process

• change a process’s priority

• block a process

• wake up a process

• dispatch a process

• enable a process to communicate with another process (this is called inter-
process communication).

Data Structures in Operating Systems
Computer science students gener-
ally study data structures, both
those on the main topic of a full
course and as portions of many 
upper-level courses, such as com-
pilers, databases, networking and
operating systems. Data structures 
are used abundantly in operating
systems. Queues are used wher-
ever entities need to wait—pro-

cesses waiting for a processor, I/O
requests waiting for devices to
become available, processes wait-
ing for access to their critical sec-
tions and so on. Stacks are used
for supporting the function call
return mechanism. Trees are used
to represent file system directory 
structures, to keep track of the
allocation of disk space to files, to

build hierarchical page directory 
structures in support of virtual
address translation, and so on.
Graphs are used when studying
networking arrangements, dead-
lock resource allocation graphs,
and the like. Hash tables are used
to access PCBs quickly (using a PID
as the key).

Operating Systems Thinking
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A process may spawn a new process. If it does, the creating process is called
the parent process and the created process is called the child process. Each child
process is created by exactly one parent process. Such creation yields a hierarchical
process structure similar to Fig. 3.3, in which each child has only one parent (e.g., A
is the one parent of C; H is the one parent of I), but each parent may have many
children (e.g., B, C, and D are the children of A; F and G are the children of C).In
UNIX-based systems, such as Linux, many processes are spawned from the init pro-
cess, which is created when the kernel loads (Fig. 3.4). In Linux, such processes
include kswapd, xfs and khubd—these processes perform memory, file system and
device management operations, respectively. Many of these processes are discussed
further in Chapter 20, Case Study: Linux. The login process authenticates users to
the operating system. This is typically accomplished by requiring a user to enter a
valid username and corresponding password.We discuss other means of authentica-
tion in Chapter 19, Security. Once the login process authenticates the user, it
spawns a shell, such as bash (Bourne-again shell), that allows the user to interact
with the operating system (Fig. 3.4). The user may then issue commands to the shell
to execute programs such as vi (a text editor) and finger (a utility that displays user
information). Destroying a process involves obliterating it from the system. Its
memory and other resources are returned to the system, it is purged from any sys-
tem lists or tables and its process control block is erased, i.e., the PCB’s memory
space is made available to other processes in the system. Destruction of a process is
more complicated when the process has spawned other processes. In some operat-
ing systems, each spawned process is destroyed automatically when its parent is
destroyed; in others, spawned processes proceed independently of their parents,
and the destruction of a parent has no effect on its children.

Figure 3.3 | Process creation hierarchy.
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Changing the priority of a process normally involves modifying the priority
value in the process’s control block. Depending on how the operating system imple-
ments process scheduling, it may need to place a pointer to the PCB in a different
priority queue (see Chapter 8, Processor Scheduling). The other operations listed in
this section are explained in subsequent sections.

Self Review
1. (T/F) A process may have zero parent processes.
2. Why is it advantageous to create a hierarchy of processes as opposed to a linked list?

Ans: 1) True. The first process that is created, often called init in UNIX systems, does not
have a parent. Also, in some systems, when a parent process is destroyed, its children proceed
independently without their parent. 2) A hierarchy of processes allows the operating system
to track parent/child relationships between processes. This simplifies operations such as
locating all the child processes of a particular parent process when that parent terminates.

3.3.4 Suspend and Resume
Many operating systems allow administrators, users or processes to suspend a pro-
cess. A suspended process is indefinitely removed from contention for time on a
processor without being destroyed. Historically, this operation allowed a system
operator to manually adjust the system load and/or respond to threats of system
failure. Most of today’s computers execute too quickly to permit such manual
adjustments. However, an administrator or a user suspicious of the partial results of
a process may suspend it (rather than aborting it) until the user can ascertain
whether the process is functioning correctly. This is useful for detecting security
threats (such as malicious code execution) and for software debugging purposes.

Figure 3.5 displays the process state-transition diagram of Fig. 3.1 modified to
include suspend and resume transitions. Two new states have been added, suspend-
edready and suspendedblocked. Above the dashed line in the figure are the active
states; below it are the suspended states.

Figure 3.4 | Process hierarchy in Linux.
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A suspension may be initiated by the process being suspended or by another
process. On a uniprocessor system a running process may suspend itself, indicated
by Fig. 3.5(a); no other process could be running at the same moment to issue the
suspend. A running process may also suspend a ready process or a blocked process,
depicted in Fig. 3.5(b) and (c). On a multiprocessor system, a running process may
be suspended by another process running at that moment on a different processor.

Clearly, a process suspends itself only when it is in the running state. In such a
situation, the process makes the transition from running to suspendedready. When a
process suspends a ready process, the ready process transitions from ready to suspend-
edready. A suspendedready process may be made ready, or resumed, by another pro-
cess, causing the first process to transition from suspendedready to ready. A blocked
process will make the transition from blocked to suspendedblocked when it is sus-
pended by another process. A suspendedblocked process may be resumed by another
process and make the transition from suspendedblocked to blocked.

One could argue that instead of suspending a blocked process, it is better to
wait until the I/O completion or event completion occurs and the process becomes
ready; then the process could be suspended to the suspendedready state. Unfortu-

Figure 3.5 | Process state transitions with suspend and resume.
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nately, the completion may never come, or it may be delayed indefinitely. The
designer must choose between performing the suspension of the blocked process or
creating a mechanism by which the suspension will be made from the ready state
when the I/O or event completes. Because suspension is typically a high-priority
activity, it is performed immediately. When the I/O or event completion finally
occurs (if indeed it does), the suspendedblocked process makes the transition from
suspendedblocked to suspendedready.

Self Review
1. In what three ways can a process get to the suspendedready state?
2. In what scenario is it best to suspend a process rather than abort it?

Ans: 1) A process can get to the suspendedready state if it is suspended from the running
state, if it is suspended from the ready state by a running process or if it is in the suspended-
blocked state and the I/O completion or event completion it is waiting for occurs. 2) When a
user or system administrator is suspicious of a process’s behavior but does not want to lose
the work performed by the process, it is better to suspend the process so that it can be
inspected.

3.3.5 Context Switching
The operating system performs a context switch to stop executing a running process
and begin executing a previously ready process.20 To perform a context switch, the
kernel must first save the execution context of the running process to its PCB, then
load the ready process’s previous execution context from its PCB (Fig. 3.6).

Figure 3.6 | Context switch.
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Context switches, which are essential in a multiprogrammed environment,
introduce several operating system design challenges. For one, context switches
must be essentially transparent to processes, meaning that the processes are
unaware they have been removed from the processor. During a context switch a
processor cannot perform any “useful” computation—i.e., it performs tasks that are
essential to operating systems but does not execute instructions on behalf of any
given process. Context switching is pure overhead and occurs so frequently that
operating systems must minimize context-switching time.

The operating system accesses PCBs often. As a result, many processors con-
tain a hardware register that points to the PCB of the currently executing process to
facilitate context switching. When the operating system initiates a context switch,
the processor safely stores the currently executing process’s execution context in
the PCB. This prevents the operating system (or other processes) from overwriting
the process’s register values. Processors further simplify and speed context switch-
ing by providing instructions that save and restore a process’s execution context to
and from its PCB, respectively.

In the IA-32 architecture, the operating system dispatches a new process by
specifying the location of its PCB in memory. The processor then performs a con-
text switch by saving the execution context of the previously running process. The
IA-32 architecture does not provide instructions to save and restore a process’s exe-
cution context, because the processor performs these operations without software
intervention.21

Self Review
1. From where does an operating system load the execution context for the process to be dis-

patched during a context switch?
2. Why should an operating system minimize the time required to perform a context switch?

Ans: 1) The process to be dispatched has its context information stored in its PCB. 2) Dur-
ing a context switch, a processor cannot perform instructions on behalf of processes, which
can reduce throughput.

3.4 Interrupts
As discussed in Chapter 2, Hardware and Software Concepts, interrupts enable
software to respond to signals from hardware. The operating system may specify a
set of instructions, called an interrupt handler, to be executed in response to each
type of interrupt. This allows the operating system to gain control of the processor
to manage system resources.

A processor may generate an interrupt as a result of executing a process’s
instructions (in which case it is often called a trap and is said to be synchronous with
the operation of the process). For example, synchronous interrupts occur when a
process attempts to perform an illegal action, such as dividing by zero or referenc-
ing a protected memory location.
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Interrupts may also be caused by some event that is unrelated to a process’s
current instruction (in which case they are said to be asynchronous with process
execution; see the Operating Systems Thinking feature, Asynchronism vs. Synchro-
nism). Hardware devices issue asynchronous interrupts to communicate a status
change to the processor. For example, the keyboard generates an interrupt when a
user presses a key; the mouse generates an interrupt when it moves or when one of
its buttons is pressed.

Interrupts provide a low-overhead means of gaining the attention of a proces-
sor.An alternative to interrupts is for a processor to repeatedly request the status of
each device. This approach, called polling, increases overhead as the complexity of
the computer system increases. Interrupts eliminate the need for a processor to
repeatedly poll devices.

A simple example of the difference between polling and interrupts can be
seen in microwave ovens. A chef may either set a timer to expire after an appropri-
ate number of minutes (the timer sounding after this interval interrupts the chef),
or the chef may regularly peek through the oven’s glass door and watch as the roast
cooks (this kind of regular monitoring is an example of polling).

Interrupt-oriented systems can become overloaded—if interrupts arrive too
quickly, the system may not be able to keep up with them. A human air traffic con-
troller, for example, could easily be overwhelmed by a situation in which too many
planes converged in a narrow area.

In networked systems, the network interface contains a small amount of mem-
ory in which it stores each packet of data that it receives from other computers.

Asynchronism vs. Synchronism
When we say events occur asyn-
chronously with the operation of
a process, we mean that they hap-
pen independently of what is 
going on in the process. I/O oper-
ations can proceed concurrently 
and asynchronously with an exe-
cuting process. Once the process 
initiates an asynchronous I/O
operation, the process can con-
tinue executing while the I/O

operation proceeds. When the I/O
completes, the process is notified.
That notification can come at any 
time. The process can deal with it 
at that moment or can proceed
with other tasks and deal with the
I/O-completion interrupt at an
appropriate time. So interrupts 
are often characterized as an
asynchronous mechanism. Polling
is a synchronous mechanism. The

processor repeatedly tests a
device until the I/O is complete.
Synchronous mechanisms can
spend a lot of time waiting or 
retesting a device until an event 
occurs. Asynchronous mecha-
nisms can proceed with other 
work and waste no time testing
for events that have not hap-
pened, which generally improves 
performance.

Operating Systems Thinking
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Each time the network interface receives a packet, it generates an interrupt to
inform a processor that data is ready for processing. If a processor cannot process
data from the network interface before the interface’s memory fills, packets might
be lost. Systems typically implement queues to hold interrupts to be processed
when a processor becomes available. These queues, of course, consume memory
that is limited in size. Under heavy load, the system might not be able to enqueue
all arriving interrupts, meaning that some could be lost.

Self Review
1. What does it mean for an interrupt to be synchronous?
2. What is an alternative to interrupts and why is it rarely used?

Ans: 1) A synchronous interrupt occurs due to software execution. 2) A system can per-
form polling, in which the processor periodically checks the status of devices. This technique
is rarely used, because it creates significant overhead when the processor polls devices whose
status has not changed. Interrupts eliminate this overhead by notifying a processor only when
a device’s status changes.

3.4.1 Interrupt Processing
We now consider how computer systems typically process hardware interrupts.
(Note that there are other interrupt schemes.)

1. The interrupt line, an electrical connection between the mainboard and a
processor, becomes active—devices such as timers, peripheral cards and
controllers send signals that activate the interrupt line to inform a proces-
sor that an event has occurred (e.g., a period of time has passed or an I/O
request has completed). Most processors contain an interrupt controller
that orders interrupts according to their priority so that important inter-
rupts are serviced first. Other interrupts are queued until all higher-priority
interrupts have been serviced.

2. After the interrupt line becomes active, the processor completes execution
of the current instruction, then pauses the execution of the current process.
To pause process execution, the processor must save enough information
so that the process can be resumed at the correct place and with the correct
register information. In early IBM systems, this data was contained in a
data structure called the program status word (PSW). In the Intel IA-32
architecture, such process state is referred to as the task state segment
(TSS). The TSS is typically stored in a process’s PCB.22

3. The processor then passes control to the appropriate interrupt handler.
Each type of interrupt is assigned a unique value that the processor uses as
an index into the interrupt vector, which is an array of pointers to interrupt
handlers. The interrupt vector is located in memory that processes cannot
access, so that errant processes cannot modify its contents.

4. The interrupt handler performs appropriate actions based on the type of
interrupt.
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5. After the interrupt handler completes, the state of the interrupted process
(or some other “next process” if the kernel initiates a context switch) is
restored.

6. The interrupted process (or some other “next process”) executes. It is the
responsibility of the operating system to determine whether the inter-
rupted process or some other “next process” executes. This important deci-
sion, which can significantly impact the level of service each application
receives, is discussed in Chapter 8, Processor Scheduling. For example, if
the interrupt signaled an I/O completion event that caused a high-priority
process to transition from blocked to ready, the operating system might
preempt the interrupted process and dispatch the high-priority process.

Let us consider how the operating system and hardware interact in response to
clock interrupts (Fig. 3.7). At each timer interval, the interrupting clock generates an
interrupt that allows the operating system to execute to perform system management
operations such as process scheduling. In this case, the processor is executing process
P1 (1) when the clock issues an interrupt (2). Upon receiving the interrupt, the pro-
cessor accesses the interrupt vector entry that corresponds to the timer interrupt (3).

Figure 3.7 | Handling interrupts.
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The processor then saves the process’s execution context to memory (4) so that the
P1’s execution context is not lost when the interrupt handler executes.23 The processor
then executes the interrupt handler, which determines how to respond to the inter-
rupt (5). The interrupt handler may then restore the state of the previously executing
process (P1) or call the operating system processor scheduler to determine the “next”
process to run. In this case, the handler calls the process scheduler, which decides that
process P2, the highest-priority waiting process, should obtain the processor (6). The
context for process P2 is then loaded from its PCB in main memory, and process P1’s
execution context is saved to its PCB in main memory.

Self Review
1. Why are the locations of interrupt handlers generally not stored in a linked list?
2. Why is the process’s execution context saved to memory while the interrupt handler exe-

cutes?

Ans: 1) To avoid becoming overwhelmed by interrupts, the system must be able to process
each interrupt quickly. Traversing a linked list could significantly increase a system’s response
time if the number of interrupt types were large. Therefore, most systems use an interrupt
vector (i.e., an array) to quickly access the location of an interrupt handler. 2) If the process’s
execution context is not saved in memory, the interrupt handler could overwrite the process’s
registers.

3.4.2 Interrupt Classes
The set of interrupts a computer supports is dependent on the system’s architecture.
Several types of interrupts are common to many architectures; in this section we
discuss the interrupt structure supported by the Intel IA-32 specification,24 which is
implemented in Intel® Pentium® processors. (Intel produced over 80 percent of the
personal computer processors shipped in 2002.25)

The IA-32 specification distinguishes between two types of signals a processor
may receive: interrupts and exceptions. Interrupts notify the processor that an
event has occurred (e.g., a timer interval has passed) or that an external device’s
status has changed (e.g., an I/O completion). The IA-32 architecture also provides
software-generated interrupts—processes can use these to perform system calls.
Exceptions indicate that an error has occurred, either in hardware or as a result of a
software instruction. The IA-32 architecture also uses exceptions to pause a process
when it reaches a breakpoint in code.26

Devices that generate interrupts, typically in the form of I/O signals and timer
interrupts, are external to a processor. These interrupts are asynchronous with the
running process, because they occur independently of instructions being executed by
the processor. Software-generated interrupts, such as system calls, are synchronous
with the running process, because they are generated in response to an instruction.
Figure 3.8 lists several types of interrupts recognized by the IA-32 architecture.
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The IA-32 specification classifies exceptions as faults, traps or aborts
(Fig. 3.9). Faults and traps are exceptions to which an exception handler can
respond to allow processes to continue execution. A fault indicates an error that an
exception handler can correct. For example, a page fault occurs when a process
attempts to access data that is not in memory (we discuss page faults in Chapter 10,
Virtual Memory Organization, and in Chapter 11, Virtual Memory Management).
The operating system can correct this error by placing the requested data in main
memory. After the problem is corrected, the processor restarts the process that
caused the error at the instruction that caused the exception.

Traps do not typically correspond to correctable errors, but rather to condi-
tions such as overflows or breakpoints. For example, as a process instructs a proces-
sor to increment the value in an accumulator, the value might exceed the capacity

Interrupt Type Description of Interrupts in Each Type
I/O These are initiated by the input/output hardware. They notify a

processor that the status of a channel or device has changed. I/O
interrupts are caused when an I/O operation completes, for
example.

Timer A system may contain devices that generate interrupts periodically.
These interrupts can be used for tasks such as timekeeping and
performance monitoring. Timers also enable the operating system
to determine if a process’s quantum has expired.

Interprocessor
interrupts

These interrupts allow one processor to send a message to another
in a multiprocessor system.

Figure 3.8 | Common interrupt types recognized in the Intel IA-32 architecture.

Exception Class Description of Exceptions in Each Class
Fault These are caused by a wide range of problems that may occur as a

program’s machine-language instructions are executed. These
problems include division by zero, data (being operated upon) in
the wrong format, attempt to execute an invalid operation code,
attempt to reference a memory location beyond the limits of real
memory, attempt by a user process to execute a privileged instruc-
tion and attempt to reference a protected resource.

Trap These are generated by exceptions such as overflow (when the
value stored by a register exceeds the capacity of the register) and
when program control reaches a breakpoint in code.

Abort This occurs when the processor detects an error from which a pro-
cess cannot recover. For example, when an exception-handling
routine itself causes an exception, the processor may not be able
to handle both errors sequentially. This is called a double-fault
exception, which terminates the process that initiated it.

Figure 3.9 | Intel IA-32 exception classes.
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of the accumulator. In this case, the operating system can simply notify the process
that an overflow occurred. After executing the trap’s exception handler, the proces-
sor restarts the process at the next instruction following the one that caused the
exception.

Aborts indicate errors from which the process (or perhaps even the system)
cannot recover, such as hardware failure. In this case, the processor cannot reliably
save the process’s execution context. Typically, as a result, the operating system ter-
minates prematurely the process that caused the abort.

Most architectures and operating systems prioritize interrupts, because some
require more immediate action than others. For example, responding to a hardware
failure is more important than responding to an I/O-completion event. Interrupt
priorities can be implemented in both hardware and software simultaneously. For
example, a processor might block or queue interrupts of a lower priority than that
of the interrupt the processor is currently handling. At times, the kernel can become
so overloaded with interrupts that it can no longer respond to them. Rapid
response to interrupts and quick return of control to interrupted processes is essen-
tial to maximizing resource utilization and achieving a high degree of interactivity.
Most processors therefore allow the kernel to disable (or mask) an interrupt type.
The processor may then ignore interrupts of that type or store them in a queue of
pending interrupts that are delivered when that type of interrupt is reenabled. In
the IA-32 architecture, the processor provides a register that indicates whether
interrupts are disabled.27

Self Review
1. In the IA-32 architecture, what two types of signals can a processor receive?
2. In the IA-32 architecture, what is the difference between a fault and a trap?

Ans: 1) A processor can receive interrupts or exceptions. Interrupts indicate that an event
has occurred; exceptions indicate that an error has occurred. 2) A fault restarts a process
from the instruction that caused the exception. Faults are generally errors that can be cor-
rected. A trap restarts a process at the next instruction following the one that caused the
exception. Traps are usually generated by system calls and by the arrival of program control
at breakpoints.

3.5 Interprocess Communication
In multiprogrammed and networked environments, it is common for processes to
communicate with one another. Many operating systems provide mechanisms for
interprocess communication (IPC) that, for example, enable a text editor to send a
document to a print spooler or a Web browser to retrieve data from a distant server.
Interprocess communication is also essential for processes that must coordinate
(i.e., synchronize) activities to achieve a common goal. The case studies on Linux
(see Section 20.10, Interprocess Communication) and Windows XP (see
Section 21.10, Interprocess Communication) discuss how IPC is implemented in
popular operating systems.
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3.5.1 Signals
Signals are software interrupts that notify a process that an event has occurred.
Unlike other IPC mechanisms we discuss, signals do not allow processes to specify
data to exchange with other processes.28 A system’s signals depend on the operating
system and the software-generated interrupts supported by a particular processor.
When a signal occurs, the operating system first determines which process should
receive the signal and how that process will respond to the signal.

Processes may catch, ignore or mask a signal. A process catches a signal by
specifying a routine that the operating system calls when it delivers the signal.29 A
process may also ignore the signal. In this case, the process relies on the operating
system’s default action to handle the signal. A common default action is to abort,
which causes the process to exit immediately. Another common default action is
called a memory dump, which is similar to aborting. A memory dump causes a pro-
cess to exit, but before doing so, the process generates a core file that contains the
process’s execution context and data from its address space, which is useful for
debugging. A third default action is to simply ignore the signal. Two other default
actions are to suspend and, subsequently, resume a process.30

A process can also block a signal by masking it. When a process masks a signal
of a specific type (e.g., the suspend signal), the operating system does not deliver
signals of that type until the process clears the signal mask. Processes typically
block a signal type while handling another signal of the same type. Similar to
masked interrupts, masked signals may be lost, depending on the operating system
implementation.

Self Review
1. What is the major drawback of using signals for IPC?
2. What are the three ways in which a process can respond to a signal?

Ans: 1) Signals do not support data exchange between processes. 2) A process can catch,
ignore or mask a signal.

3.5.2 Message Passing
With the increasing prominence of distributed systems, there has been a surge of
interest in message-based interprocess communication.31, 32, 33, 34, 35, 36 We discuss
message-based communication in this section; particular implementations are dis-
cussed in the Linux and Windows XP case studies.37, 38

Messages can be passed in one direction at a time—for any given message,
one process is the sender and the other is the receiver. Message passing may be
bidirectional, meaning that each process can act as either a sender or a receiver
while participating in interprocess communication. One model of message passing
specifies that processes send and receive messages by making calls such as

send( receiverProcess, message );
receive( senderProcess, message );
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The send and receive calls are normally implemented as system calls accessible
from many programming language environments. A blocking send must wait for the
receiver to receive the message, requiring that the receiver notify the sender when the
message is received (this notification is called an acknowledgment). A nonblocking
send enables the sender to continue with other processing even if the receiver has not
yet received (and acknowledged) the message; this requires a message buffering
mechanism to hold the message until the receiver receives it. A blocking send is an
example of synchronous communication; a nonblocking send is an example of asyn-
chronous communication. The send call may explicitly name a receiving process, or it
may omit the name, indicating that the message is to be broadcast to all processes (or
to some “working group” with which the sender generally communicates).

Asynchronous communication with nonblocking sends increases throughput
by reducing the time that processes spend waiting. For example, a sender may send
information to a busy print server; the system will buffer this information until the
print server is ready to receive it, and the sender will continue execution without
having to wait on the print server.

If no message has been sent, then a blocking receive call forces the receiver to
wait; a nonblocking receive call enables the receiver to continue with other process-
ing before it next attempts a receive. A receive call may specify that a message is to
be received from a particular sender, or the receive may receive a message from any
sender (or from any member of a group of senders).

A popular implementation of message passing is a pipe—a region of memory
protected by the operating system that serves as a buffer, allowing two or more pro-
cesses to exchange data. The operating system synchronizes access to the buffer—
after a writer completes writing to the buffer (possibly filling it), the operating system
pauses the writer’s execution and allows a reader to read data from the buffer. As a
process reads data, that data is removed from the pipe. When the reader completes
reading data from the buffer (possibly emptying it), the operating system pauses the
reader’s execution and allows the writer to write data to the buffer.39 Detailed treat-
ments of pipes are provided in the Linux and Windows XP case studies at the end of
the book. See Section 20.10.2, Pipes, and Section 21.10.1, Pipes, respectively.

In our discussions of interprocess communication between processes on the
same computer, we always assumed flawless transmission. In distributed systems,
on the other hand, transmissions can be flawed and even lost. So senders and
receivers often cooperate using an acknowledgment protocol for confirming that
each transmission has been properly received. A timeout mechanism can be used
by the sender waiting for an acknowledgment message from the receiver; on time-
out, if the acknowledgment has not been received, the sender can retransmit the
message. Message passing systems with retransmission capabilities can identify
each new message with a sequence number. The receiver can examine these num-
bers to be sure that it has received every message and to resequence out-of-
sequence messages. If an acknowledgment message is lost and the sender decides to
retransmit, it assigns the same sequence number to the retransmitted message as to
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the originally transmitted one. The receiver detecting several messages with the
same sequence number knows to keep only one of them.

One complication in distributed systems with send/receive message passing is
in naming processes unambiguously so that explicit send and receive calls reference
the proper processes. Process creation and destruction can be coordinated through
some centralized naming mechanism, but this can introduce considerable transmis-
sion overhead as individual machines request permission to use new names. An
alternate approach is to have each computer ensure unique process names for its
own processes; then processes may be addressed by combining the computer name
with the process name. This, of course, requires centralized control in determining a
unique name for each computer in a distributed system, which could potentially
incur significant overhead if computers are frequently added and removed from the
network. In practice, distributed systems pass messages between computers using
numbered ports on which processes listen, avoiding the naming problem (see
Chapter 16, Introduction to Networking).

As we will see in Chapter 17, Introduction to Distributed Systems, message-
based communication in distributed systems presents serious security problems.
One of these is the authentication problem: How do the senders and receivers
know that they are not communicating with imposters who may be trying to steal or
corrupt their data? Chapter 19, Security, discusses several authentication
approaches.

There are several IPC techniques that we discuss later in the book. In addition
to signals and pipes, processes may communicate via shared memory (discussed in
Chapter 10, Virtual Memory Organization), sockets (discussed in Chapter 16,
Introduction to Networking) and remote procedure calls (discussed in Chapter 17).
They also may communicate to synchronize activities using semaphores and moni-
tors., which are discussed in Chapter 5, Asynchronous Concurrent Execution, and
Chapter 6, Concurrent Programming, respectively.

Self Review
1. Why do distributed systems rely on message passing instead of signals?
2. When a process performs a blocking send, it must receive an acknowledgment message to

unblock. What problem might result from this scheme, and how can it be avoided?

Ans: 1) Signals are typically architecture specific, meaning that signals supported by one
computer may not be compatible with signals supported by another. Also, signals do not
allow processes to transmit data, a capability required by most distributed systems. 2) The
sender may never receive an acknowledgment message, meaning that the process could be
blocked indefinitely. This can be remedied by a timeout mechanism—if the sender does not
receive an acknowledgment after a period of time, the send operation is assumed to have
failed and it can be retried.

3.6 Case Study: UNIX Processes
UNIX and UNIX-based operating systems provide an implementation of processes
that has been borrowed by many other operating systems (see the Mini Case Study,
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UNIX Systems). In this section, we describe the structure of UNIX processes, discuss
several UNIX features that motivate the discussion in the following chapters and
introduce how UNIX allows users to perform process management operations.

Each process must store its code, data and stack in memory during execution.
In a real memory system, processes would locate such information by referencing a
range of physical addresses. The range of valid main memory addresses for each
process is determined by the size of main memory and the memory consumed by
other processes. Because UNIX implements virtual memory, all UNIX processes
are provided with a set of memory addresses, called a virtual address space, in
which the process may store information. The virtual address space contains a text
region, data region and stack region.40

The kernel maintains a process’s PCB in a protected region of memory that
user processes cannot access. In UNIX systems, a PCB stores information including
the contents of processor registers, the process identifier (PID), the program
counter and the system stack.41, 42 The PCBs for all processes are listed in the pro-
cess table, which allows the operating system to access information (e.g., priority)
regarding every process.43

UNIX processes interact with the operating system via system calls.
Figure 3.10 lists several of these. A process can spawn a child process by using the
fork system call, which creates a copy of the parent process.44, 45 The child process
receives a copy of the parent process’s data and stack segments and any other
resources.46, 47 The text segment, which contains the parent’s read-only instructions,
is shared with its child. Immediately following the fork, the parent and child pro-
cess contain identical data and instructions. This means that the two processes must
perform exactly the same actions unless either the parent or child can determine its
identity. The fork system call therefore returns different values; the parent process

UNIX Systems
In the days before Windows, Mac-
intosh, Linux or even DOS, operat-
ing systems typically worked on
only one model of computer,
managing system resources, run-
ning batch streams and little
more.48 From 1965 to 1969, a

group of research teams from Bell
Laboratories, General Electric and
Project MAC at MIT developed the
Multics operating system—a gen-
eral-purpose computer utility,
designed to be “all things to all
people.”49 It was large, expensive

and complex. In 1969, Bell Labs 
withdrew from the project and
their own small team, led by Ken
Thompson, began designing a
more practical operating system
to run machines at Bell Labs.
(Continued on the next page.)

Mini Case Study
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UNIX Systems (Cont.)
Thompson implemented the basic
components of the operating sys-
tem, which Brian Kernighan
named UNICS, a joke on the
“multi” aspect of Multics; the
spelling eventually changed to
UNIX. Over the next few years,
UNIX was rewritten in an inter-
preted implementation of
Thompson's language B (based on
Martin Richard’s BCPL program-
ming language), and soon after in
Dennis Ritchie's faster, compiled C
language.50

Due to a federal anti-trust 
lawsuit, AT&T (which owned Bell
Labs) was not allowed to sell com-
puter products, so they distrib-
uted UNIX source code to
universities for a small fee to
cover just the expense of produc-
ing the magnetic tapes. A group
of students at the University of
California at Berkeley, led by Bill
Joy (later a cofounder of Sun
Microsystems), modified the UNIX
source code, evolving the operat-
ing system into what became
known as Berkeley Software
Distribution UNIX (BSD
UNIX).51

Industry software develop-
ers were drawn to UNIX because
it was free, small and customize-

able. To work with UNIX, develop-
ers had to learn C, and they liked
it. Many of these developers also
taught in colleges, and C gradu-
ally replaced Pascal as the pre-
ferred teaching language in
college programming courses. Sun
Microsystems based its SunOS on
BSD UNIX, then later teamed up
with AT&T to design the Solaris
operating system based on AT&T’s 
System V Release 4 UNIX.52 A
group of other UNIX developers,
concerned that Sun's association
with AT&T would give Sun an
unfair business lead over other 
UNIX developers, formed the
Open Software Foundation
(OSF) to produce their own non-
proprietary version of UNIX called
OSF/1; the fierce competition
between OSF and AT&T-backed
Sun was dubbed the UNIX Wars.53

Several important operat-
ing systems are based on UNIX
technology. Professor Andrew 
Tanenbaum of the Vrije Univer-
siteit in Amsterdam built Minix in
1987, a stripped-down version of
UNIX that was designed for teach-
ing OS basics and is still used for 
this purpose in some college
courses. Linus Torvalds, a Finnish
graduate student, used Minix to

begin writing the well-known
open-source Linux operating sys-
tem—now a whole family of sys-
tems in its own right (see
Chapter 20, Case Study: Linux).54

Linux is the most popular open-
source operating system, and
companies including IBM,
Hewlett-Packard, Sun Microsys-
tems and Intel all offer Linux ver-
sions as an operating system
option for their servers. OpenBSD
is another open-source project,
led by Theo de Raadt, and is rec-
ognized as the most secure oper-
ating system available (see
Chapter 19, Security).55, 56, 57, 58

FreeBSD is also open-source and is 
known for its ease of use.59 Yet 
another BSD descendant, Net-
BSD, has focused on portability to
a variety of systems.60, 61 IBM's 
AIX, based on both System V and
BSD,62 runs on some of IBM’s serv-
ers. IBM claims AIX has a high
degree of source-code compatibil-
ity with Linux.63 Hewlett-Pack-
ard's HP-UX is becoming a strong
competitor to AIX and Solaris,
achieving the highest ratings in all
the categories in a 2002 D.H.
Brown Associates report, placing
ahead of both Solaris and
AIX.64, 65, 66

Mini Case Study
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receives the PID of the child and the child process receives a value of zero. This
convention allows the child process to recognize that it is newly created. Applica-
tion programmers can use this convention to specify new instructions for the child
process to execute.

A process can call exec to load a new program from a file; exec is often per-
formed by a child process immediately after it is spawned.67 When the parent cre-
ates a child process, the parent can issue a wait system call, which blocks the parent
until the specified child process terminates.68 After a process has completed its
work, it issues the exit system call. This tells the kernel that the process has fin-
ished; the kernel responds by freeing all of the process’s memory and other
resources, such as open files. When a parent process exits, its child processes are typ-
ically relocated in the process hierarchy to be children of the init process.69, 70 If a
parent process is terminated by a kill signal from another process, that signal is
also sent to its child processes.

UNIX process priorities are integers between –20 and 19 (inclusive) that the
system uses to determine which process will run next. A lower numerical priority
value indicates a higher scheduling priority.71 Processes that belong to the operating
system, called kernel processes, often have negative integer values and typically
have higher scheduling priority than user processes.72 Operating system processes
that perform maintenance operations periodically, called daemons, typically exe-
cute with the lowest possible priority.

Many applications require several independent components to communicate
during execution, requiring interprocess communication (IPC). UNIX provides
several mechanisms to enable processes to exchange data, such as signals and pipes
(see Section 3.5, Interprocess Communication, and Section 20.10.2, Pipes).73

System Call Description
fork Spawns a child process and allocates to that process a copy of

its parent’s resources.

exec Loads a process’s instructions and data into its address space
from a file.

wait Causes the calling process to block until its child process has
terminated.

signal Allows a process to specify a signal handler for a particular sig-
nal type.

exit Terminates the calling process.

nice Modifies a process’s scheduling priority.

Figure 3.10 | UNIX system calls.



136 Process Concepts

Self Review
1. Why can a parent and its child share the parent’s text segment after a fork system call?
2. Why must a process use IPC to share data with other processes?

Ans: 1) The text segment contains instructions that cannot be modified by either process,
meaning that both the parent and child process will execute the same instructions regardless
of whether the operating system maintains one, or multiple, copies of the segment in mem-
ory. Therefore, the operating system can reduce memory consumption by sharing access to
the text region between a parent and its child. 2) The operating system does not allow unre-
lated processes to share the data segment of their address spaces, meaning that data stored by
one process is inaccessible to an unrelated process. Therefore, the operating system must pro-
vide some mechanism to make data from one process available to another.

Web Resources
msdn.microsoft.com/library/en-us/dllproc/base/
about_processes_and_threads.asp
Provides a description of processes in Windows XP.

www.freebsd.org/handbook/basics-processes.html
Includes a description of how the FreeBSD operating system
handles processes. Mac OS X is based (in part) on FreeBSD.

www.linux-tutorial.info/cgi-bin/dis-
play.pl?83&99980&0&3
Discusses how Linux handles processes.

docs.sun.com/db/doc/806-4125/6jd7pe6bg?a=view
Provides a process state-transition diagram for Sun Microsys-
tem’s Solaris operating system.

www.beyondlogic.org/interrupts/interupt.htm
Overviews interrupts and provides a detailed description of
interrupt handling in the Intel architecture.

developer.apple.com/documentation/Hardware/Device-
Managers/pci_srvcs/pci_cards_drivers/
PCI_BOOK.16d.html
Documents the interrupt model in Apple Macintosh computers.

Summary
A process, which is a program in execution, is central to
understanding how today’s computer systems perform and
keep track of many simultaneous activities. Each process
has its own address space, which may consist of a text
region, data region and stack region. A process moves
through a series of discrete process states. For example, a
process can be in the running state, ready state or blocked
state.The ready list and blocked list store references to pro-
cesses that are not running.

When a process reaches the head of the ready list,
and when a processor becomes available, that process is
given the processor and is said to make a transition from
the ready state to the running state. The act of assigning a
processor to the first process on the ready list is called dis-
patching. To prevent any one process from monopolizing
the system, either accidentally or maliciously, the operating
system sets a hardware interrupting clock (or interval
timer) to allow a process to run for a specific time interval

or quantum. If a running process initiates an input/output
operation before its quantum expires, the process is said to
block itself pending the completion of the I/O operation.
Alternatively, the operating system can employ coopera-
tive multitasking in which each process runs until comple-
tion or until it voluntarily relinquishes its processor. This
can be dangerous, because cooperative multitasking does
not prevent processes from monopolizing a processor.

The operating system typically performs several
operations when it creates a process, including assigning a
process identification number (PID) to the process and cre-
ating a process control block (PCB), or process descriptor,
which stores the program counter (i.e., the pointer to the
next instruction the process will execute), PID, scheduling
priority and the process’s execution context. The operating
system maintains pointers to each process’s PCB in the
process table so that it can access PCBs quickly. When a
process terminates (or is terminated by the operating sys-



Key Terms 137

tem), the operating system removes the process from the
process table and frees all of the process’s resources,
including its memory.

A process may spawn a new process—the creating
process is called the parent process and the created process
is called the child process. Exactly one parent process cre-
ates a child. Such creation yields a hierarchical process
structure. In some systems, a spawned process is destroyed
automatically when its parent is destroyed; in other sys-
tems, spawned processes proceed independently of their
parents, and the destruction of a parent has no effect on the
destroyed parent’s children.

A suspended process is indefinitely removed from
contention for time on the processor without being
destroyed. The suspended states are suspendedready and
suspendedblocked. A suspension may be initiated by the
process being suspended or by another process; a sus-
pended process must be resumed by another process.

When the operating system dispatches a ready pro-
cess to a processor, it initiates a context switch. Context
switches must be transparent to processes. During a con-
text switch a processor cannot perform any “useful” com-
putation, so operating systems must minimize context-
switching time. Some architectures reduce overhead by
performing context-switching operations in hardware.

Interrupts enable software to respond to signals from
hardware.An interrupt may be specifically initiated by a run-
ning process (in which case it is often called a trap and said
to be synchronous with the operation of the process), or it
may be caused by some event that may or may not be related
to the running process (in which case it is said to be asyn-
chronous with the operation of the process). An alternative
to interrupts is for the processor to repeatedly request the
status of each device, an approach called polling.

Interrupts are essential to maintaining a productive
and protected computing environment. When an interrupt
occurs, the processor will execute one of the kernel’s inter-
rupt-handling functions. The interrupt handler determines
how the system should respond to interrupts. The locations

of the interrupt handlers are stored in an array of pointers
called the interrupt vector. The set of interrupts a computer
supports depends on the system’s architecture. The IA-32
specification distinguishes between two types of signals a
processor may receive: interrupts and exceptions.

Many operating systems provide mechanisms for
interprocess communication (IPC) that, for example,
enable a Web browser to retrieve data from a distant
server. Signals are software interrupts that notify a process
that an event has occurred. Signals do not allow processes
to specify data to exchange with other processes. Processes
may catch, ignore or mask a signal.

Message-based interprocess communication can
occur in one direction at a time or it may be bidirectional.
One model of message passing specifies that processes send
and receive messages by making calls. A popular imple-
mentation of message passing is a pipe—a region of mem-
ory protected by the operating system that allows two or
more processes to exchange data. One complication in dis-
tributed systems with send/receive message passing is in
naming processes unambiguously so that explicit send and
receive calls reference the proper processes.

UNIX processes are provided with a set of memory
addresses, called a virtual address space, which contains a
text region, data region and stack region. In UNIX systems,
a PCB stores information including the contents of processor
registers, the process identifier (PID), the program counter
and the system stack. All processes are listed in the process
table, which allows the operating system to access informa-
tion regarding every process. UNIX processes interact with
the operating system via system calls. A process can spawn a
child process by using the fork system call, which creates a
copy of the parent process. UNIX process priorities are inte-
gers between –20 and 19 (inclusive) that the system uses to
determine which process will run next; a lower numerical
priority value indicates a higher scheduling priority. The ker-
nel also provides IPC mechanisms, such as pipes, to allow
unrelated processes to transfer data.

Key Terms
abort—Action that terminates a process prematurely. Also, in

the IA-32 specification, an error from which a process
cannot recover.

Access Control List (ACL) (Multics)—Multics’ discretionary
access control implementation.

Access Isolation Mechanism (AIM) (Multics)—Multics’ man-
datory access control implementation.

address space—Set of memory locations a process can refer-
ence.
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Berkeley Software Distribution (BSD) UNIX—UNIX version
modified and released by a team led by Bill Joy at the
University of California at Berkeley. BSD UNIX is the
parent of several UNIX variations.

blocked state—Process state in which the process is waiting for
the completion of some event, such as an I/O completion,
and cannot use a processor even if one is available.

blocked list—Kernel data structure that contains pointers to
all blocked processes. This list is not maintained in any
particular priority order.

child process—Process that has been spawned from a parent
process. A child process is one level lower in the process
hierarchy than its parent process. In UNIX systems, child
processes are created using the fork system call.

concurrent program execution—Technique whereby processor
time is shared among multiple active processes. On a uni-
processor system, concurrent processes cannot execute
simultaneously; on a multiprocessor system, they can.

context switching—Action performed by the operating system
to remove a process from a processor and replace it with
another. The operating system must save the state of the
process that it replaces. Similarly, it must restore the state
of the process being dispatched to the processor.

cooperative multitasking—Process scheduling technique in
which processes execute on a processor until they volun-
tarily relinquish control of it.

data region—Section of a process’s address space that contains
data (as opposed to instructions).This region is modifiable.

disable (mask) interrupts—When a type of interrupt is dis-
abled (masked), interrupts of that type are not delivered
to the process that has disabled (masked) the interrupts.
The interrupts are either queued to be delivered later or
dropped by the processor.

dispatcher—Operating system component that assigns the first
process on the ready list to a processor.

exception—Hardware signal generated by an error. In the
Intel IA-32 specification, exceptions are classified as traps,
faults and aborts.

fault—In the Intel IA-32 specification, an exception as the
result of an error such as division by zero or illegal access
to memory. Some faults can be corrected by appropriate
operating system exception handlers.

I/O completion interrupt—Message issued by a device when it
finishes servicing an I/O request.

hierarchical process structure—Organization of processes
when parent processes spawn child processes and, in par-
ticular, only one parent creates a child.

interrupt—Hardware signal indicating that an event has
occurred. Interrupts cause the processor to invoke a set of
software instructions called an interrupt handler.

interrupt handler—Kernel code that is executed in response to
an interrupt.

interrupt vector—Array in protected memory containing
pointers to the locations of interrupt handlers.

interrupting clock (interval timer)—Hardware device that
issues an interrupt after a certain amount of time (called a
quantum), e.g., to prevent a process from monopolizing a
processor.

message passing—Mechanism to allow unrelated processes to
communicate by exchanging data.

Multics Relational Data Store (MRDS)—First commercial
relational database system, included in Multics.

Open Software Foundation (OSF)—Coalition of UNIX devel-
opers that built the OSF/1 UNIX clone to compete with
AT&T’s and Sun’s Solaris. The OSF and the AT&T/Sun
partnership were the participants in the UNIX Wars.

OSF/1—UNIX clone built by the Open Software Foundation
to compete with Solaris.

parent process—Process that has spawned one or more child
processes. In UNIX, this is accomplished by issuing a
fork system call.

pipe—Message passing mechanism that creates a direct data
stream between two processes.

polling—Technique to discover hardware status by repeatedly
testing each device. Polling can be implemented in lieu of
interrupts but typically reduces performance due to
increased overhead.

process—Entity that represents a program in execution.

process control block (PCB)—Data structure containing infor-
mation that characterizes a process (e.g., PID, address
space and state); also called a process descriptor.

process descriptor—See process control block (PCB).

process identification number (PID)—Value that uniquely
identifies a process.

process priority—Value that determines the importance of a
process relative to other processes. It is often used to
determine how a process should be scheduled for execu-
tion on a processor relative to other processes.

process state—Status of a process (e.g., running, ready,
blocked, etc.).

process table—Data structure that contains pointers to all pro-
cesses in the system.
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program counter—Pointer to the instruction a processor is
executing for a running process. After the processor com-
pletes the instruction, the program counter is adjusted to
point to the next instruction the processor should execute.

quantum—Unit of time during which a process can execute
before it is removed from the processor. Helps prevent
processes from monopolizing processors.

ready state—Process state from which a process may be dis-
patched to the processor.

ready list—Kernel data structure that organizes all ready pro-
cesses in the system. The ready list is typically ordered by
process scheduling priority.

resume—Remove a process from a suspended state.

running state—Process state in which a process is executing on
a processor.

signal—Message sent by software to indicate that an event or
error has occurred. Signals cannot pass data to their recip-
ients.

Solaris—UNIX version based on both System V Release 4 and
SunOS, designed by AT&T and Sun collaboratively.

spawning a process—A parent process creating a child process.

stack region—Section of process’s address space that contains
instructions and values for open procedure calls. The con-
tents of the stack grow as a process issues nested proce-
dure calls and shrink as called procedures return.

state transition—Change of a process from one state to
another.

suspended state—Process state (either suspendedblocked or
suspendedready) in which a process is indefinitely
removed from contention for time on a processor without
being destroyed. Historically, this operation allowed a sys-
tem operator to manually adjust the system load and/or
respond to threats of system failure.

suspendedblocked state—Process state resulting from the pro-
cess being suspended while in the blocked state. Resum-
ing such a process places it into the blocked state.

suspendedready state—Process state resulting from the pro-
cess being suspended while in the ready state. Resuming
such a process places it into the ready state.

text region—Section of a process’s address space that contains
instructions that are executed by a processor.

trap—In the IA-32 specification, an exception generated by an
error such as overflow (when the value stored by a regis-
ter exceeds the capacity of the register). Also generated
when program control reaches a breakpoint in code.

unblock—Remove a process from the blocked state after the
event on which it was waiting has completed.

virtual address space—Set of memory addresses that a process
can reference.A virtual address space may allow a process
to reference more memory than is physically available in
the system.

Exercises
3.1 Give several definitions of process. Why, do you sup-
pose, is there no universally accepted definition?

3.2 Sometimes the terms user and process are used inter-
changeably. Define each of these terms. In what circumstances
do they have similar meanings?

3.3 Why does it not make sense to maintain the blocked list
in priority order?

3.4 The ability of one process to spawn a new process is an
important capability, but it is not without its dangers. Consider
the consequences of allowing a user to run the process in
Fig. 3.11. Assume that fork() is a system call that spawns a
child process.

1 int main() {
2
3 while( true ) {
4 fork();
5 }
6
7 }

Figure 3.11 | Code for Exercise 3.4.
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a. Assuming that a system allowed such a process to
run, what would the consequences be?

b. Suppose that you as an operating systems designer
have been asked to build in safeguards against such
processes. We know (from the “Halting Problem” of
computability theory) that it is impossible, in the gen-
eral case, to predict the path of execution a program
will take. What are the consequences of this funda-
mental result from computer science on your ability
to prevent processes like the above from running?

c. Suppose you decide that it is inappropriate to reject
certain processes, and that the best approach is to
place certain runtime controls on them. What con-
trols might the operating system use to detect pro-
cesses like the above at runtime?

d. Would the controls you propose hinder a process’s
ability to spawn new processes?

e. How would the implementation of the controls you
propose affect the design of the system’s process han-
dling mechanisms?

3.5 In single-user dedicated systems, it is generally obvious
when a program goes into an infinite loop. But in multiuser
systems running large numbers of processes, it cannot easily be
determined that an individual process is not progressing.

a. Can the operating system determine that a process is
in an infinite loop?

b. What reasonable safeguards might be built into an
operating system to prevent processes in infinite
loops from running indefinitely?

3.6 Choosing the correct quantum size is important to the
effective operation of an operating system. Later in the text we
will consider the issue of quantum determination in depth. For
now, let us anticipate some of the problems.

Consider a single-processor timesharing system that sup-
ports a large number of interactive users. Each time a process
gets the processor, the interrupting clock is set to interrupt after
the quantum expires. This allows the operating system to pre-
vent any single process from monopolizing the processor and to
provide rapid responses to interactive processes. Assume a sin-
gle quantum for all processes on the system.

a. What would be the effect of setting the quantum to
an extremely large value, say 10 minutes?

b. What if the quantum were set to an extremely small
value, say a few processor cycles?

c. Obviously, an appropriate quantum must be between
the values in (a) and (b). Suppose you could turn a
dial and vary the quantum, starting with a small value

and gradually increasing. How would you know when
you had chosen the “right” value?

d. What factors make this value right from the user’s
standpoint?

e. What factors make it right from the system’s stand-
point?

3.7 In a block/wakeup mechanism, a process blocks itself to
wait for an event to occur. Another process must detect that
the event has occurred, and wake up the blocked process. It is
possible for a process to block itself to wait for an event that
will never occur.

a. Can the operating system detect that a blocked pro-
cess is waiting for an event that will never occur?

b. What reasonable safeguards might be built into an
operating system to prevent processes from waiting
indefinitely for an event?

3.8 One reason for using a quantum to interrupt a running
process after a “reasonable” period is to allow the operating
system to regain the processor and dispatch the next process.
Suppose that a system does not have an interrupting clock, and
the only way a process can lose the processor is to relinquish it
voluntarily. Suppose also that no dispatching mechanism is
provided in the operating system.

a. Describe how a group of user processes could coop-
erate among themselves to effect a user-controlled
dispatching mechanism.

b. What potential dangers are inherent in this scheme?

c. What are the advantages to the users over a system-
controlled dispatching mechanism?

3.9 In some systems, a spawned process is destroyed auto-
matically when its parent is destroyed; in other systems,
spawned processes proceed independently of their parents,
and the destruction of a parent has no effect on its children.

a. Discuss the advantages and disadvantages of each
approach.

b. Give an example of a situation in which destroying a
parent should specifically not result in the destruction
of its children.

3.10 When interrupts are disabled on most devices, they
remain pending until they can be processed when interrupts
are again enabled. No further interrupts are allowed. The func-
tioning of the devices themselves is temporarily halted. But in
real-time systems, the environment that generates the inter-
rupts is often disassociated from the computer system. When
interrupts are disabled on the computer system, the environ-
ment keeps on generating interrupts anyway. These interrupts
can be lost.
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a. Discuss the consequences of lost interrupts.

b. In a real-time system, is it better to lose occasional
interrupts or to halt the system temporarily until
interrupts are again enabled?

3.11 As we will see repeatedly throughout this text, manage-
ment of waiting is an essential part of every operating system.
In this chapter we have seen several waiting states, namely
ready, blocked, suspendedready and suspendedblocked. For
each of these states discuss how a process might get into the
state, what the process is waiting for, and the likelihood that
the process could get “lost” waiting in the state indefinitely.

What features should operating systems incorporate to deal
with the possibility that processes could start to wait for an
event that might never happen?

3.12 Waiting processes do consume various system resources.
Could someone sabotage a system by repeatedly creating pro-

cesses and making them wait for events that will never hap-
pen? What safeguards could be imposed?

3.13 Can a single-processor system have no processes ready
and no process running? Is this a “dead” system? Explain your
answer.

3.14 Why might it be useful to add a dead state to the state-
transition diagram?

3.15 System A runs exactly one process per user. System B
can support many processes per user. Discuss the organiza-
tional differences between operating systems A and B with
regard to support of processes.

3.16 Compare and contrast IPC using signals and message
passing.

3.17 As discussed in Section 3.6, Case Study: UNIX Pro-
cesses, UNIX processes may change their priority using the
nice system call. What restrictions might UNIX impose on
using this system call, and why?

Suggested Projects
3.18 Compare and contrast what information is stored in
PCBs in Linux, Microsoft’s Windows XP, and Apple’s OS X.
What process states are defined by each of these operating sys-
tems?

3.19 Research the improvements made to context switching
over the years. How has the amount of time processors spend
on context switches improved? How has hardware helped to
make context switching faster?

3.20 The Intel Itanium line of processors, which are designed
for high-performance computing, are implemented according
to the IA-64 (64-bit) specification. Compare and contrast the
IA-32 architecture’s method of interrupt processing discussed
in this chapter with that of the IA-64 architecture (see devel-
oper.intel.com/design/itanium/manuals/245318.pdf).

3.21 Discuss an interrupt scheme other than that described in
this chapter. Compare the two schemes.

Recommended Reading
Randell and Horning describe basic process concepts as well
as management of multiple processes.74 Lampson considers
some basic process concepts, including context switching.75

Quarterman, Silberschatz and Peterson discuss how BSD
UNIX 4.3 manages processes.76 The case studies in Part 8
describe how Linux and Windows XP implement and manage
processes. Information on how processors handle interrupts is
available in computer architecture books such as Computer
Organization and Design by Patterson and Hennessey.77

Interprocess communication is a focal point of micro-
kernel (see Section 1.13.3, Microkernel Architecture) and
exokernel operating system architectures. Because the perfor-
mance of such systems relies heavily on the efficient operation
of IPC mechanisms, considerable research has been devoted to
the topic of improving IPC performance. Early message-based

architectures78 such as Chorus were distributed operating sys-
tems, but as early as 1986, microkernels such as Mach79 were
developed. IPC performance improvement to support effec-
tive microkernels is reflected in the literature.80, 81

IPC mechanisms differ from one operating system to
another. Most UNIX systems share the mechanisms presented
in this chapter. Descriptions of such implementations can be
found in the Linux manual pages, but the reader is encouraged
to read Chapter 20, Case Study: Linux, first. Understanding the
Linux Kernel82 discusses IPC in Linux and Inside Windows
200083 discusses IPC in Windows 2000 (almost all of which
applies to Windows XP as well). The bibliography for this
chapter is located on our Web site at www.deitel.com/books/
os3e/Bibliography.pdf.
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