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Course Overview

Objectives

This three-day course is an introductory-level, instructor-led course that focuses on installation,
configuration, and operational analysis of Juniper Networks routers in the enterprise
environment. OJRE introduces Juniper Networks enterprise routing platforms including both
M-series and J-series models. It then focuses on router configuration using both the J-Web
graphical user interface (GUI) and the JUNOS software command-line interface (CLI).
Real-world configuration and operational monitoring case studies are provided for general
router configuration and for RIP, static, and OSPF routing. The class also provides an overview
of common services such as IPSec VPNs and stateful firewall/NAT.

The course combines both lecture and labs, with significant time allocated for-hands-on
experience with J-series platforms and JUNOS Internet software. The OJRE classis an excellent
way to prepare students for attending other offerings in the Juniper Networks'training
curriculum.

After successfully completing this course, you should be able to'install, configure, and operate
J-series platforms.

Intended Audience

Course Level

Prerequisites

The primary audiences for this course are end users of J-series platforms, which include the
following:

. Network engineers;

. Support personnel;

. Reseller support; and

. Othersiresponsible for implementing Juniper enterprise routing products.

OJRE is an introductory-level course.

The OJRE prerequisite is a basic understanding of the TCP/IP protocols.

While net required, familiarity with the command-line interface of a routing platform or UNIX
system is helpful.

Course Overview ¢ v



Course Agenda

Day 1
Lab 1:
Lab 2:
Day 2
Lab 3:
Lab 4:
Lab 5:
Day 3
Lab 6:

J-series User Interface Options (Detailed)

Initial System Configuration (Detailed)

Operational Monitoring and Maintenance (Detailed)
RIP and OSPF Routing (Detailed)
Static and BGP Routing (Detailed)

J-series Services (Detailed)
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Document Conventions

CLI and GUI Text

Frequently throughout this course, we refer to text that appears in a command-line interface
(CLI) or a graphical user interface (GUI). To make the language of these documents easier to
read, we distinguish GUI and CLI text from chapter text according to the following table.

Style Description Usage Example
Franklin Normal text. Most of what you read inthe Lab
Gothic Guide and Student Guide.
Couri er Console text:
New . Screen captures commi IR =t e
. Noncommand-related  EXi(ti ng\configuration
syntax frode
Century GUI text elements: Select File > Open, and then click
Gothic Configuration.conf in the
. Menu names

Filename text box.
. Text field entry

Input Text Versus Output Text

You will also frequently see cases where'you must enter input text yourself. Often this will be
shown in the context of . where you must enter it. We use bold style to distinguish text that is
input versus text that'is simply displayed.

Style Description Usage Example

Nor mal CLI “ No distinguishing variant. Physi cal interface:fxp0,
Enabl ed

Normal GUl View configuration history by
clicking Configuration > History.

CLI PFnput Text that you must enter. | ab@an_Jose> show route

GuUl Input Select File > Save, and enter

config.ini in the Filename field.

Document Conventions e Vvii




Defined and Undefined Syntax Variables

Finally, this course distinguishes between regular text and syntax variables, and it also
distinguishes between syntax variables where the value is already assigned (defined variables)
and syntax variables where you must assign the value (undefined variables). Note that these

styles can be combined with the input style as well.

Style

Description

Usage Example

CLI
Vari abl e

GUI
Variable

Text where variable value is already
assigned.

policy ny-peers

Click on my-peers in the dialog.

CLI

Undef i ned

GUI
Undefined

Text where the variable’s value is
the user’s discretion and text where
the variable’s value as shown in the
lab guide might differ from the
value the use must input.

Type set pol iey
pol i cy- nane.
ping 10.0.1.1

SelectyFile > Save, and enter
flename.in the Filename field.

viii ¢ Document Conventions




Additional Information

Education Services Offerings

You can obtain information on the latest Education Services offerings, course dates, and class
locations from the World Wide Web by pointing your Web browser to:
http://www.juniper.net/training/education/.

About This Publication

The Operating Juniper Networks Routers in the Enterprise Detailed Lab Guidewas developed
and tested using software version 8.1R2. Previous and later versions of software may behave
differently so you should always consult the documentation and releasesmotes for the version
of code you are running before reporting errors.

This document is written and maintained by the Juniper Networks Education Services
development team. Please send questions and suggestions foriimprovement to
training@juniper.net.

Technical Publications

You can print technical manuals and release notes directly from the Internet in a variety of
formats:

. Go to http://www.juniper.net/techpubs/.

. Locate the specific software or hardware release and title you need, and choose
the format in which you want toview or print the document.

Documentation sets and CDs aresavailable through your local Juniper Networks sales office or
account representative.

Juniper Networks Support

For technical support, contact Juniper Networks at http://www.juniper.net/customers/
support/, or at 1-888-314-JTAC (within the United States) or 408-745-2121 (from outside the
United States).

Additional Information * ix







Lab 1

J-series User Interface Options (Detailed)

Overview

This lab introduces you to the J-Web graphical user interface (GUl)‘andthe JUNOS software
command-line interface (CLI). In this lab, you will be introduced:to various J-Web and CLI
operational-mode and configuration-mode features and capabilities.

The lab is available in two formats: a high-level format that is\designed to make you think
through each step and a detailed format that offersstep=by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform the followingtasks:
. J-Web:
- Log in to J-web;
- Explore J-Web monitoring options; and

- Explore J-Web'canfiguration and diagnose options.

- Log in to the CLI; and

- Explore the JUNOS software CLI using both operational and configuration
modes.

@ J-series User Interface Options (Detailed) ¢ Lab 1-1
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Operating Juniper Networks Routers in the Enterprise

Key Commands

?

Key operational-mode CLI commands used in this lab include the following:

configure

hel p reference
show chassi s

show confi guration
show i nterfaces
show route

show system

Part 1: Log In to J-Web

Step 1.1

Step 1.2

Note

Depending on the specifics of your class;youmight
be accessing a router that is remote from your
physical location. The instructor wilkinformyou as to
the nature of your access and will provide you with
the details needed to access your.router.

Make sure that you know to which stationyou are assigned. Check with your instructor if you
are unsure. Consult the lab diagram handout to determine your station’s out-of-band (OoB)
management address. In some classrooms, you might also be able to access the routers by
domain name.

Question: What is the management address assigned
toryour station?

Answer: The answer will vary; in this example the user is
assigned to the London station, which uses an IP
address of 10.250.0.143.

LLaunch the Web browser on your PC and point it to the address identified in the previous lab
step. This example is taken from the London station:

@ Juniper Networks :: Home - Microsoft Internet Explorer -0 x|
File Edit View Favorites Tools Help "

Que- Q- ¥ @ )

v o O Search
O ‘ /

Address

http://10.250.0.143/ |

Lab 1-2 e« J-series User Interface Options (Detailed) - |




Operating Juniper Networks Routers in the Enterprise

Step 1.3

Log in as user | ab with the password supplied by your instructor. Note that this is a superuser
login granting all permissions. Please be careful, and have fun!

A Log In - Juniper Networks Web Management - Microsoft Internet Explorer =10/ x|
File Edit View Favorites Tools Help ﬂ'

@ Back * U) v \j @ ;j v :f ‘ /'._) Search

Address | €] http://london/login A j =1 Go
_ -
i} Juniper. LONDON - J4300 About

Log in to Web Management

Username: Ilab
Password: |uuu| '

@ Hesei‘ l
Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Nn_ﬁ ice. \
|® A\J ’_’_’_’_’_Pj Lacal intranet
S

Note

AL

Notify your'instructor if you experience any
difficulties establishing a J-Web session to your
station.

Part 2: Explore J-Web.Monitoring Capabilities

Step 2.1

Use'the information found in to your browser to answer the following questions.

Question: What J-Web page is loaded after a successful
login?

Answer: You should be placed at the Monitor >
System page when a complete configuration is
present.

@ J-series User Interface Options (Detailed) « Lab 1-3
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Question: What is the current memory and CPU usage
on your assigned station?

Answer: The answer can vary. The capture taken from
the London station shows memory and CPU utilization
of 70.53% and 4.6% respectively:

Memory Usage

Total Memory Available 256M
Total Memory Used 180M  70.53% [ ]

Top 5 Memory Consuming Processes

Show complete process information

CPU Usage

Total CPU Used 4.6% |

Top 5 CPU Consuming Processes

Process Process

Show complete process information

Process Process

D Owner Process Name CPU Usage Memory Usage

2376 Forwarding Daemon  3.42% [ ) g88M 25229 O 7

59 root mount_mfs 0% [ @M W81 L

2483 root AETEIEITET 0% [ =\ 7M 2.88% L[
Daemon

2372 e 0% [ B 8 7M 263% [ ]
Caemon

2379 lab cli 0% e ] aMm 1.58% [ 1]

ID Owner Process Name CPU Usage Memory Usage

2376 ForwardingDaemon 3.42% [ ] g8M 35.22% N 7
2369 Chassis Daemaon 0.2% [——————"1 3M 1o05%% [ 1]
2483 root g:zfng;nme”t 0% [ 7m 288% [ ]
2452 Interface Daemon 0% 1 2m oezwe 7]
2451 Pfe Dasmon 0% 1 1M  p45% [ 7]

Step 2.2
Click the Chassis link to monitor chassis-related parameters.
Question: Are any alarms currently active?
Answer: No alarms should be present at this time.
Lab 1-4 < J-series User Interface Options (Detailed) - |
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Question: What is the RE temperature, and is this
considered normal?

Answer: The capture taken from London indicates that
the RE temperature is considered to be normal at 28
degrees Celsius:

T configuration | Diagnose /[ Manage

B System

® Interfaces Chassis

llcnitor = Chassis

» mout
Routing Alarm Summary

k  Service Sets :
Currently, no alarms are active.

* Firewall
Environment Information

* IPSec > - W

> NAT | Chassis Component Temperatuo

* RPM Name Gauge Status { “'Temperature

‘| | Routing Engine [oK] [Narmal at 26° C (52° F)
Fan 0 -
Question: How can you display the serial number and
assembly version of FPC O using J-Web?
Answer: You can expand a section of the display to view
additional details by clicking the plus sign (+) nextto a
given section:
= @ J-series User Interface Options (Detailed) « Lab 1-5
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Hardware Summary
Router Model: 14300 Serial Number: JNO01924AB
Name Version Part Number Serial Number Description
Midplane REV 05 710-010001 ad04420245
® gystem 10 REV 07 710-010003 AE04460379 System 10 board
B Routing Engine REV 08 750-010005 btrd43700035 RE-1.2
Hreco FRC
Jedec Code 0x7fb0 Assembly Version 03.08
EEPROM Version 0x01 Date 11-22-2004
Part Number .50-010005. Assembly Flags 0x00
Serial Number trd43700035 I2C Version EV 08uie
Assembly ID 0x0707 D FRPC
FIC 0 2% FE
FPC 1 REV 04 750-010356 AGD4470400 FEE
FIC 0 2 Serial
FPC 2 REV 04 750-010353 AF04451711 FPC
FIC 0 2u FE
Step 2.3

Click the Interfaces link to display interface status.

Question: Whatis the status of your station’s
10f e- 0/0/ 1 interface?

Answer: The f e- 0/ 0/ 1 interface should indicate an
administrative and operational status of up, and the
display should indicate that the interface is not
configured:

Lab 1-6 < J-series User Interface Options (Detailed) - |
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Logged in as: lab

Q¢ Juniper. LONDON - J4300

HETWORKS Help About Logout

Menitor = |nterfaces
k  System

T contiguration | Diagnose [ Wanage |

k Chassis

b neies IR

*  Routing

Interface Summary

»  Service Set
Ervice aets Interface Name Oper State Admin State Description

» Firewal | tedmn
» IPSec | fed000

Management interface, do not delete

» AT Address  10.250.0.143/16

» RPN ar-000
| ipoion

5p-010/0.16383

fe-0101
se-11010
se-1101
fe-21010

IIIIIIIIE7I EEEEEEEE

Address  10.0.0.1 = 0/0
Address  10.0.0.16 = 0/0

=N =3 =3
m i m
-+ -+ -+

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.
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Question: Are any interfaces marked as operationally
down?

Answer: The answer can vary, but each station is
expected to have serial interfaces that are operationally
down, as shown in the previous capture. This condition
stems from a lack of cabling or configuration, and you
can assume it to be normal for now.

Question: How can you gain additional information
regarding why a given interface is marked as down?

Answer: Expand the desired section by clicking the
appropriate interface link. This capture is again taken
from the London station:

Lab 1-8 < J-series User Interface Options (Detailed) - |
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m{:onﬁgumﬁon / Diagnose / Manage /

3

3

3

System

Chassis

Monitor = |nterfsces

b [T Interfaces

— ' | Interface: se-1/0/1

Service Sets
se-1/0/1

IPSec | state

i|  Admin State
SNMP Index
Local Index
MTU

Speed

Type

Link Type

Firewall

NAT

RPM

Config Flags

Input
Output

Input Errors
Errors

Drops
Framing errors
Runts

Giants

Policed dizcards

. v ®
PFEInformation

Media Flags

Traffic statistics  Packets

/¥ Class of Service Information

I'_AJ.
) I

139
1504

Serial

Device Flags m

cnnt Tu Point

Copyright @ ZWME, Juni latworks, Inc. All Rights Reserved.

Trademark Hotice.

Hold Times up 0 ms, down 0 ms

2005-02-24 01:46:06 UTC

Last flapped |- oo 01 ago)

Statistics

Never
cleared

PPS Bytes BPS
0 0 0
0 0 0

(=]

Output Errors
Carrier transitions 0
Errors ]

1)
0
0  Drops a0
0
0
0

Question: Based on the display, can you venture a
guess as to what is wrong with the interface?

Answer: The sample capture indicates that there is a
device down flag. Because this is a serial interface, this
flag indicates a lack of carrier or other presence
normally received from the attached dataset (DSU).

J-series User Interface Options (Detailed) « Lab 1-9
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Part 3: Explore J-Web Configuration and Diagnostic Capabilities

Step 3.1

Access the J-Web configuration page by clicking the Configuration tab.

per. LONDON - J4300

Logged in as: lab

Help About Logout

Monitor

Con_f|guraﬁon/ Diagnose / Manage /

» System

IMoniter = Systern

Question: How do you display your station’s current
configuration?

Answer: Click the View and Editlinkythen<¢lick the
View Configuration Text link. This example is taken
from London.

Lab 1-10 < J-series User Interface Options (Detailed)
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\}Juniper.

HETWORKS

* Quick Configuration

¥ View and Edit

View Configuration
T

Edit Configuration

Edit Configuration Text

UUpload Configuration File
k History

* Rescue

Monitor Configuration Diagnose / Manage /

Logged in as: lab

LONDON - J4300

Help About Logout

Configuration * View and Edit = View Configuration Text

View and Edit

View Configuration Text

The current configuration running on the router

version 7.1R2.2Z;
system |
host-name London;
root-guthentication {
encrypted-password "$1$8D4rPen0sEDJgweYlp0DHyt168ugitl™;
1
login {
user lab {
uid 2000;
class superuser;
authentication {
encrypted-password "$13TUNZZIZZ3yTInptdwORVihdOBRMe35F. ";
}
1
1
servieces |
ftp;
ssh;
telnet;
web-menagement {
http;
}
1
ayslog {
user * |
anylemergencys
1
file messsges |
Zny notice;
aughorization info;
}
file cli-commands {
intersctive-commands any;
1
file config-changes {
change-log info;
1
file errors {
Eny error;
1
1
1
interfaces |
£e-0/0/0 {
description "Menegement interface, do not delete";
unit 0 {
family inet {
address 10.250.0.143/1&;
}

J-series User Interface Options (Detailed) ¢ Lab 1-11
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Step 3.2

Step 3.3

Return to the Configuration > View and Edit page, and click the Edit Configuration link
to open the clickable configuration editor.

Expand the system stanza.

Configuration

| Expand all | Hide all }
H sygtem

i aces

MwiJuniper.
Gignose ] tianage

Accounting options Configure

Forwarding options Configure

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.

Logged in as: lab

LONDON - J4300

Help About  bogout

=

Configuration > View sndEdit=Edit Canfiguration

Configuration

OKl Cancel | Refresh Commit... Digcard...

Access Confiqure

Applications Configure
Chassis Configure
Class of service Configure
Firewall Confiqure

Interfaces Edit Delete

Policy options Configure
Protocols Configure
Routing instances Configure
Routing options Configure
Security Configure
Services Configure

Snmp Confiquré

System EditDelete

* Advanced

OKl Cancm Refresh Commit... Digcard...

Feon L Gend

Comment
F: The configuration statement has been annctated with a comment. To display the comment, place the cursor over the statement icon.

Inactive
The configuration statement ie not active and does not affect the device.

Modified
The configuration statement has been changed or added.

Mandatory
The configuration statement must have a value.

Lab 1-12 < J-series User Interface Options (Detailed) - | @




Step 3.4
Click the syslog link.

Operating Juniper Networks Routers in the Enterprise

[ Juniper.

NETWORKS

Logged in as: lab

LONDON - J4300

Help About Logout

Configurstion = View and Edit = Edit Configuration > System > Syslog)

Configuration

Expand all | Hide all
[ system

login
Services

Hs
[ intery _tes

Monitor Configuration Diagnose / Manage

root-authentication

_!:Cancel |

System

Syslog

OKl Cancel | Refresh | Commit... | Discard...

Archive [ vas

Source address I ?

Time format [~ ve:

Console (None configured) Add new entry

File Add new entry

File name Nested Configuration Actions
messages Edit Delete
cli-commands Edit Delete
config-changes Edit‘Delete
EIrors | Edit Delete |

Host (Mone configured) Add neweentry

User Add new entry
User name Actions
: Edit Delete

(#hdvanced
Refresh | Commit.. | Discard..

leon Legend

Comment

The configuration statement has been annotated with a comment. To dizplay the comment, place the cursor over the statement icon.

Inactive
The configuration statement iz not active and does not affect the device.

Maodified
The configuration statement has been changed or added.

Mandatory
The configuration statement must have a value.

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Irademark Notice.

-
=
i Ju
NETWORK
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Question: Can you determine what type of information is
written to the cl i - conmrands log file?

Answer: Yes. By clicking the cli-commands link at
Configuration > View and Edit > Edit
Configuration > system > syslog > file >
cli-commands, you can determine that the

i nteracti ve- commands facility is associated with
this log file. You can assume for now that this file holds
a record of all commands executed on the router.

Question: How can you change the logging level from
any to i nf o (so that less information regarding CLI
commands is logged)?

Answer: Click the interactive-commandsilink at the
Configuration > View and Edit >.Edit
Configuration > system > syslog > file >
cli-commands page to view.the details of the

cl i - commands syslog. From here you can use the
pull-down box to select the desired logging level:

Lab 1-14 < J-series User Interface Options (Detailed)
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p— . Logoed in a2: lab
! Juniper. LONDON - J4300
KETWORKS Help About Logout

Monitor Configuration Diagnose / Manage /

Configuration = View and Edit > Edit Configuration * System * Syslog * File cli-commands * Contents interactive-commands{

Configuration || File

Expand all | Hide all )
Dsystem .| Contents
root-authentication

m OK| Cancell Refresh | Commit... | Discard... |
[# services i

syslog
interfaces

Facility interactive-commands

Level Iinfn T I M

OK| Cancell Refresh | Commit.. | Discard.. |

Icon Legend

Comment
The configuration statement haz been annotated with a comment. To dizplay the comment, place the curzor over the statement icon.

Inactive
The configuration statement iz not activeand.doe= not affect the device.

Modified
The configuration tatement hag been changed or added.

.1 Mandatory
The configuration statement must have a value.

Copyright @ 2004-2005, Mnrks, Inc. All Rights Reserved. Trademark Hotice.

Question: What does the letter M signify when working
in the configuration editor?

Answer: The letter M indicates that a value that was
modified.

Question: How do you activate the changes that you just
made?

Answer: Click the Commit button to activate your
changes. You are presented with the list of commands
that will be executed when you click OK:

@ J-series User Interface Options (Detailed) ¢ Lab 1-15
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—_— Logged in as: lab

i Juniper. LONDON - J4300

Help About Logout

Monitor Configuration Diagnose / Manage /

éSummary of Changes

Expand all | Hide all | .
[/ system “|| set system syslog file cli-commands contents interactive-commands  info
root-authentication

[+ services _%Jﬂ‘
¥l syslog V =

interfaces

X S . , -
Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice. (\

Step 3.5

View your configuration history by clicking Configuration > History.

Question: Can you tell what entity made the last
configuration change?

Answer: Yes, the display indicates the username and
client.method responsible for each commit. In this case
you Should see that the current configuration was
changed\by user | ab via JUNOScript:

Lab 1-16 < J-series User Interface Options (Detailed) - |
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[ Juniper.

NETWORKS

k Quick Configuration

* View and Edit

* Rescue

LONDON - J4300

Logged in as: lab

Help About Logout

Monitor Configuration Diagnose / Manage /

Configuration * History

History

Database Information

No users are editing the configuration database.

Configuration History

The following table shows the router's commit histary.
Ta view a configuration, click the revision number.

To compare configurations, select two and click "Compare”.

Compare |

Number Date/Time User Client ‘wlvog Message

[T Current 53_?:5'04'1414:22:48 lab  junascript

Action

Download

Question: How can you compare the active
configuration to-the previous configuration, known as
rollback 1?

Answer: Select the active configuration and the rollback
index of your choice, and click Compare:
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niper.

KETWORKS

¥ Quick Configuration

* View and Edit

* Rescue

LONDON - J4300

Logged in as: lab

Help About Logout

Monitor Configuration Diagnose / Manage /

Configurstion > History

History

Database Information

Mo users are editing the configuration database.

Configuration History

The following table shows the router's commit history.
To view a configuration, click the revision number,

To compare configurations, select two and click "Compare”.

e

Number Date/Time User Client Commewwg
V¥ Current 52?:5'04'14 s lab  junoscript
o1 52?:5-04-14 12:20:33 ol i

Action

Download

Download

Rollback

Question: What differences are displayed?

Answer: The display should indicate that the logging
level associated with the cl i - commands log file was
changed from any to i nf o:
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Logged in as: lab

@ Juniper. LONDON - 4300

Help About Logout

Monitor Configuration Diagnose / Manage /

. ) ) Configuration > History
* Quick Configuration

* View and Edit

k Rescue

Compare Rollback 1 Configuration to Current Configuration

Legend:
Removed from Rollback 1 Configuration
changed lines
Added in Current Configuration
Rollback 1 Configuration Current Configuration

[edit system syslog file cli-commands] [edit system syslog file cli-commands]

interactive-commands any; interactive-commands
I,
Legend: W

Removed from Rollback 1 Configuration V .
changed lin
(¢ Added in Gurrent Configuration

a

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. @ ‘

Step 3.6
Access the J-Web diagnostics page by clicking the Diagnose link.
Question: What diagnostics options are supported?
Answer: The current version of J-Web offers support for
the traceroute, ping MPLS, and ping diagnostic utilities.
Step 3.7

Use J-Web to confirm reachability to other stations over the 0oB management network.

Question: Are your pings and traceroute test
successful?

Answer: The answer should be yes, as shown in this
capture taken as London pings Tokyo:
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LONDON - J4300

Logged in as: lab

Help About Logout

Monitor / Configuration Manage /

* Ping Host

b Ping MPLS

* Traceroute

Disgnose > Ping Host

Ping Host

Ping 10.250.0.142

PING 10.250.0.142 (10.250.0.142): 56 data bytes

64 bytes from 10.250.0.142: icmp_seq=0 ttl=255 time=27.021 ms
64 bytes from 10.250.0.142: icmp_seg=1 ttl=255 time=10.303 ms
64 bytes from 10.250.0.142: icmp_seq=2 ttl=255 time=40.294 ms
64 bytes from 10.250.0.142: icmp_seq=3 ttl=255 time=10.573 ms
64 bytes from 10.250.0.142: icmp_seq=4 ttl=255 time=10.530 ms
64 bytes from 10.250.0.142: icmp_seq=>5 ttl=255 time=10.308 ms
64 bytes from 10.250.0.142: icmp_seq=6 ttl=255 time=30.224 ms
64 bytes from 10.250.0.142: icmp_seq=7 ttl=255 time=10.291 ms
64 bytes from 10.250.0.142: icmp_seq=8 ttl=255 time=10.266 ms
64 bytes from 10.250.0.142: icmp_seg=9 ttl=255 time=10.381 ms
--- 10.250.0.142 ping statistics ---

10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/avg/max/stddev = 10.266/17.015/40.294/10.606 ms

eg C

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Rﬁemw

Note

Notify your instructor if you detect any reachability
problems over the OoB network.

Tell'your instructor that you have completed the J-Web portion of
this'lab.
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Part 4: Log In Using the CLI

Step 4.1
Access the CLI at your station using either the console, Telnet, or SSH as directed by your
instructor. The example shown here is based on simple Telnet access to London using the
Secure CRT program:
Quick Connect x|
Protocal: I telret - I
Hleslmemms: |1u25u0143
Port: I23 [ Use firewall to connect Q
C‘
[~ Show quick connect on startup & sEgsioh
Cahcel
Step 4.2

Log in as user | ab with'the password supplied by your instructor.

London (ttypO0)

login: lab
Passwor d:

--- JUNCS 7.5R1.12 built 2006-02-05 08:37:19 UTC
| ab@ondon>

Part.5: Experiment with the CLI's Operational and Configuration Modes

Step 5.1

Determine what things you can clear from the operational-mode command prompt.

| ab@ondon> clear ?
Possi bl e conpl eti ons:
Possi bl e conpl eti ons:

arp Cl ear address resolution informtion

bf d Cl ear Bidirectional Forwarding Detection information

bgp Cl ear Border Gateway Protocol information

esi s Cl ear end systemto-internediate systeminformation
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firewall
hel per
i gnp
i ke

i nterfaces

i psec
i pv6
i sdn
isis

i nformation

I dp

| og

m d

npl s
nmsdp
mul ti cast
ospf
ospf 3
pPgm

pi m
pppoe
rip
ripng
rsvp
security
services
snnp
system
vrrp

Step 5.2

Clear firewall counters

O ear port-forwardi ng hel per infornmation

C ear Internet G oup Managenent Protocol infornmation
Clear IKE information

Clear interface information

Clear IP Security information

Clear IP version 6 information

Clear Integrated Services Digital Network information
Clear Internediate Systemto-Internmedi ate System

Cl ear Label Distribution Protocol information

Clear contents of log file

Clear nulticast listener discovery information

Clear Miultiprotocol Label Switching informatiion

Cl ear Miulticast Source Discovery Protocobhei nformation
Clear nulticast information

Cl ear Open Shortest Path First information

Cl ear Open Shortest Path First versiton 3 i/nfornmation
Cl ear Pragmatic Ceneralized Miticast information

Cl ear Protocol Independent Milticast i/nformation

Cl ear PPP over Ethernet information

C ear Routing Information Pretocol/ i nformtion

Cl ear Routing Information (Protocol for 1Pv6 information
Cl ear Resource Reservatilon“Protocol information

Cl ear services information

O ear Sinple Network Managenment Protocol infornmation
O ear system inflormation

O ear Virtual Router, Redundancy Protocol statistics

Question: What command do you use to clear the
contents of a system log (syslog) file?

Answer: Use the cl ear | oglog-fil e-nane
command to clear the contents of a particular syslog
file.

Experiment with command completion by entering show i <space>

| ab@ondon>,.show i <space>

' is ambiiguous.
Possi bl e conpl eti ons:

i gnp
i ke

i nterfaces

i psec
i pv6
i sdn
isis

i nformation

Show | nternet G oup Managenent Protocol information
Show | nternet Key Exchange infornation

Show i nterface information

Show | P Security information

Show | P version 6 information

Show I ntegrated Services Digital Network infornation
Show | nternmedi ate Systemto-Internediate System
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Step 5.3

Add characters to disambiguate your command so that you can display interface-related
information; use the Spacebar for automatic command completion.

| ab@ondon> show i n<space>terfaces
Physical interface: fe-0/0/0, Enabled, Physical link is Up
Interface index: 136, SNWP iflndex: 29
Descri ption: Managenent interface, do not delete
Li nk-1 evel type: Ethernet, MIU. 1514, Speed: 100nmbps, Loopback: Di sabl ed,
Source filtering: Disabled, Flow control: Enabled

Devi ce fl ags : Present Running

Interface flags: SNMP-Traps 16384

Li nk flags C 4

CoS queues : 8 supported

Current address: 00:05:85:¢8:03:d0, Hardware address: 00:05:285:¢8:03:d0
Last flapped . 2005-02-24 01:46: 07 UTC (04:48: 46 ago)

I nput rate : 0 bps (0 pps)

Qut put rate : 0 bps (0 pps)

Active alarnms : None

Active defects : None

Logical interface fe-0/0/0.0 (Index 67) (SNMP infd'ndex 41)
Fl ags: SNMP- Traps Encapsul ati on: ENET2
Prot ocol inet, MIU 1500
Fl ags: Is-Prinmary
Addresses, Flags: Is-Default Is-Preferred Is-Primary

Step 5.4

Try to clear routes by entering ¢l ear route.

| ab@ondon> cl ear route
N

syntax error, expectd’ng, <conmand>.

Question: What do you suppose the resulting display
means?

Answer: The display indicates that the command was
incomplete as entered. The * symbol indicates the area
of the problem, and the error message tells you that the
router is expecting additional command input.

Step 5.5

Verify that the CLI will not let you complete invalid commands by trying to enter the command
show ip interface brief.
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| ab@ondon> show i p<space>sec interface
N

"ip' is anbiguous.
Possi bl e conpl eti ons:
i psec Show | P Security information
i pv6 Show | P version 6 information
| ab@ondon> show i pi nterface
N
syntax error, expecting <command>.
| ab@ondon> show i pi nterface

Question: What happens when you try to enter this
command?

Answer: The router returns an error because no valid
command uses the syntax show i p it enf aceyln
this case, the CLI has two valid commands=show

i psec and show i pv6—and the CLI prompts you to
choose one. If you continue with invalid syntax, the
router informs you of your error., Unlike some CLI
implementations, JUNOS software will'not let you waste
time typing in a bogus command!

Step 5.6

Enter a show r out e command followed by a show syst em user s command. You are
entering these commands to demonstrate command history recall. When done, enter the
keyboard sequences indicated to answer the related questions.

| ab@ondon> show route

inet.0: 2 destinations, 2/(routes (2 active, O hol ddown, O hidden)
+ = Active Route, - = Last)Active, * = Both

10. 250. 0.0/ 16 *[Direct/0] 04:53:24
> viia fe-0/0/0.0
10. 250. 0. 143/ 32 *[ Local /0] 04:53: 27
Local via fe-0/0/0.0

__juniper_priwvatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)
+ = Activey,Route, - = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 04:53:57
> via | 00.16385
10. 0. 0. 16/ 32 *[Direct/0] 04:53:57

> via |00.16385
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| ab@ondon> show system users

6: 41AM UTC up 4:56, 1 user, |load averages: 0.08, 0.02, 0.01

USER TTY FROM LOG N@ | DLE WHAT

I ab p0 10. 250. 0. 149 6: 29AM - -cli (cli)

What happens when you:

Question: Enter Ct r | - p twice?

Answer: The show r out e command is recalled from
the command buffer.

Question: Enter Ct r | - n?

Answer: The next command in the buffer is'recalled,
which is a show syst em user sicommand in this
example.

Question: Use the Up and Down Arrow keys?

Answer: The:Up and Down Arrow keys can function as
substitutes fofthe Ctir | - p and Ct r | - n sequences

when the router’is so configured and you are using a

VT 100-type.emulation.

Step 5.7

In many casesytheoutput of a command might exceed one full screen. For example, the show
i nterfaces fe-0/0/0 extensi ve command displays lots of information about the
router’s firstibuilt-in interface. Enter this command now, and answer the following questions.
Useithe h key as needed to obtain help when CLI output is paused at the - - - nor e- - -
prompt.

| ab@ondon>ishow i nterfaces fe-0/0/0 extensive
Physi cal® interface: fe-0/0/0, Enabled, Physical link is Up
| nterface/i ndex: 136, SNWP iflndex: 29, CGeneration: 17
Deschi ption: Managenent interface, do not delete
Link=l'evel type: Ethernet, MIU. 1514, Speed: 100nbps, Loopback: D sabl ed,
Source filtering: Disabled, Flow control: Enabled

Devi ce fl ags . Present Running

Interface flags: SNWVP-Traps 16384

Link flags 4

CoS queues . 8 supported

Hol d-ti nes : Up O ns, Down O ns

Current address: 00:05:85:¢8:03:d0, Hardware address: 00:05: 85:¢8:03:d0
Last fl apped : 2005-02-24 01:46:07 UTC (04:59:55 ago)

Statistics |ast cleared: Never
Traffic statistics:
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I nput bytes 973615
Qut put bytes : 6152953

| nput packets: 11055

Qut put packets: 7746

I nput errors:

1880 bps
1360 bps

4 pps

2 pps

Errors: 8668, Drops: 0, Fram ng errors: 0, Runts: 0, Policed discards: 30,

L3 inconpletes: 0, L2 channel errors:

FIFO errors: 0, Resource errors:. O
Qut put errors:

0, L2 mismatch tineouts:

01

Carrier transitions: 1, Errors: 0O, Drops: 0, Collisions: 0, Aged packets:

Oy
FIFO errors: 0, HSlink CRC errors:

0, MIU errors: 0, Resource errors: O

Question: What effect does pressing the Spacebar

have?

Answer: The Spacebar causes the displayito seroll
forward to display the next screen of output.

Question: What effect does pressing the Enter key have
on the paused output?

Answer: The Enter key'causes‘the display to scroll

forward by one line.

Question: What effect does entering b have?

Answer: Entering b causes the display to scroll
backwards by one full screen, up to the point where the
firstfull screen of information is displayed.

Question: What about u?

Answer: Entering u causes the display to scroll
backwards by one half of a screen, up to the point
where the first screen is displayed.

Question: What key would you enter to search forward
through a display that consists of multiple screens of

output?

Answer: To search forward, you use the forward slash
(/) character followed by the search pattern.
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Step 5.8

Use the pipe (| ) and mat ch functions of the JUNOS software CLI to list all interfaces that are
physically down.

| ab@ondon> show interfaces | match down
Physical interface: se-1/0/0, Enabled, Physical link is Down

Devi ce fl ags : Present Runni ng Down

Interface flags: Hardware-Down Point-To-Point Internal: 0x4000
Physical interface: se-1/0/1, Enabled, Physical link is Down

Devi ce fl ags : Present Runni ng Down

Interface flags: Hardware-Down Point-To-Point Internal: 0x4000
Physical interface: fe-2/0/0, Enabled, Physical link is Down

Devi ce fl ags : Present Runni ng Down

Interface flags: Hardware-Down SNMP-Traps Internal: 0x4000

Question: Are any of your interfaces listed assdown?

Answer: In this example, the answer is\yes; the
se-1/0/0,se-1/0/ 1,and fle- 2.0/ 0 interfaces are
listed as down.

Question: Can you think of.a way to have JUNOS
software count the number of interfaces that are
physically down? (Hint: Remember that the results of
one pipe can be used/as input to another pipe
operation))

Answer: To count the number of down interfaces, pipe
the results of the previous command to the CLI's
count function. In this example, an extra mat ch
function is included to ensure that interfaces that are
down both logically and physically are not counted

twice:
| ab@ondon>¢show interfaces | match down | match Physical | count
Count: 3 lines
Step:5.9

A large portion of the JUNOS software documentation is available directly from the CLI. You can
retrieve high-level topics using the hel p t opi ¢ command, while detailed
configuration-related information is made available with the hel p r ef er ence command.

Use the hel p ref er ence command along with the CLI question-mark operator (?) to find
detailed information about configuring a hostname.
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Question: What CLI command displays reference
information about configuration of the router’s
hostname?

Answer: The hel p ref erence system
host - nane command displays information regarding
system host names, which is shown here:

| ab@ondon> hel p reference system host-name
host - nane

Synt ax

host - name host - nane;
Hi erarchy Level

[edit systeni
Descri ption

Set the hostname of the router.
Opt i ons

host - name- - Name of the router.
Usage Gui del i nes

See "Configuring the Router's Nane and Addresses".
Required Privil ege Level

system-To view this statenent in the configuration.
systemcontrol --Te add this statement to the configuration.

Step 5.10

Enterconfiguration mode.

| ab@ondon>, confi gure
Ent eri ng_confi gurati on node

[edit]
| ab@.ondon#
Question: What happens to your prompt?
Answer: The angle bracket (>) symbol is replaced with
an octothorp (#), and a configuration hierarchy banner
is displayed.
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Question: According to the prompt, what is your position
in the configuration hierarchy?

Answer: The display indicates that you are now at the
[ edi t] hierarchy, which is the root of the configuration

tree.
Step 5.11
Display the interfaces portion of the candidate configuration.

[edit]
| ab@ondon# show i nterfaces
fe-0/0/0 {

description "MGVI | NTERFACE - DO NOT DELETE";

unit 0 {

famly inet {
address 10. 250. 0. 143/ 16;

}
}
}
Step 5.12
Position yourself atthe [ edi t i nt.enf aces] configuration hierarchy.
[edit]

| ab@ondon# edit interfaces

[edit interfaces]
| ab@ondon#

Question: What happens to the banner?

Answer: The banner now correctly shows that the user is
parked atthe [ edit i nterfaces] portion of the
configuration hierarchy.

Question: What is the result of a showcommand now?

Answer: A showcommand only displays information
pertaining to configuration statements at and below the
current hierarchy. In this case, only the configuration
statements for the router’s f e- 0/ 0/ O interface are

displayed:
[edit interfaces]
| ab@ondon# show
fe-0/0/0 {
description "MGMI | NTERFACE - DO NOT DELETE";
unit 0 {
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famly inet {
address 10. 250. 0. 143/ 16;
}

}
Step 5.13

Move tothe [ edit protocol s ospf] portion of the hierarchy. This step requires that you
first visit the root of the hierarchy, as you cannot jump directly between branches. You can do
this with a single command in the form of t op edit protocol s ospf, however.

[edit interfaces]
| ab@ondon# top edit protocols ospf

[edit protocols ospf]
| ab@ondon#

Question: What commands could you now enter.to
reposition yourself at the [ edi t] portion of the
hierarchy?

Answer: You can issue an up cemmand twice, or an up
2 command. You can also issue a t 0p command.

[edit protocols ospf]
| ab@ondon# top

[edit]

| ab@ondon#

Step 5.14
Try to display the status.of chassis hardware with a show chassi s har dwar e operational
command while in configuration mode.

[edit]

| ab@ondon# show chassi s har dwar e
N

syntax error.

Question: Why do you think you received an error? What
can you do to execute operational-mode commands
while in configuration mode?

Answer: Precede operational-mode commands with the
keyword r un to execute them while in configuration
mode:
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[edit]
| ab@ondon# run show chassi s hardware
Har dwar e inventory:

ltem Version Part nunber Serial nunber Descri ption
Chassi s JNO01924AB J4300
M dpl ane REV 05  710-010001 ad04420245
System 10O REV 07 710- 010003  AE04460979 System | O board
Rout i ng Engi ne REV 08  750- 010005 bt r d43700035 RE-J. 2
FPC 0 FPC

PICO 2x FE
FPC 1 REV 04  750-010356  AG@D4470400 FPC

PICO 2x Seri al
FPC 2 REV 04  750-010353  AF04451711 FPC

PICO 2x FE
Step 5.15

Try to return to operational mode by entering an exi t command.

Question: What happens when{ou‘executeithe exi t
command?

Answer: You should seean error indicating that you
have uncommitted changes. This error results from the
creation ofan.empty [ edit protocols ospf]
stanza: Thisiempty stanza causes the configuration
database to believe that the configuration actually
changed:

[edit]

| ab@ondon# exit

The configuration has been changed but not committed
Exit with unconm tted changes? [yes, no] (yes)

Question: What CLI command can you use to display
any differences between a candidate and a previous
configuration file?

Answer: Use the showcommand with the results piped
to conpar e rol | back nunber. In this example you
should not see any actual configuration changes, as
shown in the following sample capture:

[edit]
| ab@ondon# show | conpare rollback 0

[edit]
| ab@ondon#
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Question: Considering that nothing changed, what
command can you enter to allow an exit from
configuration mode without being warned of
uncommitted changes?

Answer: Issue ar ol | back 0 command to replace the
candidate configuration with a new copy of the active
configuration. You can now exit configuration mode
without any nagging:

[edit]
| ab@ondon# roll back 0O
| oad conplete

[edit]
| ab@ondon# quit
Exiting configuration node

| ab@ondon>
@ Tell your instructor that you have completed Lab 1.
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Lab 2

Initial System Configuration (Detailed)

Overview

This lab demonstrates typical J-series initial configuration tasks. Inthisilabyou begin by
experimenting with autoinstallation. You then move on to perform configuration steps typically
associated with initial J-series platform installation using J-Web and\(optionally) the CLI.

The lab is available in two formats: a high-level format that is\designed to make you think
through each step and a detailed format that offersstep=by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform the followingtasks:

. Invoke autoinstallation and monitor the results.

. Load a factory-default configuration and assign a management address.
. Perform initial configuration using J-Web.

. Perform initial configuration,using the CLI (optional).
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Key Commands

?

clear |og
configure
start

noni t or
noni t or

show | og

Key operational-mode commands used in this lab include the following:

show system aut oi nstal |l ati on status

Part 1: Invoke Autoinstallation and Confirm Results

Step 1.1

Note

During the course of this lab you will disrupt the
preconfigured OoB network serving your classroom.
Make sure that you are using the console
connection to access your assigned.station during
this lab. This type of attachment ensures that there
will be no loss of connectivity when the classroom’s
existing OoB network is temporarily altered. Ask
your instructor how to,connect to your router using
the console port.

Enter configuration mode and'use the | oad ner ge fi | e- nanme command to alter your
current configuration by adding the contents of the file called

aut oi nst al | ati on«st anza, which is located in a sub-directory called oj r e. Do not
commit the changes-atithisitime.

Note

You must be sure to use the ner ge option to the

| oad command to ensure that the contents of the
aut oi nstal | ati on- st anza file are added to
your current configuration. Using the overri de
option will replace your existing configuration with
the contents of the file being loaded.

| ab@ondon> configure
Entering configuration node

[edit]

| ab@ondon# | oad nmerge ojre/autoinstallation-stanza
| oad conplete
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Step 1.2
Use the CLI's conpar e function to examine the differences in your configuration file; do not
commit the changes. The sample capture is obtained from the London station; all stations
should display the same changes, however:

[edit]

| ab@ondon# show | compare
[edit systen]i
+ autoi nstal l ation {
del et e- upon-comi t ;
traceoptions {

| evel verbose;

flag {
all;
}

+ 4+ + + + 4+ + o+

Question: What do you think willhappen toithe [ edi t
syst em aut oi nst al | ati on]stanza once a
change is committed or a new configuration file is
loaded and committed?

Answer: Asfindicated by the configuration, upon a
change with@a commit ,the[ edit system
aut oi nst al*lat i on] stanza will be deleted.

Question: Assume that autoinstallation trace results are
written to the file / var / | og/ aut od. How can you
display the contents of this file? How can you monitor
changes to the file in real time?

Answer: To display a log or trace file, use the show | og
| og-fil e- nane command. To display changes in
real time, use the noni t or start

| og-fil e- nane command. To display the files being
monitored, issue the moni t or | i st command. Use
noni t or st op to turn off all monitoring.

Step 1.3

Usethecl ear | ogl og-fil e-name command to clear the contents of the aut od log file.
This will make subsequent examination easier because you will have less information through
which to parse.
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Note

Because you are still in configuration mode, you
must be sure to preface operational-mode
commands with r un.

[edit]
| ab@ondon# run cl ear | og autod

Note

It is possible that your router does not have an

aut od log file. If this is the case, you will receive an
error message. If you do, you can ignore the error
and continue.

Step 1.4

Take note of your station’s current hostname and which interfaces are.configured. You can use
either J-Web or the CLI to perform this step. The CLI approach.is shown here because previous
steps required use of the CLI.

Question: What is the current hosthame, and which
interfaces are configured?

Answer: The hostname will vary by station. All stations
should have a.single interface that is configured in the
form of f e-0/ 0/ 0. The capture is taken from London:

[edit]
| ab@ondon# show | match host
host - nanme London;

[edit]
| ab@ondon# show i nt erfaces
fe-0/0/0 {
descri pti on=*Managenent interface, do not delete";
unit 0.4
famil yi.net {
addr ess 10. 250. 0. 143/ 16;
}
}
}
[edit]
| ab@ondon# run show i nterfaces terse
I nterface Admin Link Proto Local Renot e
fe-0/0/0 up up
fe-0/0/0.0 up up inet 10.250.0.143/16
gr-0/0/0 up up
i p-0/0/0 up up
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Is-0/0/0
nt-0/0/0
pd-0/0/0
pe-0/0/0
sp-0/0/0
sp-0/0/0. 16383
fe-0/0/1
se-1/0/0
se-1/0/1
fe-2/0/0
fe-2/0/1
dsc

gre

ipip

| 00

| 00. 16385

| si

nt un
pi md
pi me
ppO
tap

Step 1.5

up
up
up
up
up
up
up
up
up
up
up
up
up
up
up
up

up
up
up
up
up
up

up
up
up
up
up
up
up
down
down
down
up
up
up
up
up
up

up
up
up
up
up
up
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i net

.1 --> 0/0
16 -->0/0

Begin monitoring the aut od trace'file with a noni t or start fil e- nane command.

[edit]

| ab@ondon# nun nonitor

[ edit]
lrab@.ondon#

Step.1.6

Question:Is there anyactivity in the aut od trace file at
this time? Explain why this is so.

Answer: There should be no activity at this time, which
is because the autoinstallation configuration is not yet
placed into effect with a commi t .

start autod

Commit the changes and return to operational mode.

| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>
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Step 1.7

You should see autoinstallation activities displayed on your screen. During this time you can
disable output to your screen by entering an Esc- g sequence. Repeat to enable monitor
output as desired.

During this time you might want to issue show syst em aut oi nstal | ati on stat us CLI
commands to gain additional insight into what is happening at your station.

Question: Are there any indications that the process
completed successfully?

Answer: Yes, there are some signs. The most obvious of
these signs is that your station’s hostname should now
be altered to indicate that it was configured via
autoinstallation. The contents of the aut od trace file
should also indicate successful completion. If the
hostname did not change, you should wait a,few more
minutes.

Mar 3 05:23:12 configuration file successfully rletrileved by tftp on pid 8325
on fe-0/0/0

Mar 3 05:23:13 got configuration on fe-0/0/0

Mar 3 05:23:13 interface fe-0/0/0 now in state Configurati on Comm t

Mar 3 05:23:13 replacing old configurationw th new one

Mar 3 05:23:13 committing /var/run/aut/od/fe-000/London. conf

Mar 3 05:23: 13 spawned /usr/shin/mgd,-Zd -n autod autoinstall-commt /var/run/
aut od/ f e- 000/ London. conf for fe-©0/0/0._at pid 8326

Mar 3 05:23:15 received S| GTERM si‘gnal : stoppi ng autoinstallation gracefully

<user hits enter>

| ab@ondon_vi a_aut oi nstal | ati on>
Step 1.8

Navigate to yourstation’s OoB management address, and log in to J-Web. Once logged in,
access the Configuration > History page.

Question: What client entity is responsible for the last
configuration change?

Answer: The answer should be aut oi nst al | , as
shown in the sample capture:
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—_— Logged in as: lab

Wy Juniper. LONDON_VIA_AUTOINSTALLATION - J4300

NETWORKS

Monitor Configuration Diagnose / Manage /

Help About Logout

Configuration > History
Pk Quick Configuration e = 2
b View and Edit
O
3 . =
Rescue Database Information
No users are editing the configuration database.
Configuration History
The following table shows the router's commit histary.
To view & configuration, click the revision number.
To compare configurations, select two and click "Compare”.
Compare
Number Date/Time User Client Comment \Log Message Action
[ Current 2005-04-21 14:11:26 UTC root  autoinstall Download
. % Download
O 1 2005-04-21 14:11:18 UTC  lab cli
Rollback
Step 1.9

Use the J-Web (or CLI) compare function to determine what other changes occurred as a result
of autoinstallation by comparing the current configuration to the first rollback file.

Number DatefTime User Client Comment Log Message Action
[¥ Current 2005-04<21 14:11:26 UTC root  autoinstall Download
. Download
V 1 2005-04-21 14:11:18 UTC  lab cli
Rollback

Question: Besides a modified hostname, what else was
added to your configuration?

Answer: The following capture shows that all interfaces
are now properly configured for the main lab topology.
The capture is taken from the London station:

@ Initial System Configuration (Detailed) ¢ Lab 2-7



Operating Juniper Networks Routers in the Enterprise

History

[edit system]

autoinstallation |
traceoptions {

flag {
all;

¥

[edit interfaces]

Compare Rollback 1 Configuration to Current Configuration

Legend:
Removed from Rollback 1 Configuration
changed lines
Added in Current Configuration

lewel wverbose;

host-name London;

Rollback 1 Configuration Current Configuration

[edit system]

haost-name London_via_autoinstallation;

delete-upon-commit;

X

[edit system syslog file cli-commands] [edit system syslog file cli-commands]

interactive-commands info; interactive-comman

[edit interfaces]

fe-0/0/1 {
descripti sterdam fe-0/0/1";
unit 0

0.222.3.1/24;

-1/0/1 {
description "to Tokyo se-1/0/0";
unit 0 {
family inet {
address 10.222.2.2/24;

T
loO {
de=scription "London lo0";
unit 0 {
family inet {
address 192.168.36.1/32;

1 ’ [%

Legend:
Removed from Rollback 1 Configuration
changed lines
Added in Current Configuration
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Part 2: Load a Factory-Default Configuration

Step 2.1

Enter configuration mode and load a factory-default configuration using the | oad command.

| ab@ondon_vi a_autoinstall ati on> configure
Entering configurati on node

[edit]
| ab@ondon_vi a_autoinstallation# | oad factory-default
war ni ng: activating factory configuration

Step 2.2

Display the factory-default configuration.
[edit]
| ab@ondon_vi a_autoi nstal |l ati on# show
system {

autoinstallation {
del et e-upon-commi t; ## Del etes [system/autoinstallation] upon change/

comni t
traceoptions {
| evel verbose
flag {
all;
}
}
}
services {
web- managenent {
http {
interface [ fe-0/0/0.0 fe-0/0/1.0 ]
}
}
}
sysl og {
user * {
any errer gency;
}
file nmessages {
any any;
aut hori zation info;
}
file interactive-comands {
i nteractive-commands any;
}
}
## WArning: mssing mandatory statenent(s): 'root-authentication
}
Step 2.3

Define a r oot password of Root r oot and commit the changes.
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[edit]
| ab@ondon_via_autoinstallation# edit systemroot-authentication

| ab@ondon_via_autoinstall ati on# set plain-text-password
New passwor d:
Ret ype new password:

[edit system root-authentication]

| ab@ondon_via_autoinstallation# conmt
conmit conplete

[edit]

| ab@ondon_vi a_autoinstall ati on#

Note

To see the hostname change back to amnesiac, you
must reboot the router. This is not required at this
time as you will be configuring a new hostname
shortly.

Step 2.4

Log out as the | ab user and log back in as r oot . Usesthe newly defined password of
Root r oot .

[edit system root-authentication]
| ab@ondon_via_autoinstallation# top

[edit]
| ab@ondon_vi a_autoi nstal | ati on# quit
Exiting configuration node

| ab@ondon_vi a_autoi nstal | ati on> quint

London_vi a_autoi nstal Lati on (ttyd0)

| ogi n: root
Passwor d:

--- JUNCS 8.1R2..2 built 2006-12-16 02:54:19 UTC
root @ondaon_vij a_autoinstall ati on%

Step 2.5
Start the CLI with the cl i command, enter configuration mode, and park yourself at the
[edit interfaces fe-0/0/0] hierarchy.
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root @ondon_vi a_autoinstal l ati on% cli
root @ondon_vi a_autoinstal | ati on> configure
Entering configurati on node

[edit]
root @Qondon_via autoinstallation# edit interfaces fe-0/0/0

[edit interfaces fe-0/0/0]
root @ondon_vi a_autoi nstal |l ati on#

Step 2.6

For this class, you need a management address on your station. Configure this,address by
loading a configuration file that is stored on your router. Each router has‘a unigue file loaded to
represent its specific address. Use the file path / var / home/ | ab/ oj re/ | ab2p2- ner ge.
The following example is from the London station.

[edit interfaces fe-0/0/0]
root @ondon_vi a_autoinstall ation# | oad nerge /var/ hone/lab/0j re/l ab2p2- nerge

Note

Accessing a factory-default routerusing J-Web does
not always require that aniP address be assigned.
Note that the classroom topology does not provide a
DHCP service to assign dynamic addressing.
Further, the built<in DHCP server mode associated
with autoinstallation'is problematic here because all
OoB interfaces connect to a shared hub. While an
address/wouldibe assigned, it would be impossible
10 predict which station would act as the DHCP
serveryand which addresses would actually be
assigned to a given station.

In the field you can access J-Web to perform initial
setup by simply attaching your PC, which is
configured for automatic address assignment,
directly to the f e- 0/ 0/ O interface of a J-series
router with a factory-default configuration. After a
few minutes, the router’s f e- 0/ 0/ O interface will
enter DHCP server mode and will assign an address
to the PC in the form of 192.168.1.x/24. The router
will be reachable at 192.168.1.1.

Step 2.7

Confirm that you loaded the correct configuration file by viewing the address that you assigned
to your management interface:

[edit interfaces fe-0/0/0]
root @ondon_vi a_autoi nstal |l ati on# top

[edit]
root @Q.ondon_vi a_autoinstallation# show interfaces fe-0/0/0
unit 0 {
famly inet {
address 10. 250. 0. 143/ 16;

}
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Step 2.8

Compare the results to the network diagram that your instructor gave you. When satisfied with
your work, commit your change and return to operational mode.

[edit]

root @Qondon_vi a_autoi nstall ati on# comit and-quit

conmit conplete
Exiting configuration node

root @Q.ondon_vi a_autoi nstal |l ati on>

Part 3: Perform Initial Configuration Using J-Web

Step 3.1

Launch your PC’s Web browser and point it to your assigned station’s'QoB address, as
configured in the previous lab steps. When presented with the J-Weh)login‘screen, log in as
r oot with the previously assigned password of Root r oot".

Step 3.2

Because the f e- 0/ 0/ 0 network interface is now configured, you no longer have a
factory-default configuration. As a result, you are not automatically directed to the J-Web Set
Up wizard. Access the Set Up wizard now by clicking the Configuration tab followed by the
Set Up link. Confirm that you are now on thé Configuration > Quick Configuration > Set
Up page by verifying that your screen is similar to/the example taken from London:
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— Logged in as: root

b sJuniper“ LONDON_VIA_AUTOINSTALLATION - J4300

NETWORKS

Help About Logout

Monitor Configuration Diagnose / Manage /

. . Configuration * Quidk Configuration * Set Up
¥ Quick Configuration

Set Up Quick Configuration

351 Set Up

Interfaces L%

Users Identification Time

ShIfP .
* Host Name | ] TimeZone |, ©, | j

Routing i o ?
: i ervers 7

FirewallNAT Domain Name | )

PSec Tunnels + Root Password l— ;

Reattime Performance * Verify Root Password | I ﬂl M

Wonitoring Y
Current System Time 04/21/2005 14:26 |2

Settime nowvia NTP

* View and Edit

?

» History

Settime now manually ?

* Rescue

Network Management Access

—_—

|wma]

The following access methods are considered insecure as any
[ information sent over them will be sent without encryption and
could possibly be intercepted during transmizsion.

| | M Delete Allow Telnet Access [

Domain Search .. | |7 Allow JUNOScript over Clear-Text Access [~

DNS Name Servers

The following access method iz considered secure as any
information sent over it will be encrypted before transmizsion.

I Addl Delete |
Default Gateway |
l— In order to enable HTTPS or JUNQScript over S50, you will need to
Loopback Address o visit the S5L configuration page to configure certificates and

associations.
fe-0/0/0.0 Address |10250.0.143/16

Allow 55H Access [

0K | Cancel | Applyl

Cnpaht & 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.

Step 3.3

Use the Set Up wizard to configure and enable the following items. Refer to the lab diagram
handout as needed to determine station specifics, such as loopback address and host name.
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Parameter/Service Value/Setting

Root Password Rootroot

Hostname Varies, see lab diagram

Time Zone The lab location’s local timezone
Time Manually set the current time
Loopback Address Varies, see lab diagram

Allow Telnet Access Checked

Allow SSH Access Checked

W Juniper.

Set Up

S5L
Interfaces
Users

SNMP

Routing
FirewallNAT
IPSec Tunnelz

Realtime Performance
Monitoring

» View and Edit
k History

* Rescue

¥ Quick Configuration

LONDON_VIA_AUTOINSTALLATION - J4300

Logged in as: root

Help About Logout

Monitor Configuration Diagnose / Manage /

Quick Configuration

Configuration > Quidk Configurstion > Set Up

Set Up

Identification

# Host Name Wln
Domain Name ﬁ 3
* Root Password IT B
* Verify Root Password IT

Time

Time Zone IAmericafLos_AngeIes j
NTP Servers ?

Current System Time 04/21/2005 14:26 |2
Settime now via NTP

?

Settime now manually 7

Network

DNS Name Servers ?

[ ] poke

Domain Search

[ ] poke|
Default Gateway l—
Loopback Address W ?
fe-0/0/0.0 Address IW

—QL§§J Cancel | Applyl

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.

Management Access
The following access methods are considered insecure as any

information sent over them will be sent without encryption and
could possibly be intercepted during transmission.

Allow Telnet Access [

Allow JUNOScript over Clear-Text Access [~

The following access method is considered secure as any
information sent over it will be encrypted before transmission.

Allow SSH Access ¥

In order to enable HTTPS or JUNOScript over 550, you will need to
visit the S5L configuration page to configure certificates and
associations.
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Step 3.4

When satisfied with the initial settings, click Apply to activate the changes and then OK to
return to the Configuration > Quick Configuration > Summary page.

Step 3.5

Use the Interface wizard at the Configuration > Quick Configuration > Interfaces page
to configure the network interfaces shown in the lab diagrams’ Universal Topology and
Addressing page; refer back to the handout as needed to determine the addressing specifics
for your station.

First, configure the necessary physical interface parameters. Then, configure'a physical
interface description in the formof "t 0 Stati on mm x/ 0/ y" . Finally;add a.logical
interface and configure the appropriate IP address and subnet mask. Do notforget to apply
your changes by clicking Apply .

Use the following chart to determine the physical interface parameters needed for serial
interfaces. Note that stations using an even-numbered serial’interface have a DCE cable
connected and should configure that interface to provide timing by setting the Clocking
Mode option to internal. (This setting is indicated,by the clock icon on the Universal Topology
and Addressing page.) Stations using an odd-numbered serial interface have a DTE cable
connected and should configure that interface to receive timing from the adjacent station by
setting the Clocking Mode option to dce (the default).

Station Pairing Serial Interface’Parameters

HongKong/SanJose Description'= "to Station mm-x/0/y"

Encapsulation = cisco-hdlc
Clocking Mode = internal or dce per instructions
Clock Rate = 1.3 Mhz

IPv4 Addresses and Prefixes = per diagrams

Tokyo/Londoen Description = "to Station mm-x/0/y"

Encapsulation = ppp
Clocking Mode = internal or dce per instructions
Clock Rate = 8.0 Mhz

IPv4 Addresses and Prefixes = per diagrams

Montreal/Amsterdam Description = "to Station mm-x/0/y"

Encapsulation = cisco-hdlc
Clocking Mode = internal or dce per instructions
Clock Rate = 8.0 Mhz

IPv4 Addresses and Prefixes = per diagrams

Denver/SaoPaulo Description = "to Station mm-x/0/y"

Encapsulation = ppp
Clocking Mode = internal or dce per instructions
Clock Rate = 1.3 Mhz

IPv4 Addresses and Prefixes = per diagrams
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The sample captures show the configuration of London'sfe-0/0/1 andse-1/0/1

interfaces:
—_— . Logged in a: root
W Juniper. LONDON - J4300
HETWORKS Help About Logout
Monitar Configuration Diagnose / lManage /
Cenfiguration > Quick Configurstion » Interfaces
S
el /| Quick Configuration
3L | Interfaces Physical Interface: 4€-0,/0%L'
Interfaces :
s | Logical Interfaces
ShIIP 5 _ _
No logical interfaces configured.
Routin
: Add..
FirewallNAT 1
PRec Tunnels Physical Interface Description toAmsterdamfe-DjDﬂ|
Reatime Performance [ .
Monitarin i
: ; m Cancel Applyl
* View and Edit | |
b History ‘
® Rescue
Copyright & 2004-2005, Juniper Networks, Inc. All Rights Reserved. M ‘

J— Logged in as: root

uniper. LONDON - 4300

Help About Logout

Monitor Configuration Diagnose ~Manage_ /

. : Configuration = Quick Configurstion = Interfaces
¥ Quick Configuration

SetUp Quick Gonfiguration

ssL Interfaces Logical Interface: 'fe-0/0/1.0'

Interfaces

s TnierfageyInformation

SNMP
Logical Interface Description |

Routing
IPv4 Addresses and Prefixes ?

FirewallNAT
IPSec Tunnelz

Realtime Performance

Monitoring |'|D.222.3.'| / I?."r
* View and Edit dd| Delete |

* History

» Rescue m Cancel | Applyl

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.
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= Logged in as: root

g duniper. LONDON - J4300

NETWORKS

Monitor Configuration Diagnose / Manage f
) Configurstion > Quidk Configurstion > Interfaces
¥ Quick Configuration

Help About Logout

setup Quick Configuration
ssL Interfaces Physical Interface: 'se-1/0/1'
Interfaces
Users Logical Interfaces
NP ) )
No logical interfaces configured.

Rout

e Add..
FirewaliNAT

PSec Tunnels Physical Interface Description |to Tokyo se-1/0/0

Realtime Performance

Monitoring Encapsulation
* \iew and Edit Encapsulation |PPP -
» History Enable CHAP [~
* Rescue

CHAP Local Identity
Use System Host Name [7

Local Name I
+ CHAP Peer Identity I
* CHAP Secret I

Serial Options

MTU (bytes) ?

Clocking Mode |dce x| (dee) [7

Clock Rate  [EXINNEE ~ | 5.0mnz) [
Cancel ApE\y

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights w

Logged in as: root

EJMEPGK LONDON - J4300

Monitor Configuration Diagnose ‘/ Manage /
. . Configuration = Quidk Configurstion * Interfaces
¥ Quick Configuration

SetUp Quick Configuration
= * IntSpfaces Logical Interface: 'se-1/0/1.0'

Interfaces

Help About Logout

Interface Information

Logical Interface Description I

IPv4 Addresses and Prefixes ?

IPSec Tunnelz

Realtime Performance
Monitoring

[1022222 |24

] ol |

¥ View and Edit
* History

0K I Cancel | Applyl

» Rescue

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.
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Step 3.6

L

* Chassis
Interfaces
*  Routing
Service Sets
*  Firewall
k IPSec
* NAT

* RPM

When all interfaces are configured, display their operational status at the Monitor >
Interfaces page. Serial interface are expected to display a Down status until both ends of the
link have completed their respective configurations. The sample capture, which is taken from
the London station, shows that all of London’s network interfaces are correctly configured
and that all network interfaces shown on the Universal Topology and Addressing page in the
lab diagram handout are operational:

Note

Notify your instructor if your station does not display
all in-use interfaces as Up once both teams have
completed their configurations.

ﬁ Configuration / Diagnose / Manage /

®  System

Mgonitor = Interfaces

Interface Name
fe-0ND
fe-0/0/0.0

Sp-0MN0.16383

fe-0i0/1
fe-0/0/.0

se-1/00
se-4i0M
se-11.0

fe-2/0/0
fe-2ioM

dsc

are
ibip
o0

lo0.0

100.16385

@

El
=
=
=]

5
G =8

B

tap

Interface Summary

Oper State

T 5
m
o

3
m
B

=i =i =
m m m
-+ -+ [

Admin State

Address

Address

Address

Address
Address

Address
Address

Description

10.25000.143/16

to Amsterdam fe-0/0/1

10.222.3.1/24

to Tokyo se-1/0/0

10.222.2.2/24

127.0.0.1 = 0/0
192.168.36.1 = 0/0

10.0.0.1 = 0/0
10.0.0.16 = 0/0

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Irademark Notice.
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Use the Quick Configuration Users wizard to define a lab user. Refer to the following table
for the particulars of the lab account. When done, click Apply or OK to activate the changes.

User

Login Parameters

lab

Class = superuser
Password = supplied by instructor

Full name = Lab user

The sample capture is taken from London.

KETWORK

SetUp

S5L
Interfaces
Users

SNMP

Routing
FirewallNAT
IPSec Tunnels

Reattime Performance
Monitoring

* View and Edit
® History

* Rescue

¥ Quick Configuration

' Juniper.

LONDON - J4300

Logged in az: root

Help About Logout

Monitor Configuration Diagnose / Manage /

Quick Configuration

Configuration > Quidk Configuration > Users

User Information

# Username
Full Name
* LoginClass

* Login Password

(P

| laly
I Labuser
|superuser vI

I (11111 ]

*+ Verify Login Password Inun

Copyright © ZM}% Juniper Networks, Inc. All Rights Reserved. Trademark Notice.

Add a User

Step:3.8

This setup completes the initial configuration for the J-Web portion of this lab. Operational
monitoring of the resulting configuration occurs in the following lab. You should now display
your configuration using the J-Web Configuration > View and Edit > View Configuration
Text page. Your configuration should now be similar to the sample capture, which was taken

from London:
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_— - Logged in as: root
i Juniper. LONDON - J4300
METWORKS Help About Logout
Disgnose / anage
i : i R Cenfiguration = Wiew and Edit > View Configuration Text
*®  Quick Configuration B
View Configuration View Configuration Text
Text The current configuration running on the router
Edit Configuration
Edit Configuration Text wersion 7.1RZ.Z;
system {
Upload Configuration File host-name London:
. time-zone ABmerice/Los_Angeles;
® History . . -
H root—authentication {
* Rescue encrypted-password "$1%ocRsEXBQl$ . E1j TnDHAWtpSFTV/IXSB/ ";
}
login {
user lab {
full-name "Lab user™;
uid 2001;
class superuser;
suthentication {
encrypted-password "$15xtBoJFZlsyiS5ZWoEWk3£aPUgz6. 3eQ0™;
1
1
}
services |
ssh;
telnet;
web-management {
http;
1
}
syslog {
user * {
Eny emergency;
1
f£file messages |
any eny;
suthorization info;
1
file interactive-commands {
interactive—-commardds 8ny;
1
}
}
interfaces {
fe-0/0/0 {
unit 0 {
family imet {
addresg@)10._250.0.143/1%;
1
1
}
feA/0/1 {
degscEiption ™o Amsterdam fe-0/0/1";
undt 0 {
family inet {
address 10.222.3.1/24;
¥
1
3e=1s0/1 {
description "to Tokyo se-1/0/0";
encepsulation ppps
seriel-options {
clocking-mode dee;
clock-rate &.0mhz;
1
unit 0 {
family inet {
eddress 10.222.2.2/24;
1
1
}
lod {
unit 0 {
family inet {
address 127.0.0.1/3Z;
sddress 132.188.38.1/32;
1
1
}
}

Lab 2-20 e Initial System Configuration (Detailed)




Operating Juniper Networks Routers in the Enterprise

Step 3.9

Return to your console connection and log out as the r oot user. Log back in as the | ab user.

r oot @ondon> quit

r oot @.ondon% exi t
| ogout

London (ttydO)

[ ogin: lab
Passwor d:

--- JUNGCS 8.1R2.2 built 2006-12-16 02:54:19 UTC
| ab@ondon>

Step 3.10

Enter configuration mode, save your current configuration as,| ab2- j web, and log out:

| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# save | ab2-jweb
Wote 80 lines of configuration to 'l ab2-jweb’

[edit]

| ab@ondon# exit

Exi ting configuration node
| ab@ondon> exit

London (ttydO)

| ogi n:

Tell your instructor that you have completed the J-Web portion of
this lab. If time permits, you might be instructed to proceed to the
optional CLI component of this lab.
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Part 4: Perform Initial Configuration Using the CLI (Optional)

This part of the lab is optional. The objective is to perform typical system installation tasks
using the JUNOS software CLI. Check with your instructor if you are unsure as to whether
should perform this lab part.

Step 4.1

Pipe your current configuration through the CLI's di spl ay set functionality to provide
yourself with a cheat sheet of the command syntax you will need. The sample is taken from the
London station:

Note

Some of the command syntax shown will not be
needed because it is present in a factory-default
configuration. Some syntax can be altered when
entering the commands; for example you will enter
a cleartext password so the encrypted-password
keyword will not be used.

| ab@ondon> configure
Entering configurati on node

[edit]

| ab@ondon# show | display set

set version 7.1R2.2

set system host-nanme London

set systemtime-zone Anerical/Los_Angel es

set systemroot-authentication encrypted- password
"$1%0RaKXBQ $. El j 7nDHAW p5F7V/ | X9B/ "

set systemlogin user |ab full-nane *Lab user"

set system |l ogin user |ab uid 2001

set system |l ogin user |ab _class\superuser

set system | ogin user labl authentication encrypted-password
"$1$xt BcIJFZ1%yj 5Z2ZWoKVWK 3faPUgz6. 9e Q"

set system services ssh

set system services telnet

set system services web-managenent http

set system sysliog user * any energency

set system syslog file nmessages any any

set systemsyslhog file nmessages authorization info

set systemmsyslog file interactive-comands interactive-comands any

set interfaces fe-0/0/0 unit O fanmily inet address 10.250.0.143/16
set interfaces fe-0/0/1 description "to Ansterdam fe-0/0/1"

set interfaces fe-0/0/1 unit O family inet address 10.222.3.1/24
set interfaces se-1/0/1 description "to Tokyo se-1/0/0"

set interfaces se-1/0/1 encapsul ati on ppp

set interfaces se-1/0/1 serial-options clocking-node dce

set interfaces se-1/0/1 serial-options clock-rate 8.0mhz

set interfaces se-1/0/1 unit O family inet address 10.222.2.2/24
set interfaces o0 unit 0 famly inet address 127.0.0.1/32

set interfaces 100 unit 0 famly inet address 192.168. 36. 1/ 32
[edit]

| ab@ondon#
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Step 4.2
Reload the factory-default configuration with al oad f act ory- def aul t command at the
[ edi t] hierarchy, and display the contents. Note that the router will continue to operate with
the active configuration until the next time you issue a commit.

[edit]

| ab@ondon# | oad factory-default
war ni ng: activating factory configuration

[edit]
| ab@ondon# show
system {
autoi nstallation {
del et e-upon-comi t; ## Del etes [system autoi nstall ati on] upon change/

commi t
traceoptions {
| evel verbose
flag {
all;
}
}
}
services {
web- managenent {
http {
interface [ fe-0/0/040 fe-0/0/1.0 ];
}
}
}
sysl og {
user * {
any energency;
}
file nmessages {
anysany;
aut hor'i zati“on i nf o;
}
fisl e i nteracti ve-comands {
i nteractive-commands any;
}
}
1
[ edint ]
r oot @ondon#
Step 4.3
Delete the autoinstallation stanza in light of your manual configuration efforts.
[edit]
| ab@ondon# del ete system autoinstallation
[edit]
| ab@.ondon#
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Step 4.4

Configure your station’s host name, the root password, and the | ab user account.

[edit]
| ab@ondon# edit system

[edit systeni
| ab@ondon# set host-nanme London

[edit systeni

| ab@ondon# set root-authentication plain-text-password
New passwor d:

Ret ype new passwor d:

[edit systeni
| ab@ondon# set | ogin user |ab class superuser

[edit systeni

| ab@ondon# set login user |ab authentication plain-text<password
New passwor d:

Ret ype new password:

[edit systeni
| ab@ondon#

Step 4.5

Enable the Telnet and SSH services.

[edit systeni
| ab@ondon# set services telnet

[edit systeni
| ab@ondon# set services ssh

Step 4.6

Configurethe f.€- 0/ 0/ 0, loopback, and each network interface shown on the Universal
Topology and Addressing page in the lab diagram handout.

Note that when configuring an IP address, omitting the network mask results in a /32 network
mask. Suech.a mask is required on the loopback interface, but all other interfaces should
specify the mask shown on the Universal Topology and Addressing page in the lab diagram
handout.

Forbrevity’s sake, only the command syntax needed for London's| 00 andse-1/0/1
interfaces is shown.

[edit systeni

| ab@ondon# top edit interfaces

[edit interfaces]
| ab@ondon# show

[edit interfaces]
| ab@ondon# set 100 unit O famly inet address 192.168.36.1
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[[edit interfaces]
| ab@ondon# set se-1/0/1 description "to Tokyo se-1/0/0"

[edit interfaces]
| ab@ondon# set se-1/0/1 unit O fanmly inet address 10.222.2.2/24

Step 4.7

Check your work by comparing the current configuration to the results of your J-Web session
saved as | ab2-j web in Step 3.10. Some differences can be expected here and there, for
example, the actual encryption hash values will not match. Do not commit the changes until
you are sure that all major functionality is replicated.

The example taken from London shows only nonservice-impacting differences,'so a comni t
is issued:

[edit interfaces]
| ab@ondon# top

[edit]

| ab@ondon# show | conpare | ab2-jweb

[edit]

- version 7.1R2. 2;

[edit systeni

- time-zone Anerical/ Los_Angel es;

[edit systemroot-authentication]

- encrypt ed- password " $1$0RakKXBQ $. Elvjy7nDHAW p5F7V/ | X9B/ "; ## SECRET- DATA
+ encrypt ed- password "$1$3Mo5xGIX$iEAet G vnow whY Jp2D. *; ## SECRET- DATA
[edit system | ogin user |ab]

- full -name "Lab user";

- uid 2001;

[edit system | ogin user |ab, authentication]

- encrypt ed- password "$1$xt BcJFZ1$yj 5ZWKWk3f aPUgz6. 9eQ"; ## SECRET- DATA
+ encrypt ed- passwor d* " $1$PXI usi qZ$yXbsTghnsl N6ZKt g0l b6nD"; ## SECRET- DATA
[edit interfaces se-1/0/1]

- encapsul ati on ppp;

- serial -options {

- cl ocki ng-node “dce;

- cl ock-rate 8.0mhz;

-}

[edit interfiaces 100 unit O famly inet]

- address 127.0.0. 1/ 32;

[edit]
[fab@ondon# comm t
comit conplete

[edit]
| ab@.ondon#

Step 4.8

Save the current configuration as | ab2-cl i .

[edit]
| ab@.ondon# save | ab2-cli
Wote 65 lines of configuration to 'lab2-cli’

@ Initial System Configuration (Detailed) ¢ Lab 2-25



Operating Juniper Networks Routers in the Enterprise

[edit]
| ab@ondon#

@ Tell your instructor that you have completed Lab 2.
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Lab 3

Operational Monitoring and Maintenance (Detailed)

Overview

This lab covers common operational monitoring and platform maintenance activities. In this
lab, you monitor system, chassis, and interface operation, and.perform software upgrades
using the J-Web interface. An optional lab part involves the same set of tasks performed with
the JUNOS software CLI.

The lab is available in two formats: a high-level format that is designed to make you think
through each step and a detailed format that offers step-by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform the following tasks:
. The J-Web:

- Load the configuration file produced by J-Web in the previous lab and save
as a rescue.configuration;

- Monitor chassis and system operation;

- Monitor-interface operation; and

- Manage the file system, licenses, and perform software upgrades.
. The CLI (optional):

- Monitor chassis and system operation;

- Monitor interface operation; and

- Manage licenses and perform system snapshots and software upgrades.
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Key Commands

Key operational-mode commands used in this lab include the following:

?

configure
file delete
file list
file show

nmonitor interfaces
monitor traffic

request systemlicense
request system reboot
request system snapshot
request system software add
show chassi s

show configuration
show i nterfaces

show system

show ver si on

Part 1: Reload and Commit the Previous J-Web Caonfiguration

Step 1.1

In the previous lab you saved your initial'configuration, as created through the J-Web interface,
to a file called | ab2- j web. To ensure that all stations begin this lab in a known state, you
should now use the CLI to | oad and commi't this configuration file.

| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# | oad overridell ab2-jweb
| oad conplete

[edit]

| ab@ondon# comit and- quit
conmit conpl ete

Exi ti ng cenfigurati on node

Step 1.2
Launch your browser and open a J-Web session to your assigned station. Log in as the | ab
user.

Step 1.3
Save the current configuration as a rescue configuration at the Configuration > Rescue
page. Click the Set rescue configuration link, and then confirm by clicking OK. The sample
capture was taken at London:
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—_— N Legged in as: lab
i Juniper. LONDON - J4300
KETWORKS Help About Logout

Configuration > Rescue

Sagross [ finage
* Quick Configuration

* View and Edit :
» History | Rescue

* Rescue . . . . .
_ If you inadvertantly commit a configuration that denies management access, the only recourse may be to connect the console.

The rescue configuration gives you another alternative. The rescue configuration i a configuration youknow willallow
management access to the router.

Presz and immediately release the Config button on the chassis to cause the router to load@nd sammit the rescue configuration.
This will put the router back into a managable state. You must have set the rescue configuration for this feature to function

properly.

View Rescue Configuration

The rescue configuration for the router has been set. To view thedescug configuration, click the link below.

View rescue configuration

Set or Delete Rescue Configuration

Clicking 'Set rescue configuration’ will set the rescuedonfiguration to the current running configuration of the router. Clicking
'Delete rescue configuration’ will delete the rescue@onfiguration:

Set riﬁcue configuration

Delete rescue configuration

Copyright © 2004-2005, Juniper Networks, Inc. All Rig“erwggrk L'ue.

Note

Once saved, you can recall the rescue configuration
from J-Web, the CLI, or by performing a momentary
depression of the front-panel CONFIG button

Part 2: Monitor.System and Chassis Operation Using J-Web

Step 2.1

Use J-Web to monitor system status at the Monitor > System page. Your display should be
similar to the example taken at London:
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Logged in as: lab

LONDON - J4300

Help About Logout

Configuration Diagnose Manage

* Chassis
* Interfaces System
- i - -
Routing System Identification
» Service Set
ervice sets serial Number INOO1924AB
= Firewsall JUNOS Software Version 7.1R2.2
* IPSec Router Hostname London
» HAT Router IP Address Could not resolve hostname
Loopback Addresses 127.0.0.1, 192.168.36.1
* RPM Time Zone America/Los_Angeles

System Time

Date Time Time Length User
Current Time 2005-04-25 01:45:58 PDT
System Booted Time 2005-04-14 05:08:19 PDT  1w3d 20:37
Protocol Started Time 2005-04-14 05:08:50 PDT  1w3d 20:37
Last Configured Time 2005-04-25 01:40:08 PDT  00:05:50 lab

Active User Count i

Load Averages (1/5/15 minutes) 0.08/0.04/0.01
Users

User TTY From Login Time Idle Time Command

lab do - 1:17AM 5 -cli (cli)
Memory Usage

Total Memory Available 256M

Total Memory Used 188M 73.43% ey ]

Top 5 Memory Consuming Processes

Process

Process ID Owner Process Name CPU Usage Memory Usage

2392 Forwarding Dlaemon 3.37%, DL 1 ssMm 3522 ]

9994 root M=o Sggsnt 0%  —— T+ R L1 A - m—
Daemon!

59 root mountdmfs 0% I -] 3.5% DL

2388 IR sment 0%  — 1Y B -3 & | —
Casmon

9925 lab cli 0% 1 4m 1.65% [ 1]

Show complete process information

CPU Usage

Total CPY Used 4.54°% [T ]

Top 5 CPU €onsdming Processes

Process

Process ID Owner Process Name CPU Usage Memory Usage

2382 Forwarding Daemon 3.37% DL ] s8sM 3522 ]
2385 Chassis Daemon 012 [ 3m 1.05% [
8554 root HEhEEEE 0% C————————1 1oM 415% L]
9925 lab cli 0% 1 4m 1.65% [ 1]
2480 Interface Daemon 0% I ] (0= L R —

Show complete process information

System Storage

Primary Compact Flash {Boot Device) Removable Compact Flash usBe

Total Flash Size 256M Total Flash Size 256M This device is not installed.
Usable Flash Size 131M

Flash uUsed 33M

25230 ]
File System Usage:

Log Files 1.9M
Temporary Files 11K
Crash (Core) Files 2.0K
Database Files 73K

Manage file system usage

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice
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Step 2.2

Use the J-Web display to answer the following questions:

Question: What user last changed the configuration?

Answer: The | ab user should be shown as having
issued the last commit.

Question: What process is currently using the most CPU
time?

Answer: The answer can vary, but in the sample
capture, the forwarding process is using the most CPU
time at a whopping 3.37%.

Question: How much capacity remains on the current
boot device?

Answer: The answer will vary. The sample capture
shows that 33 MB of the usable 131 MB is used.

Step 2.3

Monitor chassis operation at the Monitor > Chassis page. Your display should be similar to
the exampletaken.at London:
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Logged in 2 lab

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.

s 4
g Juniper. LONDON - J4300
KETWORKS Help About Logout
m Configuration / Diagnose / Manage / h
¥ Monitar = Chassis
* System
k Chassis -
| Chassis
* Interfaces :
* Routing Alarm Summary
* Class of Service Currently, no alarms are active,
F MPLS E . [ u
Environment Information
k Service Sets 2
N — Chassis Component Temperature
» IPSec Name Gauge Status Temperature
st Routing Engine [Harmall at 29° Gy(34° Fy
Jseries CPU fan Spinning athigh speed
* DHCP Jseries Chassis fan Spinning-at high speed
* RPM Pr- W
— Hardware Summary
Router Model: 14300 Serial Number: JNO0O2425AB
Name ¥ersion Part Number Serial Number Description
B Midplane REV 05 740-010001 ad04360715
# gystem 10 REV 07 710-010003 AE04460769 System 10 board
B Rauting Engine REV 18 7B 0005 hirdd 3100218 RE-1.2
HFpc g FRC
PIC O 2% FE
Frpc 1 REW 04 750-010356 AG04470416 FPC
PIC O 2% Serial
ch 2 REW 04 750-010353 AF04451849 FPC
PIC [ 2% FE

Step 2.4

Use the display to answer the following questions:

Question: Are any alarms currently active?

Answer: The answer should be no, as reflected in the

sample capture.
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Question: What is the current temperature of the RE?

Answer: The answer varies, but the sample capture
shows a normal temperature condition at 28 degrees
Celsius.

Step 2.5

Click the + next to PIC O in FPC2, and answer the following question:

Question: What is the assembly version and serial
number of this PIC?

Answer: The answer varies, but the sample capture
shows the PIC assembly version‘as 03.04. To locate the
serial number for the PIC or PIM in‘this case, simply
look at the serial number listed for the FPC, which is
AF04451849. This is because the J-series PIM is
equivalent in functionality:to both the FPC and PIC,
which are separate components on the M/T-series
routers.
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NETWORKS

@ Juniper.

LONDON - J4300

Logged in as; lab

Help About Logout

k System
* Chassis
* Interfaces

* Routing

L3

Class of Service

* MPL3

L

Service Sets

-

Firewall
* IPSec
k HAT

* DHCP

» PPPOE

m Configuration / Diagnose / Manage /

Monitor = Chassis

Chassis

Alarm Summary

Currently, no alarms are active.

Environment Information

Chassis Component Temperature

Name Gauge Status
Routing Engine
Iseries CPU fan
Jseries Chassis fan

Hardware Summary

Router Model: 14300
Name Yersion Part Number
# Midplane REV 05 740-010001
®l gystem 10 REV 07 710-040003
O i Ein REV D8 750010005
Hfpc g
PIC 0
Hrpc 1 REVD4 750-010356
PIC 0
Brpe 2 REY 04 750-010353
Eherco

Jedec Code

EEPROM Yersion

Part Number

serial Number
Assembly ID

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.

0% 7fb0
0x01

0x0607

Temperature

at 29° Clfg4® F)
Spinming athigh speed
3pinning athigh speed

Serial Number: JNO02425AB

Serial Number Description
ad04360715
AE04460769 Systern 10 board
htrd43100219 RE-1.2
FRC
2x FE
AG04470416 FRC
2y Serial
AF04451849 FFC
2% FE
Assembly ¥ersion 03.04
Date 12-07-2004
Assembly Flags 000
I2C ¥ersion .00
1D 2% FE
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Part 3: Monitor Interface Operation Using J-Web

Step 3.1
Display interface status using J-Web at the Monitor > Interfaces page, and use the display to
answer the following questions.
—_— - Logged in as: lab
iJuniper. LONDON - J4300
HETWORKS Help About Logout
m Configuration / Diagnose / Manage /
: Ionitor = Interfaces]
k  System
F Chassis
Lo oo S, 2. N
* Routing Interface Summary
2 B ok f Interface Name Oper State Admin State Description o
» Firewall (| fe-0im [ug] [Unl
» IPSec eIy [Up] [Le]
T : Address  10.250.0.143/16
* RPM S| a0l (U] ([Ug]
i | ipoion [up] [l
Is-0i0/0 [up] [Ug]
mt-0/0/0 [up] [Ug]
pd-010/0 (up] [l
pe-010i0 Lp] (Lp]
Sp-010i0 [Up] (el
sp-0/0/0.16383  [Up] (g
fe-0/01 [0g] [Og] to Amsterdam fe-0/0/1
e-0/011.0 [ug] [og]
Address  10.222.3.1/24
581100 [Cown] (Lp]
se-11011 [ug] [Ug] to Tokyo se-1/0/0
se-1i011.0 [Up] [Ug]
Address  10.222.2.3/34
1élzin [Down] el
fe-2101 [up] [ug]
dse [Up] (Up]
are [Up] (el
ipip el el
lod (p] (Up]
100.0 [Up] (el
i Address  127.0.0.1 = 0/0
t
Address  192.168.36.1 = 0/0
100.16385 [ug] [ug]
— Address  10.0.0.1 = 0/0
= Address  10.0.0.15 = 0/0
Isi [Lp]
mtun [Lp] (Lp]
pimd [Ug] (up]
pime [Up] (el
) el el
tap (p] Up]
Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.
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Question: Are any of the interfaces listed on the
Universal Topology and Addressing page in the lab
diagram handout shown as being administratively or
operationally down?

Answer: The answer should be no. The sample capture,
taken from London, confirms that all in-use interfaces
are both administratively and operationally up.

Step 3.2
Obtain device-level details about the f e- 0/ 0/ O interface by clicking the fe-0/0/0%ink. Use
the resulting display to answer the following questions. The sample capture is again taken
from London.
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—_— . Logged in as: lab
g Juniper. LONDON - J4300
METWORKEE Help About Logout
m Conﬁguration/ Diagnose / Manage /
i Moniter = Interfaces
* System :
* Chassis
I T OO e e
" i
Routing ‘| Interface: fe-0/0/0
F  Service Sets :
*  Firewall fe-o/oio
» IPSec State Loopback disabled
» HAT || EEE Source disabled
{|  SNMP Index 29 fitering
= RPM H
{| Local Index 136 HITL 00:05:85:08:08:d0
Address
L INg ) Hardware
Speed 100mbps Address 00:05:85 08+ d0
Link Type Ethernet Hold Times up 0 s, dewn 0 ms
2005-04-14 05512:42 PDT
Last flapped o 50842 ag0)
Statistics
cleared S
Device Flags
Config Flags SNMP-Trap
Media Flags
Active alarms
Active defects
Autonegotiation status complete
Link partner status ol
Link partner full-duplex
Flow contrel Nene
Traffic statistics Packets PPS Bytes BPS
Input 66009 0 6025079 0
Cutput 114584 0 9035439 0]
Input Errors Output Errors
Errors 14305 Carrier transitions 1
Drops 0 Errors 0
Framingyerrors 0 Drops 0
Runts 0 Collisions 0
Policed discards 1694  Aged packets 0
L3yincompletes 0 FIFO errors 0
L2 channel errors 0 HS link CRC errors a
L2 mismatch timeouts 0
FIFQ errors 0
Queue counters
Ethernet MAC Statistics
Ethernet Filter Statistics
PFE Information
Class of Service Information
fe-0/0/0.0
Encapsulation: ENETZ
Family:inet MTU: 1500 Flags: Route Table: 0
Local Destination Broadcast Flags
10.250.0.143 10.250/16 10.250.255.255 [1s-Preferred|[Is-Primary]

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Irademark Notice.
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Step 3.3

Question: Is source MAC address filtering currently
enabled?

Answer: No, the Source Filtering field indicates that
the feature is disabled.

Question: Are any alarms or defects currently being
reported?

Answer: No, the sample capture shows that no alarms
or defects are present.

Question: Have any policed discards occurred? (Note
that a policed discard indicates that andunconfigured
protocol was received on that interface—for example,
the receipt of IPX or the Cisco Discovery. Protocol (CDP).

Answer: The sample capture shows that 1694 policed
discards have occurred:

Question: Whatis theseurrent packet-per-second (PPS)
rate for bath the'send and receive directions?

Answer: The answer can vary, but in the sample capture
there is no traffic (O PPS) in either direction.

Returnito the previous page and click the fe-0/0/0.0 link to display information about the
logical interface’s parameters. Use the display to answer the related questions.
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' Juniper.

HETWORKS

Logged in ag: lab

LONDON - J4300

Help About Logout

B System
* Chassis
¥ Routing :

k Service Sets

m(:onﬁguraﬁon / Diagnose / Manage /

IMeniter = Interfaces

Interfaces

Interface: fe-0/0/0.0

fe-0/0/0.0 |
®  Firewall Encapsulation: ENET2
* IPSec Family: inet MTU: 1500 Flags: Route Table:0
b HAT Local Destination Broadcast Flags
10.250.0.143 10.250/16 10.250.255.255 [Is-Preferred|[Is%Primary]
* RPM % |
Copyright @ 2004-2005, juniper Networks, Inc. All Rights Reserved. Trademark otice. AV :
Question: What protocol family.is configured on this
unit?
Answer: Thesinet family is configured. This is the IPv4
family that provides IP, ARP, and ICMP support over this
interface.
Step 3.4
Use the J-Web diagnose function at the Diagnose page to generate some combination of
pings and traceroutes to all directly attached neighbors. The lack of a routing protocol means
you must limit your pings to directly connected neighbors’ addresses; pings to loopback
addresses will-fail.
Question: Are the pings and traceroutes successful?
Answer: All pings and traceroutes to directly attached
neighbors should pass. The following capture is taken
from London and shows a successful ping to Tokyo:
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¢ Juniper. LONDON - J4300

Logged in ag: lab

Help About Logout

Monitor /Conﬁguraﬁon Manage /

* Ping Host

* Ping MPLS

Disgnose > Ping Host

» Traceroute Ping Host

Ping 10.222.2.1

PING 10.222.2.1 (10.222.2.1): 56 data bytes

64 bytes from 10.222.2.1; icmp_seq=0 tt=255 time=14.800 ms
64 bytes from 10.222.2.1; icmp_seq=1 tt=255 time=10.318 ms
64 bytes from 10.222.2.1: icmp_seq=2 tt=255 time=25.539 ms
64 bytes from 10.222.2.1: icmp_seq=3 tt=255 time=10.339 ms
64 bytes from 10.222.2.1: icmp_seq=4 tt=255 time=10.301 ms
64 bytes from 10.222.2.1: icmp_seq=>5 ttl=255 time=20.363 ms
64 bytes from 10.222.2.1: icmp_seq=>6 ttl=255 time=20.349 ms
64 bytes from 10.222.2.1: icmp_seq=7 tt=255 time=20.413 ms
64 bytes from 10.222.2.1: icmp_seq=>8 tt=255 time=10.540 ms
64 bytes from 10.222.2.1: icmp_seq=9 tt=255 time=20.413 ms
--- 10.222.2.1 ping statistics ---

10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/ava/max/stddev = 10.301/16.343/25.595/5.440 ms

o

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Rw

Note

Notify'your instructor if you experience reachability
problems to any directly attached neighbor
addresses.
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Part 4: License Management, File System Maintenance, and Software
Upgrades: J-Web

Step 4.1

Display licensing status for your router by accessing the Manage > Licenses page. Use the
display to answer the related questions. The sample capture was obtained at Denver :

Qg Juniper DENVER - 14300

Monitor ~ Configuration Diagnose  Manage Events Logged in as: lab Help About Logout
liznzpz > Licenses

Licenses Licenses
Reboot

Snapshot

Feature Summary

Feature Licenses Used Licenses Installed Licenses Needed
Stateful firewall 1 0
1PSec VAN tunnelling

One additional serial part

J-FLOW traffic analysis (CFLOW reporting)

0
0
0
One additional fast ethernet port 0
0
Service Level Agreement manitoring 0

0

_ e e e e
e o o o o o

Border Gateway Protocol route reflection

.| Installed Licenses

[ Display Keys . H Download Keys

D State Version G‘ Lﬂahla Features

One additional serial port

One additional fast ethernet port

J-FLOW traffic analysis (CFLOW reporting)
O G03000000597 valid 2 Mo group infarmation  Service Level Agreement monitoring

Border Gateway Protocal route reflection

Stateful firewall

IPSec VPN tunnelling

Display Keys... H Download Keys

JIIMN!baUTNIt.

Copyright @ 2004-2008, ] s Reserved. Trademark Notice.

Question: Does your device require any additional
licensing?

Answer: The answer should be no. The sample capture
shows that Denver requires zero (0) additional
licenses.
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Question: Does your device have a group license
installed?

Answer: In this example the router does not have a
group license installed. It has a single device license
that enables several features. These features include
Stateful firewall, IPSec VPN, J-FLOW, SLA
monitoring, Advanced BGP, One additional
serial port, and One additional fast ethernet port.

Step 4.2
Save all license key data for your device to your PC desktop using the Download Keys
button. You might have to perform this step twice if your router has both a grouprand a device
license.
Step 4.3
Delete the license data from your device by checking each key and clicking Delete Keys.
Confirm the action by clicking OK in the resulting dialogue‘box.
Make sure that you have saved these licenses to your.PCidesktop as instructed in the previous
step before performing these actions!
Question: How does the J-Web licensing page change as
a result of your actions?
Answer: The page should refresh and indicate that no
licenses are installed. This condition is evident in the
sample,capture obtained at Denver :
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¥ Juniper DENVER - J4300

NETWORKS

Monitor  Confiuration Diagnose  Manage  Events loggedinas: b Help About Logout
Manags * Licenses

Licenses

Feature Summary

| Mo licznses are installed,

Installed Licenses

No licenses are installed.

Copyright & 2004-2008, Junipar Natworks, Inc. AlRights Reserved, Trademark Notice, Privacy.

Junlpnbaufual.

Step 4.4

Create a minimal configuration on your router for BGP route reflection by going to the
Configuration > View andEdit> Edit Configuration > Protocols > Bgp page, clicking
in the Cluster box, adding,a valde of 100, clicking Commit, and clicking OK on the summary
of changes page. The sample ¢apture is taken from Denver :
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@ Juniper DENVER - 14300

NETWORKS

Monitor ~ Configuration ~ Diagnose  Manage  Events Logged in as: lab Help About  Logout
H Configuration * View and Edit > Edit Configuration » Protocols » Bap

Protocls

( Expand all | Hide all ) :
Hsystem | Bgp
[ interfaces i

[ Cancel I [ Refresh ]I Commit... ” Discard.. ]

Advertise inactive [ ves

: Advertise peeras [Jves[ne

Authentication algorithm

Authentication key I:I ?

Authenication key chain I:I 2 1
E Cluster Al

Damping []ves

Disable [Jvss

Graceful restart [ve:

Hold time l:l ?
Include mp nexthop [ve
Ipsec sa I:I ?
Keep
Local address |:| ?
locaimedtace| |2
Local preference l:l ?

Logupdown [Jves
Metric out Configure

Mtu discovery [ves
Muttihop 7] s

=
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Question: What message do you receive when you
commit your interface configuration by clicking OK?

Answer: The page should display a warning indicating
that a BGP reflection license is required. This condition
is evident in the sample capture obtained at Denver :

i Juniper DENVER - 14300

= NETWORKS

Monitor ~ Configuration  Diagnose  Manage Events Logged in as: lab Help About Logout

“| | commit requires 'bgp-reflection’ license

| Expand all | Hide all |
[+ system . |Buccess

interfaces
‘

JUMNfb.:\ITNIt.

)6, Juniper Netwarks, Inc, All Rights Reserved, Trademark Nofice, Privacy.

Step 4.5

Return to the Manage > Licenses page. The sample capture is taken from Denver :
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Question: What do you notice about the Border
Gateway Protocol route reflection row?

Answer: The page should display that one license is
needed. This is shown in the sample capture obtained
at Denver:

R Juniper DENVER - 14300

Help About Logout

Wageps > Licenses

Monitor  Configuration Diagnose Manage Events Logged in as: lab

Files
Software

Licenses Licenses

Reboot
Feature Summary

‘Snapshot

Feature Licenses Used Licenses Installed Licenses Needed
Border Gateway Protocol route reflection 1 0 1

Installed Licenses

No licenses are installed.

Add..

Juniper yar Net.

&6, Juniper Metworks, Inc. All Rights Reserved. Trademark Notice. Privacy.

Step 4.6
License filesifor all lab routers are saved in the licenses subdirectory on your local router.
Attempt to add the license for the instructor router to your station by using the Add... button
and entering licenses/Sydney.lic in the resulting License File URL text box, as shown in the
sample.capture obtained at Denver :
Note
Because the JUNOS software is based on UNIX, all
filenames are case sensitive. Ensure that you
specify the License File URL exactly as specified.
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Help About Logout

Msnsge > Licenses

Monitor  Configuration Diagnose Manage Events Logged in as: lab

Files
Software

Licenses Licenses

Add License

Enter a valid URL to the license file to add, or paste the text of the license file below. (Multiple keys separated by a blank line)

License File URL | licenses/Sydney i |

License Key Text

Jumporaauﬂ\nt.

» Juniper Networks, Inc. All Rights Reserved. Trademark Notice. Privacy.

Question: How does the J-Web licensing page change as
a result of your actions?

Answer: You should see an error indicating that the
license you tried to load is tied to a device with a
different serial number. This error is demonstrated in
the capture taken from Denver :
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¢ Juniper DENVER - 14300

Monitor ~ Configuration Diagnose Manage Events Logged in as: lab Help About Logout
IMansge > Licensss

Licenses

Add License

The following errors occurred while adding a license:

* (G03000000567: license is for device: [JNDOO721AB], serial number of device is: [JNO01912AB]

Enter a valid URL to the license file to add, or paste the text of the license file below. (Multiple keys separated by a blank ling)

License File URL | licenses/Sydney.lic

License Key Text

Jun\pnrbaufmt.

Copyrig 06, Juniper Networks, Inc. All Rights Reserved. Tradel

Step 4.7

Legitimize yourself by uploading the license key(s) that you saved to your PC desktop in

Step 4.2. You will need to open the license key with a text editor so that you can paste the key
data‘into the browser window. The file that was saved should have a name of the form

host ‘Iinc, where host is your station’s assigned host name. The capture shows Denver’s
key data correctly pasted into the Add License page:
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s Juniper DENVER - 14300

Help About Logout

Manage > Liocsnses

Monitor  Configuration Diagnose Manage Events Logged in as: lab

Files

Software

Licenses Licenses

Reboot
Snapshot

Add License

Enter a valid URL to the license file to add, or paste the text of the license file below. (Multiple keys separated by a blank ling)

License File URL

G03000000597 aeagea gkjjhd ambrhe ytsgkc aydgud igceja
eayhfa jblzwx zejign 04b3ko excd3u inZshw
med4pks nhrcuz gT7hxfy yijxfk nihve4 aZdlbw

License Key Text g

Junlplra.aquol.

. Juniper Networks, Inc. All Rights Reserved. Trademar e. Privacy.

Step 4.8

Access the File System Clean Up wizard at the Manage > Files page. Use the display to
answer the following questions.
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¢ Juni

Logged in ag: lab

LONDON - J4300

Help About Logout

Monitor

[ comamion | sy T

» Software
® Licenses
k Reboot

k Snapshot

Copyright @ 2004-2005, Juniper Networks, Inc., All Rights Reserved. Tr. otice.

IManage = Files

Files

Clean Up Files
If you are running low on storage space on your router, you can click on the "Clean Up Files" button below. By doing so, the router will perform the
following:

Rotate vour log files

Delete log files in /var/log that are not currently being written to

Delete temporary files in /var/tmp that have not been touched in 2 days
Delete all crash files in /var/crash

Alternatively, you can click on the "File Type" group name below to manually download and delete individual files.

Clean Up Files

Download and Delete Files

File Type Directory  Usage
Log Files [cffvarflog  1.5M
Temporary Files  /cf/var/tmp  28M

Crash (Core) Files /cf/var/crash  2.0K
I,

Delete Backup JUNOS Package .
There is no backup JUNDS package.

e 4

Question: Approximately how much free space could be
made available by running the File System Clean Up
wizard?

Answer: The answer will vary. The sample capture
indicates that some 29.5 MB could be freed up on
London.
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Step 4.10

Operating Juniper Networks Routers in the Enterprise

Question: Is there a backup software package on your
station?

Answer: Again, the answer will vary. The sample capture
shows that London does not have a backup software
package present. A backup package is used with the
request system software roll back
command to return to the previous software
environment. If this capability is not needed, it is safe to
delete the backup package.

Delete any temporary files, crash files, and backup software packages, and rotate your logs to
free up as much storage space as possible. Start with the/€lean Up Files link, and then click
the Delete backup JUNOS package link if applicable toyour station.

Note

Because some files are owned by root, you might
see an occasional errorregarding the inability to
delete a file. You canilog in to J-Web as root to
delete these files if needed; this level of file cleanup
is normally notrequired.

Upgrade (or downgrade) the software at your station by installing a JUNOS software package
from the classroom file server. Begin by accessing the Manage > Software page, and then
click the Specify A Package Location link. Your instructor will inform you of the IP address
for the FTP server..Populate the various fields in the resulting display with the file transfer
parameters specified below:

Package Location: ftp://server-address/ojre/junos-jseries-domestic.tgz
User: ftp

Password: ftp

Reboot If Required: yes

The sample captures are taken from London; they show the proper file transfer settings and a
transfer that is underway. It might take a few moments for the transfer to complete and the
resulting reboot to occur. You might want to access the console port during this time to
monitor the status of your station.
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—__ . Logged in &= lab
i Ipe r. LONDON - J4300
ET ORKE Help About Logout
Monitor fCunﬁguraliunf Diagnose Manage Alarms
N : Manage = Software = Install Package
* Files :
Install Remate : | Install Package
S You can instruct the router to retrieve a software package from a remote server
Downgrads by specifying the location below,
F  Licenses
* Reboot . . . . .
+ Package Location |ftp:,.-'ﬂIZI.25IZI.IZI.254,."OJNR—J,."]unDs-Jsenes—dDmestlc.tgz [2
* Snapshot
User |ftp ?
Password ||" 7
Reboot If Required v [2
Fetch and Install Fackage | Cancel 1
Copyright @ 2004-200%, Juniper Networks, Inc. All Rights Reserved. mark Hotice.
R . Logged in a=: lab
[l Juniper. LONDON=4300
NETWORKS Help About Logout
Monitor / Configuration / Diagnose m
. : Mznsge > Software > [nstsll Remote
* Files :
Upgrade Progress Install Remote
kL : .
Licenses Installing Package/FromRemote Server
* Reboot Inctallation of software package from 10.250.0.254 is underway.
k  Snapshot

Installationd@omplete.

The installationyrequires a reboot which will now be carried out.

94

Installation Progress

finished Receive Package File

finished Validate Package File

finished Check Configuration Compatibility

finished Install Package

NOwW Reboot

[

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.

Lab 3-26 < Operational Monitoring and Maintenance (Detailed) - |




Operating Juniper Networks Routers in the Enterprise

Tell your instructor that you have completed the J-Web portion of
this lab. If time permits, you might be instructed to proceed to the
optional CLI component of this lab.

Part 5: Monitor System and Chassis Operation Using the CLI (Optional)

Step 5.1

Monitor system status by issuing show syst emCLI commands with the'pr.ocesses,
sof tware,statistics,storage,uptinme,anduser s switches.

Sample command output taken from London is shown.

| ab@ondon> show system st orage

Fi | esystem Si ze Used Avail Capacity Mount ed on

/ dev/ ad0Osla 131M 64M 66M 49% /

devfs 16K 16K 0B 100% /dev/

/ dev/ vnO 73M 73M 0B 100% /j unos

/ cf 131M 63M 66M 49% /] unos/ cf
devfs 16K 16K 0B 100% /j unos/ dev/

/ dev/ adOsle 24M 8. 0K 24M 0% /config
procfs 4. 0K 4. 0K 0B 100% /proc

nfs: 59 62M 5.0M 52M 9% /nfs

nfs: 1962 46M 1. 0K 43M 0% /jailltm
nfs: 1964 7.7TM 170K 7.1M 0% /jail/var/etc
nfs: 1966 23K 1.0K 21K 5% /jaill/dev
nfs: 1968 1.9M 1. 0K 1.8M 0% /jail/htm/oem

| ab@ondon> show system upti ne

Current tinme: 2005-04-25 04:07:09 PDT

Syst em boot ed: 2005- 04- 25, 03: 25: 47 PDT (00:41: 22 ago)

Protocol s started: 2005-04-25 03:26:16 PDT (00: 40: 53 ago)

Last configured: 2005-04-25 01:40:08 PDT (02:27:01 ago) by lab
4: 07AM PDT up 4l<mns, 1 user, |load averages: 0.02, 0.03, 0.00

| ab@ondon>"show system users
4: 07AM PDI_up,. 41 mins, 1 user, |load averages: 0.02, 0.03, 0.00

USER TTY FROM LOG N@ | DLE WHAT
I ab do - 3: 58AM - -cli (cli)
Step 5.2

Monitor chassis operation by issuing show chassi s commands including switches like
al ar ms, envi ronment, r out i ng- engi ne, and f pc.
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Question: What is the temperature and status of the
RE?

Answer: All environmental conditions should be normal.
The sample capture shows a temperature of 30
degrees Celsius:

| ab@ondon> show chassi s environment

Class Item St at us Measur enent
Tenmp Routing Engine X 30 degrees C/ 86 degrees F
Fan Fan 0O (0 ¢

Fan 1 (0 ¢

Question: What CLI command displays the assembly
version of the PIM installed in slot 27?

Answer: Issue a show chassi s pisc ‘fipc-sl ot 2
pi c-sl ot Oorashow chassis hardware
ext ensi ve command:

| ab@ondon> show chassis pic fpc-slot 2 pic-slot 0
PIC fpc slot 2 pic slot O infornmation:

Type 2x FE

State Onl i ne

PI C version 3.4

Upti me 51'm nutes, 13 seconds

Part 6: Monitor Interface Operation Using the CLI (Optional)

Step 6.1

Display details about a serial interface with an attached neighbor using a show i nt er f aces
i nt erfilace- nane command. Use the output to answer the related questions. You might
wantto.include the t er se, det ai | or ext ensi ve switches. Do not forget to make use of
the CLI's mat ch function to save some time and effort!

Question: How many CoS queues are supported on this
interface?

Answer: J-series platforms support eight (8) queues:

| ab@ondon> show i nterfaces se-1/0/1 | match cos
CoS queues : 8 supported
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Question: How many packets per second are being sent
and received over this interface?

Answer: The answer can vary. Use the ext ensi ve
switch to see traffic statistics. The sample capture
shows very little traffic at London:

| ab@ondon> show i nterfaces se-1/0/1 extensive | match pps
| nput packets: 651 0 pps
Qut put packets: 651 0 pps

Question: Have any errors occurred, and if so, should
you be concerned?

Answer: Include the ext ensi ve switch to see error
counts. As long as errorséare net incrementing, you can
probably chalk them up to.transient phenomena. Use a
clear interfaces statisticscommandto
reset counters. The sample capture shows that
London’s serial link is fine at present:

| ab@ondon> show i nterfaces se=1/0/1 extensive | match error
I nput errors:
Errors: 0, Drops: 0, Framing errors: 0, Runts: 0, Gants: O,
Pol i ced discards: 0, Resource errors: O
Qut put errors:
Carrier transitions: 31, Errors: 0, Drops: O, MIU errors: O,
Resource errors; O

Question: What line protocol is your serial interface
using (as selected by the attached cable)?

Answer: The classroom routers should be equipped with
V.35 cables; even-numbered serial interfaces have a
DCE cable, and odd-numbered interfaces have a DTE
cable, as shown in the sample capture from London:

| ab@ondon> show i nterfaces se-1/0/1 detail | find nmedia
Serial nedia information:
Li ne protocol: v.35
Resync history:
Sync loss count: O
Dat a signal :
Rx O ock: K
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Control signals:
Local node: DTE
To DCE: DTR up, RTS: up
From DCE: CTS: up, DCD. up, DSR up
Cl ocki ng node: dce
Clock rate: 8.0 Mtz
Loopback: none
Tx cl ock: non-invert
Li ne encoding: nrz

Logical interface se-1/0/1.0 (I ndex 70) (SNWP iflndex 45) (Generation 7)

Fl ags: Poi nt-To- Poi nt SNWMP-Traps Encapsul ati on: PPP
Protocol inet, MIU 1500, Generation: 12, Route table:

Fl ags: None
Addresses, Flags: Is-Preferred Is-Prinary

Destination: 10.222.2/24, Local: 10.222.2.2, Broadcast:

Ceneration: 13
Step 6.2

0

10. 222. 2. 255,

Use the moni t or i nt er f ace command to monitor your.serial interface in real time. You
might want to work with the attached team to have them generate ping traffic with a pi ng
rapi d count 200000 size 1500 nei ghbor -addr.ess‘command to make things

interesting.

Question: Are any errors evident?

Answer: There should be no on-going errors.

Question: What is the packet-per-second rate for send
and receive?

Answer: The answer varies. The capture taken at
London while team Tokyo generated flood pings
using the command syntax previously suggested shows

some 57 to 58 PPS:
London Seconds: 48
Interface:n se-1/0/1, Enabled, Link is Up

Encapsul ation: PPP, Keepalives, Speed: 8nbps
Traffic statistics:

Ti me: 04: 28:52
Del ay: 0/0/110

Current delta

| nput bytes: 2264476 (352808 hps) [ 1658028]
Qut put bytes: 2279798 (361320 hps) [ 1668748]
| nput packets: 3666 (57 pps) [ 2152]
Qut put packets: 3666 (58 pps) [ 2152]
Encapsul ati on statistics:
I nput keepalives: 375 [ 5]
Qut put keepalives: 373 [ 5]
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LCP state: Opened
Error statistics:

| nput errors: 0 [ 0]
| nput dr ops: 0 [ O]
I nput framng errors: O Carrier transitN [ 0]

Step 6.3

Get an idea of the local host traffic that is occurring on the serial interface with a noni t or
trafficinterface command. Note that this tcpdump-like utility only displays traffic that
is locally generated or terminated by the RE.

Note

Enter Ct r | - ¢ to break out of the monitor
command when done.

Question: What types of traffic are you seeing?

Answer: You should observe some link layer keepalives
and perhaps some ICMP(ping) test traffic, as shown in
the sample capture:

| ab@ondon> nonitor traffic interface se-1/0/1
ver bose out put suppressed, use <detail > or <extensive> for full protocol decode
Li stening on se-1/0/1, capturensize 96 bytes

04: 31: 33. 690355 In LCP echo.request (type 0x09 id Ox4b |en 0x0008)
04: 31: 33. 690365 Qut LCP echo reply (type OxOa id Ox4b 1en 0x0008)
04:31:34.570337 In I P,0.222.2.1 > 10.222.2.2: |CW echo request seq 768,

| ength 1480

04:31: 34.570766 o1 n(| P 10.222.2.1 > 10.222.2.2: icnp

04: 31: 34.570802 Qut P 10.222.2.2 > 10.222.2.1: 1CVWP echo reply seq 768, length
1480

04:31: 34.570807 ‘@t |P 10.222.2.2 > 10.222.2.1: icnp

04:31:35.580368 I'n IP 10.222.2.1 > 10.222.2.2: |CW echo request seq 1024,
| ength 1480

04:31:35.580659 In |IP 10.222.2.1 > 10.222.2.2: icnp

04: 31; 35, 580742 Qut | P 10.222.2.2 > 10.222.2.1: |1CWP echo reply seq 1024,
'engt h 1480

04:31: 35.580747 Qut | P 10.222.2.2 > 10.222. cicnp

04: 31: 36.594819 In IP 10.222.2.1 > 10.222.2.2: |CW echo request seq 1280,
| ength 1480

04: 31:36.695042 In IP 10.222.2.1 > 10.222. cicnp

04: 31: 36. 695083 Qut | P 10.222.2.2 > 10.222.2.1: |1CW echo reply seq 1280,

N
-

N
N

| ength 1480
04: 31: 36. 695088 Qut I P 10.222.2.2 > 10.222.2.1: icnp
~C

14 packets received by filter
0 packets dropped by kernel

| ab@ondon>
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Part 7: License Management, Snapshots, and Software Upgrades: CLI

(Optional)

Step 7.1

Use various forms of the show syst em | i cense command to answer the related

questions.

Question: Does your devices require any additional
licensing?

Answer: The answer should be no. The sample shows
that London requires zero (0) additional licenses:

| ab@ondon> show system | icense usage
Li censes Li censes

Feat ure nane
firewall

i psec-vpn
if-se

if-fe

j-flow

sla

bgp-refl ection

Li censes

used install ed needed

POOOOOO
I N E Y
[eNeNeofeoNeloRe)

Question: Deesyyourdevice have a group license
installed?

Answer: In this example the London station does not
havea group license installed. It has a single device
license that enables several features. These include
Stateful firewall, IPSec VPN, J-FLOW, SLA monitoring,
Advanced BGP, one additional serial port, and one

additional Fast Ethernet port:

| ab@ondon> showisyst'em | i cense insta
Li cense“identifier: G03000000593
St ate: valind
Li cense version: 2
Valid for device: JNO01924AB
Feat ur es:

if-se - One additional serial port

if-fe - One additional fast ethernet port

j-flow - J-FLOWtraffic analysis (CFLOW reporting)

sla - Service Level Agreenment nonitoring
bgp-refl ection - Border Gateway Protocol route reflection

firewall - Stateful firewall

i psec-vpn - I PSec VPN tunnelling

| ed
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Step 7.2

Save all license key data for your device to the lab user’'s home directory using the r equest
system | i cense save command. Name the file st ati on- nane-| i cense.

| ab@ondon> request systemlicense save London-Iicense
Wote 4 lines of license data to 'London-1icense'

Step 7.3

Display the contents of the st ati on- nane-1i cense filewithafi |l e showcommand.

| ab@ondon> file show London-1icense

(03000000593 aeagea qgkjj hd anbrhe zdi gkc aydqud iqceja
eayhfa jbl zwx zejign 04b3ko excd3u in2shw
nf 2kni 46k62p aj b4gs opwbou jtiukc ejwcad
i

Step 7.4

Delete all license data from your device with ar equest system | i cense del ete
command. Once again, display licensing information foriyour device to answer the related
question.

Note

Make sure that you savedithe license for your
device to a file insthe lab user’s home directory as
specified in Step 7.2!

| ab@ondon> request system | icensesdelete ?
Possi bl e conpl eti ons:
(03000000593 Li cense keyridentifier
| ab@ondon> request system license del ete G03000000593
Del ete |icense 03000000593 ? [yes, no] (no) yes

Question: Does your station require any licensing now?

Answer: Your station should indicate that an additional
BGP reflection license is needed.

llab@.ondon> show configuration |match |icense

## Warni ng: requires 'bgp-reflection' |icense
| ab@ondon> show system | icense usage
Li censes Li censes Li censes
Feat ure nane used installed needed
bgp-refl ection 1 0 1

Step 7.5

Legitimize yourself by loading the license key(s) that were saved to the lab user’s home
directory in Step 7.2.
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| ab@ondon> request systemlicense add London-license
(03000000593: successfully added
add |icense conplete (no errors)

Step 7.6

Display current system storage space usage with a show syst em st or age command.

Question: How much free space is present on the / cf
partition?

Answer: The answer will vary. In the sample capture
taken at London, the /cf partition is at 49% capacity
with 66 M available:

| ab@ondon> show system st orage

Fil esystem Si ze Used Avail Capacity Mount ed on

/ dev/ ad0Osla 131M 64M 66M 49% /

devfs 16K 16K 0B 100% /dev/

/ dev/ vnO 73M 73M 0B 100% /junos

[ cf 131M 63M 66M 49% /junos/cf
devfs 16K 16K 0B 100% /j unos/ dev/

/ dev/ adOsle 24M 8. 0K 24M 0% /config
procfs 4. 0K 4. 0K 0B 100% /proc

nfs: 59 62M 5. 0M 52M 9% /nfs

nfs: 1962 46M 1, 0K 43M 0% /jailltm
nfs: 1964 7.7M 1.0K 7.1M 0% /jail/var/etc
nfs: 1966 23K 1. 0K 21K 5% /jail/dev
nfs: 1968 1.9M 1. OK 1.8M 0% /jail/htm/oem
Step 7.7

Use the CLI il e (del et e command to delete the st ati on- nane- | i cense file from the
lab user’s home directory. Then use the r equest system sof t ware del et e- backup

command to delete any software rollback bundles that might be present on your machine; note
that some stations might not have a rollback package.

| ab@ondon> file del ete London-1icense

| ab@ondon>, request system software del et e- backup
Del et e.backup, syst em sof t ware package [yes, no] (no) yes
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Question: Was any space made available on the / cf
partition where the rollback software package is
normally stored?

Answer: The answer will vary depending on whether
your station had a rollback package to delete. The
sample capture indicates that about 30 M of the
partition’s capacity was freed up at London; compare
this output to that shown at Step 7.6:

| ab@ondon> show system st orage

Fil esystem Si ze Used Avail Capacity Mount ed on

/ dev/ ad0Osla 131M 64M 66M 49%, ./

devfs 16K 16K 0B 100% /dev/

/ dev/ vnO 73M 73M 0B 100% /j unos

/ cf 131M 33M 96M 26% /junos/cf
devfs 16K 16K 0B 100% /j unos/ dev/

/ dev/ adOs1le 24M 8. 0K 24M 0% /config
procfs 4. 0K 4. 0K 0B 100% /proc

nfs: 59 62M 5.0M 52M 9% /nfs

nfs: 1962 46M 1.0K 43M 0% /jailltm
nfs: 1964 7.7TM 1. 0K 7.1M 0% /jaill/varl/etc
nfs: 1966 23K 190K 21K 5% /jail/dev
nfs: 1968 1.9M 1. OK 1.8M 0% /jail/htm/oem
Step 7.8

Confirm that a removable compact flash device is installed in your system with a show
chassi s har dwar e cemmand that includes the det ai | switch. Your display should be
similar to the example taken from London:

| ab@ondon> show chassiis ‘har dwar e detail
Har dwar e i nventory:

I[tem Versiton Part nunber Serial nunber Descri ption
Chassi s JN001924AB J4300
M dpl ane REV 05 710- 010001 ad04420245
System |1 O REV 07 710- 010003 AEQ04460979 System | O board
Rout i ng «Engi ne REV 08 750- 010005 bt r d43700035 RE-J. 2

ado 244 MB 256MB CHH 504690C04A628400 Conpact Fl ash

ad2 244 MB Hitachi XXM2.3.0 X0602 2004031918 Renpvabl e Conpact Fl ash

usbO-(addr 1) UHC root hub O (0x24428086) uhubO
FPC.0 FPC

PICO 2x FE
FPC 1 REV 04 750- 010356 AR04470400 FPC

PICO 2x Seri al
FPC 2 REV 04 750- 010353 AF04451711 FPC

PICO 2x FE

Note
Notify your instructor if the removable compact flash
device is not installed at your station.
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Step 7.9

Back up the current software environment to the removable compact flash device with a
request system snapshot command. You might need to include the par ti ti on switch
to lay down a new partition table, but do not use the as- pri mary option, as this will prevent
the router from booting from the removable compact flash device until the medium is
physically moved to the primary compact flash slot; in our case, we want the router to be able
to boot from either the primary or backup compact flash medium.

Question: Is the snapshot operation successful?

Answer: The process should complete normally, as
shown here:

| ab@ondon> request system snapshot partition

Clearing current |abel...

Partitioning renmovabl e- conpact-flash nedia (ad2)

Runni ng newfs (134MB) on renpvabl e-conpact-flash nedifa / "partition (ad2sla)...
Runni ng newfs (24MB) on renovabl e-conpact-fl ash nedina /i.config partition

(ad2sle). ..
Copying '/dev/adOsla' to '/dev/ad2sla' .. (this may take a few m nutes)
Copying '/dev/adOsle' to '/dev/ad2sle' .. (this way take a few m nutes)

The following filesystenms were archived: /4/config

Question: What command will.cause the router to
reboot and«se the removable compact flash device as
the bootdevice?

Answer: Issuing a r equest system reboot
command with the medi a

renmovabl e- conpact - f | ash switch results in a
reboot and an attempt to boot from the removable
compact flash device.

Step 7.10
Upgrade (or downgrade) the software at your station by installing a JUNOS software package
from the classroom file server. Use the file transfer parameters specified to form the URL that
is passed to the request system software add command.
Package Name: j unos-j seri es-domestic.tgz
URL:ft p://10. 250. 0. 254
User:ftp
Password: ft p
Reboot: yes
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Question: Is the transfer and subsequent installation
successful?

Answer: The transfer and software installation should
succeed, as shown in the sample capture:

| ab@ondon> request system software add ftp://ftp:ftp@O0.250.0. 254/
junos-jseries-donestic.tgz reboot

29054885 bytes transferred in 19.5 seconds (1.42 MBps)

Package contains junos-7.1R2.2.tgz ; renanmng ..

Installing package '/var/tnp/junos-7.1R2.2.tgz'

Avai | abl e space: 38685 require: 2346

Verified junos-boot-jseries-7.1R2.2.tgz signed by PackageDevel opnent 0
Verified junos-jseries-7.1R2. 2-donesti c signed ‘by PackageDevel opnent 0
WARNI NG junos-7.1R2. 2-donestic is al ready jinstalled

WARNI NG noving it aside

[s: junos.old: No such file or directory

JUNCS 7.1R2.2 will becone active at nextireboot

Saving state for rollback ..

Rebooting ...

shut down: [pid 2974]

Shut down NOW

*** F| NAL System shut down nessage from root @ondon ***
Syst em goi ng down | MVEDI ATELY

Step 7.11

After the reboot’is completed, log back in as the | ab user. Issue a show ver si on command
to confirm software installation status.

London (ttydO)

[ ogi n: [lrab
Passwor d:

-=- JUNGS 7.1R2.2 built 2005-03-25 04:25:13 UTC
| ab@.ondon> show ver si on

Host nane: London

Model : j 4300

JUNCS Software Rel ease [7.1R2. 2]

| ab@ondon>

@ Tell your instructor that you have completed Lab 3.
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Lab 4
RIP and OSPF Routing (Detailed)

Overview

This lab covers the configuration and operational analysis of the RIP and OSPF protocols. In
this lab, you will configure basic RIP routing and single- and muitiple:area OSPF. Emphasis is
placed on the J-Web user interface where possible, except inthe final lab part, which is
optional and is based on the CLI.

The lab is available in two formats: a high-level format that is designed to make you think
through each step and a detailed format that offers step-by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform the following tasks:
. Load and commit a previously saved configuration file.
. Configure and monitor RIP using J-Web.

. Monitor RIP using the CLI.

. Configure and monitor single-area OSPF using J-Web.
. Configure.and monitor multiple-area OSPF using the CLI (optional).
= @ RIP and OSPF Routing (Detailed) ¢ Lab4-1

i Ju !per 8.a.8.1R2




Operating Juniper Networks Routers in the Enterprise

Key Commands

Key operational-mode commands used in this lab include the following:

2
cl ear ospf database

cl ear ospf nei ghbor

configure

noni tor start

noni t or stop

pi ng

show

show ospf dat abase

show ospf interface

show ospf nei ghbor

show ospf route

show ri p nei ghbor

show route advertising-protocol rip
show route protocol ospf

show route protocol rip

show route receive-protocol rip
traceroute

Part 1: Reload and Commit Previous J-Web Configuration

Note

You can use 4-Web to load configuration files from
your PC orto paste in configuration text from your
PC’s.clipboard. Currently, you must use the CLI to

load configuration files stored locally on the router.

Step 1.1

In a previousilab you saved your initial configuration, as created through the J-Web interface,
to a file called'lhab2- j web. To ensure that all stations begin this lab in a known state, you

should'now use the CLI to load and commit this configuration file.

You should'recall that this configuration was also saved as the rescue configuration. As a
result, you can recall this configuration by momentarily depressing the front panel CONFIG
button or by usingar ol | back rescue CLI command; remember that you must commit the
rollback change to place it into effect. You can also use J-Web to view the rescue configuration,

which can then be cut and pasted into your station.

| ab@ondon# | oad override | ab2-jweb
| oad conplete

[edit]

| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>
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Launch your browser and open a J-Web session to your assigned station. Log in as the | ab
user with the password supplied by your instructor.

Part 2: Configure and Monitor RIP

Refer to the lab diagram handout to orient yourself with the RIP/single-area OSPF topology.
The goal here is to configure RIP to provide connectivity between all network and loopback

interfaces shown in the lab topology.

Step 2.1

Use the J-Web Quick Configuration Routing wizard to configure RIP‘and its related routing
policy at the Configuration > Quick Configuration > Routing and,Protocols > RIP
Routing page.

Click the check box to enable RIP, and add all the interfaces shown in the accompanying lab
diagram to the RIP Interfaces window. Loopback address reachability requires that you also
add your loopback interface. Be sure that you do notlist your'f e- 0/ 0/ O interface. The

f e- 0/ 0/ O interface serves strictly as an 0oB network interface in this classroom. The sample
capture was obtained at London:

W Juniper.

¥ Quick Configuration

Set Up

Secure Access

Interfaces

IJzers

ShMP ;
Routing and Protocols
Class of Service :
FirgsallMAT

DHER

P& Turnels

Feaftime Performance
Martaing

Firewsall Fiters
¥ View and Edit
* History

* Rescue

Copyright & 2004-2003, Juniper Networks, Inc. All Rights Reserved. Trademark Natice.

LONDON«-J4300

Logged in as; lab

Help About Logout

Monitor Configuration Diagnose / Manage /

Quick Configuration

Configuration > Quick Configuration > Routing and Protocols

Routing and Protocols

RIP

Enable RIP 2

Advertise Default Route [ |,

RIF Interfaces
fe-0/011.0

lo0.0
RIP-Enabled Interfaces sDe-UUﬂ-U

[ Ok ” Cancel ” Apply ]

Logical Interfaces ?

fa-0/0/0.0

| |
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Step 2.2

When satisfied with the RIP configuration, click OK to return to the Configuration > Quick
Configuration > Routing and Protocols page.

Step 2.3

Monitor RIP operation using J-Web at the Monitor > Routing > RIP Information page. Use
the display to answer the related questions.

Question: What version of RIP is your router running?

Answer: By default, JUNOS software uses RIP version 2.

Question: What is the state of your RIP-enabled
interfaces, and what is the metric assigned to eagh?

Answer: All your RIP interfaces/shauld be in an
operationally up state, and a default metric value of 1
should be in effect. The sample capture was obtained
at London:
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Logged in as: lab

W 1
iakiJU Iper.. LONDON - J4300

NETWORKE Help About Logout

I Covurstion | vagnose | e/
: Monitor > Routing = RIP Information

* System i
kb Chassis ROUti“g
b Interfaces | RIP Information
¥ Routing

| RIP Statistics
Route Information :
: RIP Protocol Name  RIPv2

BGP Information RIP Port 520
OSPF Information RIP Update Interval 30s
RIF Information S 180
Timeout 120s
* Service Sets :
* Firewall Routes Learned Routes Held Down Requests Dropped Responsewn&ad
: 16 0 0 0
* IPSec :
» NAT | RIP Neighbors
* RPM Neighbor State Source Address Destination ﬁddﬁ'wdﬁe Receive Mode In Metric
: fe-0i01.0 Up 10.222.3.1 224.0.0.9 mcast both 1
1o0.0 Up 192.168.36.1 224.0.0.9 mcast both 1
se-1010 Up 10.222.2.2 224.0,0.9 mcast bath 1

2

: v
Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Tr k Hoti

Question: Has your station learned any routes though
RIP, and if so;"how many?

Answer: All stations should be learning RIP routes for all
network and loopback interfaces in use in the
classroom lab. The sample capture shows that London
has learned sixteen (16) prefixes through RIP:
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Logged in as: lab

Route Information
BGP Information
0SPF Information
RIP Information
k Service Sets
k Firewall
k IPSec
kNAT

* RPM

== .
1Juniper. LONDON - J4300
HETWORKS Help About Logout
m Conﬁguraton / Diagnose / Manage /
Menitor * Routing > RIP Information
k System
b Chassis Routing
b Inferfaces RIP Information

RIP Statistics

RIP Protocol Name  RIPv2

RIP Port 520
RIP Update Interval 30z
Hold Down 180s
Timeout 120s

Routes Learned Routes Held Down Requests Dropped Responses Dropped

16 0 0 0
RIP“NeighlJors

Neighbor State Source Address Destination Address ‘S‘d Hom Receive Mode In Metric
fe-0i0M1.0 Up 10.222.31 224.0.0.9 mcast bath 1

lol.0 Up 192.168.36.1 224,0.0.9 micast bath 1
se-10M0  Up 10.222.2.2 224.0.0.9 mcast bath 1

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Lﬂ?

Step 2.4

Use the Monitor > Routing >Route Information page to display the routing table. Use the
output to answer the following questions.

Question: What is the global preference for RIP routes in
JUNOS software?

Answer: By default, RIP versions 1 and 2 are assigned a
global preference of 100. You can modify this value
with configuration, and the value is used in a manner
similar to administrative distance on other vendors’
equipment.

Question: How can you see the metric for a given RIP
route using J-Web?

Answer: Click + next to a route to display its details. In
this example the RIP metric for London to reach the
10.222.6.0/24 subnet is 2:
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— Logged in as: lab

"- L]
lper.i LONDON - J4300
"ET“’““E Help About Logout
m Conﬁguraton f Diagnose / Manage /
Meonitor = Routing > Route Informaticn
k  System
» Chassis : Routing
» Interfaces .| Route Information
25 destinations, 25 routes (24 active, 0 hold down, 1 hidden) Showing 24 of 25.routes (Bage 1 of 1)
Route Information 5
BGP Information i
Destination Protocol /Preference Next-Hop Age
OSFF Information 10.222.1.0/24 *RIP/100 to 10.222.2.0%ia s821/0/1.0, selected  18:01
RIP Infi i )
friermaen 10.222.2.0/24 *Direct/0 Interface 39:45
9 .
SRl 10.222.2.2/32 *Lacal/0 Local 39:49
F Firewall ®10,222.3.0/24 *Direct/0 Interfage 39:47
k IPSec 10.222_3_”32 *Lacal/0 L ocal 39:50
* NAT 10.222.4.0/24 *RIP/100 10°10.222.2.1 via se-1/0/1.0, selected ~ 17:37
k RPM 10.222.5.0/24 *RIP/100 to 10.222.3.2 via fe-0/0/1.0, selected ~ 15:37
H10.222.6.0/24 *RIP/100 to 10.222.3.2 via fe-0/0/1.0, selected  16:40
Preference 100
State Active Int
Metric
AS Path I Q
Route learned from 10.222.3.2 expires in 103
seconds

Question: Are there any destinations with multiple,
equal-cost paths?

Answer: Given the rich interconnection of the lab
topology, the answer should be yes. The specifics vary
by station, however. This capture shows that London
has the expected equal-cost paths to the loopback
address of SanJose:

to 10.222.3.2 via fe-0/0/1.0,
El192.168.20.1/32 *RIP/100 zelected 934
to 10.222.2.1 via se-1/0/1.0

Preference 100 %
State Active Int

Metric 4

AS Path I

Route learned from 10.222.3.2 expires in 103 seconds
Route learned from 10.222.2.1 expires in 115 =seconds
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Question: How can you use J-Web to display only
RIP-learned routes to loopback addresses?

Answer: Use the J-Web Monitor > Routing > Route
Information page, and choose RIP as the route source
while also entering a 192.168/16 in the Destination

Address field:

| N Logged in'as: lab
i suniper. LONDON - J4300

I\ETWORKE HelphAbowit Logout

m Conﬁguratlon / Diagnose / Manage /
Ménitor > Roufifg > Route |nformation

*  System ; -
» Chassis Routing
» Interfaces | Route Information

25 destinations, 25 routes (24 active, 0 hold down, 1 hidden) Showing 7 of 25 routes (Page 1 of 4)
Route Information m

BGP Information

Destination Protocol/Preference Next-Hop Age
QSPF Inf i .
nermatien 192.168.16.1/32 *RIP/100 te,100222.2.1 via se-1/0/1.0, selected  1:01:40
RIP Information .
to 10.222.3.2 via fe-0/0/1.0, selected
192.168.20.1/32 *RIF/100 : : 53:37
» Service Sets to 10.222.2.1 via se-1/0/1.0
192.168.24.1/32 *RIF/100 to 10.222.2.1 via se-1/0/1.0, selected  1:02:04
*  Firewall
192.168.32.1/32 *RIP/100 to 10.222.3.2 via fe-0/0/1.0, selected 1:00:43
* |PSec
192.168.40.1/32 *RIPM100 to 10.222.3.2 via fe-0/0/1.0, selected 59:40
= NAT
192.168.48.1/32 *RIP/ 100 to 10.222.3.2 via fe-0/0/1.0, selected  52:12
= RPM
192.168.56.1/32 *RIR/100 to 10.222.3.2 via fe-0/0/1.0, selected 52:58
Destination Address | 192 168/16 Protocol |rni A
p
Next Hop Address I Receive Protocol I vl
Best Route [~ Inactive Routes [~
Exact Route [~ Hidden Routes [~
Number of Routes to Display |25 ~
SOK ) |

Copyright @ 2 r Networks, Inc. All Rights Reserved. Irademark Notice.

Step 2.5
Use the J-Web Diagnose > Traceroute page to conduct traceroute testing to various
destinations in the room. Pay special attention to the paths that traffic takes, and relate these
paths back to the current classroom lab topology.

Lab 4-8 « RIP and OSPF Routing (Detailed) - | @




Operating Juniper Networks Routers in the Enterprise

Question: Are the traceroutes successful, and does the
traffic flow over optimal paths?

Answer: Your ping and traceroute testing should
succeed. If not, you might want to check with the
remote team to confirm that its RIP configuration is in
place. Traceroutes should follow paths that are dictated
by the fewest number of hops, as shown in the sample
capture from London:

Logged in az: lab

| L]
' Juniper. LONDON - J4300
HETWORKS Help About Logout
Monitor / Configuration Manage /
» Ping Host Disgnose > Traceroute
* Ping MPLS

[BcGETCU T o G

Traceroute to 192.168.40.4

traceroute to 192.168.40.1 (192.168.40.1),°32 hops max, 40 byte packets
110.222.3.2 (10.222¢3.2)12.765 m=s 10.520 ms 8.520 ms
2 192.168.40.1 (192.168.40.1) 99996 m= 9.238 ms 9.039 ms

8

Copyright © 2004-2005, r Networks, Inc. All Rights Reserved. Trademark Motice.

Part 3: Menitor. RIP Using the CLI

Step. 3.1

Use a show r out e command to display only routes learned through RIP.
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Question: What command will count the number of
RIP-learned routes for you?

Answer: Try piping the results of a show rout e
protocol ripcommand tothe CLI's mat ch and
count functions as shown; matching on the value, RIP
eliminates extra lines from the count and also shows
any inactive RIP routes that might be present. The
example shows that 17 RIP routes are seen at London:

| ab@ondon> show route protocol rip

inet.0: 25 destinations, 25 routes (24 active, 0 holddown, 1 himdden)

+ = Active Route, - = Last Active, * = Both

10.222.1.0/ 24 *[ RI P/ 100] 01:05:48, netric 2, tag®d0
> to 10.222.2.1 via se-1/0/1.0

10. 222.4.0/ 24 *[ RI P/ 100] 01:05:24, netric 3, tag 0
>to 10.222.2.1 via se-1/0/1.0

10. 222.5.0/ 24 *[ RIP/100] 01:03:24, netric 3, .tag 0
> to 10.222.3.2 via fe-0/0/1.0

10. 222.6.0/ 24 *[ RI P/ 100] 01:04:27, netpie, 2, tag O
> to 10.222.3.2 via fet0/0/1.0

10. 222.8.0/ 24 *[ RI P/ 100] 00:57: 21, smetrie<4, tag O

> to 10.222.3.2.via fe-0/0h1.0
to 10.222.2¢1 via se<1/0/1.0

10. 222.9. 0/ 24 *[RIP/100] 01:03#24ympetric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0

10. 222. 10. 0/ 24 *[ RIP/100] ¢01: 04:27, netric 2, tag O
> to 10.222.3.2 via fe-0/0/1.0

10. 222.11. 0/ 24 *[ Rl P/ 100]%,00; 56: 42, netric 3, tag O
>‘to 10.222.3.2 via fe-0/0/1.0

10. 222.12. 0/ 24 *[ RLP/ 1007 01:05:24, netric 3, tag O

>to 10.222.3.2 via fe-0/0/1.0
to 10.222.2.1 via se-1/0/1.0

192. 168. 16. 1/ 32 *[RIP/100] 01:05:24, netric 3, tag O
> to 10.222.2.1 via se-1/0/1.0

192. 168. 20,1/ 32 *[RIP/100] 00:57:21, netric 4, tag O
> to 10.222.3.2 via fe-0/0/1.0
to 10.222.2.1 via se-1/0/1.0

192. 168. 24. 1/ 32 *[RIP/100] 01:05:48, netric 2, tag O
> to 10.222.2.1 via se-1/0/1.0

192. 168. 32. 1/ 32 *[RIP/100] 01:04:27, netric 2, tag O
> to 10.222.3.2 via fe-0/0/1.0

192. 168. 40. 1/ 32 *[RIP/100] 01:03:24, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0

192. 168. 48. 1/ 32 *[RIP/100] 00:55:56, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0

192. 168. 56. 1/ 32 *[RIP/100] 00:56:42, netric 4, tag O
> to 10.222.3.2 via fe-0/0/1.0
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224.0.0.9/32 *[ RIP/100] 01:07:16, netric 1

Mul ti Recv
__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)

| ab@ondon> show route protocol rip | match RIP | count

Count: 17 lines

| ab@ondon>
Step 3.2

Use ashow rout e adverti sing-protocol ripcommand to displayithe'RIP routes
your station is advertising to a neighboring router. Use your local RIRsinterface address as the
neighbor variable in this command.

Question: What metric are you advertising for the routes
that your station originates?

Answer: This is a tricky'question because the metric
displayed in the output.of a show r out e

adverti si ngZprot ocol ripcommand istheRIP
metric that is stored in the routing table. Because a
locally originated route is not a RIP route in the routing
tableya metric value is not displayed for routes being
originated into RIP:

| ab@ondon> show route advertiysi ng-protocol rip 10.222.2.2

inet.0: 25 destinations, 25 routes (24 active, 0 holddown, 1 hidden)

+ = Active Route;

10. 222. 3.0/ 24

10. 222. 5. 0124

10. 222. 6. 0/°24

10:,222.9. 0/ 24

10. 222.10. 0/ 24

10.222.11.0/ 24

192.168. 32. 1/ 32

192.168. 36. 1/ 32

192.168. 40. 1/ 32

= Last Active, * = Both

*[Direct/0] 01:34:24

> via fe-0/0/1.0

*[RIP/100] 01:10:14, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0
*[RIP/100] 01:11:17, netric 2, tag O
> to 10.222.3.2 via fe-0/0/1.0
*[RIP/100] 01:10:14, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0
*[RIP/100] 01:11:17, netric 2, tag O
> to 10.222.3.2 via fe-0/0/1.0
*[RIP/100] 01:03:32, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0
*[RIP/100] 01:11:17, netric 2, tag O
> to 10.222.3.2 via fe-0/0/1.0
*[Direct/0] 01:34:58

> via 100.0

*[RIP/100] 01:10:14, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0
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192.168.48.1/32  *[RIP/100] 01:02:46, netric 3, tag O
> to 10.222.3.2 via fe-0/0/1.0

192.168.56.1/32  *[RIP/100] 01:03:32, netric 4, tag O
> to 10.222.3.2 via fe-0/0/1.0

Question: How can you prove that your station
advertises locally originated routes into RIP with a
metric of 1?

Answer: Multiple solutions are possible here. You can
use ashow route receive-protocol rip
command at the neighboring station, or simply display
the route in that neighbor’s routing table. The sample
capture from Tokyo shows that London’s loopback
address is associated with a metric of 2. Knowing that a
RIP router adds the incoming interface metric.to a route
before installing it into the routing table; and/that the
incoming interface metric is 1, proves that the route
was originated with a metric of 1:

| ab@okyo> show rip nei ghbor se-1/0/0.0

Sour ce Dest.i nati on Send Recei ve
Nei ghbor State Address Address Mode Mode
se-1/0/0.0 Up 10.222.2.1 224.0.0.9 ncast both

| ab@okyo> show route 192. 168.36.1

inet.0: 25 destinations, 257routes (24 active, 0 holddown, 1 hidden)
+ = Active Route, - =qkast Active, * = Both

192. 168. 36. 1/ 32 *['RI'P/ 100] 01:59: 44, netric 2, tag O
> to 10.222.2.2 via se-1/0/0.0

Step 3.3

I'n
Met

1

Configure RIP tracing according to the sample [ edit protocols rip traceoptions]

stanza and related command syntax shown:

[edit protocols rip]

| ab@ondon# show traceoptions | display set

set protocols rip traceoptions file rip-trace

set protocols rip traceoptions flag update detail
set protocols rip traceoptions flag error detail
set protocols rip traceoptions flag packets detail

[edit protocols rip]

| ab@ondon# show traceoptions
file rip-trace;

flag update detail;

flag error detail;

flag packets detail;

Lab4-12 < RIP and OSPF Routing (Detailed) - |




Operating Juniper Networks Routers in the Enterprise

Note

Be sure to commit your changes when done.

Step 3.4

Monitor the ri p-t r ace file with anoni t or st art command, and answer the related
questions.

Question: How often is your station sending and
receiving updates?

Answer: You should see periodic update activity
approximately every 30 seconds with the default RIP
timers at play:

| ab@ondon> nmonitor start rip-trace

| ab@ondon>
*** rip-trace ***

Mar 4 13:17:29 Preparing to send Rl Pv2 updat es.
Mar 4 13:17:29 Update job: sending 20 nsgs; group: jweb-rip.

Mar 4 13:17:29 Group jweb-ripsdone.
Mar 4 13:17:29 Update job<done!

Mar 4 13:17:58 Preparing to send Rl Pv2 updates.
Mar 4 13:17:58 Update job: sending 20 nsgs; group: jweb-rip.

Mar 4 13:17:58 G oup jweb-rip done.
Mar 4 13:17:58 Update job done!

*** nmpnitor and sysl og output disabled, press ESC-Qto enable ***

Question: What is the metric associated with routes
originated into RIP by your station?

Answer: The trace output makes it clear that locally
originated routes are assigned a RIP metric of 1:
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Mar 4 13:17:58 Preparing to send RI Pv2 updates.
Mar 4 13:17:58 Update job: sending 20 nsgs; group: jweb-rip.

Mar 4 13:17:58 nbr |00.0; nsgp: 0x860b000.

Mar 4 13:17:58 10.222.2.0/0xffffff00: tag 0, nh
0.0.0.0, nmet 1.

Mar 4 13:17:58 10.222.3.0/0xffffff00: tag 0, nh

0.0.0.0, net 1.

Note

When you are done with a tracing operation, you
should delete the tracing configuration and commit
the changes to turnoff tracing. This step will save
compact flash storage and processor cycles.

Step 3.5

Delete the RIP tracing configuration and commit the changes.
| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# del ete protocols rip traceoptions

[edit]

| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>

@ Pause here to allow all teams to complete the previous lab steps
before proceeding.

Telliyour instructor that you have completed the RIP configuration
and.menitoring portion of this lab.

Part 4 Configure and Monitor Single-Area OSPF: J-Web

Step 4.1
Use the CLI to delete the protocols and policy-options portion of your configuration. These
actions remove all aspects of the RIP configuration configured in the previous lab part. Be sure
to commit your changes when done.
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| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# del ete protocols

[edit]
| ab@ondon# del ete policy-options

[edit]
| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>
Step 4.2

Step 4.3

Access the J-Web OSPF wizard at the Configuration > Quick'€onfiguration > Routing
and Protocols > OSPF Routing page.

Click the check box to enable the OSPF instance. You should not modify the default
loopback-based router ID, area number, and area type settings at this time. Next, click to add
each network interface that is part of the lab topology. You must also add your station’s
loopback interface to ensure OSPF reachability to loopback addresses. As with RIP, do not
enable OSPF on your station’s f e- 0/ 0/ Q interface. A correct configuration example, as taken
from London, is shown:
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SetUp
S5t
Interfaces
Uzers

SNHP
Routing
FirewaliNAT
IPSec Tunnels

Reattime Performance
Wonitoring

# View and Edit
® History

* Rescue

Monitor Configuration Diagnose /

¥ (Quick Configuration

Copyright € 2004-2005, Juniper Networks, Inc. All Rights R@aﬂaﬂark Notice.

Logoed in as: lab

LONDON -J4300
Help About Logout
Manage /

Configuration > Quick Configuistion > Routing
Quick Configuration
Routing
Router Identification
Router Identifier |192.168.35.1 ?
0SPF

Enable OSPF ¢

OSPF Area ID {0000
Area Type |regular vl 2

Enable OSPF on All Interfaces [

0SPF-Enabled Interfaces
fe-0/0/1.0
lo0.0
se-1/01.0

(05PF-Disabled Interfaces |7

_‘2 fe-0/0/0.0

0SPF Interfaces

!

OK.| Cancel | Apply

Step 4.4
When satisfied with your changes, click OK to activate the configuration and return to the
Quick Configuration > Routing and Protocols page.
Step 4.5
Use J-Web to monitor OSPF at the Monitor > Routing > OSPF Information page. Use the
outputto answer the related questions.
Question: Why are some interfaces shown as having no
DR or BDR?
Answer: Showing no DR or BDR is normal for
point-to-point interfaces. The designated and backup
designated routers are only elected on broadcast and
NBMA topologies.
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Question: Are any interfaces listed as having zero (0)
neighbors? If so, is this a sign of problems?

Answer: All real interfaces should be listed as having a
single OSPF neighbor given the classroom topology. You
should see that your loopback interface does not have
any neighbors, which is to be expected given its virtual

status.
— . Logged in as: lab
JJuniper. LONDON - J4300
NETWORKE Help About Logout
m Conﬁguraﬁon / Diagnose / Manage /
b Syst Monitor > Reuting > OSPF Information
ystem
k Chassis Routing
b Interfaces OSPF Information
. . v .
OSPFNe|ghhors
Route Information Interf Aetivity — — ; Adi
5 nterface : vi - p jacency
BEP nformation Rddress Name EEl { sl Timer bz [T Address  Address  Time Time
0SPF Information : 10.222.3.2 fe-0/0/t.0  Full 192.168.32,1 123 37 0.0.0.0 0Ox42 10.222.3.1 1022232 00:04:02  00:04:02
10.222.2.1 se-1/0/1.0  Full 192.168.74.1 4128 2 0.0.0.0 0Ox42 0.0.0.0 0.0.0.0 00:04:43 00:04:48
RIP Information o N4 )
b Service Sets 0SPF Interfaces
» Firewall Interface State Area DRID BDR ID Neighbors
b IPSec fe-0101.0 DR @0.0.0 192.388.36.1 192.188.32.1 1
lo0.0 DR 0.0.0.0 192.168.36.1 0.0.0.0 0
»
— lo0.0 CR 0,000 192.168.36.1 0.0.0.0 0
k RPM ge-101.0 “PloPt 40.0.0.0 0.0.0.0 0.0.0.0 1
OSPF Statistics
Packet Type Packets Sent Packets Received
Hello 12 5
DbD 4 6
LSReq 2 2
LSUpdate 30 34
LSAck 29 25

Depth of flood Queue Total Retransmits Total Database Summaries
0 0 0
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Question: What is the OSPF cost (metric) associated
with your station’s LAN and serial interfaces? Why do
you think they are different?

Answer: By default, OSPF metrics are assigned based
on interface bandwidth scaled to 100 Mb. As a result,
Fast Ethernet interfaces are assigned an OSPF cost

of 1. Serial interfaces have variable speeds based on
their provided timing. These interfaces are assigned an
OSPF metric of 12 by default:

Logged in as: lab

Authentication Type None

‘ Interface Address 10.222.3.1

| Address Mask 255.255.255.0
MTU 1500
Interface Cost
Hello Interval l[%ec
Dead Interval 40 sec
Retransmit Interval Jsec

i Juniper. LONDON - J4300
KETWORKS Help About Logout
m Conﬁguraton / Diagnose / Manage /
b Syst Monitor > Routing > OSPF Information
ystem S e
b Chassis Routing
b Inferfaces OSPF Information
- 4 Y
OSPF Interface: fe-0/0/1.0
Route Infarmation | B W
fe-0/0/1.0
BGP Information & = e
OSPF Information State =
Area 0.0.0.0
RIP Information
DRID 192.065.36.1
b Senvice Sets BDR ID 197, 168:32.1
¥ Firewall Neighbor Count 1
Adjacency.Count 1
* IPSec - P
Interface Type LAN
b NAT Stub Type Nat Stub
kRPN Passive Mode

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice
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Logged in az: lab

[ Juniper. LONDON - J4300
NETWORKS Help About Logout
m Conﬁguraton / Diagnose / Manage /
Monitor » Routing = OSPF Information
b System :
k Chassis ROI.ItII‘Ig
b Interfaces TR
¥
OSPF Interface: se-1/0/1.0
Route Information N
se-1/0/1.0
BGP Information i & )
OSPFInformation | |  State S
1 Area 0.0.0.0
RIP Information
3 DR ID 0.0.0.0
b Service Sets BDR ID 0.0.0.0
» Firewall Neighbor Count 1
: Adjacency Count 1
b IPSec jacenty
: Interface Type P2F
¥ AT i | Stub Type Not Stub
» RPM {|  Passive Mode
5 Authentication Type None
Interface Address 0.0.000
Address Mask 0.0.0.0
MTU 1500
Interface Cost 12
Hello Interval Iﬂ%c
Dead Interval 40 sec
Retransmit Interval 5sec

Question: Why do you think that your loopback interface
is listed twice in the OSPF Interfaces section?

Answer: The loopback interface is listed twice because
two distinct logical IP subnets are configured on this
interface. The 127.0.0.1 address came from the factory,
and a 192.168.x.1 address was configured by the user.
The 127.0.0.1 address is not actually advertised via
LSAs to any other stations, however. Click the link for
the | 00. O interface to confirm.
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Note

You might notice that in JUNOS software
point-to-point interfaces are listed twice in the
output of a show ospf interface detail
command or when clicking point-to-point interface
type in the OSPF Interfaces portion of the Monitor
> Routing > OSPF Information page. This is
because point-to-point interfaces are always treated
as an unnumbered interface. If an address is
assigned, the same interface is also advertised as a
numbered link. This behavior results in the interface
being listed twice in the router advertisement and
appearing twice in the GUI. This behavior is in
keeping with the OSPF standard.

Step 4.6

Use the Monitor > Routing > Route Information page to.display the routing table. Use the
resulting display to answer the following questions.

Question: What is the global preference for.OSPF
internal routes in JUNOS software?

Answer: By default, OSPFinternal routes are assigned a
global preference of 10. You ecan modify this value with
configuration, and this value is used in a manner similar
to administrative distance on other vendors’
equipment.

Question: How can you see the metric for a given OSPF
route using J-Web?

Answer: Click + next to a route to display its details. In
this example the metric for London to reach the
loopback address of SanJose is 14:

192.165%6.1/32 *OSPF/10 to 10.222.3.2 via fe-0/0/1.0, selected 9:05
E197.168.20.1/32 *OSPF/10 to 10.222.3.2 via fe-0/0/1.0, =elected 9:58
Preference 10
State Active Int

Metric 14
AS Path I [%

192.168.24.1/32 *OSPF/10 to 10.222.3.2 via fe-0/0/1.0, selected 9:05
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Use the J-Web Diagnose > Traceroute page to conduct traceroute testing to various
destinations within the network. Pay special attention to the paths that traffic takes, and relate
these paths back to the current classroom lab topology.

Question: Are the traceroutes successful, and does the
traffic flow over optimal paths?

Answer: Your ping and traceroute testing should be
successful. If not, you might want to check with the
remote team to confirm that its OSPF configurationuis in
place. Traceroutes should follow paths thatare dictated
by lowest OSPF metric; note that the mixture of
low-speed serial and high-speed Ethernet/,combined
with dynamic metric calculation based on bandwidth
means that multiple, equal-cost.paths might no longer
exists for some destinations and stations:

[ Juniper.

NETWORKS

LONDON -J4300

Logged in as: lab

Help About Logout

Diagnose '1'* ’

Monitor / Configuration
* Ping Host '

* Ping MPLS

Dizgnoss = Tracerouts

Traceroute

Traceroute to 192.168.20.1

traceroute to 192.168.20.1 (192.168.20.1), 32 hops max, 40 byte packets
110.222.3.2 (10.222.3.2) 11.465 ms 7.843 m= 16.136 ms

210.222.6.1 (10.222.6.1) 78.967 ms 18.965 ms 9.344 ms

3192.168.20.1 (192.168.20.1) 18.827 ms 18.782 ms 19.104 ms

o
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Pause here to allow all teams to complete the previous lab steps
before proceeding.

Tell your instructor that you have completed the J-Web OSPF
configuration and monitoring portion of this lab. Your instructor will
inform you as to whether you should proceed onto the optional CLI
portion of this lab.

Part 5: Configure and Monitor Multiarea OSPF Using the CLI (Optional)

Step 5.1

Begin by familiarizing yourself with the multiple-area OSPF topology. In this topology, the
Denver, Mont r eal , and San Jose stations function as area borderrouters(ABRs). Links
that cross area boundaries that are not attached to an ABR are marked with a
skull-and-crossbones symbol to indicate that OSPF adjacencies cannot beformed over these
links. You should configure the related interfaces to be passive so that the interface’s direct
routes are advertised by OSPF to maintain full reachability within the'room. By making these
interfaces passive, the hello process is suspended; this results in‘an OSPF internal route for
that interface without wasting cycles trying to bring up an-adjacency that can never be
established. Again, do not configure OSPF on yourf e- 0/ O/ O interface.

Use the CLI to delete the OSPF stanza and the explicit router ID statement that was configured
by the J-Web OSPF wizard in a previous lab part..Be sure to commit the changes when done.

| ab@ondon> configure
Entering configurati on node

[edit]

| ab@ondon# del ete protocol s ospf

[edit]

| ab@ondon# del ete touti'ng-options router-id

[edit]

[ ab@ondon# comity, and- quit
conmit conpl et’e
Exiting configuration node

| ab@ondon>
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Note

You do not need the explicit declaration of a router
ID (RID) with JUNOS software. By default, the router
uses the primary (non-Martian) address on the first
interface that is activated as a RID. This will be the
loopback interface when a non-127.0.0.1 address is
configured, as is the case in the current lab topology
where 192.168.x.1/32 addressing is assigned to
loopback interfaces. Further, when the RID is
chosen in this dynamic, but deterministic, manner, a
route is automatically advertised to the router’s
loopback address even though OSPF is not explicitly
enabled on the loopback interface. The
configuration examples in this section make use of
this dynamic RID behavior.

Step 5.2

Configure multiarea OSPF by listing each transit interface with an attached neighbor into the
correct area. Use the passi ve keyword for any links marked with the skull-and-crossbones
symbol. Note that OSPF does not have to be enabled.on your loopback interface in this lab
part.

A sample configuration from ABR Mont r'eal is shown along with the related configuration
syntax, courtesy of the CLI's di spl@y set functionality:

[edit protocols ospf]
| ab@bntreal # show
area 0.0.0.0 {
interface fe-2/0/0.0;
interface fe-0/0/1.0;
}
area 0.0.0.2 {
interface se-1/0/0.0;
}

[edit protocol siospf]
| ab@bntreal# show | display set
set protocols ospf area 0.0.0.0 interface fe-2/0/0.0
set protocol swospf area 0.0.0.0 interface fe-0/0/1.0
set “protocols ospf area 0.0.0.2 interface se-1/0/0.0
A sanple configuration frominternal router London is shown along with the
rel at'ed configuration syntax:
[ edint protocol s ospf]
| ab@ondon# show
area 0.0.0.2 {

interface se-1/0/1.0 {

passi ve;
}
interface fe-0/0/1.0;

—
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[edit protocols ospf]

| ab@ondon# show | display set

set protocols ospf area 0.0.0.2 interface se-1/0/1.0 passive
set protocols ospf area 0.0.0.2 interface fe-0/0/1.0

Step 5.3

When satisfied with your multiarea OSPF configuration, commit the changes and return to
operational mode.

[edit protocols ospf]

| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>
Step 5.4

Issue a show ospf i nterface command to confirm that your interfaces are in the correct
areas.

Question: Are all network interfaces shown inthe lab
topology listed as running OSPF in.the,correct area?

Answer: The answer’should be yes, as is the case in the
sample outputobtained at Mont r eal :

| ab@bntreal > show ospf interface

I nterface State Ar ea DR ID BDR I D Nbr s
fe-0/0/1.0 DR 0.0.0.0 192.168.40.1 192.168.56.1 1
fe-2/0/0.0 DR 0.0.0.0 192.168.40.1 192.168.20.1 1
se-1/0/0.0 Pt ToPt 0:0.0.2 0.0.0.0 0.0.0.0 1

Question: Are any neighbors detected on your OSPF
interfaces?

Answer: Each station should have at least one interface
with an OSPF neighbor. Note that passive interfaces do
not detect neighbors.
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Question: What metric is associated with your passive

and active interfaces? (Hint: You might want to include
the det ai | switch to the show ospf interface

command).

Answer: The OSPF metric values are not affected by an
interface’s status as active or passive. You should see
the same default metric values as observed through
J-Web during the single-area portion of this lab:

| ab@ondon> show ospf interface detail
Interface State Area DR ID BDR |1 D

Nbr s

fe-0/0/1.0 DR 0.0.0.2 192. 168. 36+1 192.168.32.1

Type: LAN, Address: 10.222.3.1, Mask: 255.255.255.0, MIU:. 1500, Cost: 1
DR addr: 10.222.3.1, BDR addr: 10.222.3.2, Adj count: 31, wPriority: 128
Hel |l o: 10, Dead: 40, ReXmit: 5, Not Stub
Aut h type: None
se-1/0/1.0 Pt ToPt 0.0.0.2 0. 0. 050 0.0.0.0
Type: P2P, Address: 0.0.0.0, Msk: 0.0.0.0, ¢4MIY; 21500, Cost: 12
Adj count: 0, Passive
Hell o: 10, Dead: 40, ReXmit: 5, Not Stub
Auth type: None
se-1/0/1.0 Pt ToPt 0.0.0%2 0.0.0.0 0.0.0.0
Type: P2P, Address: 10.222.2.2, Mask; 255.255.255.0, MIU. 1500, Cost: 6
Adj count: 0, Passive
Hel l o: 10, Dead: 40, ReXm ts 5, NotwStub
Aut h type: None

Step 5.5

Use the show._ospf nei ghbor command to confirm establishment of all expected OSPF

adjacencies.

Question: Why are adjacencies not expected on the
skull-and-crossbones links?

Answer: An OSPF adjacency cannot form between
routers that do not agree on the OSPF area ID. Further,
these links should be configured to operate as passive,
which means that hello-based neighbor discovery
cannot function. A single adjacency is therefore
expected, and confirmed, at London:

| ab@ondon> show ospf nei ghbor

Addr ess Interface State I D Pri Dead
10.222.3.2 fe-0/0/1.0 Ful | 192.168.32. 1 128 31
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Step 5.6

Use various forms of the show ospf dat abase command to answer the following

questions.

Question: What types of LSAs are present in your

router’s LSDB?

Answer: All stations should see Type 1 (router) and

Type 3 (network summary) LSAs. You might also see
Type 2 (network) LSAs when there is an Ethernet-based

adjacency in your area, as is the case at London:

| ab@ondon> show ospf dat abase

OSPF |ink state database, area 0.0.0.2
Type I D Adv REr Seq Age._/Opt Cksum Len

Rout er 192.168.32. 1 192.168.32. 1 0x80000003 367 O0x2 0x8099 84
Router *192.168.36.1 192.168.36. 1 0x80000004 840 O0x2 O0Oxddd5 60
Rout er 192.168.40.1 192.168.40.1 0x80000002 368 O0x2 Oxa752 60
Net wor k *10.222.3.1 192.168.36. 1 0x8000000% 840 0x2 O0xcbh9 32
Summary 10.222.1.0 192.168.40.1 0x80000003 368 O0x2 O0xc808 28
Summary 10. 222.4.0 192.168.40.1 0x80000003 368 0x2 0x9d31 28
Summary 10. 222.5.0 192.168.40.1 0x80000005 368 0x2 O0Ox16cl 28
Summary 10. 222.8.0 192.168.40.1 0x80000006 368 0x2 Oxfcd5 28
Summary 10. 222.9.0 192.168+440. 1 0x80000009 368 0x2 Oxeled 28
Summary 10.222.11.0 192. 168. 400 & 0x80000002 368 0x2 0x5276 28
Summary 10.222.12.0 192.168.40. 1 0x80000004 368 O0x2 0x4d77 28
Summary 192. 168. 16.1 192.4168. 40,1 0x80000003 368 O0x2 O0x52ee 28
Summary 192. 168. 20.1 192.168.40.1 0x80000003 368 0x2 Oxad9 28
Summary 192.168.24.1 192. 168. 40. 1 0x80000002 368 O0x2 0x633 28
Summary 192. 168.48.1 192.168.40.1 0x80000002 368 O0x2 Oxf22f 28
Summary 192. 168. 5641 1927168. 40. 1 0x80000002 368 0x2 0x2204 28

Question: What metric (cost) is your station advertising

in its router LSA for your serial interface? (Hint: You

should use the det ai | switch when you want to see

additional information. Also, try filtering the output by

indicating the type of LSA you are interested in seeing).

Answer: The sample capture shows that the serial

interface is advertised with a metric of 12 at London:
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| ab@ondon > show ospf database router detail advertising-router 192.168.36.1

OSPF |ink state database, area 0.0.0.2

Type ID Adv Rtr Seq Age Opt Cksum Len
Router *192.168.36.1 192.168.36. 1 0x80000004 1014 0x2 O0xddd5 60

bits 0x0, link count 3

id 10.222.3.1, data 10.222.3.1, Type Transit (2)

TGOS count 0, TOS O netric 1

id 10.222.2.0, data 255.255.255.0, Type Stub (3)

TGOS count 0, TOS O netric 6

id 192.168.36.1, data 255.255. 255. 255, Type Stub (3)

TGOS count 0, TOS O netric O

Step 5.7

Clear OSPF adjacencies and the OSPF database with the cl ear . ©spficommand. You might
want to experiment with the pur ge option to the cl ear command as this will age out all
entries in your database, forcing it to be rebuilt with fresh LSAs.

Question: Are your adjacencies‘correctly rebuilt after
they are cleared?

Answer: The answershould be yes, and is
demonstrated in the sample capture; note that you
must be very fast, or lucky, to see all of these states. Try
the following: open a second window and type the show
command before the cl ear command, but do not
press Enteron the showcommand until just after you
execute the cl ear command:

| ab@ondon> cl ear ospf. nei ghbor
| ab@ondon> show ospf. nei ghbor

Addr ess Interface State I D Pri Dead
10.222.3.2 fe-0/0/1.0 ExSt art 192.168.32.1 128 39

| ab@ondon>,show ospf nei ghbor

Addr ess Interface State I D Pri Dead
10.222.3.2 fe-0/0/1.0 Loadi ng 192.168.32.1 128 31
| ab@ondon> show ospf nei ghbor

Addr ess Interface State I D Pri Dead
10.222.3.2 fe-0/0/1.0 Ful | 192.168.32.1 128 30
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Question: Is the OSPF database correctly repopulated

after it is cleared?

Answer: Again, the answer should be yes. Note how the

sample capture shows LSAs that are set to 3600
seconds (maximum age) and then later reborn in

phoenix fashion as a result of their being reflooded by
the originating station:

| ab@ondon> cl ear ospf database purge

| ab@ondon> show ospf dat abase

OSPF |ink state database, area 0.0.0.2
Type ID Adv Rtr Seq Agen, Opts Cksum Len
Rout er 192.168.32.1 192.168.32.1 0x8000001c%. 3600 0x2 O0x4eb2 84
Router *192.168.36.1 192.168.36.1 0x8000001e 1,70x2 Oxa9ef 60
Rout er 192. 168.40.1 192.168.40.1 0x80000003 3600 O0x2 O0xab53 60
Net wor k *10.222.3.1 192.168.36.1 0x8000007b 1 O0x2 0xd7d3 32
Sunmary 10.222.1.0 192.168.40.1 0x80000005, 3600 O0x2 Oxc40a 28
Sunmary 10.222.4.0 192.168.40.1 0x80000005 3600 O0x2 0x9933 28
Sunmary 10.222.5.0 192.168.40.1 Ox80000017 3600 O0x2 Oxfl1ld3 28
Sunmary 10.222.8.0 192. 168.40.1 0x80000018 3600 O0x2 0xd8e7 28
Sunmary 10.222.9.0 192.168.40.1 Ox8000001b 3600 O0x2 Oxbdff 28
Sunmary 10.222.11.0 192. 168.40. 1 0x80000004 3600 O0x2 O0x4e78 28
Sunmary 10.222.12.0 192. 16840, 1 0x80000005 3600 O0x2 0x4b78 28
Sunmary 192.168.16. 1 192. 168. 40. 1 0x80000004 3600 O0x2 Ox50ef 28
Sunmary 192, 168.20. 1 192. 168.40. 1 0x80000004 3600 O0x2 Oxab9c 28
Sunmary 192.168.24.1 192.4168. 40.1 0x80000003 3600 O0x2 0x434 28
Sunmary 192.168.48. 1 192.168.40.1 0x80000003 3600 O0x2 O0xf030 28
Sunmary 192.168.56. 1 192, 168. 40. 1 0x80000003 3600 O0x2 0x2005 28
| ab@ondon> show ospf dat abase
OSPF |ink stiate database, area 0.0.0.2
Type I D Adv Rtr Seq Age Opt Cksum Len
Rout er 192. 168.:32.11 192.168.32.1 0x8000001d 10 0x2 O0x4cbh3 84
Router *192.168.36.1 192. 168.36.1 0x8000001e 9 0x2 Oxa9ef 60
Rout er 192,168740. 1 192.168.40.1 0x80000004 10 0x2 O0xa354 60
Net wor k. *10:7°222. 3.1 192.168.36.1 0x8000001b 9 O0x2 0xd7d3 32
Sunmary 20.222.1.0 192.168.40.1 0x80000006 10 0x2 O0xc20b 28
Sunmary 10.222.4.0 192.168.40.1 0x80000006 10 O0x2 0x9734 28
Sunmary 10.222.5.0 192.168.40.1 0x80000018 10 O0x2 Oxefd4 28
Sunmary 10.222.8.0 192.168.40.1 0x80000019 10 O0x2 O0xd6e8 28
Sunmary 10.222.9.0 192.168.40.1 0x8000001c 10 0x2 Oxbb01 28
Sunmary 10.222.11.0 192.168.40.1 0x80000005 10 O0x2 0x4c79 28
Sunmary 10.222.12.0 192.168.40.1 0x80000006 10 O0x2 0x4979 28
Summary 192.168.16. 1 192.168.40.1 0x80000005 10 O0x2 Ox4ef0 28
Summary 192. 168. 20. 1 192.168.40.1 0x80000005 10 O0x2 0xa9%99d 28
Summary 192.168.24.1 192.168.40.1 0x80000004 10 0x2 0x235 28
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192.168.48.1
192.168.56.1
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192.168. 40. 1 0x80000004 10 0x2 Oxee31 28
192.168. 40. 1 0x80000004 10 0x2 Oxle06 28

Use the show rout e protocol ospf 192.168. 0.0/ 16 command to quickly confirm
that you have a route to the loopback address of all OSPF routers in the lab topology. Use
t racer out e to confirm loopback reachability and forwarding paths.

Question: Are all remote loopback addresses
represented as OSPF routes, and do the traceroute
results indicate the use of optimal paths?

Answer: The following sample capture, which is taken

from the London router, indicates that routes for all 7
of the 7 possible OSPF-learned loopback addresses are
present. Your results will vary based on the'number of
student teams participating ingouriclass. The
traceroute results show that traffic from London to the
loopback address of Hong Kang follows an optimal
path, given the lack ofi/an adjacency between the
Tokyo and London routers:

| ab@ondon> show route protocol ospf 192./168.0.0/ 16

i net.O:

192. 168.
192. 168.
192. 168.
> to 10.
192. 168.
192. 168.
192.168.

192. 168.

27 destinati ons,
+ = Active

Route, - = Last Active,
16. 1/ 32 *[ OSPF/ 10]°,00: 02:
> t.0 10.222.3.2
20.1/ 32 *[LOSPE/ 10] 00: 02:
> to 10.222.3.2
24.1/ 32 *[L.OSPF/ 10] 00: 02:
222.3.2 via fe-0/0/1.0
32.1/ 32 *[ OSPF/ 10] 00: 02:
> to 10.222.3.2
40. 1432 *[ OSPF/ 10] 00: 02:
> to 10.222.3.2
48. 1/ 32 *[ OSPF/ 10] 00: 02:
> to 10.222.3.2
56. 1/ 32 *[ OSPF/ 10] 00: 02:

> to 10.222.3.2

| ab@ondon> traceroute 192.168. 16. 1
traceroute to 192.168.16.1 (192.168.16.1), 30 hops nax, 40 byte packets

1 10.222.3.2 (10.222.3.2)

10.222.6.1 (10.222.6.1) 19.427

2
3 10.222.5.2 (10.222.5.2) 19.126
4 192.168.16.1 (192.168.16.1)

19.

28 rout es (27 active, O holddown, O hidden)
*¥= Both

22, netric 26
via fe-0/0/1.0
22, netric 14
via fe-0/0/1.0
22, netric 27

22, netric 1

via fe-0/0/1.0
22, netric 13
via fe-0/0/1.0
22, netric 26
via fe-0/0/1.0
22, netric 14
via fe-0/0/1.0

9.670 ns8 18.397 ns 19.349 ns

ms 18.850 ns 9.382 ns
ms 18.891 ns 19. 133 ns
997 nms  17.997 ns 19. 461 ns
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Step 5.9

Configure OSPF tracing according to the sample traceoptions stanza. Commit your changes
when done.

[edit protocols ospf]

| ab@ondon# show traceoptions
file ospf-trace;

flag error detail;

flag hello detail;

flag | sa-update detail;

[edit protocols ospf]

| ab@ondon# show traceoptions | display set

set protocols ospf traceoptions file ospf-trace

set protocols ospf traceoptions flag error detai

set protocols ospf traceoptions flag hello detai

set protocols ospf traceoptions flag | sa-update detai

[edit protocols ospf]

| ab@ondon# commt and-quit
conmt conplete

Exiting configuration node

| ab@ondon>
Step 5.10

Monitor the ospf - t r ace file, and usetheoutput to answer the related questions.

QuestionzHow often are hello packets being
exchanged?

Answer: Once a neighbor is detected, all interface types
generate hellos approximately every 10 seconds by
default:

| ab@ondon> monist ory, start ospf-trace | nmatch "OSPF hello front

| ab@ondon>

*** ospf=trace ***

Mar 4 17:40:24 OSPF hello from 10.222.3.2 (IFL 68, transit area 0.0.0.0)
absor bed

Mar 4 17:40:32 OSPF hello from 10.222.3.2 (IFL 68, transit area 0.0.0.0)
absor bed

Mar 4 17:40:40 OSPF hello from 10.222.3.2 (IFL 68, transit area 0.0.0.0)
absor bed

| ab@ondon> nonitor stop
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Question: Is any LSA update activity occurring?

Answer: The answer will depend on the overall stability
of the classroom topology. In most cases you will see
only periodic hello traffic. You can deactivate an
interface or purge the database to see LSA update
activity, if desired.

Step 5.11

Delete the traceoptions stanza from the [ edi t pr ot ocol s ospf.] ‘hierarchy to deactivate
tracing.

| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# del ete protocols ospf traceoptions

[edit]

| ab@ondon# commit and-quit
commit conplete

Exi ting configuration node

| ab@ondon>

@ Please tell yourinstructor that you have completed Lab 4.
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Lab 5
Static and BGP Routing (Detailed)

Overview

This lab covers the configuration and operational analysis of staticcand:BGP routing. In this lab
you will configure typical static and BGP routing scenarios that.support.attachment to an
Internet service provider (ISP). Emphasis is placed on the J-Web user interface where possible.

The lab is available in two formats: a high-level format that is\designed to make you think
through each step and a detailed format that offersstep=by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform the followingtasks:

. Modify your configuration to@ccemmodate a new lab topology.
. Configure and monitor static routing.
. Configure and monitor BGP routing.
= @ Static and BGP Routing (Detailed) ¢ Lab5-1

i Ju !per 8.a.8.1R2




Operating Juniper Networks Routers in the Enterprise

Key Commands

Key operational-mode commands used in this lab include the following:

?

configure

noni tor start

noni t or stop

pi ng

show bgp nei ghbor

show bgp summary

show confi guration

show route

show route adverti si ng-protocol
show route receive-protocol
traceroute

Part 1: Reload and Commit the Previous J-Web Configuration

Note

You can use J-Web to load.configuration files from
your PC or to paste inconfiguration text from your
PC’s clipboard. Currently; you must use the CLI to

load configuration filesstored locally on the router.

Step 1.1

In a previous lab you saved your initial configuration, as created through the J-Web interface,
to afile called | ab2- j web. To ensure that all stations begin this lab in a known state, you

should now use the €khto load and commit this configuration file.

You should recall that this configuration was also saved as the rescue configuration. As a
result, you can recall this configuration by momentarily depressing the front panel CONFIG
button or by issuing ar ol | back rescue CLI command. Remember that you must commit

the rollback change to place it into effect. You can also use J-Web to view the rescue

configuration, which can then be cut and pasted into your station.

| ab@ondon> configure
Enteri ng configurati on node

[edit]
| ab@ondon# | oad override | ab2-jweb
| oad conplete

[edit]

| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>
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Step 1.2

Launch your browser and open a J-Web session to your assigned station. Log in as the | ab
user with the password supplied by your instructor.

Step 1.3

Refer to the Lab 5 topology diagram. Those stations that peer with Sydney should now use
the J-Web Quick Configuration interface wizard to configure the f e- 2/ 0/ 1 interface at the
Configuration > Quick Configuration > Interfaces page. The remaining stations that do
not peer with Sydney should confirm that the f e- 2/ 0/ 1 interface is not configured. A
sample capture is taken from London:

Logged in as: lab

Q¢ Juniper. LONDON - J4300

Monitor Configuration Diagnose / Manage /
) ) Configuration > Quidk Configuration > |nterfaces
¥ Quick Configuration

Help About Logout

Set Up ;| Quick Configuration

sl : | Interfaces Add a Logical Interface

Interfaces :

e Interface Information

SIP :
Logical Interface Descrlptlon

Routing id 4 prefi A
IPv4 Addresses and Prefixes

FirewaliNAT 1721 3‘0'4

IPSec Tunnelz

Reattime Performance

Wonitoring

» View and Edit Delete

H

* History . O

» Rescue 0K I‘Caﬂcel

Copyright @ ZGMW, ]uniper\urlts, Inc. All Rights Reserved. Trademark Notice.
Step 1.4

Those stations that peer with Sydney should use ping to confirm reachability to Sydney’s
172.16.1.9 address. Again, a sample capture from London is shown:
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Logged in as: lab

" Juniper. LONDON - J4300

HETWORK

Help About Logout

oo conpraion I ise ]

) Diagnose > Ping Host
* Ping Host

* Ping MPLS

* Traceroute F'Ing Host

Ping 172.16.1.9

PING 172.16.1.9 (172.16.1.9): 56 data bytes

&4 bytes from 172.16.1.9: icmp_seq=0 ttl=255 time=87.833 ms
&4 bytes from 172.16.1.9: icmp_seq=1 ttl=255 time=10.357 ms
&4 bytes from 172.16.1.9: icmp_seq=2 ttl=255 time=40.331 ms
&4 bytes from 172.16.1.9: icmp_seq=3 ttl=255 time=10.378 ms
&4 bytes from 172.16.1.9: icmp_seq=4 ttl=255 time=10.176 ms
&4 bytes from 172.16.1.9: icmp_seq=5 ttl=255 time=10.355 ms
&4 bytes from 172.16.1.9: icmp_seq=6 ttl=255 time=10.255 ms
&4 bytes from 172.16.1.9: icmp_seq=7 ttl=255 time=40.321 ms
&4 bytes from 172.16.1.9: icmp_seq=48 ttl=255 time=10.568 ms
&4 bytes from 172.16.1.9: icmp_seq="9 ttI=255 time=10.267 ms
--- 172.16.1.9 ping statistics ---

10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/ava/max/stddev = 10.176/24.084/87.833/24.320 mis

] K Q

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Rw Hotice.

Step 1.5
All stations should gonfigure.the OSPF IGP that provides connectivity within their AS. Use the
J-Web OSPF wizard to configure a single-area OSPF. You should list only your station’s
loopback and sefial interface as running OSPF at this time. The sample capture is taken from
London:
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Logged in az: lab

Help About Logout

Monitor Configuratiol Diagnose / Manage /

SetUp
55L
Interfaces
Uzerz

SNHMP
Routing
FirewallNAT
IPSec Tunnelz

Realtime Performance
Monitoring

¥ \iew and Edit
k History

* Rescue

. . Configuration > Quidk Configurstion > Routing
¥ Quick Configuration

Quick Configuration

Routing

Router Identification

Router Identifier |19216336.1 g

OSPF

Enable OSPF [

OSPF AreaID {0000

Area Type |regular v| 7

Enable OSPF on All Interfaces [~

05PF-Enabled Interfaces 05PF-Dizabled Interfaces |2
lo0.0 ' fe-0/0/0.0
se-1/0.0 =2 | fe-0/01.0

OSPF Interfaces fe-20110

Copyright @ 2004-2005, Juniper Netwnrks\ﬁll Rights Reserved. Trademark Notice.

Step 1.6

Stations that peer with Sydney must set their f e- 2/ 0/ 1 interface to be passive so that the
EBGP next hop associated with routes from other ASs can be resolved. You could also use a
policy to set the BGP next hop to self to achieve this goal. The use of policy to alter a BGP next
hep.is beyond the scope of this course, however.

You can set the f e- 2/ 0/ 1 interface to passive using J-Web at the Configuration > View
and Edit > Edit Configuration > Protocols > Ospf > Area 0.0.0.0 > Interface > Add
new entry page, as shown, or with the CLI command set protocol s ospf area O
interface fe-2/0/1 passi ve. Either way, be sure to commit those changes!

@ Static and BGP Routing (Detailed) ¢ Lab 5-5



Operating Juniper Networks Routers in the Enterprise

NETWORKS

Monitor Configuration Diagnose / Manage /

Configuration

Expand all | Hide all }
system
interfaces
routing-options
[= protocols

[l ospf
[ area
=0.00.0
[ interface
lof.0
se-1i011.0

‘i Juniper.

Bfd liveness detection Confiqure

Logged in as: lab

LONDON - J4300

Help About Logout

Configuration * View and Edit = Edit Configuration > Protocols = Cspf » Ares 0.0.0.0 = |nterface

Area

Interface

OKl Cancell Refresh | Commit... | Discard...
Interface name |re~2mm.0 2[m

Dead interval I ?

Disable [~ ves

Hello interval I— ?
Interface type I_L,

Metric I— ?

Passive [ yes 1

Poll interval I— ?

pioiy [ [

Retransmit interval If ke

Te metric I—_‘ 7!

Transit delay I__— ?

Auth y I [ T’

NeighberMNone configured) Add new entry

N .
Hhdvanced

OI’ Cancell Refresh | Corrrmit.. | Discard...
",

Icon Legend

Comment
The configuration statement has been annotated with a comment. To dizplay the comment, place the cursor over the statement icon.

Inactive
The configuration statement iz not active and does not affect the device.

Modified
The configuration statement has been changed or added.

Mandatory
The configuration statement muzt have a value.
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iJunlper LONDON - J4300

Monitor Configuration Diagnose / Manage /

Configuration

( Expand all | Hide all }
system
interfaces
routing-options
[l protocols

[l ospf
[-larea
=0.00.0
[ interface
log.0
se-11011.0

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. M

Step 1.7

| ab@ondon> show confi gurat ifon |

Logged in az: lab

Help About Logout

‘Summary of Changes

‘ set protocols ospfarea 0.0.0.0 interface fe-2/0M1.0  passive

%l Cancel |

The changes made to the baseline configuration at London are called out here:

[edit interfaces]

+ fe-2/0/1 {
description "to _sharedyfe-2/0/1 172.16.1.0/24 network";
unit 0 {
famly imnet, {
address 172. 16. 1. 3/ 24;
}
}
}
edit]

}

R I T T T T TR T i e S S S S S S S

}

| ab@ondon>

rout i.ng-.options {
router-id 192.168. 36. 1;

proetocol s {
ospf {
area 0.0.0.0 {

interface |00.0;

interface se-1/0/1.0;

interface fe-2/0/1.0 {
passi ve;

}

conpare | ab2-jweb

s Juniper
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Part 2: Configure and Monitor Static Routing

Step 2.1

e Juni

NETWORKS

per.

Refer to the Lab 5 topology diagram to orient yourself with the static/BGP routing topology. The
goal is to configure static routing to provide connectivity among the various station parings
that represent distinct ASs. In this lab the instructor-controlled Sydney station functions as a
service provider that interconnects each AS.

Use the CLI or the J-Web Quick Configuration Routing wizard to configure a default static
route. Static routes are configured atthe [ edit routi ng-options static routel],CLI
hierarchy or at the J-Web Configuration > Quick Configuration > Routing > Static
Routing page. Stations that peer with Sydney should define Sydney as the defaultroute’s
next hop. In contrast, internal stations should point their default route towards the upstream
router. The J-Web capture shows a correct default route configuration for Sydney peering
station London. The CLI example shows the correct static route definition at.Tokyo:

Logged in as: lab

LONDON - J4300

Help About Logout

Monitor Configuration Diagnose / Manage /

¥ Quick Configuration

Set Up

SSL
Interfaces
Users

SNHP
Routing
FirewallNAT
IPSec Tunnels

Realtime Performance
Wonitoring

k View and Edit
» History

* Rescue

Configuration > Quidk Configuration > Routing

Quick Configuration

Routing

Default Route

Default Route | 1721619

Static Routes

Mo static routes aredefined.

Copyrig %umpﬁr Networks, Inc. All Rights Reserved. Trademark Notice.

| ab@okyo> configure
Entering configurati on node

[edit]

| ab@okyo# edit

[ edit

routing-options

routing-options]

| ab@okyo# set static route 0.0.0.0/0 next-hop 10.222.2.2
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[edit routing-options]

| ab@okyo# conmmit and-quit
conmit conplete

Exiting configuration node

| ab@okyo>
Step 2.2

When satisfied with the default route definition at your station, use J-Web to display your
station’s routing table at the Monitor > Routing > Route Information page.

Question: Is the default static route active and pointing
to the correct next hop?

Answer: The answer should be yes, as shown'in the
sample capture taken at London:
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p— . Logged in az: lab
Juniper. LONDON - J4300
HETWORKS Help About Logout
m Configuration / Diagnose / Manage /
i Monitor > Routing > Route Information
k System :
» Chassis 5 Routing
b Interfaces ‘| Route Information

' | 13 destinations, 14 routes (12 active, 0 hold down, 1 hidden) Showing 13 of 14 routes (Page 1 of 4)
Route Information ]

BGP Information

Destination Protocol/Preference Next-Hop Age
OSFF nformeen #p.0.0.0/0 *Static/s to 172.16.1.9 via fe-2/0/1.0, selected )8
FF niermeten 10,222.2.0/24 *Direct/0 Interface % 27:04:57
F Service Sets 0SPF/10 via se-1/0/1.0, selected 3
F Firewal 10.222.2.2/32 *Local/0 Local 22:05:01
> IPsec 10.222.3.0/24 *Direct/0 Interface 22:04:59
i 10.222.3.1/32 *Local/0 Local 22:05:02
* RPM 10.250.0.0/16 *Direct/0 Interface 22:04:59
l 10.250.0.143/32 *Local/0 Local 22:05:02
172.16.1.0/24 *Direct/0 Interface 21:01
172.16.1.3/32 *Local/0 Local 21:01
192,168.24.1/32 *DSPF/10 via se-1/0/1.0, selected 8
192.168.36.1/32 *Difect/0 Interface 22:05:33
B224,0,0.5/32 *O5PR(L0 13:59

Destination Address | Protocol I vl

Next Hop Address | Receive Protocol I vl

Best Route [~ Inactive Routes [~
Exact Route [~ Hidden Routes [
Number of Routes to Display |25 =

Jox |

Copyright @NZME, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.

Step 2.3
Use the J-Web Diagnose page to conduct traceroute testing between your station’s loopback
address and the loopback address of stations in remote ASs. Use the Advanced options to
select a source address that matches your station’s loopback address.
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Question: Are the traceroutes successful?

Answer: The answer should be yes. The sample
captures taken at Tokyo confirm connectivity between
AS 65000 and 65002:

— . Logged in as: lab
1 Juniper. TOKYO - J4300

METWORKS Help About Logout
Monitor / Configuration Manage /
b Ping Host Disgnoss > Traceroute
k Ping MPLS

Traceroute e N

Traceroute to Host

The traceroute diagnostic tool uses a series of packets crafted to elicit an ICMP "time exceeded” messages from
intermediate points in the network between your router and the'epecified host.

The time-to-live for a packet iz decremented Bach time the packet is routed, o traceroute generally receives at
|east one "time exceeded” rezponze from each waypoint. Traceroute startz with a packet with a time-to-live value
of one, and increments the time to liveforsubseguent packets, thereby constructing a rudimentary map of the
path between hosts,

Entering a host below createza traceroute tazk that will run until the traceroute iz complete or until it fails due to
time out.

* Remote Host | 192.16840 1 ?

= Advanced options

Don't Resolve Addresses [ |3 Routing Instance lm 2
Interface |any x| [7 Gateway | ?
Time-to-Live |32 «=|[7 Source Address |‘|92_158.24.1 ?
Type-of-Service Iﬂ 7 Bypass Routing [ [»

Resolve AS Numbers [ [z

=

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.
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QelJuniper.

Logged in az: lab

TOKYO - J4300

Help About Logout

Monitor / Configuration Manage /

¥ Ping Host

* Ping MPLS

Disgnose = Traceroute

Traceroute

Traceroute to 192.168.40.1

traceroute to 192.168.40.1 (192.168.40.1) from 192.168.24.1, 32 hops max, 40 byte packets
110.222.2.2 (10.222.2.2) 9.423 ms 5.910 ms 6.917 m=

2172.16.1.9 (172.16.1.8) 21.699 ms 18.741 ms 19.479 ms

3172.16.1.4 (172.16.1.4) 18.763 ms 18.471 ms 19.459 ms

4 192.168.40.1 (192.168.40.1) 18.242 ms 19.322 ms 19.312 m=

F N

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice. P ) \ )

Note

You should notify your instructor if you detect any
connectivity problems after.confirming that the
remote teams have finished their configuration
activities.

@ Pause here to allow all teams to complete the previous lab steps
before proceeding.

Tell yourinstructor that you have completed the static route
configuration and monitoring portion of this lab.

Part 3: Configure and Monitor BGP Routing

Step 3.1
Begin by deleting the static default route definition at your station. Use J-Web or a del et e
routing-options static CLI command, as desired.

Step 3.2
Use the J-Web BGP wizard to define your internal BGP session at the Configuration > Quick
Configuration > Routing and Protocols > BGP Routing page. Be sure to peer between
loopback addresses using the local-address option.
The capture taken at Tokyo shows the expected IBGP session parameters:
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Logged in ag: lab

TOKYO - J4300

Help About Logout

Monitor Configuration Diagnose / Manage /

¥ Quick Configuration

Quick Configuration

Configurstion > Quidk Configurstion > Reouting

Set Up :
s5L . | Routing
Interfaces '
= | Router Identification
SHIMP :
+ Router Identifier | 192165241
Routing
FirewallNAT | BGP
IPSec Tunnels '

Reattime Performance

Enable BGP [

Woritoring Autonomous System Number |SSDDD (7]
» View and Edit Peer Autonomous System Number |BSDI}I} . [9
b History Peer Address [1321683617 )
> Rescue | Local Address [192.16324 :

40{? Cancel | Applyl

: N 4
Copyright @ 2004-2005, Juniper Networks, Inc. @hﬂ Trademark Hotice.

Step 3.3

All teams that use EBGP to peer with Sydney must now use the CLI to define their EBGP
peering sessionaThese steps should be performed on London, San Jose, Anst er dam and
Sao’ Paul o only. A working BGP stanza is taken from London. The commands needed to
define the EBGP peering session are also shown. Be sure to commit the changes when done:

| ab@ondon> configure
Entering configurati on node

[ edist ]
| ab@ondon# edit protocols bgp

[edit protocols bgp]
| ab@ondon# show
group jweb-bgp {

| ocal - address 192. 168. 36. 1;

peer-as 65000;
nei ghbor 192. 168. 24. 1;

[

[edit protocols bgp]
| ab@ondon# edit group ext

Static and BGP Routing (Detailed) ¢ Lab 5-13
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[edit protocols bgp group ext]
| ab@ondon# set type external neighbor 172.16.1.9 peer-as 65420

[edit protocols bgp group ext]
| ab@ondon# show
type external;
nei ghbor 172.16.1.9 {
peer-as 65420;
}

[edit protocols bgp group ext]
| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

Step 3.4

Use the CLI (or the J-Web view and edit) to define a simple policy that redistributes direct
and OSPF-learned routes into BGP. Recall that the default policy for BGPus«to accept and
advertise BGP routes only. All teams can use the sample palicy‘(and the related command
syntax) shown here:

| ab@ondon> confi gure
Entering configurati on node

[edit]
| ab@ondon# edit policy-options policy-statenent direct-ospf

[edit policy-options policy-statenent direct-ospf]
| ab@ondon# set from protocol [ disect ‘ospf/ ]

[edit policy-options policy-statenent direct-ospf]
| ab@ondon# set then accept

[edit policy-options policy=statenent direct-ospf]
| ab@ondon# show

fromprotocol [ direct ospf.ls

t hen accept;

[edit policy-options policy-statenent direct-ospf]
| ab@ondon# commi t hand- qui t

conmit conplete

Exi ting confi guration node

| ab@ondon>
Step 3.5

Apply the di r ect - ospf policy as export atthe [ edit prot ocol bgp] hierarchy and
display the resulting BGP stanza top confirm your work. Your station’s configuration should be
similar to the sample taken from London. Be sure to commit your changes when satisfied with
your work:
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| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# set protocols bgp export direct-ospf

[edit]
| ab@ondon# show protocol s bgp
export direct-ospf;
group jweb-bgp {
| ocal - address 192. 168. 36. 1;
peer-as 65000;
nei ghbor 192.168.24.1
}
group ext {
type external
nei ghbor 172.16.1.9 {
peer-as 65420;
}

}

[edit]

| ab@ondon# commit and-quit
conmit conplete

Exi ting configuration node

| ab@ondon>
Step 3.6

When satisfied with'the BGPand policy configuration, use J-Web to display your station’s
routing table at the Monitor > Routing > Route Information page.

Question: Is your station learning routes through BGP?

Answer: The answer should be yes, as shown in the
sample capture taken at London:
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gJuniper.

LONDON - J4300

Logged in as: lab

Help About Logout

BT Corgsion | Gegnese | irese

k  System
* Chassis

k Interfaces

Route Information

BGP Information

Routing

Menitor > Routing > Route Informatior

Route Information

28 destinations, 34 routes (27 active, 0 hold down, 1 hidden)

Showing 31 of 34 routes (Page 1 of 1)

Destination Protocol/Preference Next-Hop AA‘
OSFF Information 10.222.1.0/24 *BGR/170 via se-1/0/1.0, selected 40:09
e nformater 10.222.2.0/24 *Direct/0 Interface 1d 0:10:13

» Service Sets DSPF/10 via se-1/0/1.0, selected 7

» Firewall BGP/170 via se-1/0/1.0, selected 40:09

* |PSec 10.222.2.2/32 *Local/0 Local 1d 0:10:17

kAT 10.222.3.0/24 *Direct/0 Interface 1d 0:10:15

* RPM 10.222.3.1/32 *Local/0 Local 1d 0:10:13
10.222.4.0/24 *BGP/170 to 172016. 1.8 vianfe=2/0/1.0, selected  29:51
10.222.5.0/24 *BGP/170 t0.172.16.1.9 via fe-2/0/1.0, selected  29:51
10.222.6.0/24 *BGP/170 to,172.16.1.9 via fe-2/0/1.0, selected  24:53
10.222.8.0/24 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, =elected  29:51
10.222.9.0/24 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, zelected  21:00
10.222.10.0/24 *BGP/170 bo 172.16.1.9 via fe-2/0/1.0, selected = 24:53
10.222.11.0/24 *BGEPf170 to 172.16.1.9 via fe-2/0/1.0, selected  17:51
10.222.12.0/24 *BGPATD to 172.16.1.9 via fe-2/0/1.0, selected  28:19
10.250.0.0/16 *Direct/0 Interface 1d 0:10:15
BGP/170 via se-1/0/1.0, selected 40:09
10.250.0.143/38 *Laeal/0 Local 1d 0:10:18
17246.1.0/24 *Direct/0 Interface 2:26:17
BGP/170 via se-1/0/1.0, selected 35:57
172.16.1.8)g2 *Local/0 Local 2:26:17
192.168.16.1/32 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, zelected  29:51
1929168.20.1/32 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, selected  29:51
192.168.24.1/32 *05PF/10 via se-1/0/1.0, selected 7
BGP/170 via se-1/0/1.0, selected 40:09
192.168.32.1/32 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, zelected  24:53
192.168.36.1/32 *Direct/0 Interface 1d 0:10:49
BGP/170 via se-1/0/1.0, selected 35:57
192.168.40.1/32 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, selected  24:53
192.168.48.1/32 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, selected  17:51
192.168.56.1/32 *BGP/170 to 172.16.1.9 via fe-2/0/1.0, zelected  17:51
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Use the J-Web Monitor > Routing > BGP Information page to display BGP status
information.

Question: Are all the BGP sessions defined at your
station established?

Answer: The answer should be yes. The sample
captures taken at London confirms that both the
internal and external BGP sessions are established:

Logged in as: lab

LONDON - J4300

Help About Logout

» System

Conﬁguraﬁon/ Diagnose / Manage /

* Chassis

F Interfaces :
Route Information
BGP Information
OSPF Information
RIP Information

k Service Sets

* Firewall

* |PSec

kAT

* RPM

Monitor > Routing > BGP Information

Routing
BGP Information
BGP Summary
BGP Peer Summary
Total Groups  Total Peers MP’rs “Unconfigured Peers
2 2 0
RIB Summary
RIB T, “Attive Suppressed History Damped Pending State
Name ixes Prefixes Prefixes Prefixes Prefixes Prefixes
inet.0 21 16 0 0 0 0
BGP Neighbors
‘er Address Autonomous System Peer State Elapsed Time Description
1721619 65420 Established  51:50
192.168.24.1 65000 Established  54:55

Cth kﬂlﬂ-#i Juniper Networks, Inc, All Rights Reserved. Trademark Notice.

Step 3.8

Use the J-Web Diagnose > Traceroute page to conduct traceroute testing between your
station’s loopback address and the loopback address of stations in remote ASs. Use the
Advanced options to select a source address that matches your station’s loopback address.

Static and BGP Routing (Detailed) ¢ Lab 5-17



Operating Juniper Networks Routers in the Enterprise

Question: Are the traceroutes successful?

Answer: The answer should be yes. The sample
captures taken at Tokyo confirms connectivity
between AS 65000 and 65002:

Logged in agylab

Pt §
[’ Juniper. TOKYO - J4300

NETWORKS m BboutSLogout
Monitor | Configuration ansge
* Ping Host Disgnose * Traceroute
* Ping MPLS

Traceroute e N

Traceroute to Host

The traceroute diagnostic tool uses a series of packets crafted to elicit amICMP “time exceeded” messages from
intermediate points in the network between your router and the@pecified hast:

The time-to-live for a packet is decremented each time the packet is routed, so traceroute generally receives at
least one "time exceeded” response from each waypoint. Traceroute starts with a packet with a time-to-live value of
one, and increments the time to live for subsequentpackets, thereby constructing a rudimentary map of the path
between hosts.

Entering a host below creates a traceroute sk that will Fun until the traceroute i= complete or until it fails due to
time out.

* Remote Host |‘|92.‘ISB.4D.‘I v "?‘

E Advanced options

Don’t Resolve Addresses [ [+ Routing Instance lm 7
Interface |any x| [2 Gateway | ?
Time-to-Live |32 |7 Source Address |192,168,24,1 ?
Type-of-Service lﬂ 7 Bypass Routing [~ |2

Resolve AS Numbers [~ [z

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.
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adun

iper.

Logged in as: lab

TOKYO - J4300

Help About Logout

Monitor /Conﬁguraﬁon Manage /

* Ping Host

k Ping MPLS

Dizgnoss = Trecerouts

Traceroute

Traceroute to 192.168.40.1

traceroute to 192.168.40.1 (192.168.40.1) from 192.168.24.1, 32 hops max, 40 byte packets
110.222.2.2 (10.222.2.2) 11.745 ms 7.573 ms 13.836 ms

2172.16.1.9 (172.16.1.9) 18.100 ms 19.039 ms 18.959 ms

3172.16.1.4 (172.16.1.4) 18.858 ms 19.304 ms 19.606 ms

4 192.168.40.1 (192.168.40.1) 68.966 ms 8.604 ms 19,364 ms

| N
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Note

You should.notify your instructor if you detect any
connectivitysproblems after confirming that the
remote teams/have finished their configuration
activities.

Tell your.instructor that you have completed Lab 5.
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Lab 6

J-series Services (Detailed)

Overview

This lab covers the configuration and operational analysis of static Network Address
Translation (NAT) and stateful firewall services. In this lab you will configure a basic NAT and
stateful firewall scenario that is typical for branch-office attachment to the Internet.

The lab is available in two formats: a high-level format that is\designed to make you think
through each step and a detailed format that offersstep=by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform the followingtasks:
. Modify your configuration toa@ccommodate the lab topology.
. Configure NAT and stateful firewall using the J-Web wizard.
. Monitor NAT and stateful firewall using J-Web.

. Modify stateful firewallerule sets using the CLI.
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Key Commands

Key operational-mode commands used in this lab include the following:
?
configure
noni tor start
noni t or stop
pi ng
show servi ces
traceroute

Part 1: Reload and Commit the Previous J-Web Configuration

Step 1.1

In a previous lab you saved your initial configuration, as created through'the J-Web interface,
to a file called | ab2- j web. To ensure that all stations begin, this,lab imva known state, you
should now use the CLI to load and commit this configuration file.

You should recall that this configuration was also saved.as the rescue configuration. As a
result, you can recall this configuration by momentarily depressing the front panel CONFIG
button or by using ar ol | back rescue CLI command. Remember that you must coni t
the rollback change to place it into effect. You.canalso use J-Web to view the rescue
configuration, which can then be copied and pasted into your station.

| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# | oad override | ab2-jweb
| oad conplete

[edit]

| ab@ondon# commit and- quit
conmit conplete

Exi ti ng configuration node

| ab@ondon>
Step 1.2

Launch your browser and open a J-Web session to your assigned station. Log in as the | ab
user with the password supplied by your instructor.

Step 1.3

This lab requires that all stations have direct connectivity to Sydney viathefe-2/0/ 1
interface. You should now use the CLI or the J-Web Quick Configuration interface wizard
to configure the IP address of the f e- 2/ 0/ 1 interface according to the Lab 6 topology
diagram. This configuration is accomplished atthe [ edit interfaces fe-2/0/1] CLI
hierarchy or the J-Web Configuration > Quick Configuration > Interfaces page. The
sample J-Web capture shows the correct parameters being configured at the London station,
and the CLI shows Tokyo being configured:
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—_— - Logged in as: lab
i Juniper. LONDON - J4300
HETWORKS Help About Logout
TR
Configuration > Quick Configuration > |nterfaces
SetUp . | Quick Configuration
Gl : | Interfaces Add a Logical Interface
Interfaces :
— Interface Information
SHIP 5
‘| Logical Interface Description |
Routing i ad 4 Prefi
.| IPv4 Addresses and Prefixes ?
FirewallNAT 172161324
PSec Tunnels
Realtime Performance  :
Monitoring I / I
» View and Edit § Add| Delete
» History :
* Rescue % | Cancel |
Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark NQ ) :

| ab@okyo> configure
Entering configurati on node

[edit]
| ab@okyo# edit interfiaces fe-2/0/1

[edit interfaces fe-2,0/1]
| ab@okyo# set unit O fam ly inet address 172.16.1.2/24

[edit interfaces fe-2/0/1]
| ab@oky.o#, show
uni tp, 0 {
famhy.d net {
address 172.16. 1. 2/ 24;
}

—

[edit interfaces fe-2/0/1]
| ab@okyo# commit and-quit
conmit conplete

Exi ting configuration node

| ab@okyo>
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Step 1.4
All stations should now define a static default route that points to Sydney’s 172.16.1.9
address. Use the J-Web Configuration > Quick Configuration > Routing > Static
Routing page to complete this task. The capture taken at London shows this configuration:
S - Logged in az; lab
[ Juniper. LONDON - 4300
NETWORKS

Help About Logout

Monitor Configuration Diagnose / Manage /

. . Configurstion * Quick Configuration > Routing
¥ (Quick Configuration

Quick Configuration

SetUp :
ssL .| Routing
Interfaces '
Users | Default Route
SHMP
.| Default Route |1?2.15.1.9
Routing ]
FrewalNAT | Static Routes
IPec Tunnels Mo static routes are defined.
Realtime Performance

Monitoring Add..
b View and Edit '

* History - Cancel Applyl

* Rescue

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. TraNuﬁae.

Step 1.5
Use the J-Web:Diagnose page or CLI to confirm reachability to Sydney’s 172.16.1.9 address
and to the server’s 172.16.2.254 address. The sample J-Web captures confirm the required
connectivity:atd.ondon:
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Qg Juniper.

KETWORKS

LONDON - J4300

Logoed in as: lab

Help About Logout

wior | Cotorsn [T ]

¥ Ping Host

* Ping MPLS

* Traceroute

Disgnose * Ping Host

Ping Host

Ping 172.16.1.9

PING 172.16.1.5 (172.16.1.5): 56 data bytes

64 bytes from 172.16.1.9: icmp_seq=0 t=235 time=15.767 ms
64 bytes from 172.16.1.9: icmp_seq=1 t1l=235 time=10.225 ms
fd bytes from 172.16.1.9: icmp_seq=2 tl=235 time=10.256 ms
64 bytes from 172.16.1.9: icmp_seq=3 tl=235 time=10.544 ms
64 bytes from 172.16.1.9: icmp_seq=4 tl=235 time=10.239 ms
64 bytes from 172.16.1.9: icmp_seq=>5 tl=255 time=25.281 ms
64 bytes from 172.16.1.9: icmp_seq=6 t=255 time=10.412 ms
64 bytes from 172.16.1.9: icmp_seq=7 tl=255 time=10.393 ms
64 bytes from 172.16.1.9: icmp_seq=8 tl=255 time=10.239 ms
64 bytes from 172.16.1.9: icmp_seq=3 tl=255 time=10.473 ms
--- 172.16.1.9 ping statistics ---

10 packets transmitted, 10 packets received, 0% packet loss
round-trip min/avg/max/stddev = 10.225/12.383/25.281/4.554 ms

! A\

Copyright © 2004-2005, Juniper Networks, Inc. Al mgher Hotice.

¥ Juniper.

NETWORKS

LONDON - J4300

Logoed in a3; lab

Help About Logout

* Ping Host

* Ping MPLS

Monitor | Configura

n

Manage /

Diagnose

Disgnose * Traceroute

Lraceroute

Traceroute to 172.16.2.254

traceroute to 172.16.2.254 (172.16.2.254), 32 hops max, 40 byte packets

1172.16.1.9 (172.16.1.9) 9.826 ms 5.318 ms 10.552 ms
2172.16.2.254 (172.16.2.254) 9.263 ms 8.368 ms 3.453 ms

3&
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Note

Sydney’s configuration is such that it can only route
packets between its directly connected subnets.
This is an important point because this condition is
later used to confirm NAT functionality.

Step 1.6
Confirm that Sydney cannot route to non-172.16.x.0/24 prefixes by generating test traffic to
Sydney’s 172.16.1.9 address that is sourced from your station’s loopback address. The
following sample captures show a traceroute that fails as expected because of Sydney.'s
inability to route to London’s 192.168.36.1 source address:
p— . Logged in az: lab
g Juniper. LONDON - J4300
HETWORKS Help About Logout
Monitor / Configuration Manage /
' : Disgnose * Tracenute
* Ping Host
* Ping MPLS

Traceroute to Host

The traceroute diagnostic tool uses a series of packets crafted to elict an ICMP "time exceeded” messages from intermediate points in
the network between your router and the specified host.

The time-to-live for a packet is decremented. each timethe packet is pouted, so traceroute generally receives at least one "time
exceeded” response from each waypaink. Traceroute startswith a packet with a time-to-live value of one, and increments the time to
live for subsequent packets, thereby'constructing a rudimentary map of the path between hosts.

Entering a host below creates a traceroute task that will run until the traceroute is complete or until it fails due to time out.

* Remote Host |1?2.TB.19 N 2

2 Advanced options
Don't Resolve Addresses [ |7 Routing Instance |defau|t vl 7

Interface m ? Gateway l— ?
M

Time-to-Live

Source Address I 192.168.36.1 ?

Type-of-Service Bypass Routing [~ [»

Resolve AS Numbers

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.
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i Juniper.

Logged in as: lab

LONDON - J4300

Help About Logout

Monitor / Configuration Manage /

» Ping Host

* Ping MPLS

Disgnose > Traceroute

Traceroute to 172.16.1.9

traceroute to 172.16.1.9 (172.16.1.9) from 192.168.36.1, 32 hops max, 40 byte packets
l * & &

QEEE
JEEE
4E*=*

4 A\

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hafice. A ,

Part 2: Configure Stateful Firewall and NAT

In this lab part you use'theJ-Web Quick Configuration NAT/stateful firewall wizard to
quickly configure basic NAT.and stateful firewall functionality. The symmetric nature of the lab
topology accommodates a common configuration among all student teams.

Step 2.1
Access the/NAT/stateful firewall wizard at the Configuration > Quick Configuration >
Firewall/NAT page. Enable stateful firewall by clicking the Enable Stateful Firewall check
box. Add'the f'e- 2/ 0/ 1 interface as an untrusted (outside) interface.
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Logged in as: lab

[ Juniper. LONDON - J4300

KETWORKS

Monitor Configuration Diagnose / Manage /

¥ Quick Configuration

Help About Logout

Configurstion * Quick Configuration * Firswall/NAT

Setlp | Quick Configuration
ssl | Firewall/NAT
hterfaces |

lsers Stateful Firewall
Sl

i | Stateful firewall inspects traffic flowing between a trusted network and an untrusted network., All packets flowing from a trusted network to an
Routing ¢ | untrusted network are allowed. Packets flowing from an untrusted network to a trusted network are allowed only if they,are responsgs to a
:| session originated by the trusted networle,

FirewalllNAT 3

PSec Tunnzls Enable Stateful Firewall W

Eianmgermma"m Trusted Interfaces
¥ View and Edit Select the interfaces to be part of a trusted network. Stateful firewall is applied to the untrusted interfaces:
* History Untrusted Interfaces Trusted Interfaces
» Rescue | [e2010 20/0/00

N >

fe-0/0/1.0
se-1/01.0

Network Address Translation (NAL)

When NAT is enabled, the source address of a packetflawing from a trusted network to an untrusted network is replaced with an address
choosen from the specified range. The sourceport of the packet is also replaced with a dynamically chosen port.

Enable NAT [~

* Low Address in Address Range 197 16536 1
High Address in Address Range I

Outside Applications Allowed

The follawing applications are allowed to operate from the untrusted netwark to the trusted netwark.

No appligations are allowed from the untrusted network onto the trusted networl

0K | Cancel | Apply|

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Hotice.

Step 2.2
Enable NAT by clicking the Enable NAT check box. By default, the NAT pool is taken from the
address configured on the loopback interface; all teams must alter this addresses to reflect
the 172.16.1.x IP address assigned to their untrusted (outside) interface. The sample capture
shows the correct parameters for the London station:
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Juniper.

¥ Quick Configuration

SetUp

550
Interfaces
Uzers

SNNP

Routing
FirewalllNAT
IPSec Tunnels

Realtime Performance
Wonitoring

* View and Edit
k History

F Rescue

Monitor Configuration Diagnose / Manage /

Logged in as: lab

LONDON - J4300

Help About Logout

Configurstion > Quick Configuration » Firzwsll/NAT

Quick Configuration
Firewall/NAT

Stateful Firewall
Stateful firewall inspects traffic flowing between a trusted network and an untrusted networl:, All packets flowing from @ trusted netwark to an

untrusted network are allowed. Packets flowing from an untrusted network to a trusted network are allowed only if they are responses to a
session originated by the trusted natworlk.

Enable Stateful Firewall ¥

Trusted Interfaces

Select the interfaces to be part of a trusted network, Stateful firewall is applied tothe untrusted interfaces.
Untrusted Interfaces Trusted Interfaces
fe-2/01.0 fe-0/0/0.0
4 | fe-0/0/1.0
se-1/010

Network Address Translation (NAT)

When NAT iz enabled, the source addressiof.a packet flowing from a trusted network to an untrusted networl is replaced with an address
choosen from the specified range. The source port of the packet is also replaced with a gynamically chosen port.

Enable NAT

+ Low Address inAddress Range |172.16.1.3
High Address iniAddress Range

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. Irademark Hotice.

Outside Applications Allowed

The following applications are allowed to operate from the untrusted network to the trusted netwark.

No applications are allowed from the untrusted network onto the trusted network,

Add..

Cancel |m|

Step 2.3
Click OK to activate your initial NAT/stateful firewall configuration when satisfied with your
work.
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Part 3: Monitor NAT/Stateful Firewall

Step 3.1

Use J-Web to display the changes made to your baseline configuration at the Configuration >
History page. The display no doubt makes you want to buy the NAT/stateful firewall wizard a
beer, if such an entity could actually imbibe, that is!

The sample capture reflects the changes made to London’s configuration as it was left at the
end of Part 1 of this lab:

W Juniper.

HETWORKS

® Quick Configuration

* View and Edit

F Rescue

Monitor Configuration Diagnose / Manage /

Loggedin az: lab

LONDON - J4300

Help About Logout

Configuration * History

Database Information

No users are editing the configuration database.

Configuration History

The following table shows the router's commit history.
To view a configuration, click the revision number.

To compare configurations, select two and click™Campare™s

Number Date/Time J User Client Comment Log Message Action
¥ Current  2005-04-28%08:05:36PDT lab  junoscript Madified via Firewall/NAT Quick Configuration  Download
) L : L Download
¥ 1 2005-04-2807¥12:14 PDT lab  junoscript Modified via Routing Quick Configuration Rollback
ollbac|
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P . Logged in as’ lab
sJuniper. LONDON - J4300
Lo il 2 Help About Logout

Monitor Configuration

*  Quick Configuration

Configuration > History

* \iew and Edit

DTN | oy

= Rescue

Compare Rollback 1 Configuration to Current Configuration

Legend:
Removed from Rollback 1 Configuration
changed lines
Added in Current Configuration

Rollback 1 Configuration Current Configuration

=p-0/0/0 4
unit 0 {
family inet;

[edit interfaces fe-2/0/1 unit 0 family inet] [edit interfaces fe-2/0/1 unit 0 family inet]

service {
input {
=service-set jweb-wan-sfw service-set;

output {

services {
stateful-firewa
rule j

accept;

¥
¥
term jweb-accept-all {
then {
accept;

I

rule jweb-sfw-from-wan {
match-direction input;
term jweb-discard-all {
then {

discard;
¥
¥
3
¥
nat {

pool jweb-nat-pool {
address-range low 172.16.1.3 high 172.16.1.3;
port automatic;
¥
rule jweb-nat-to-wan {
match-direction cutput;
term jweb-nat-term {
' then {
translated {
source-pool jweb-nat-pool;
translation-type source dynamic;
3
¥

¥

¥

=ervice-set jweb-wan-sfw-service-set {
stateful-firewall-rules jweb-sfw-to-wan;
stateful-firewall-rules jweb-sfw-from-wan;
nat-rules jweb-nat-to-wan;
interface-service {

=service-interface sp-0/0/0;

¥

I

Legend:
Remowved from Rollback 1 Configuration
changed lines
Added in Current Configuration

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Irademark Notice.
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Question: Based on the configuration, what traffic and
applications are accepted in the input direction when
there is no matching state?

Answer: With the current configuration no traffic is
accepted on the untrusted interface unless there is
matching state for that flow. This behavior is described
by the following configuration snippet:

[ ab@ondon# show | find jweb-sfwfromwan
rule jweb-sfwfromwan {
mat ch-di rection input;
termjweb-discard-all {
then {
di scard;

}

}
Step 3.2

Monitor current NAT pool usage at the Monitor > NAT page of J-Web or with the show
servi ces nat pool CLI command.Glhoutputfrom London is shown:

| ab@ondon> show servi ces nat pool

Interface: sp-0/0/0, Service setd jweb-wan-sfw service-set

NAT pool Addr ess Por t Ports in use
j web- nat - pool 172.16.1.3-172.16.1.3 65535-512 0

Question: Is this an example of NAT, or NAT and PAT?
Explain your answer.

Answer: This is an example of NAT and PAT because a
single IP address makes up the NAT pool. Multiple
sessions can share this single address through port
translation. This is called overload on some vendors’
equipment.
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Question: How many ports are currently in use in your
NAT pool?

Answer: You should see that no (O) ports are in use
because no traffic should have been subjected to the
NAT processing at this stage of the lab.

Step 3.3
Source ping traffic from your station’s loopback address to Sydney’s 172.16:1.9,address. You
can perform this action using the J-Web Diagnose page or using the CLI. The samples taken
from London demonstrate both approaches:
= = Logged in as: lab
[ Juniper. LONDON - J4300
NETWORKS Help About Logout

Monitor / Configuration Manage /
* Ping Host Diagnose * Ping Host

® Ping MPLS ;
» Traceroute ng Host

Ping Host

The ping diagnostic tool sends a serigs of IEMP “echo request’ packets to the specified remote host.

The receipt of such packets will usually result’in the remote host replying with an ICMP "echo response.” Note that some hosts are
configured not to rezpond to ICMP:-"eehe. requests,” =0 a lack of responses does not necessarily represent a connectivity problem. Alsg,
zome firewalls block the TCMP packet types that ping uses, =0 you may find that you are not zble to ping outside your local network.

Entering a host b&low creates 3 periodic ping task that will run run until cancelled or until it times out as specified.

* RemoteHost |112.16.1.9 ?

2 adviinced options

Don't Resolve Addresses [ [» Routing Instance |defau|t vl ?

Interface |any v|[7 Interval

Count |1D vl 2 Packet Size ISB ?
Don't Fragment [~ [2 Source Address |192,168,3E.,1 ?

Record Route [ [2 Time-to-Live |32 «|[3

Type-of-Service |0 |7 Bypass Routing [ [+
S -S

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.
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o Juni

NETWORKS

per.

Monitor

® Ping Host

* Ping MPLS

k Traceroute

LONDON - J4300

Help

Logged in az: lab

About Logout

Manage /

Disgnose = Ping Host

Ping Host

Ping 172.16.1.9

9

64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
64 bytes from 172.16.1.9:
--- 172.16.1.9 ping statistics ---
10 packets transmitted, 10 packets received, 0% packet loss

round-trip min/ava/max/stddev = 7.688/10.776/17.572/2.396 ms

PING 172.16.1.9 (172.16.1.9): 56 data bytes
64 bytes from 172.16.1.9:

icmp_seq=0 ttl=255 time=7.698 ms

icmp_seg=1 ttl=255 time=10.316 ms
icmp_seq=2 ttl=255 time=10.361 ms
icmp_seq=3 ttl=255 time=10.314 ms
icmp_seg=4 ttl=255 time=10.154 ms
icmp_seq=3 ttl=255 time=10.325 ms
icmp_seq=6 ttl=255 time=10.322 ms
icmp_seq=7 ttl=255 time=10.369 ms
icmp_seq=8 ttl=255 time=10.325 ms
icmp_seq=9 ttl=255 time=17.572 ms

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. w

| ab@ondon> pi ng source GL9

172.16.1.9

PING 172.16.1.9 (172:/16..1.9).:

64 bytes from 172.16..14¢9: icnp_seq=0
64 bytes from 172.16.1..9: icnp_seq=1
64 bytes from 172.16.1.9: icnp_seq=2
64 bytes from 172.16..1.9: icnp_seq=3
64 bytes firom 172.16.1.9: icnp_seq=4
64 bytes fromd72:16.1.9: icnp_seq=5
~C

6 packets transnitted, 6 packets received, 0% packet
round-trip mn/avg/ max/stddev = 9. 126/ 10. 135/ 10. 365/ 0. 451 ns

172.26.1.9 ping statistics ---

| ab@ondon>

56 data bytes

ttl =255
ttl =255
ttl =255
ttl =255
ttl =255
ttl =255

time=9.126 ns

time=10. 321
ti me=10. 365
time=10. 344
ti me=10. 314
ti me=10. 338

| oss

33333
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Question: Does the NAT pool indicate that any ports are
now in use?

Answer: A single port should now be in use, as shown in
the sample J-Web output taken at London:

er.

Logged in as: lab

LONDON - J4300

Help About Logout

- ]
i unip
KET OEKE
m Conﬁgurahon / Diagnose / Manage /

B System

» Chassis

k Interfaces
* Routing

b Service Sets
* Firewall

» IPSec

kRPN

NAT

NAT Pools

Service set 'jweb-wan-sfw-service-zet' on service interface 'sp-0/0/0
NAT Pool Pool Address Start Pool Address End  Port High' ) Port Low Ports In Use
jweb-nat-poal  172.16.1.3 172.16.1.3 55535 512 1

5

Copyright @ 2004-2005, Juniper Networks, Inc. All Righ ﬁerv, TFEMBE.

Step 3.4

Use J-Web to monitor stateful firewall usage at the Monitor > Firewall > Stateful Firewall
page. You canidisplay similar information with the show servi ces stateful -firewall
f 1 ows CLIcommand, if desired.

Question: Are any stateful firewall flows currently
active?

Answer: The answer can vary based on the timing
between the generation of ping traffic and the display of
stateful firewall flows. By definition, a stateful firewall
only maintains state for connectionless applications like
ping for a brief period of time. If no flows are displayed,
you should once again generate the test traffic as
instructed in Step 3.3. Your display should be similar to
the sample obtained at London:
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W Juniper.

KETWORKS

LONDON - J4300

Logged in az; lab

Help About Logout

m Configuration / Diagnose / Manage /

Monitor » Firzwsll = Stateful Firzwall

k System

b Chassis Firewall

b Interfaces Stateful Firewall
* Routing

Service set Jweb-wan-sfw-service-set’ on service interface 'sp-0/0/0'
* Service Sets

: Protocol Source IP Source Port Destination IP
m Hiemp 192.168.36.1 8 172.16.1.9
SalelcsSummay | @i 1721619 0 172.16.1.3

Stateful Firewall

D5 Infarmation

Narrow Search

Showing 2 flaws
Destination Port Flow State Dire%h&s
Watch Qutbaund 126
Watch Inbound 126

5

* IPSec Destination Address |
k HAT

Destination Port |
* RPM

Protocol | \

Number of Flows or Conversations to 5 v

Display
0K |

Source Address I
Source Port |

Service Set |jwebwan-sﬁ~-service-set j

r

Show only Established
Conversations

Copyright © 2004-2005, Juniper Networks, Inc. All Rights Reserved. wv , ‘

Question: How can you determine which flow initiates
the state and which flow is considered the response to
thatstate?

Answer: Click + next to a stateful firewall entry to display
details. In this example it is easy to see that traffic
flowing from 172.16.1.9 to 192.168.36.1 is in response
to a previous request that established firewall state.
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Logged in as: lab

k Service Sets

Statistics Summary
Stateful Firewall
DS Information

k PSec

k HAT

* RPM

| 0
[ Juniper. LONDON - J4300
NETWORKS Help About Logout
m Configuration / Diagnose / Manage /
: Meniter > Firewsll > Stateful Firewsl|
Pk System :
b Chassis Firewall
b Interfaces Stateful Firewall
Pk Routing
Service set 'jweb-wan-sfw-service-set' on service interface 'sp-0/0/0' Showing 2 flows

Protocol Source IP Source Port Destination IP Destination Port Flow StateDirection Frames

_
Hiowe 192158361 @ 172.16.1.9 Watch Quibound 125

Ficup 172.16.1.9 0 172.16.1.3 Watch fnbound 126
NAT Type NAT dest
Original Address 172.16.1.3 Original Port 0
Translated Address  192.168.36.1 Teanslated Port 4300
Byte Count 10584 TCP Window Size
Flow Role Responder Flow Timeout 30

Destination Address I A I Source Address I
Destination Port | Source Port |

Protocol |_ _ i Service Set |]webwan-sﬁ~-sewice-set j
Number of Flows or Conversations to T Show only Established r
Display Conversations

Copyright © 2004-2005, Juniper Hetmrlﬁ,ms Reserved. Trademark lotice.

Step 3.5
Attempt to trace the route from your station to Sydney’s 172.16.1.9 address while again
sourcing the traffic from your loopback address. Use the J-Web Diagnose page or the CLI, as
desired. In the latter case, use Ct r | - ¢ to break out of a command that has not completed
normally.
Question: Do the traceroutes succeed?
Answer: The answer should be no, as shown in the
sample J-Web and CLI outputs obtained at London:
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=_— . Logged in az: lab
[} Juniper. LONDON - J4300

Help About Logout
ontar | Contguion e/
Disgnose = Traceroute

* Ping Host

* Ping MPLS

Traceroute to Host

The traceroute diagnostic tool uses a series of packets crafted to elicit an ICMP "time exceeded” messages from intermediatedpaints in
the network between your router and the specified host.

The time-to-live for a packet is decremented each time the packet is routed, so traceroute generally receivesé@t least ane "tima
exceeded" response from each waypoint. Traceroute starts with a packet with a time-to-live value of one, and inéremeantz the time to
live for subsequent packets, thereby constructing a rudimentary map of the path between hosts,

Entering a host below creates a traceroute task that will run until the traceroute is complete or until it fails'due totimaout.

* Remote Host | 172.16.19 ?

& Advanced options

Don't Resolve Addresses [ 7 Routing Instance |defau|t vl ?

Interface m 2 Gateway l— 2
e

Time-to-Live

Source Address I 192.168.36.1 ?

Type-of-Service Bypass Routing [~ [2

Resolve AS Numbers

Start

K S

Copyright @ 2004-2005, Juniper Networks, Inc. All R]gh“rv& Trademark Notice,

e . Logged in as: lab
gJuniper. LONDON - J4300
NETWORKE Help About Logout
Monitor / Configuration Diagnose Manage /
b Ping Host Disgnose > Treceroute
* Ping MPLS

Iraceroute to 172.16.1.9

traceroute to 172.16.1.9 (172.16.1.5) from 192.168.36.1, 32 hops max, 40 byte packets
1 #

9% & &
3FEE
PR
goF*w

o

Copyright @ 2004-2005, Juniper Networks, Inc. All Rights Reserved. Trademark Notice.
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| ab@ondon> traceroute 172.16.1.9 source 192.168.36.1
traceroute to 172.16.1.9 (172.16.1.9) from 192.168.36.1, 30 hops max, 40 byte
packet s

1 * *x %

4 * ~C
| ab@ondon>

Question: Can you form a hypothesis as to why pings
pass but traceroute fail, given the current NAT/stateful
firewall configuration?

The issue here relates to the fact that two independent protocols are used by UNIX-based
systems to support traceroute. Specifically, UDP is used to probe each hop, while ICMP error
messages report each hop that is detected. Your station generates UDP packets with
increasing TTL values when probing, and€ach hop is detected by the resulting ICMP TTL
expired/destination unreachable error message (the former is returned by intermediate hops,
while the latter is generated by the target). Your station is configured to discard all incoming
traffic that does not have matching outgoing state, which breaks traceroute because the
returning ICMP error messages have no outgoing state.

We explore ways of diagnosing andiresolving this issue in the next lab part.

Part 4: Modify Stateful Firewall,Configuration

In this part of the lab you use the CLI or J-Web click-and-edit functionality to modify your NAT/
stateful firewall configuration. These changes provide additional diagnostic capabilities
through system logging and ultimately allow traceroute testing through the acceptance of
incoming ICMP messages.

Note

You can make the configuration changes required in
this lab part with J-Web click-and-edit functionality
at the Configuration > View and Edit > Edit
Configuration page. The examples provided in
this section are based on the CLI to help save space
(and the rain forest).

Step 4.1
In this step you modify the existing stateful firewall service set to support system logging. The
resulting log entries help you diagnose stateful firewall operation by telling you which packets
are matching a given term. Begin by positioning yourself atthe [ edit servi ces
servi ce-set jweb-wan-sfw service-set] configuration hierarchy.
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| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# edit services service-set jweb-wan-sfw service-set

[edit services service-set jweb-wan-sfw service-set]
| ab@ondon#

Step 4.2

Enable system logging by defining syslog parameters for the

j web-wan- sf w servi ce-set usingaset syslog host | ocal command. The
| ocal keyword results in logging to the local / var / | og/ messages file; remote system
logging is also supported.

[edit services service-set jweb-wan-sfw service-set]
| ab@ondon# set sysl og host | ocal

Step 4.3

You now alter your stateful firewall rules to invoke the syslog.action.modifier for matching
packets. In this case you will log packets that are discarded by thej web- di scar d-al | term
inthe j web-sfwfromwan firewall rule. Positionyourself atthe [ edit services
stateful -firewall rule jweb-sfw fromwan] hierarchy, and modify the

j web- di scard-al | term so that it includes the sysi,eg action modifier.

[edit services service-set jweb-wan-sfw seryice-set]
| ab@ondon# up

[edit services]
| ab@ondon# edit stateful-firewall rul e jweb-sfwfrom wan

[edit services stateful-firewall ruhe jweb-sfwfrom wan]
| ab@ondon# set term jweb-discard-all then syslog

[edit services stateful-firewal [V rule jweb-sfwfromwan]
| ab@ondon#

Step 4.4

Commit.the changes when satisfied with your work. The changes made to the configuration are
called,outiusing the CLI's conpar e function before the commit is performed at London by
comparing the candidate configuration to the r ol | back 0 index. Becauser ol | back Ois
theidefault target for the conpar e function, the r ol | back keyword can be omitted.

[edit services 'stateful-firewall rule jweb-sfwfromwan]
| ab@ondon# top

[edit]

| ab@ondon# show | compare

[edit services stateful-firewall rule jweb-sfwfromwan term jweb-discard-all
t hen]

+ sysl og;

[edit services service-set jweb-wan-sfw service-set]

+ sysl og {

+ host | ocal;
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+ }

[edit]

| ab@ondon# commt and-quit
conmit conplete

Exiting configuration node

| ab@ondon>
Step 4.5

Use the CLI's noni t or st art command to view changes to the nessages login real time
and then repeat the traceroute that was attempted back at Step 3.5. If you are still in
configuration mode, be sure to preface the command with the r un verb.

Question: Are any syslog entries being written regarding
your stateful firewall, and if so, what do theseimessages
tell you?

Answer: You should now seessyslog messages relating
to your stateful firewall filter. As shown in the sample
capture, these messages indicate that ICMP destination
unreachable'messages are being discarded on the
untrusted interface:

| ab@ondon> traceroute 172.164179usource 192.168.36.1
traceroute to 172.16.1.9 (172.16.1.9) from 192.168.36.1, 30 hops max, 40 byte
packet s

1 *n~C
| ab@ondon>
* % % messages * kK
Mar 7 23:15:40 Jondon ngd[12990]: U _CMDLI NE_READ LI NE: User 'lab', commmand
"traceroute 172.16.1.9 source 192.168.36.1 "
Mar 7 23:15:10 (FPC Slot 0, PIC Slot 0) {jweb-wan-sfw service-set}[ FWNAT]:
ASP_SFW RULE. DI SCARD: proto 1 (I CMP DEST UNREACH) application: , fe-2/0/
1.0:1724161. 970 -> 172.16.1.3, Match SFWdiscard rule-set: , rule:
jwebxsfwfromwan, term jweb-discard-all
Mar  7,23715:10 (FPC Slot 0, PIC Slot 0) {jweb-wan-sfw service-set}[ FWNAT]:
ASP_SFW CREATE DI SCARD FLOW proto 1 (I CWvP DEST UNREACH) application: , fe-2/
0/1.0:172.16.1.9:0 -> 172.16.1.3, Creating discard flow
Mar 7 23:15:15 (FPC Slot 0, PIC Slot 0) {jweb-wan-sfw service-set}[ FWNAT]:
ASP_SFW RULE DI SCARD: proto 1 (I CMP DEST UNREACH) application: , fe-2/0/
1.0:172.16.1.9:0 -> 172.16.1.3, Match SFWdiscard rule-set: , rule:
jweb-sfwfromwan, term jweb-discard-all
Mar 7 23:15:15 (FPC Slot 0, PIC Slot 0) {jweb-wan-sfw service-set}[ FWNAT]:
ASP_SFW CREATE_DI SCARD FLOW proto 1 (I CvP DEST UNREACH) application: , fe-2/
0/1.0:172.16.1.9:0 -> 172.16.1.3, Creating discard fl ow
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Note

You might want to turn off monitoring, or use the
Esc- q sequence to temporarily suspend screen
output. If you opt for the latter approach simply
enter Esc- g again to resume monitor output to
your terminal.

Step 4.6

Modify the j web- sf w f r om wan rule by adding a new term that accepts all ICMP messages.
Although you can be more specific regarding the exact ICMP message types that are aceepted,
this level of control is not needed for our purposes.

Begin by positioning yourself atthe [ edi t servi ces stateful -filrewal ["urul e
j web- sfwfrom wan] configuration hierarchy.

| ab@ondon> nmonitor stop nmessages

| ab@ondon> configure
Entering configurati on node

[edit]
| ab@ondon# edit services stateful-firewall rule jweb-sfwfromwan

[edit services stateful-firewall rule jweb-sfw from wan]
| ab@ondon#

Step 4.7

Use the set command to add a new term"called accept - i cnp. Use the appl i cati ons
keyword and question mark (?).as needed to specify the ICMP application group. Specify an
accept action for traffic matching this term.

[edit services stateful-firewall rule jweb-sfwfromwan]
| ab@ondon# set term accept=ixcnp from applications junos-icnp-all

[edit services stateful -firewall rule jweb-sfwfromwan]
| ab@ondon# set termaccept-icnp then accept

Step 4.8

Display.the'modified rule. Your display should be similar to the example taken from London:

[edit servicesystateful -firewall rule jweb-sfwfromwan]
| ab@ondon#, show

mat ch-direction input;

termjweb-discard-all {

t hen {
di scard;
sysl og;
}
}
termaccept-icnp {
from{
applications junos-icnp-all;
}
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t hen {
accept;
}

Question: Given the current configuration, do you think
that traceroutes will now succeed? Explain your answer.

Answer: The answer is no. The ordering of the terms in
the stateful firewall rule are such that all trafficwill
match the j web- di scard-al | term and.be
discarded before ever hitting the newly added
accept-i cnp term.

Step 4.9

Use the CLI'si nsert function to insert the accept - i chp term before the
j web-di scard-al | term. When finished/commit the changes.

[edit services stateful-firewall rule jweb-sfwfromwan]
| ab@ondon# insert term accept-icnp befiorenterm jweb-di scard-all

[edit services stateful -firewall rule jweb-sfw from wan]
| ab@ondon# show
mat ch-di rection input;
termaccept-icnp {
from{
applications junos-icnp-all;

}
t hen {
accept ;
}
}
termjweb+discardsal | {
t hen {
di'scand;
sysl og;
}
}

[edit services stateful-firewall rule jweb-sfwfromwan]
| ab@ondon# comit and-quit

commit conplete

Exi ting configuration node

| ab@ondon>
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Step 4.10

Once again, monitor your system log and repeat the traceroute from your station’s loopback

address to the 172.16.1.9 address of Sydney.

Question: Do the traceroutes succeed?

Answer: The answer should be yes, as shown in the
sample command output taken at London:

| ab@ondon> nmonitor start nessages

| ab@ondon> traceroute 172.16.1.9 source 192.168.36.1
traceroute to 172.16.1.9 (172.16.1.9) from 192.168. 36. 1, 30 hops drax,

packet s
1 172.16.1.9 (172.16.1.9) 9.540 ms 28.233 ns 9.380 ns

| ab@ondon>

* ok messages * %k

Mar 7 23:37:07 London ngd[12990]: Ul _CMDLI NE_READ LINE: User 'l ab',
"traceroute 172.16.1.9 source 192.168.36.1 "'

@ Tell your instructor that youhave completed Lab 6.

40 byte

command
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Universal Topology and Addressing

10-222)(-}//24 = Physical Interfaces f;_'f; Clocking Mode = Internal (provide serial interface timing)
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Operating Juniper Networks Routers—J-series

Labs 2 and 3: Installation and
Operational Monitoring
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Operating Juniper Networks Routers—J-series

Lab 4: Multiarea OSPF (Optional)
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Operating Juniper Networks Routers—J-series

Lab 6: J-series Services
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