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Advanced Policy

0bje_ctives

In this module, students will:

e Describe the routing policy framework

Explain policy match conditions and actions

e Explain:the role of the rename and insert CLI
commands in routing policy

e Describe the steps needed to test a policy and verify

proper policy operation

Copyiight © 2001, Juniper Matwods, Inc.

This module discusses:

What the JUNOS software policy framework is and how it is used.
The operation of policy match conditions and action statements.

How to alter the names of policies through the use of the rename and insert
commands.

How to test the operation of a policy without applying it to a production routing
protocol.
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Advanced Policy

Policy Creation

Where we are going...

® The Need for Routing Policy
® Routing Policy

Copyright © 2001, Junipar Networks, inc.

Subsequent slides will discuss the need for routing policy and routing policies.
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The Need for Routing Policy

V!_pqgrom should be
‘ shared by the
- routing protocols?
. Routing 7%
What should be told
ta bl to other routers?

Everything learned
about the network
from all protocols

What goes into the
forwarding table?

Prefix Next Hop Router L. i
1721116 |Rowner G What routing information

e IR > should be modified, if any?
172184724  |Rouser A
172197724 |Rower D

17221224  |Selt
17221624 |Rowter B

Copyiigin © 2001, Juniper Notuorka, inc.

The Routing Policy Framework.in the JUNOS Software is the central means for

controlling routing information. As depicted in the slide, this control can affect what

routes are accepted into the routing table, what routes are advertised from the routing
- table, and what information gets placed into the forwarding table.

B The routing table is the focus of routing protocol activity in the Juniper Networks router.
Everything learned about the structure of the network from all of the routing protocols is
placed into the routing table (actually, there are several routing tables).

Routing policy is use to determine what routes become active routes. That is, which
routes’ information is actually installed into the forwarding table as the next hop for a
particular destination. This information can be modified by policy action, and policy aiso
determines which routing information is shared by the routing protocols.

Medule 1: Policy Creation
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Advanced Policy

Routing Policy

® Applies only to active routes in the routing table

® Controls and filters route information entering or
leaving the router

® Are separate for different routing protocols

Import Export .
Policy #1 Policy #1
Routing IRQ"“HS R
Proto 1 outes
MEme—— Table [ 4 Wil

Import Export
Policy #2 Policy #2
o
_____________ Policy #3_____
PFE
Forwarding
Table

Copyrigin © 2001, Juniper Networts, lnc.

The use of routing policies within the JUNOS software is a two step process. The policy
must first be created and then it must be applied. Since these are two separate steps, a
single policy can be applied to muiltiple protocols.

All policies are configured and applied with respect to the routing table. Import policies
affect what information goes into the routing table and export policies affect what
information is advertised out of the routing table.

Muitiple policies can be applied to a single protocol. In this case, the evaluation of these
polices is accomplished in a pre-defined manner, as can be seen on the next slide.
Alternatively, a single policy can be applied to muitiple protocols. The idea is to allow for
maximum flexibility in policy application.

Only routes that are considered active routes in the routing table are eligible to be
evaluated by a policy. Since the routing table contains all possible route knowledge for
the router, it is possible that a route exists in the routing table, but does not get
evaluated by a policy since it is not considered the current active route.

Note that an export policy can even be applied to routing table information installed into
the forwarding table. Several key JUNOS software features such as load balancing take
advantage of this application of routing policy. There is no import policy that can be
applied to the forwarding table, since this table is always incrementally updated by the

routing table and the forwarding table never is used to load information into the routing
table.

Module 1: Policy Creation
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Policy Construction

Where we are going...
e Policy Structure
Policy Configuration
Policy Match Conditions
Multiple Match Conditions Defined
‘Policy Match Actions
Default Policy Actions
Applying Policies

Capysigta © 2001, Juniper Networks, nc.

Subsequent slides will discuss policy structure, policy configuration, policy match
conditions, multiple match conditions defined, policy match actions, defauit policy
actions, and applying policies.

Module 1: Policy Creation
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Advanced Policy

Policy Structure

® A policy has one or more terms
- Terms have match conditions and actions

® Each protocol can have several policies applied
® Result is both powerful and flexible

A Accs
f ( i o4

(Route)""“»[Term %‘*sherm I"w*-—-s T:rs':' -w' g P::(i::y

N

. Reject Reject _-*" Reject
\\ ’r’
\\ ’4’
\\ 1’
0N ”
PO\ % Last J' Default _} g
(Route)"*‘slpolicy k’olicy lPo“ oy~ * Policy
w Action \
Reject Reject Reject eject
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The basic building block of a routing policy is a term that contains a match and action
pair. These terms can then be combined together into a single policy. In addition,
multiple policies can be combined together into .a policy string. The evaluation of a
single multi-term policy or a policy string is accomplished in a pre-determined fashion.
This evaluation mirrors the JUNOS software configuration where a multi
displayed and evaluated in a top-down fashion and a
evaluated in a left-to-right fashion.

-term policy is
policy string is displayed and

The evaluation begins with the first term in the first policy encountered. Within that term,
the match criteria are checked to determine if the candidate route being evaluated does
indeed meet that criteria. If it does, then the associated action is taken. If it does not
meet the criteria, then the associated actions are skipped and the next term in the policy
is evaluated. If there is no next term in the policy, then the next policy in the string is
evaluated. If there is no next policy in the string, then the protocol's default policy is
evaluated. All routing protocols have a default routing policy, which is always applied to
the routes imported (received) and exported (advertised) by that protocol.

In the slide, two possible actions are shown - accept and reject. These two actions are
known as terminating actions and immediately halt the policy evaluation process. Note

that whenever terminating actions are encountered, the terms and/or policies that follow
are NOT evaluated.

Also notice that the default policy only has the option to either accept a route or reject it.
This allows all possible routes to "reach” a terminating action.

Module 1: Policy Creation




Advanced Policy
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Pollcles can have multlple terms (one term shown here)

[edit policy-options]
policy-statement policy-name {
term term-name {
from {
match-conditions;
route-filter destimation-prefix match-type <actioms>;
source - address filter destimation-prefix match-type <actions>;
prefix- list mame;
} .
to {
match-conditions;
}

then {
actiom;

}

fimal-action; If there is no final-action configured,
} the default policy action is taken

Copyrigha © 2001, Juniper Netwaorks, inc.

The slide shows the basic configuration syntax for a routing policy. As shown on a
proceeding slide, policy terms are sets of match and action pairs.

The from and to sections of the policy configuration. make up thé match crltena that a
route must meet in order for the action to be taken. The then portion of the' policy is
where an action or multiple actions are defined to take on an individual route.

While the syntax examples will always dlsplay the concept of a fnal action”, you can
think of this as a final "unnamed” term. As such, you can conﬁgure a from secuon for
some match criteria as well as an action to-take. :

It is possible to omit the from section in a pohcy term. When the from is omitted, all
possuble routes are considered to match the cnterla (smce there are none deﬁned) and
the specnf‘ ied action is taken. For example, the followmg syntax shows a pohcy term that
will accept all routes: ’
[edit policy-options]

policy-statement accept-all-routes {

term accept-all {

then accept;

Module 1: Policy Creation
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Policy Match Conditions

Route characteristics
~ 4 metrics, 2 preferences, 2 colors
Interface name
Neighbor address
Next-hop address

Protocol (Source of information)

- bgp, direct, dvmrp, isis, local, mpls, ospf, pim-dense, pim-
sparse, rip, static, aggregate

For OSPF: Area ID, Tag and Tag2 fields
0 ® For IS-IS: Level number

Y ¢ For BGP: AS Path, Community name, Local
. preference, Origin

A, v,

dww:}d\{
®

S .
-t

® Any can be used to find the route of interest

,-3 [ © 2001, Junipas tnc.
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o There are numerous match criteria that can be.used within the confi gurauon of a policy
v > term. The slide shows a subset of those criteria. :

3 There are generic levels of criteria such as the interface the route was received on, the
metric of the route, the neighbor or next hop address, and the protocol (more

i? accurately, the term protocol indicates the source of the information) that placed the

route into the routing table.

There are also match criteria that are used specifically for specific protocols. For
example, only ISIS routes contain level information and only OSPF routes contain area

?
J
:@ information.
)
J

One of the powerful things about the JUNOS software policy framework is that any of
the match criteria can be configured within the from section of a policy. As such, you
can be very granular in the method by which you select routes. On the other hand, you

can also be too selective in your match criteria which might result in no routes matching
your policy.

Ty
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Multipie Match Gondﬂ'si@ns Ieﬁned

e Within a policy term, there can be multiple match .
conditions defined

® ALL of the match criteria must be true for a route to.
take the action

- This is similar to a logical AND operation

policy-statement find-specific-voutes {
term get-routes {

. { ‘ o
protocol static;
must
metric 20; ]
then accept; ~ match

}
}
}

Copyrigin © 2001, Juniper Natwosks, lnc.

There can be multiple match conditions defined with a single policy term. That is, a

single from statement might have many match conditions within it.
When there are multiple match criteria defined within a single term, the JUNOS

software evaluates ALL of the criteria to determine if a route matches the policy term.

This is very similar in function to a logical Boolean "AND” operation.
The slide shows just a from section containing multiple criteria. It is possible to

configure a term which has a single from and a single to statement. In this case, the
JUNOS software interprets this as muitiple match criteria and the AND operation will be

performed.

When one of the match criteria is a route-filter (use to select a route based on its prefix
and bit-mask length), the AND operation is performed in a slightly different manner. The
use:of this match criteria will be covered in more detail when we discuss route-fmers in

a subsequent:module.

Module 1: Policy Creation

1-10

o~~~ e~ o~ —~ e~~~ —_~ ",\ o~ /\ ,a\ m& 4 A A m 7~ /f\‘ r\ ,/\: TSN TN TN ,A,.‘ SN N TN /".\(



e

)+

x ™

T B A A A

CUCTO00r 000

X

Advanced Policy

After a route has been determined to match all of the defined criteria, then any

Policy Match Actions

® A route can be subjected to these actions:
“"Terminate" action: accept or reject (suppress) route
- Flow Control: skip to next term or policy
- - Modify action: change a route's attributes
- Trace: log the match to trace file, continue term

policy-statement find-specific-routes {
term get-good-routes {
from {
protocol static;
metric 10;
}
then accept;
}
term stop-bad-routes {
from protocol static;
then reject;
}
}

Copyright © 2001, Juniper Netwasks, lnc.

configured actions can be taken against that route.

There are four main types of actions that can be taken:

Much like the match criteria in a policy, there can be multiple actions defined as well.
The processing of these multiple actions functions similarly to the processing of muitiple
terms in a policy -- in a top-down fashion. Each action is taken in turn and, if

Terminating actions like accept and reject which halt the policy processing
Flow control actions like next term or next policywhich alter the default policy

processing within and between terms

Modifying actions that change a route’s attributes. Some examples might be
altering the metric of a route or changing the BGP AS Path information

Tracing actions can update a trace file to assist in logging information for

network administrators

appropriate, the next action is taken until all have been completed.

This flexibility does come at a price, however. It is entirely possible to configure both an
accept and a reject action within a single term. In a case such as this, the action defined
first within the configuration is taken and processing stops at that point. (Recall that both

accept and reject are terminating actions!)

Module 1: Policy Creation
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MowePoImy Mawh Actions

® A route can-alsa have these parameters modlﬁed
- Route characteristics (metric, preference, comr) R
- The route’s NextHop Address advertised to neighbor:
® For OSPF: modify Type 1/2 external link adve ,
® For BGP: modify AS Path (prepend), add, delete, or set
community, change damiping (import only), local
preference, or origin

policy-statement change-things {
tera set-metric {
from protocol static;
then {
metric 20;
accept;

Copyright © 2001, hailpes Notworks, .

~

When evaluating an individual route, many of the attributes of that route can be
changed via a policy. These attributes can include "protocol neutral” attributes such as

metric and preference, as well as the route's next-hop address that is advertised to
neighbors. )

¥

5 In addition, attributes specific to an individual protocol can be modified. For example,
OSPF can alter the type of external route sent into the network and BGP can alter just
about all of its attributes. These include such things as Local Preference, AS Path,
Origin, and Communities.

Since multiple actions can be defined within a single term, the modifyihg actions get
applied one after the other in-a top-down fashion until either a terminating action is
encountered or all of the actions have been completed. The downside to this flexibility is
that it is entirely possible to modify an attribute and then immediately change that

attributes value again. For example, the policy term below sets the route metric to 10
and then changes the route metric to 40.

[edit policy-options]
policy-statement multiple-actions {
term alter-metric-twice {
from protocol static;
then {
metric 10;

metric 40;

i

—_——~A
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Default Policy Actions

® Each routing protocol being imported (into routing
table) or exported (out of routing table) has a different
default policy

¢ Default policy is invoked if there is no match in a
policy (or chain of policies) for a route
For IS-IS and OSPF:
- Import: policies cannot be used on import
- Export: export all routes learned by that protocol, and direct
routes for the interfaces protocol is configured on

e For BGP:

- Import: accept all routes learned from BGP neighbors

- Export: send all routes leamed from BGP neighbors to all
BGP neighbors, but only the active routes are exported

]

.

M
-
£ 4

[

CCOGoGo

Copyrigit © 2001, Juniper Metworks, Inc.

3

A previous slide showed the policy string evaluation sequence, ending with a final policy

-- the default policy. The default policy does not have to be defined and is unique for
each routing protocol.

* )

Each route being imported (brought into routing table) or exported (advertised from the

routing table) has a default policy that applies if there is no match for a route in a policy
term-or policy string.

The default policy for the routing protocols mirrors the normal operation of that protocol.
The slide details the default policy for OSPF, ISIS, and BGP.

It is important to note that since link state routing protocols such as OSPF and ISIS

must have consistent databases, no import policies can be applied to these routing
protocols.

CUooe

e Y

VRS

There is also a default policy for RIP which is as follows:
:; ® Import: accept all routes received on interfaces running RIP
® Export: do not advertise any RIP routes

o e

Module 1: Policy Creation 1-13
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Applying Policies

e Policies are configured under [edit policy-options]
e To take effect, they must be applied to a routmg protocol

(protocols) .
- This policy allows BGP to advertise routes learned from OSPF

policy-options {
policy-statement advertise- ospf-rmltes {
tera find-ospf {
from protocol ospf;
then accept;
}
}
} ‘
protocels bgp {
export advertise-ospf-routes

Copyright © 2001, Juntper Networks, We.

A previous slide pointed out that use of the routing policy framework is a two step

process. Policies must first be configured under the [edit policy-options]
section of the JUNOS software configuration.

Then to truly make use of routing policies, they must be applied to one or more
protocols configured the router. The slide shows the definition: of a policy called

advertise -ospf-routes that matches all OSPF routes in the routing table-and accepts

them. The policy is then applied to BGP as an export policy. This combination of
creation and application will effectively redistribute all OSPF routes into BGP.

Moduile 1: Policy Creation
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S Modifying Existing Policies
:; Where we are going...

® Adding Terms
® Reordering with Insert
® Terms and Policies Can Be Renamed

Copyright © 2001, Juniper Networks, lnc.

Subsequent slides will discuss adding terms, reordering with insert, and renaming
terms and.policies.

Module 1: Policy Creation
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Advanced Policy

e Order counts with policy terms, but terms are always
added at the end of the policy statement

® The intent is to reject Area 51 routes, but all OSPF
routes have aiready been accepted by the first term!

policy-statement advertise-ospf-routes {
term Ffind-ospf {
from protocol ospf;
then accept;
}
term reject-area-51 {
from {
protocol ospf;
area 51;

}

then reject;

}

Copyrighs © 2001, Juniper Networks, lnc.

S Since policy terms are usually evaluated in a top-down order, the sequence of terms

E within a given policy is very important. Simply put, order counts. However, when terms

. are added to a policy, the terms are aiways added in sequence after all previously

A{ configured terms. If no terms have been previously defined in a policy, and terms are
. added, then any initial from and/or then statemenets essentially become final actions.
Either situation can change the action of the policy and produce unintended results.

One of the most flexible features of creating a multi-term policy, or an initial policy with
named terms, is the ability to add additional terms to the policy at a later time. This
allows a network administrator to easily alter the behavior of a policy based on network
performance or network changes.

However, it is important to remember that all new terms are added to the end of the
policy and that the policy evaluation happens in a top-down fashion. If the newly added
term should be applied elsewhere within the policy (at the beginning, for example), it
must be moved.

The slide shows the effects of configuring the term reject-area-51 after the term find-

ospf. There are no area 51 routes to reject, since the first term has already accepted all
OSPF routes.

Module 1: Policy Creation 1-16
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Advanced Policy

Reordering with Insert

® Insert <statement-path> identifier1 (before | after) identifier2

® Insert policy-statement advertise -ospf-routes term reject-area-51
before term find-ospf )

¢ Insert policy-statement advertise -ospf-routes term find-ospf after
term reject-area-51

[edit policy-optioms] . . [edit policy-optioms] .
policy-statezcat advertise -ospf-routes Both |[policy-statemeat advertise-oepf-routes {
ters find-ospf { term reject-area-51 {
from protocol ospf; do from {
then accept; protocol ospf;
} vl 51 ¢ this N area 51;
tern ect-area- s
from { ' then reject;
protocol ospf; . }
area 51; term fiad-ospf {
} firom protocol ospf;
then reject; thea accept;
}
) }

Copyright © 2001, Juniper Natuwarks, Inc.

To move terms within an existing policy, you-can use the insert command. This
command also works on altering the order of policies within a policy. string.

The slide shows the basic syntax of the command and an example of its use. The basic
idea is that you tell the configuration CLI where to find a variable and then where to
move it to. The location to move the variable to must be within the same configuration
hierarchy directory as where it is moving it from. In essence, you cannot move a term
from one directory to another using the insert command.

To copy a configuration snippet from one hierarchy directory to another you should use
the copy command. The format of the copy command is quite similar to the insert
command. You inform the configuration CLI where to find the snippet and then where to
copy it to. For example, the following command copies a term from one policy (number-
1) to another (number-2).

[edit policy-options]

user@host# copy policy-statement number-1 term to-be- copied to
policy-statement number-2

Note that the copy command leaves the original term in place in the original policy.

Some further editing might be needed to either delete the original term, or to change the
term to ensure proper operation in the new location.

Module 1: Policy Creation
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Terms and Policies Can Be Renamed

[

® Renanie <statement-path> identifier1 to identifier2
® Renare policy statement adveértise-ospi-routes term
find-ospf to term find-other-ospf '

[edit policy-options] [edit policy-options}
policy-statement advertise -ospf-routes { pol icy-atatement advortise -cepf-routes {
texa reject-area-§1 { E ters reject-area-51 {
from { f frow {
protocol-aspf; |DOOS protocol-ospf;
) area §1; this y area 51;
then reject; .—-* then reject;
} }
term fimd-ospr { == term find-other-oepf { 4T
firom pretocol ospf; fica protocol ospf;
them scoept; ! thea socept;
} }
} )

Copyrigin © 2001, Juniper Notwaorks, inc.

In addition to moving policies and terms around, you are also able to rename what you
have called the policies and terms. The format of the rename command is quite similar
to the insert command. You tell the configuration where to find a variable and then what
to rename it to.

The slide shows a term being renamed within a single policy. You are also able to
rename individual policies as well. The command below shows how to change a policy
name from please -change-me to policy-is-cool.

[edit policy-options]
user@host# remame policy-statement please-change-me to policy-
statement policy-is-cool

The rename command is also commonly used to change other variables (strings)
within the router's configuration. For example, the following command can be used to
change the IP address on an interface.

[edit interfaces s0-0/0/0 unit 0 family inet]
user@host# rename address 192.168.1.1/24 to address 10.10.1.1/24

Module 1: Policy Creation
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) Advanced Policy

5 Viewing and Testing Policies
%ﬁ Where we are going...

L. ® Viewing Policies

(j ® Testing A Rouiing Policy

D ® Policy Testing Example

O ® Policy Testing All Routes

e ® Policy Testing Some Routes

Copyright ® 2001, Juniper Notwrorks, lnc.

Subsequent slides will discuss viewing policies, testing a routing policy, and policy
testing examples. :

e vUrLUUDDUO0VOGTORO0000G

iy
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Advanced Policy

- Viewing Policies

® The show pol i¢y command is used to view the
configured policies

user®host> show policy
Configured policies:
reject -unwanted - routes

® Individual policies can also be viewed

user®host> show policy reject-unwanted-rodtes
Policy reject-unwanted-routes:
from {
route-filter 0/0 exact;
route-filter 127/8 orlonger;
route-filter 10/8 orlonger;
route-filter 172.16/12 orlonger;
route-filter 192.168/16 orlonger;
route-filter 224/3 orlonger;

}

then reject;

Copysight © 2001, Junipar Nutworks, Inc.
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R In addition-to viewing configured polices within the configuration hierarchy, users can
. also view that information from within the operational command mode. There are two
' commands that are used to view configured policies.
i The show policy command will show the names of all the configured policies within the
o active router configuration.
A To actually see the match and action pairs within a specific policy, the command show (
policy <policy-name> can be used. (
—
Module 1: Policy Creation 120 (
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Advanced Policy

Testing a Routing Policy

° The test policy command can be used to see how a
¢onf|gured policy handles individual prefixes

e Canbea very useful tool before applymg the policy in
a live environment

® Only active routes in inet.0 are evaluated
® Not all match conditions are supported

~ Most helpful for testing policies that use route-filter match
conditions

L Ibefault protocol policies are not evaluated

® Default action of test policy is accept

Caopyiight © 2001, Juniper Networks, Inc,

The JUNO$ software provides a test policy command that can be used to see how a
particular policy handles the prefixes in the routing table. Traditionally, network
administrators have had to apply policies to an operational router to test their
effectiveness. Within the JUNOS software, this need for an operational test is not an
issue since lall configured policies can be tested against the existing routing table. The
only requirément for using this function is simply that the policy be configured within
[edit policy-options] in the active router configuration.

Once the policy is configured, the policy can be tested against the routing table. As with
any applied policy, only the active routes in the routing table get evaluated against the
tested policy. Not all match conditions are supported by the test policy command, and
it is most useful when route-filter match conditions are used in a policy term.

In addition, the test policy command also has a default policy associated with it that

will accept all routes. The test policy command default policy can be thought of in the
following manner:

policy-statement test-policy-default-policy {
term accept-all {
then accept;

}

The results the test policy command might surprise you. But remember than when the
policy you are testing is actually applied to a routing protocol, the default policy for that
protocol w:l* be in effect. That protocol’s defauit policy will most likely reject some of the
routes that the test policy command accepted.

Module 1: Policy Creation
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Policy Testing Example

policy-statement reject-unwanted-routes {
tera drop - these-routes {
from { 1+
mte t’i lter 0/0 exact;
soiice- Filter 127/8 orlonger;

route-filter 10/8 orlonger;
route-filter 172.16/12 orlonger;
route-filter 192.168/16 orlonger;
route-filter 224/3 orlonger;

}
then reject;

}

@ Test this policy against all routes in the rouiting table
® Test this policy against a subset of routes

Copyright © 2001, Juniper Nutworks, Ine.

- When using the test policy command, you can specify which routes in the routing table
- get evaluated by the policy being tested. This is accomplished with the prefix/bit-mask
£ notation found in the slide.
3 When anything other than 0/0 is used, only a subset of routes will get processed. This

subset will contain all routes that share the most-significant bits specified. For example,
all routes that start with 192.168 will be evaluated when 192. 168/16 is used within the
command.

Module 1: Policy Creation
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3 Policy Testing Route Table
i 3 usex®host> show route terse
{*i inet.0: 100 destinations, 100 routes (100 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
1 A Destimation P Prf Metric 1 Metric 2 Next hop AS path
* 10.20.20.0/24 D o >80-0/0/3.0
6? * 10.49.100.0/24 s 5 Reject
: * 10.222.2.0/24 I 18 20 >10.222.4.1
ff) * 10.222.4.0/24 P o >80-0/0/1.0
* 155.24.1.0/24 $ 5 Reject
@ * 155.25.1.0/24 s 5 Reject
* 155.26.1.0/24 $ 5 Reject
@ * 172.16.1.0/24 s 5 Reject
~ * 172.20.1.0/24 s 5 Reject
* 172.31.1.0/24 s 5 Reject
{:} * 192.168.32.0/24 S 5 5 Reject
* 192.168.33.0/24 S 5 5 Reject
@ * 192.168.34.0/24 S 5 5 Reject
* 192.168.35.0/24 S 5 10 Reject
@ * 192.168.48.0/24 B 170 100 5 >10.20.20.2 (65001) I
* 192.168.49.0/24 B 170 100 5 >10.20.20.2 (65001) 1
5»3 * 192.168.50.0/24 B 170 100 5 >10.20.20.2 (65001) I
* 192.168.51.0/24 B 170 100 10 >10.20.20.2 (65001) I
* 224.10.10.0/24 s 5 Reject
i, .
f 2 Copyright © 2001, Juniper Notworks, tno.
iﬁ The next few slides will show the results of using the test policy command. This slide

e

Y

o

}

S §
L 4

I VR W

i

Advanced Policy

from {

term drop-these-routes {

policy-statement reject-unwanted-routes {

route-filter
route-filter
route-filter
route-filter
route-filter

route-filter

}

then reject;

0/0 exact;

127/8 orlonger;

10/8 orlonger;
172.16/12 orlonger;
192.168/16 orlonger;
224/3 orlonger;

Module 1: Policy Creation

represents the routing table that is currently operational on a router. The policy below
will be tested against this table.

Although we have not discussed the specifics of the route-filter command, the routing
table above does indeed have routes that should be rejected by the policy.
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Policy Testing All Routes

Test this policy against all routes in the routing table

user@host> test policy reject -unwanted -routes 0/0

usexrChost> test policy reject -unwanted -routes 0/0

imet .0: 103 destimatioms, 103 routes (103 active, 0 holddown, 0 kiddem)
Prefixes psssing policy:

155.24.1.0/24 *[Static/5] 00:01:31
Reject

155.25.1.0/24 *[Static/5] 00:01:31
Reject

155.26.1.0/24 *[Static/5] 00:01:31
Reject

Policy reject-unwamted-routes: 3 prefixes accepted, 100 prefixes rejected

Copysigin © 2001, Juniper Networks, nc.

Here we are testing the policy against the entire routing table.

The routes displayed after running the command are the routes that have been
accepted by the specific policy or the test policy defauit policy.

Module 1: Policy Creation
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3y Policy Testing Some Routes
:; Test this policy against a subset of routes -

user@host> test policy reject-unwanted-routes 10.49/16

{ user®host> test policy reject -uawanted -routes 10.49/16
”3 Policy reject-unwanted-routes: 0 prefixes accepted, 1 prefix rejected

{3 Copysigit © 2001, Juniper Metwosks, Inc.

Here we are testing the policy against a subset of the entire routing table.

No routes are shown since the only route in the routing table that is a subset within
10.49.0.0/16 gets rejected by the policy. Note that the output at the bottom of the screen
states that no routes (prefixes) were accepted and that one route was rejected .

Module 1: Policy Creation 1-25



Advanced Policy

® Are terms required to be configured in a policy
statement?

® Why is there not a singie default policy for every
routing protocol?

o What are the two terminating actions that bring policy
processing to a halt?

o What happens when a route attribute (e.g. metric) is

changed in a then statement, and then changed again?
o What from condition will match each and every route?
How are terms reordered within a policy?

® How is a policy tested against all of the entries in the
routing table?

Copysigit © 2001, Junipar Natworks, inc.

During this module we discussed:
® What the JUNOS software policy framework was and how it was used.
® The operation of policy match conditions and action statements.

® How to alter the names of policies through the use of the rename and insert
commands.

® How to test the operation of a policy without applying it to a production routing
protocol.

Module 1: Policy Creation
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Module 2: Route Tables,
Configured Routes, and Route Filters

Copyrigit © 2001, Juniper Networks, bnc.



Advanced Policy

In this module, students will:

® Describe the default JUNOS Software route tables
e Configure static, aggregate, and generated routes
e Explain how route filters operate on prefixes

Copysigin © 2001, Juniper Notworks, Inc.

This module discusses:

b

® What the default JUNOS software route tables are and how they are populated.
® How to configure static, aggregate, and generated routes.

® The operation of route filters within a policy and how those filters affect routing
information.

Module 2: Route Tables, Configured Routes, and Route Filters
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)  Advanced Policy

) Routing. Tables

) Where we are going... :

® Routing Table and Forwarding Table
2 Routing Table inet.0

Routing Table inet.1

Routing Table inet.2

Routing Table inet.3

Routing Table mpis.0

Synchronizing The Tables
Determining the Active Route
Default Route Preference

Copyright © 2001, Juriper Notworks, lnc.

Subsequent slides will discuss the separate routing tables in the JUNOS software, the
synchronization of those tables, and the selection of an active route.
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Routing TableandForwardmg Table

o Juniper Networks routers have distinct terminology
e Routing table: all of the routing information learned by
allrouting protocols V
- May have muitiple routes to a single destination
e Forwarding table: Routes actually used to forward
packets (active routes) ‘
— Only one route to each possible destination
¢ Supported routing and signaling protacols:
~ Unicast: BGP, IS-IS, OSPF, RIP
- Multicast: DVMRP, IGMP, MSDP, PIM-SM, PIM-DM, SAP/SDP
- MPLS: LDP, RSVP '

e Default routing tables:

- inet0 (unicast), inet.1 (multicast), inet.2 (unicast RPF lookup)
inet3 (MPLS LSPs), mpls.0

Copyiigin © 2001, Juniper Networks, Inc.

Routing tables in Juniper Networks routers use a distinct terminology that might vary
from that of other vendors. So a quick look at what is meant by these terms is in order.

The routing table in the JUNOS software is the total amount of information known to the
router. Routing protocols place all of their "best” routes into the routing table, so there
might be many routes to the same destination prefix. In addition, configured routes
(such as static and aggregate routes) also get placed into the routing table. It is then up
to the routing table to decide on a single best route to any single destination. These
single best routes (or active routes) get placed into the forwarding table which gets
downloaded into the Packet Forwarding Engine. The supported routing and signaling
protocols are listed in the slide.

The routing table in the router actually contains multiple, separate tables which get
created as the router needs them. Some of the default tables are listed in the slide. In
addition, other routing tables get created when their features are enabled in the JUNOS
software. For example, if IPv6 information has been configured, routing information
gathered via this protocol is placed into the inet6.0 table.

When a Juniper Networks router is participating in an RFC 2547bis Virtual Private
Network (VPN) environment, a number of new routing tables get created. Some of
these include:

® instance.inet.0 - For each VPN Routing and Forwarding (VRF) instance
created, a separate routing table is created to hold information specific to that
VRF. The instance name is the string name given to the VRF within the
configuration

® [3vpn.bgp.inet.0
® |2vpn.bgp.inet.0

The use of these routing tables by a VPN is beyond the scope of this course. This topic
is covered by a different course.

Module 2: Route Tables, Configured Routes, and Route Filters
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Routing Table inet.0

Used for unicast routes

user®host> show route table imet.0

inet .0: 49 destinations, 49 routes (49 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
10.0.11.0/24 *[Direct/0] 14 08:19:20
> via at-0/1/0.100
10.0.11.1/32 *[Local/0] 14 08:19:20
Local
192.168.1.0/24 *[BGP/170] 00:06:08, localpref 100

AS path: 1 I

> to 10.0.11.2 via at-0/1/0.100
192.168.16.0/21 *[Static/5] 00:02:40

Discard

[Aggregate/130] 00:36:17

Reject
192.168.20.0/24 *[Static/5] 00:06:12

Reject

Copyigin © 2001, Juniper Networks, Inc.

This is an example of the contents of the basic inet.0 routing table. As the router’s
interfaces get configured with IP addresses, the inet.0 table gets created and the

interface routes (Direct and Local) get placed into it. Local routes are always 32 bit
masked addresses.

The inet.0 routing table is the main unicast routing table for the router. The inet.0 table
contains the information used to route most of the user packets through the network.

The active route to any particular destination is usually shown by the asterisk (*) next to
the protocol which placed the route into the table. The asterisk is really a sort of
combination of the plus (+) sign, which is the actual active route flag, and the minus O]
sign, which indicates the route that was the last active route loaded into the forwarding

table when the forwarding table was incrementally updated. Asterisks are a sign of
network stability.

For example, in the slide, the route 192.168.16/21 which was placed into the inet.0
routing table by the protocol "static” is preferred over the same route placed in the
routing table by the protocol "aggregate.” The specifics behind how this decision is
made to make one route active and not another will be covered in a future slide.
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Routing ?{'able'r imet.1

Used for multicast route information

user®host> show route table imet.1

imet.1: 1 de;fi-atlono. 1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

232.232.2.2,10.10.200.200/32* [PIN/105] 00:01:58
l-ltlcn.@

232.232.1.1,10.10.201.200/32*[PIN/105] 00:08:46
Multicast

Copyrigin © 2001, Juridper Motworks, Inc.

This is an example of the contents of the inet.1 routing table. This is the multicast
forwarding cache for the router. Muilticast routes, in contrast to unicast routes, consist of
pairs of IP addresses indicating the source (multicast server) and group (receiving
clients) address of the multicast content.

As valid multicast (Source, Group) pairs are discovered, they are placed into this
routing table. Multicast user traffic is then forwarded based on the information contained
in this table. The inet.1 table is organized by muiticast group address.

w B % iﬁ’gg éa
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Routing Table inet.2

&
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Used for unicast Reverse Path Forwarding (RPF)

user®host> show route table imet.2

imet.2: 9 destinations, 9 routes (9 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
10.20.20.0/24 *[Direct/0] 24 19:39:14
r > via s0-0/0/3.0
10.20.20.1/32 *[Local/0] 24 19:39:14
‘g,m Local
. 10.222.4.0/24 *[Direct/0] 24 19:39:14
43 > via s0-0/0/1.0
10.222.4.2/32 *[Local/0] 24 19:39:14
: ) Local
e 10.222.6.0/24 *[Direct/0] 24 19:39:14
%‘) > via s0-0/0/2.0
10.222.6.1/32 *[Local/0] 24 19:39:14
3 Local
192.168.32.1/32 *[Direct/0] 24 19:39:14
3 > via 100.0

Copyrigit © 2001, Juniper Netwoeks, Inc.

Here is an example of the contents of the inet.2 routing table. This routing table has
been set aside within the JUNOS software for use with multicast applications. Its
function is to assist in a Reverse Path Forwarding (RPF) decision.

RPF is an important concept in a multicast network. This is the loop avoidance
mechanism used to keep multicast traffic from constantly circulating-on a network. The
concept is.quite simple. When a router receives traffic for a multicast destination, it first
finds the source of the traffic using the (Source, Group) pair listed in the inet.1 routing
table. The router then determines if it knows about that source via its unicast inet.0
routing table. In addition, the router further determines if the interface that the multicast
traffic was received on is along the shortest path from the router back to the source. If
both of these conditions are met then the traffic can be forwarded to downstream
routers and user nodes. If either of these conditions is not met, then there is a potential
for a multicast loop and the traffic will be dropped.

By default, the JUNOS software uses the inet.0 routing table for RPF checks. However,
the inet.2 table has been reserved for this purpose if enabled so that multicast and
unicast traffic are not required to follow the same network topology (helpful in heavy
multicast environments). To enable the use of the inet.2 table, configure a rib-group
under the [edit routing-options] section of the configuration hierarchy.
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Routing Table inet.3

Used for MPLS traffic-engineered LSPs

user®host> show route table imet.3

imet.3: 1 destimations, ‘1 routes (1 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.96.1/32 *[RSVP/7] 00:’()5?12, metric 20, metricZ 0 )
> via 80-0/0/3.0, label -switched-path to-the -egress

Copyvigin © 2001, kmiper Netwosks, Inc.

- 5 This is an. example of the contents of the inet.3 routing table. This table contains
£ information about operational Multi-protocol Label Switching (MPLS) Label Switched
& Paths (LSPs). Once an LSP has been configured, signaled, and is ready for use the IP
3 address of the LSP egress router gets placed into the inet.3 routing table.
# No actual user traffic.gets forwarded based on the inet.3 table directly. Instead, other
¥

routing protocols can use the information in inet.3 for resolving next-hop information. If
one of these routing protocols, BGP for example, decides to use an'LSP found in inet.3,
it then places its route into inet.0 with a next-hop of the LSP. User traffic is then
forwarded based on the inet.0 route via the LSP. ’

Module 2: Route Tables, Configured Routes, and Route Filters
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)  Routing Table mpls.0
@5 Used for MPLS label switching

user®host> show route table mpls.0

mpls.0: 4 destinations, 4 routes (4 active, 0 holddown, 0 hiddea)

+ = Active Route, - = Last Active, * = Both

0 *[MPLS/0] 00:06:40, metric 1
Receive

1 i *[MPLS/0] 00:06:40, metric 1
Receive

100000 *[RSVP/7] 00:06:18, metric 1

> via 80-0/0/1.0, 1abel -switched-path to-the - egress

f

Copyrigh © 2001, Jusiper Metworks, lnc.

This is an example of the contents of the mpls.0 table. Technically speaking, the mpls.0

table is a switching table, not a routing table. But since the mpls.O table gets displayed
: via the show route command, it is useful to talk about it here.

As user packets traverse an MPLS LSP, they get forwarded on a hop-by-hop basis
based on the information contained in the MPLS header instead of the IP header. The
incoming LSP label information in the MPLS header gets read and a lookup is
performed in the mpis.O table. If the incoming label is found in the mpls.0 switching

table, the packet gets forwarded out the specified interface with a new MPLS label
attached.
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Synchronizing the Tables

¢ Routing protocol daemon calculates active routes from
routing table and installs them into forwarding table

e Copy of forwarding table is installed into Packet
Forwarding Engine

- 5 - - " " T - - - -

] '
i i
: :
! | Routing protocol » Routing table H
: daemon 7 H
i i
1| JUNOS kernel Master forwarding table !
! . : 1 :
y ; 1.
 Packet Forwarding N ]
i Engine (Packet I-'oruwardirlg_EngiSﬂlw arding table E
1
1 ]
]

o o - Y " " " " -

Copysigit © 2001, himtper Networks, inc.

As discussed previously, the routing table within the JUNOS Software contains all of the
routing knowledge known to the router at any point in time. From this total set of
information, a single active route to any destination is chosen and this active route gets
placed into the forwarding table.

T

The slide shows that there are actually two copies of the forwarding table. The active
routes from the routing table get placed into the Master Forwarding Table on the
Routing Engine.

5

If changes need to be made to the Master Forwarding Table on the Packet Forwarding

Engine, only those incremental changes get placed into the Packet Forwarding Engine
forwarding table.

Module 2: Route Tables, Configured Routes, and Route Filters
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Determining the Active Route

® Only one active route per destination is loaded from
the routing table into the forwarding table

® How is the active route chosen from among many?

® For all routing protocols except BGP, the choice is:
- Prefer path with onest routing protocol preference
- Prefer path with lowest preference2 value
- Prefer path with lowest color value

. - Prefer path with lowest color2 value

: ~ Prefer path with lowest metric value

- Prefer path with lowest metric2 value

- Prefer path with lowest metric3 value

- Prefer path with lowest metric4 value

® Routing policy can change these values

.
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Copyrigin © 2001, Juniper Natworks, inc.

Only one route for each destination can be active in the forwarding table at any one

time. However, if there are several routing protocols running in the router, there can be
many routes to the same destination in the routing table.

So how is the active route chosen from amon

g many possible ways to get to a given
destination prefix?

3
{9
(>
2
J

Each route in the JUNOS software routing table contains eight possible values that can
be used to determine which route becomes the active route when there are multiple
possible routes to choose from. The slide shows the values and the order of preference
among those values for all routing protocols excepi

t BGP. Generally speaking, the
preference value of a route is usually the determining factor in deciding upon the active
route.

The Border Gateway Protocol (BGP) adds to the variables above for a more
comprehensive decision process. BGP specifi

cs will be discussed in a later module in
this course.

Each of these eight values can be changed by a routing policy.
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Default Route Preference
¢ Which route source to install is a matter of preference
e Preference of Direct & Local routes canhot change
t‘;‘)ute learned Preference: | _Rbute iéarnéd kP}referen;Alce:
by: |by: ’ '
IDirect 0 ISS L2 ift. 18
lLocal 0 RIP 100
Static 5 Aggregate 130
[RSVP 7 OSPF AS ext. 150
lLop 9 ISIS LText. (160
|ospF internal |10 IsISLzext.  [165
IsdsLiin. |15 =3 170
Copyigiv © 2001, Juniper Motworks, Inc.

The tables above show almost all of the default route preferences for the JUNOS
software. With the exception of the directly connected routes (Direct and Local), these
preference values can be changed either via a configuration knob or a routing policy.

Generated routes (discussed in a future slide) are placed into the routing table as
protocol aggregate with a preference value of 130. This is due to the fact that these
routes are similar to aggregate routes in almost every single respect except one.

In addition to the information above, routes created as part of an RFC 2547bis VPN

environment also have preference values assigned to them. For example, if the VPN
has been established with RSVP, the preference of the VPN is 7.

W

Module 2: Route Tables, Configured Routes, and Route Filters
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5* Static Routes
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B Where we are going...

¢ Configuring Static Routes

{3 ® Static Routes

g ® Static Routes In an ISP Network

Copyrigit © 2001, Juniper Networks, fnc.

Subsequent slides will discuss how static routes are configured within the JUNOS
software and why these routes are needed in an ISP network.

Module 2: Route Tables, Configured Routes, and Route F ilters 2-13
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Configuring Static Routes

e Manually configured routes added to the routing table
e Once active, remain in the routing table until deleted
e Configured at the routing-options hierarchy level

[edit]
routing-options {
static {
defaults {
static-options;
}
route destinatiom-prefix{
next -hop ;

static-options;

Caopyigit © 2001, Juniper Networks, Inc.

Unlike dynamic routing protocols, routing information provided by static routes is
manually configured on each router in the network.

In addition, these routes are permanently in the routing table until they are removed by
a network administrator or they become "non-active”. One possible way for a static
route to not be active is for the |P address of the next-hop to not be reachable across a
directly connected interface.

Static routes are configured at the [routing-options] level of the CLI hierarchy.
Options applied at the default level apply to all static routes except those that have the
same option configured for a particular route. Options applied to a particular static route
apply onlyto that route.

Possible options that can be assigned to static routes include:

® AS-Path — Used if this route is intended to be redistributed into BGP and you
wish to manually add values to the AS_PATH attribute.

@ Community — Used if this route is intended for BGP and you wish to add
community values to the route for use in your AS.

® Metric — If multiple routes share the same preference value, then the route with
the best metric will become active in the routing table. Use this value to prefer
one route over another in the case of a preference tie.

® Preference — The default preference value of static routes is 5. This makes
them more likely to be active than OSPF, ISIS, or BGP for matching prefixes.
Use this option to increase the value of the static routes to prefer other sources
of routing information.

Module 2: Route Tables, Configured Routes, and Route Filters
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Static Routes

e Static routes require a next-hop to be configured.
- Valid options are IP address, Discard, Reject, and Receive
¢ Defaults section affects all static routes

routing-options {
static {
defaults {
preference 250;
}
route 192.168.20.0/24 next-hop 10.0.0.1;
route 192.168.21.0/24 discard;
route 192.168.22.0/24 reject;
}

Copyrigik © 2001, Juniper Notworks, Inc.

In order to be committed to the active configuration, static routes must have a next-hop
value configured. In many cases that next-hop value is the IP address of the
neighboring router headed towards the ultimate destination. But another possibility is
that the next-hop value should be a configured null value. This null value is used to
indicate that the router has dropped the packet off of the network. Within the JUNOS
software, the way to represent the dropping of packets is with the keywords reject or
discard. While both options will drop the packet from the network, the difference lies in
the action the router takes after the drop action. If reject is specified as the next-hop
value, the router will send an ICMP message (network unreachable) back to the source
of the IP packet. If discard is specified as the next-hop, the router does NOT send back
an ICMP message, the packet is dropped silently.

\

Once in the configuration, static routes will appear in the routing table if they are active.
Active static routes have a valid next-hop option. Routes with reject or discard as next-
hops will always be active and present in the routing table. Routes with an IP address

as a next hop will be present only if that address is reachable across a directly
connected interface on the router.
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Within the [edit routing-options static] configuration hierarchy, the defaults
section can also contain static route options. Any options configured within this section
are applied to all static routes on the router. In the example on the slide, the preference
value has been changed to 250. This means that all static routes configured on the
router will have that preference value. -

Any single static route can override the defaults section by configuring the same option
within its specific route section of the configuration hierarchy. Any option defined
specifically for a route overrides the same option defined within the defaults section.

While a single static route can have multiple |P next-hops configured, there can only be
one static route configured per prefix. Traffic for that specific route can be load balanced
over the muitiple next-hops through the use of a policy.

Module 2: Route Tables, Configured Routes, and Route Filters
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Static Routes in an ISP Network

e Static routes can be used to connect customers
e Statics are then advertised into ISP network

172.18.4/24

To Internet
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172.18.6/24

172.18.8/24

172.18.32/24

Copysight © 2001, Juniper Networks, inc.

Static routes are useful in an Internet Service Provider (ISP) network for a number of
things. Perhaps the most useful function of static routes is to represent customer
networks within the ISPs Autonomous System (AS).

On the edge router facing the customer, a static route is configured for the IP address
block assigned to that customer. The next-hop for this static route is the IP address of
the Customer Premises Equipment (CPE) interface that connects the customer to the
ISP. This static route, as well as other customer static routes on the router, are then
redistributed into the ISP routing protocols (shown as export statics). In this fashion, the
ISP now has connectivity to the customer network throughout its AS.

001C-SYL/80v -XB}
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Aggregate Routes

Where we are going...

¢ Route Aggregation
Aggregates In The Internet
Longest Match Consequences
Configuring Aggregate Routes
Aggregate Routes
Advertising Agéfégatgs
Aggregate Route Optiéns
Aggregator and Atomic Aggregate
Contributing Routes

Controlling Contributing Routes

Copyrigit © 2001, Juniper Networks, Inc.

- 3 Subsequent slides will discuss route aggregation and its consequences, configuring
- aggregate routes, advertising of those routes, and contributing routes in the routing
table.

P
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Route Aggregation

¢ Internet routes have grown very quickly
e Aggregation can cut down on table sizes

172.18.4124
1721816

To litemet

172.18.6/24

172.18.8724

172.18.32/24

The number of Internet routes has grown dramatically. This has meant that router table

sizes have grown in proportion, and the amount of bandwidth needed to distribute this
routing information has grown as well.

Route aggregation (also often called route summarizatior) can cut down on the size of
the tables required to store routing information.

Generally speaking, there is always a trade off within a network environment. Such is
the case with route aggregation. On the one hand, aggregate routes reduce the amount
of information stored within the routing tables and, even more importantly today, sent
between routers using the routing protocols. On the other hand, each router now has
less granular information from which to make a routing decision which could result in

suboptimal routing. The details of an individual route become biurred when this route is
aggregated.

In the scope of the Internet as a whole, route aggregation is viewed as a good thing.

The possibility of suboptimal routing is considered a small price to pay when routing
tables are over 100,000 routes.

2-19
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&

Ag_;_sragates«lnz»The Internet

o Most ISPs would prefer to only advertise aggregates
e Not always possible : .

i
Copyight © 2001, Junipor Networks, lnc.

In a perfeet world, all ISPs would like to advertise only a single aggregated route that
represents all of its assigned IP addresses. If this were always possible, the number of
Internet routes would equal the total number of ISPs in the world.

Of course, we don't live in a perfect world, so this_is not always possible. There are a
number of reasons why an ISP’s routes cannot be neatly aggregated into one route.

In today’s networking environment, many businesses are relying on the Internet for
basic connectivity and take network downtime very seriously. In an attempt to avoid
such issues; business-customers may purchase service from mulitiple ISPs. These
businesses would then-like their IP address space to be announced through both ISPs
for connectivity reasons.

But what makes perfect sense for the customer complicates things for the ISPs. There
are potential issues with this type of a configuration when it comes to seeking the best
route to a particular destination.

Module 2: Route Tables, Configured Routes, and Route Filters
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f%? Traffic to : Host 192.168.1.1,
192.168.1.1
)

)

Longest Match Consequences

9
W
>

Destinations connected to multiple domains must always
be explicitly announced (honaggregate form)

o

Copyright © 2001, Juniper Metworks, tnc.

In this example, a customer has existing service from an ISP using AS 65002 and has
been assigned the IP address block of 192.168.1/24 from AS 65002. The customer then

purchases service from an ISP using AS 65001and wishes to have connectivity through
that ISP as well.

1
A

AS 65001 then starts to advertise the /24 subnet into the public Internet. However, AS
65002 is still only advertising its aggregate route (192.168/1 6) to the Internet. This will
cause all traffic destined to the customer to traverse AS 65001, since routers in the
Internet will perform a longest-match lookup in their routing tables and choose the /24
route over the /16 aggregate. This might not be what either the ISPs nor the customer

wants. For example, the main ISP for the customer might be AS 65002 and AS 65001 is
intended only as a backup path.

To avoid this situation, AS 65002 must "punch a hole” in its aggregate and start
announcing two routes -- 192.168/16 and 192.168.1/24. This is current best practice for
multi-homed customer's addresses: destinations connected to multiple routing domains

must always be expilicitly announced in non -aggregate form to make sure that the
longest-match rule will apply to them.

COevUL YR VW WYV UI WY WY
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¢. Route prefixes in the network can be combined into a
single entry in the Routing Table

. B’ecomes active once one or more contributing routes

o Conf' igured at the routing-optlons hierarchy level
[edit]
routing-options {

aggregate {
defaults {

aggregate-options;

}

route destination-prefix {
policy policy-name; i
aggregate-options;

Like statie routes, aggregate routes are manually configured on each router in the
network. Aggregate routes become active in the routing table when at least one of the
contributing. routes (the more specific routes under the aggregate range) for the
aggregate is also active in the routing table.

Options that can be configured for an aggregate route include:

AS-Path—Used if this route is intended to be redistributed into BGP and you
wish to manually add values to the AS_PATH attribute.

Communlty——Used if this route is mtended for BGP and you wish to add
community values to the route for use in your AS.

Metric—If multiple routes share the same preference value, then the route with
the best metric will become active in the routing table. Use this value to prefer
one route over another in this case.

Pollcy—By default, all possible more spec:ﬁc contributing routes can be used to
activate an aggregate route, To alter this default, you can use a. policy to accept
or reject certain routes that should or should not be used.

Preference— The default preference value of aggregate routes is 130. Use this
option to alter the value of aggregate routes.

Module 2: Route Tables, Configured Routes, and Route Filters
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Aggregate Routes

® The default next-hop for an aggregate is Reject
~ Discard is also a valid option

o Defaults section affects all aggregate routes
e Aggregates rely on more specific routes to be active

routing-options {
aggregate {
defaults {
community 1:888;

}

route 192.168.16.0/21;

route 192.168.24.0/21 discard;
3}

Copyrigit © 2001, Junlpar Networks, knc.

The default next-hop value for aggregate routes is reject. This means that the router will
drop the packet from the network and will send an ICMP message (network
unreachable) back to the source of the IP packet. The other possible next-hop value for
aggregate routes is discard. As usual with discard, the router does NOT send back an
ICMP message and the packet is dropped silently. It might sound odd that aggregates

are configured without "real” next-hops. An “aggregate” route configured in the JUNOS
software with a valid IP address next-hop is called a generated route.

/

Within the [edit routing-options aggregate] configuration hierarchy, the
defauits section can contain aggregate route options. Any options configured within this
section are applied to all aggregate routes on the router. In the example on the slide,
the community value has been set to 1:888. This means that all aggregate routes
configured on the router will have that community value.

Any single aggregate route can override the defaults section by configuring the same
option within its specific route section of the configuration hierarchy. Any option defined
specifically for a route overrides the same option defined within the defaults section.
Aggregate routes rely on the more specific routes that fall under them to be active.
Once a more specific route becomes active, the aggregate route that includes it
becomes active. Aggregate routes that become active can in turn activate even more
inclusive aggregate routes "above" them. For example, the aggregate route
192.168.16/21 when active can in turn activate the aggregate route 192.168/16.

NOTE

You can only configure one aggregate route per prefix.

4
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A policy can be used to advertise the aggregate routes
via a routing protocol

policy-options {
policy-statement aidvertise-aggregates {
term find-aggregates {
from protocol aggregate;
then accept;

}

}
}

protocols {

bgp {
export advertise-aggregates;
}

Copyvigit © 2001, Juniper Metworks, Inc.

Within thexJJUNOS software, aggregate routes are considered to be configured routes.
Configured routes are never automatically advertised into a-dynamic routing protocol.
To have aggregate routes redistributed into a routing protocol, such as BGP, it is
necessary to configure -a policy similar to the example in the slide.

This example defines a policy called advertise -éggrégates. The match condition for
this policy is protocol aggregate and the action is accept. The effect of this pohcy is
that all active aggregate routes in the inet.0 routing table will be accepted.

5 The policy is then applied as an export policy within BGP. This has the desired end

result of advertising the aggregate routes on thls router into BGP and potentially to the
Internet. V

Yo a

Module 2: Route Tables, Configured Routes, and Route Filters
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°

Aggregate Route Options

Aggregate routes can have added information stored
with them in the routing table '

- route level overrides defaul't level options
Route metric: one of the four metrics

Route preference: two preferences and two colors
BGP Community Values

TN

g

AS Path: controls path information for route
AS numbers to include in aggregate route

— Controls which AS numbers to include in aggregate path
® OSPF tag: associates tag or tag2 with aggregate

EY

VAT EW RS R L

e Aggregates sound complex, but usually very simple

Copyrigit © 2001, huiper Matworks, lnc.
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Aggregate routes can have additional information
This added information is optional and options co
options configured at the default level.

stored with them in the routing table.
nfigured at the route level overrides

vy

Options that can be configured for an aggregate route include:

® Metric—If multiple routes share the same preference value, then the route with
the best metric will become active in the routing table. Use this value to prefer
one route over another in this case.

® Preference—The default preference value of aggregate routes is 130. Use this
option to alter the value of aggregate routes.

® Community—Used if this route is intended for BGP and you wish to add
community values to the route for use in your AS.

]

AS-Path—Used if this route is intended to be redistributed into BGP and you
wish to manually add values to the AS_PATH attribute.

OSPF tag—Used to associate the value of an OSPF tag (or tag2) with the
aggregate route.

Aggregate routes sound very complicated, but in

practice they are usually quite simple
to configure and use.

\
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Aggregatgt and Atomic Aggregate

° Aggregator is an optlonal BGP path attrlbute

- Includes the AS number and IP address of the BGP system
that formed the aggregate

— <aggregator as- -niumber in-address>

e Atomic Aggregate is an option within the AS Path
section of an aggregated route
- ATOMIC_AGGREGATE is a BGP path attribute
- Can be set when aggregation resulits in “loss of information”

- JUNOS software includes all information by default; so this is
not usually set

Copyigia © 2001, Juniper Networks, inc.

While it issgenerally agreed upon in the Internet that route aggregation is a good thing, it
is also helpful to know where that aggregation took place and ifinformation was "lost” in
the aggregation. "Lost” information could include details about which specific AS_Path a
route had prior to being aggregated for instance.

53
*

b’*ﬁ@

In order to let other routers know when this situation occurs, the',Border Gateway

Protocol (BGP) has two optional attributes defined. The first optional attribute is called

the Aggregator which simply places the router-id and AS number of the BGP router that
" performed the aggregation into the attribute list.

The second attribute is called the Atomic Aggregate which is a "flag” that represents a
loss of information occurred during the aggregation. These two attributes usually
appear together within a route advertisement.

The default behavior for the JUNOS software during route aggregation is to include all
of the more specific information into the aggregate. Because of this default behavior,

the aggregator and atomic aggregate attributes are not set within the aggregate route.
Only when a condition occurs when information is truly lost do these attributes get set.

Module 2: Route Tables, Configured Routes, and Route Filters
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- Contributing Routes

| ® Al routes that fall within an aggregate route

Y ® Any active route in the routing table can contribute
) ® A single route can contribute to only one aggregate
‘ route

® View with show route extensive

172.16.64.0/20 (1 entry, 1 anmmouanced)

S *Aggregate Preferemce: 130

23 Next hop type: Discard ‘-uu—-

State: <Active Imt Ext>

;% Age: 11:02

E Task: Aggregate

‘3 Anncuncement bits (1): 0-KRT

) AS path: I

3 Flags: Cenerate Discard Depth: 0 Active

Contributing Rowtes (7):

E 172.16.65.0/24 proto Static

~:) 172.16.66.0/24 proto Static
172.16.67.0/24 proto Static

3 172.16.68.0/24 proto Static
172.16.69.0/24 proto BGP
172.16.70.0/24 proto BGP
172.16.71.0/24 proto BGP

Copyigia © 2001, Juniper Notworks, Inc,

AT R A Y

The concept of a contributing route is important to aggregate routes. By definition, all
routes that share the most common bits with the aggregate and have a longer bit-mask
length are eligible to contribute to the aggregate.

Any active route can be a contributing route to an a

ggregate, but this of course depends
on the configuration details.

NOTE

While all active routes in the routing table are eligible to contribute to an aggregate
route, a single route can contribute to only one aggregate route at a time.

The contributing routes for a particular aggregate route can be seen by using the show
route extensive CLI command. This will show the aggregate route and all of the
currently contributing routes. In addition to listing what prefixes are actively contributing,
you can also see what protocol placed that contributing route into the routing table.

In the example on the slide:

® The aggregate route 172.16.64/20 is active in the routing table (arrow).
® |t has seven current contributing routes,

- Some of the contributing routes are configured as static routes (proto
Static).

—  Some of the contributing routes have been learned through BGP (proto
BGP).

Module 2: Route Tables, Configured Routes, and Route Filters 227
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Aggregates Can Contribute

Agg;egagg ,ri;utes can contribute to other less-specific
aggregates
Aggregate
192.168:0.0/13

Contributi
192.168.192.0/19
192.168.67.0/24

N ributi
192.0.0.0/8 /’K’
192.0.0.0/116 =

192.100.0.0/16

Copysight © 2001, huniper Networks, Inc.

e As previously mentioned, an active route can only contribute to a single aggregate
ol route. This could potentially cause a probiem where a number of 124 routes all
& contribute to a /16 route. If a less-specific /13 route were then configured, it would then.
& have no /24 contributing routes since they have already been “assigned” to the /16
* route.
A

».«;s,

192.168.0.0/13 aggregate route, activating it.

Module 2: Route Tables, Configured Routes, and Route Filters

192.168.0.0/16

With the JUNOS software, this potential issue is resolved by allowing an aggregate
route to act as a contributing route to a less-specific aggregate route. In the slide,
routes 192,168.192.0/19 and 192.168.67.0/24 have been "assigned” to aggregate route
192.168.0.0/16. If the aggregate route 192.168.0.0/13 is now configured, how can it
ever become active? In this case, the 192.168.0.0/16 aggregate route contributes to the

2-28
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Controlling Contributing Routes

e

A policy can be used to determine what routes contribute
to an aggregate

L™ 4

routing-options {
aggregate {
route 192.168/16 {
policy only-certain-routes;

}
}
policy-options {
policy-statement only-certain-routes {
term find-a-route {

from route-filter 192.168.0/24 orlonger;
then reject;

3

}
}
}

Copyright © 2001, Junipsr Networks, Inc.

By default, the JUNOS software will automatically assign routes to contribute to certain
aggregate routes. But the network administrator has control over this default function
through the use of a policy. Should it be desired that all possible contributing routes not
be considered for assignment to a particular aggregate route, then a policy can be
defined and applied to the aggregate route configuration.

In the example on the slide, a policy called only-certain-routes is created that rejects
all routes within the 192.168.0/24 subnet. This policy is

shown on the lower portion of
the slide.

This policy is then applied to the aggregate route of 192.168/16 within the [edi t
routing-options aggregate] configuration hierarchy. The effect of this example

would be that any potential contributing routes from within the 192.168.0/24 subnet
would not be used.

Any other potential contributing route not rejected by the policy, however, would still be
eligible to make the 192.168/16 aggregate active in the inet.0 routing table.

1

Module 2: Route Tables, Configured Routes, and Route Filters
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Generated Routes

et e )

Where we are going...
e Configuring Generated Routes
e Generated Routes
e Primary Contributing Route
e Generated Route Example

Copyright © 2001, Juniper Netwrorks, Inc.

Subsequent slides will discuss generated routes and their configuration in the JUNOS
software.
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Configuring Generated Routes

¢ Generated routes are similar to aggregate routes

- Becomes active once one or more contributing
routes are active '

e Configured at the routing-options hierarchy level

[edic]
'routing-options {
generate {

defaults {
Senerate -options;

}

route destination-prefix {
policy policy-name;
generate -options;

}

Copyvigin © 2001, Juniper Networks, Inc.

Generated routes are similar in nature and configuration to aggregate routes. They are
manually. configured on each router in the network. Generated routes become active in
the routing table when at least one of the contributing routes (more specific routes) for

the generated route is also active in the routing table. :

Generated routes are often used as the route of last resort and differ from aggregate
mainly in that generated routes are allowed to have an |P address next-hop.

Options that can be configured for a generated route include :

Module 2: Route Tables, Configured Routes, and Route Filters

AS-Path—Used if this route is intended to be redistributed into BGP and you
wish to manually add values to the AS_PATH attribute.

Community—Used if this route is intended for BGP and you wish to add
community values to the route for use in your AS.

Metric—If multiple routes share the same preference value, then the route with
the best metric will become active in the routing table. Use this value to prefer
one route over another in this case.

Policy—By defautt, all possible more specific contributing routes can be used to
activate a generated route. To alter this default, you can use a policy to accept
Or reject certain routes that should or should not be used.

Preference—The default preference value of generated routes is 130. Use this
option to alter the value of the generated routes.
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Generated Routes

[ ] The default next-hop is the next-hop of the primary
¢ontnbutlng route

- Discard i is also a valid option
o Defaults section affects all generated routes

e Appear in the routing table as an agg[e‘ga!.e( route

muting options {
gﬁnerate {
defaults {
metric 5;
}
route 172.16.64.0/20;
route 172.16.80.0/20 discard;
}

Unlike aggregate routes, the defauit next-hop value for a generated route is the IP next-
hop address of.the primary contributing route. The other possible next-hop value for
generated routes is discard, which drops the packet from the network and does NOT-

* send back an ICMP message. :

3

So the difference between a generated route and an aggregate route is the defauit next-
hop assigned. In every other respect, the two are identical. For this reason, generated
routes appear in the inet.0 routing table simply as an aggregate route, also with a
preference value of 130. In other words, there is no special name in the routing table for
a generated route: a generated route is an aggregate route to the routing table.

Within the [edit routing-options generate] confi guratnon hlerarchy, the
defaults section can contain generated route options. Any options configured within this
section are applied to all generated routes on the router. In the example on the slide,
the metric value has been set to 5. This means that all generated routes on the router
will have that metric value.

Any single generated route can override the defaults section by configuring the same
option within its specific route section of the configuration hierarchy. Any option

defined specifically for a route overrides the same option defined within the defaults

section.
NOTE
You can only configure one generated route per prefix.
Module 2: Route Tables, Configured Routes, and Route Filters 2.32
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Primary Contributing Route

o For generated routes, the primary contributor is the
numerically smallest prefix value

¢ [P next-hop of the primary is inherited as the next-hop
of the generated route

172.16.64.0/20 (1 eatry, 1 sanounced)

*Aggregate Preference: 130
Nexthop: 10.222.9.2 via 30-0/0/1.0, selected
State: <Active Imt Ext>

Age: 21

Task: Aggiregute

Ammowncement bits (2): 0-KRT 4-PEP_Sysc_Amy

AS path: I

Flags: Senerate Depth: 0 Active

Contributing Routes (13):
‘'172.16.64.1/32 proto IS-1S
172.16.65.0/24 proto BCP
172.16.66.0/24 proto BGP

172.16.84.1/32 *[IS-1S/18] 03:26:35, metric 10, tag 2
> to 10.222.9.2 via s0-0/0/1.0

Copysigin © 2001, Junipor Natworks, inc.

The primary contributing route is an important concept for a generated route. This is
because the IP next-hop address of the primary contributing route is inherited by the
generated route as its IP next-hop address.

The primary contributing route can be found by using the show route extensive CLI|
command and examining the output. It will be the contributing route with the smallest

numerical prefix value. This primary contributor is always listed first in the command
output.

e U e

In the example above, the generated route 172.16.64/20 has a primary contributing
route of 172.16.64.1/32. Notice that both the primary contributor and the generated
route share the same [P next-hop address of 10.222.9.2 via so-0/0/1.0.

S w

A
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e ISP wants tosend a default route to its customer

e What's the best way to get OIO to appear on the edge
router?

Generated Ro

» 10.1016

Copyvigit © 2001, Junipar Networks, Inc.

One example of using a generated route would be if an ISP wants to send a default
route to one of its customers. The use of a generated route here is better than usmg a
simple static route to establish this default route.

For example, the ISP could configure a static route for the 0/0 network on the edge
router leading to the customer and redistribute that route to the customer:

The problem with doing this with a static route is that the static route will aiways be
active on the router even if there is no upstream connection for the ISP to actually route
the traffic to. This method gets the customer traffic to the ISP even if there is no real
place for the ISP to pass the 0/0 traffic off to.

What would be the easiest way to associate the 0/0 route with upstream connectivity?

Module 2: Route Tables, Configured Routes, and Route Filters
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S Generated Route Example (Il)

S e Static is probably not the best solution
g) ® A generated route with a policy might work
' 3 - Becomes a “dynamic” static route with an IP next-hop
(  routing -options {
fﬂﬁ generate {
o route 0.0.0.0/0 {
i) policy omly-certain-routes;
i }
e policy-options {
13 policy-statement only-certain-routes {
— term find-a-route {
13 from route-filter 10.10/16 exact;
@ then accept;
, }
term mothing-else {
{j) then reject;

Copyigit © 2001, hadper Networks, Inc.
(;;3 Static routes are not the best way to distribute 0/0 default routes to customers, since
g statics are always active regardless of connectivity.

A generated route with a policy applied might just do the job, however. In this case, the
generated route becomes a type of "dynamic” static route with an IP next-hop.

By default, a generated route of 0/0 will use all routes in the routing table as potential

contributing routes. This gives you the same net effect as a static route to 0/0, but
without the drawbacks of the 0/0 static.

ooy

We can use a policy to control what routes from the routing table can contribute to a
specific generated route. In the previous slide, there was an upstream route of 10.10/16
being received from the Internet. We can match only that one route in a policy called
only-certain-routes. That policy can then be applied to the generated route within the
[edit routing-options generate] section of the configuration hierarchy.

e,

Once this is done, the 0/0 route will only appear in the inet.0 routing table when the
10.10/16 upstream route is also present. Should the 10.10/16 route disappear, the 0/0
route will also disappear. We have created a sort of "dynamic” static route.

Module 2: Route Tables, Configured Routes, and Route Filters 2-35
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T e

Martian Rbutes

[omr S — e e ]

Where we are going...
e Martian Filtering Policy

Copysigha © 2001, hunipar Metworks, Inc.

Subsequent slides will discuss how the JUNOS software handies martian routing
information.
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Martian Filtering Policy

® Policies can often be used to reject unwanted routes
® These prefixes are not intended for Internet IP traffic

[edit policy-options]

policy-statement reject-unwanted-roates {
term drop- these-routes {

from {
route-filter 0/0 exact; # default
route-filter 127/8 orlonger; # Loopbacks

route-filter
route- filter
route-filter
route-filter

10/8 orlonger;
172.16/12 orlonger;
192.168/16 orlonger;
224/3 orlonger;

# RFC 1918 Reserved
# REC 1918 Reserved
# RFC 1918 Reserved
# Multicast

}
then reject;
}
}

Copysigin © 2001, Juniper Metworks, inc.

Policies are often used to reject unwanted routes and prevent them from appearing in
the routing table. One important class of unwanted routes are known as martian
addresses (as in "out of this world").

The keyword martian in the terminology of the Internet means routes that should never
be present in a routing table and are not intended for live Internet traffic. In addition to
reserved test addresses, private |P address from RFC 1918, and the defauit route of 0/0
are also usuaily considered to be martian routes.

Within the JUNOS software, there is a set of default martian routes configured which
contains the following information:

0.0.0.0/8
127.0.0.0/8
128.0.0.0/16
191.255.0.0/16
192.0.0.0/24
223.255.255.0/24
240.0.0.0/4

Notice that none of the default martian routes contain the private IP addresses from
RFC 1918. This is due to the way in which the JUNOS software uses the martian list.
When a route is listed in the martians, it is never allowed to appear in the inet.0 routing
table. Since many ISPs use the RFC 1918 address internally for network connectivity,
they need to be allowed in the routing table. However, those private routes should not
be accepted from a peer router in another AS. This is where a policy can be useful.

Module 2: Route Tables, Configured Routes, and Route Filters
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In the slide, we have created a policy that matches on the 0/0 default route, multicast
routes, and the RFC 1918 private address ranges. The policy rejects those routes.
When this policy gets applied as an import policy on a BGP session, it will effectively
filter out these routes such that they can not enter the ISP network.

Module 2: Route Tables, Configured Routes, and Route Filters 2.38
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Subsequent slides will discuss route filter match options and actions, how to determine
which route filter is used for a match, and exceptions to the route filter rules.
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Route Filters and | Prefixes

[ An important role in routing policy is played by the
route filter .

Route filters act on prefixes (IP.addresses/ranges)
Muiltiple route filters in a single policy term possible
Special rules apply to route filter evaluation

policy-statement policy-name {
term term-mame {
from { :
route-filter prefix/prefix-leugih match-type <actioms>;
}

then actions;

}
}

Copyrigiv © 2001, Juniper Matworks, tnc.

Up to this point, we have described various ways to use match criteria in a policy. We
have generally talked about match configuration statements such as protocols,
interfaces, and so on. These will generally apply to and match a large number of routes.
At times, it is very useful to match a specific route or a limited set of routes. This is the

o Job of the route filter.
Route filters match specific IP address prefixes or ranges of prefixes.
It is possible to have multiple route filters in a single policy term. Since normal longest-
match rules apply to route filters, it is usually not important in which order the route
filters are configured as a match condition. As usual, new route filters are just added to
the end of the list of other route filters.
Route filters are used in the from section of a policy term. The configuration syntax is
shown in the slide. Unlike the other match criteria we have discussed, route filters have
a special set of evaluation rules which we will discuss on the following slides.
Module 2: Route Tables, Configured Routes, and Route Filters 2.40
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£ .

3 The Match Type Option

‘fﬁ Specifies type of match applied to destination prefix

) [Match Type Match if...

() —

@ ‘ exact Prefix-length is equal to route’s prefix length

{) ‘ orlonger Prefix-length is equal to or greater than route's prefix

0 | i

{3 ‘qlonger Prefix-length is greater thanroute’s prefix length

*.3 |upto Route shares most significant bits (as set in prefix-

@ length) and route’s prefix length falls between prefix-
' ‘ length and prefix-length2

@ Fpreﬁx -lengthrange Route shares most significant bits and the prefix

- length is between the two lengths specified

tD tiwough Rm falls exactly between first pfeﬁxlproﬁx-lengm

i) and second prefix/prefix-length (list of exact

matches
‘:::) Copyrigi © 2001, kanlper Netwosks, Inc.

One of the required pieces of the route filter configuration is the match-type. There are
currently six-defined match-types which are displayed on the slide. Any one of these
match-types can be used with a route filter.

The match-type keyword is what allows the route filter to distinguish between a single
route or a grouping of routes. Each matchtype performs a specific function as detailed
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in this slide and in the following slides.
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\Mhat Matches”

Given a starting prefix of 192.168/16, what matches \mth
eaoh option?

192.168/16

192.168/16

Sometimes is is helpful to examine the potential routes in the IP address space in a
graphical: manrier. This slide shows a portion of what is known as the "J-Tree.” ltis
very similar in function to a radix tree that is used to represent many bit-oriented things-
in computing and communications.

The way to “read” the J-Tree is as follows: Start at the top of the tree with the 0.0.0.0/0
route. Evaluate the first bit position in the IP address -- it will either be a Qora 1. If itis
a 0, move to the left on the tree. This is now the representation of 0.0.0.0/1. If the first
bit is a 1, move to the right on the tree. This is now the representation of 128.0.0.0/1.

From each of these two established points, examine the next bit position in line (second
overall bit). Again, move left or right depending on whether the nest bitis a O or a 1. You
will then have four data points: 0.0.0.0/2, 64.0.0.0/2, 128.0.0.0/2, 192.0.0.0/2. Continue
in this fashion thirty more times and you will have mapped out all of the IP address
space.

The slide above shows only a portion of the J-Tree which starts at 192.168.0.0/16 to
show how each of the route filters in the previous slide finds routes to match.

Module 2: Route Tables, Configured Routes, and Route Filters
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Match Type Examples

Profix 192168116 [192.16816 182168116 |192.168M6 192768116 192.168/16
‘ oxact oronger longer upto 24 § r 1620

192,0.0.0/8

192,168.0.0/16 Passes |Passes Passes Passes

192.168.0.0/17 Passes |Passes |Passes Passes

1924:1 68.0.0/18 Passes |Passes |Passes |Passes Passes

192.168.0.0/19 Passes |Passes |Passos |Passes Passes

192.168.4.0/24 |Passes |Passes |Passes

192.168.5:4130 [Passes |Passes

192.168.12:4/30 |Passes |Passes

192.168.12.128/32 [Passes |Passes

192.168.16.0/20 Passes |Passes |Passes |Passes  |Passes

192.168.192.0/18 Passes |Passes |Passes [Passes

192.168.224.0/19 IPasses Passes |Passes |Passes

192.169.1.0/24

192.170.0.0/16

Using the match-type definitions from the previous slide, we can apply some routes to

Copyright © 2001, Juniper Netwosks, Inc.

those match-types to see what.routes match or do not match the route filter.

The routes displayed along the left side of the slide appear as they would in the output

of a show route command. If a particular route has a "Passes” noted in its row, that
signifies trqe route fiter in the column matches that route. If the column is blank, the
route-filter does NOT match the specified route.

Module 2: Route Tables, Configured Routes, and Route Filters
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Muttiple Route F |Iters Defi ned

K Multnple route fiiters can be defined within a term

e A longest match is performed on the defined pre'ﬁxes
~ Only that one fi lter is used as the match criteria

policy-statement try-this-one {

’ term always-a- loagest--atch {

from { )
route-fFilter 0.0.0.070 exact; ] -

ma

route -filter 172.16.32/24 louger;
route-filter 192.168.128/22 orlonger;
} ;
then accept;
} ;
}

Copyiigin © 2001, Juniper Metworks, inc.

It is possible to define multiple route filters within a single policy term. Unlike the other
match criteria discussed previously, in which routes match a particular attribute such as
protocol, the evaluation of multiple route filters within a policy term uses spegial rules.:

Basically, only one of the route filters is used as a match criteria for any particufar term.
The route filter that gets used is found by performing a longest-match lookup similar to
what occurs during a route lookup. The route filter with the “best” match'of prefix and
bit-mask length to the candidate route is the one route-filter used as a match criteria.

Module 2: Route Tables, Configured Routes, and Route Filters
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i#

‘

Longest Match Lookup

§

e When performing a longest match lookup, only the

® prefixes defined are evaluated
g';;

)
>
EN
>

e ¢ Do not evaluate the match-types
) ¢ How does 151.140.10.0/24 get evaluated by this policy?

0

policy-statement only-prefixes-count {
ters dont-look-at -match-type {
from { ’
route-filter 151.140.0.0/16 upto /24;
route-filter 151.140.10.0/23 exact;
}
then accept;
}
}

Copyrigie © 2001, hudper Networks, bnc.

The longest-match lookup is performed onlyon the prefixes and bit-masks defined, and
NOT on the match-types configured. The match-types are "Part 2" of the evaluation.
This is worth examining in more detail.

In the slide, there are two route filters defined. Now, the candidate route of
151.140.10.0/24 is being evaluated by this policy and the multiple route filters. The first
step of the| evaluation is the longest-match lookup on the prefixes defined. In this policy,
the prefixes are 151.140.0.0/16 and 151.140.10.0/23. The longest match results in
151.140.10.0/23 being the "best.”

It is at this'point that the defined match-types come into play. The lonéest-match route
filter is then evaluated against the candidate route using the match-type. In this case ,
151.140.10.0/23 exact does NOT match the candidate route of 151.140.10.0/24. So
this policy has no matches and the actions are skipped.
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Route Filters & Other Match Criteria .

e Aill match condition statements and the one longest
match route-filter must apply for the action to be taken
e Below, a BGP prefix will never match the term
- If that is desired, use protocol | bgp ospf ]

policy-statement no-bgp-here {
texrm more-complex - exanple {

from {
protocol ospf;
route-filter 0.0.0.0/0 exact; Longest
route -filter 172.13 32/24 longer; ]"‘lml!ch
route -filter 192.168.128/22 orlonger; ' lookup

}

then accept;

}
}

Copysight © 2001, Juniper Networks, bnc.

(54

When muitiple route filters are combined with the other match criteria previously
discussed, the two evaluation concepts must be used together. First, the one longest-
match route filter is found. Then the one longest-match is combined into the logical
AND with the other match criteria defined. As before, all of the match criteria must be
true, included the single selected route ﬁlter, for the candidate route to have any
specifi ied actions taken against it.

N N e N N R N N N

In the slide; only OSPF routes will ever have the chance to match the policy using the
route filters. In order to have multiple protocols be evaluated, use the syntax shown
above of protocol [ospf bgp]. When used as a match criteria in a policy, this type of
syntax using the square.braces is considered to be a logical OR statement. Now the
route’s protocol can be either OSPF or BGP, but not IS-IS or anything else.

Of course, even if the route is BGP or OSPF, the route filter longest match lookup might
still not apply to the route and no actions taken in this term with regard to the candidate
route.

\/"‘w-""ﬁ\ﬁf'\f‘\ﬁﬁﬁﬁ'\ﬂ\ﬂ@”\/&;

Module 2: Route Tables, Configured Routes, and Route Filters 246 (




W NY BN NN

'
H
‘\

3

S L L "X RO W

(

- N W

Module 2: Route Tables, Configured Routes, and Route Filters

Advanced Policy

Route Filter Match Actions

o [f the route matches a filter, and an action is specified,
the action applies and the “then” is ignored

¢ If the route matches a filter and no action is specified,
the “then" action is taken

policy-statement stop-one-of-these {
term multiple-filters-used {
from { ) . ‘
route-filter 192.168.18.0/24 exact reject;
route-filter 192.168.100.0/24 longer {
metric 10;

accept;
}
route-filter 192.168.0.0/16 orlonger;

then accept;

}
}

Copyrigit © 2001, Jusiper Notworks, Inc.

Route filters have the option of having actions defined specifically for that route filter.
Typically, these are actions that differ from the actions found in the then section of a

policy term, but this is not a requirement. These "special” or immediate actions are used
differently.than then actions applied previously.

When a péfticular route is found to have matched a route filter statement, the route filter
is examined to determine if there are any specific actions defined along with the route

filter. If there are specific actions defined, then those actions are taken immediately and
ANY other actions specified within the policy term are skipped and ignored.

On the other hand, if the route matches a route filter and no immediate action is
specified, the actions following the then statement are applied.

This type of configuration can be useful when there are a number of route filters defined
in a policy term and where some sets of prefixes are to be accepted and while others
are to be rrj]ected. Of course, this can also be done by using multiple policy terms. The
particular method you use is up to you. The JUNOS software policy framework is
flexible enough to support both methods.
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Test Your 'Know%led;ge:

[

Apply these prefixes to the following policy route-filters.
What happens.in each.case?

- 10.0.67.43/32

- 10.0.55.2/32

- 192.168.1/17

term testing-1-2-3 {
from { L

route-filter 10.0.0.0/16 orlouger accept;
route-filteér 10.0 67.0/24 orlonger;
route-filter 10.0.0.0/8 orlonger reject;
route-filter 192.168.0/17 orlonger reject;
route-filter 192.168/16 longer accept;

}

then {
metric 10;
accept ;

}

Copysigit © 2001, Juniper Netwosks, inc.

When evaluating the routes in the slide against the policy shown, remember to first
perform the longest-match lookup on the route filters using only the prefixes defined.
After the langest-match is found, evaluate whether the candidate route matches the-
longest-match route fiiter AND the match-type defined. If the candidate route:does:-
match these conditions, then look to see if the route filter has any immediate actions
defined for it specrf cally If the route filter does, take those actions and stop processing
this policy term. If the route filter does not have any |mmed|ate actions specified, take
any actions defihed in the then portion of the term.

The route 10.0.67. 43/32 matches the route-filter 10.0. 61 0/24 orlonger in the policy. it
is the longest-match and the match-type contains the candldate route, There is no
action specified in the route-filter, so the then actions are taken. ThIS route gets
accepted and has the metric set to 10.

The route 10.0.55. 2/32 matches the route-filter 10.0. 0 0/16 orlonger accept in the
policy. It is the longest-match and the match-type contains the candidate route. There is
an action specified in the route filter, so the then actions are skipped. This route gets
accepted.

The route 192.168.1/17 matches the route-filter 192.168.0/17 orlonger reject in the
policy. It is the longest-match and the match-type contains the candidate route. There is
an action specified in the route filter, so the then actions are skipped. This route gets
rejected.

7y
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3 | When Order Does Count

The order of some prefixes is important!
Occurs when identical prefixes are defined
Match types are then checked in order for a match

This router-filter rejects the 10.0.0.0/8 route, but the
10.0.0.0/16 route has the next-hop changed to self

- Since no “terminating” action, process the next term/policy

Siejele’

e

policy-statement this-is-different {
Teﬂ order- counts -here { &

from { ' . Order

route-filter 10.0.0.0/8 exact reject; '

matters
‘ route-filter 10.0.0.0/8 longer next-hop self;,
\ } here

P

}

e

Copyright © 2001, Junipes Networks, .

G

Up to this point, the order of the route-filter statements in the term was not important
since a IorTgest-match lookup was performed. However, what happens when the
longest-match lookup matches multiple route filters? This is the case in the policy in the
slide. Both of the route-filter statements have a prefix defined of 10.0.0.0/8. In this
case, the arder of the route filters IS important. When the match-types are evaluated,
the route filters get processed in a top-down fashion.

While this is a simplistic example, the concept holds true for a more complicated policy.
Suppose that we had a policy with route-filters defined as:

route-filter 192.168.1/24 exact
route-filter 172.16.24/24 orlonger
route-filter 10.0/16 longer
route-filter 192.168.1/24 orlonger
route-filter 172.16.24/24 exact
route-filter 10.0/16 exact

The longest match is still performed and the multiple returned matches are then
processed'in order.
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Review Questions

¢ What is the function of the following routmg tables?
- inet0
~ inet1
- inet2
- inet3

e What s the dlfference between an aggregate route and
a generated route?

attributes used for in BGP”

e How is the primary contributing route of a generated
roite determined?

o When is the order of route-filter statements important?

Copyrigit © 2001, Junipar Metwosls, Inc.

During this module we discussed:

® What the default JUNOS software route tables were and how they were
populated.

® Howto configure s‘tatic, aggregate, and generated routes.

® The operation of route filters within a policy and how those filters affected
routing information in an Autonomous System.

Module 2: Route Tables, Configured Routes, and Route Filters
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Object

¥
i

ves
° JpNO-S software load balgkﬁéihgic»‘ptions

e Configuring a policy to load balance all traffic

e Configuring a:policy to load balance specific routes

e Default BGP load balancing behavior

Copyright ® 2001, Juniper Metworks, Inc.

* This module discusses:
A

e The JUNOS software load balancing options, including how a routing policy can
be written to install two equal cost routes into the Packet Forwarding Engine
forwarding table

e Configuring a routing policy that will load balance (e.g. distribute) all traffic
passing through the router onto equal cost paths when such paths exist

e Configuring a routing policy that will load balance (e.g. distribute) only the traffic to
specific destinations (prefixes) onto equal cost paths when such paths exist.

® The behavior of default BGP load balancing, which differs slightly from the load
balancing behavior of other routing protocols.

\
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Subsequ

Wi

Load Balancing Behavior

Network Flows

Per-Packet Traffic With Internet Processor |
Per-Flow Traffic With Internet Processor Il
Load Balancing Example Network

ere we are going... :
Why Choose Just One Route?
1
!
e router1 Routing Tables

|

Copyrigit © 2001, Juniper Networks, Inc.

ei:t slides will discuss the default JUNOS software load balancing behavior,

and the di ference between per-packet and per-flow traffic.

Module 3: Load Balancing

JUNOS Software Load Balancing
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Why Choose Just One Route?

[ et —"

e What if routing table has muitiple, but equal cost,
routes to the same destination prefix?

e Only one active route gets to go into the fnmardmg
table , ;

e JUNOS software chogses randomly one of the next-
hop addresses to mstall mto the forwarding table

e If destination "' next-hop set changes, random choice
repeats ,

e JUNOS software can be configured to put all

destination next-hop addresses into forwarding table
as active route

- This is called per-packet load balancing

Caopyiigin © 2001, Junipes Networks, inc.

Since therouting tables can learn of a route through multiple interfaces, it is possible to

have more than one equal cost route to the same destination prefix. What shouild
happen then?

Only one next-hop will be installed in the forwarding table as an active path.

The default load balancing behavior for the JUNOS software is to "load balance” across
one route chosen at random from among the equal next-hops. This comes down to an
issue of control. Network administrators know exactly where traffic is flowing on their
networks at any point in time. So when there are multiple equal-cost paths in the
routing-table, the JUNOS software randomly chooses one of the next-hops from the
available next-hop set to be placed into the forwarding-table.

Should the information in the next-hop set change, the random choice gets repeated.
The next-hop set could change due to the addition or subtraction of a next-hop. It could
change due to the actual next-hop value changing for any of the possible paths.

However, network administrators are given policy controls to alter this load balancing
default. A policy can be created to match all routes or only certain routes and an action
of load-balance per-packet can be defined. This policy, when applied, will cause the
routing table to place multiple next-hop values into the forwarding table for a given
route. This is called per-packet load balancing.

Module 3: Load Balancing
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Load Balancing Behavior

¢ Precise behavior of load balancing depends on IP
ASIC version used in the router

® For Internet Processor (IP) ASIC, traffic is spread in a
random fashion between the routers

- Forwarding table does the balancing

- Round-robin among maximum of 8 equal-cost paths

- Load-balanced on a per-packet basis

¢ Internet Processor Il ASIC divides traffic into individual
traffic flows

- Flows balanced among maximum of 16 equal-cost paths

- Packets for each flow are kept on same output interface

- Avoids issues with packet arrival sequence

Copyrigit © 2001, kanlper Networks, Inc.

The load-balancing policy that gets created in the JUNOS software will always contain
the same configuration syntax of load-balance per-packet. But the actual behavior of

the load balancing is determined by the Internet Processor (IP) ASIC found in the
router,

For older routers still using the Internet Processor | ASIC, the balancing behavior is truly
per-packet, The traffic is spread across the active routes in a random fashion, with the
forwarding table itself enforcing the balancing. Each packet that matches a destination
route gets forwarded across a different outbound interface in a round-robin fashion. The

Internet Processor | ASIC can support up to 8 different equal-cost paths per destination
route.

The Internet Processor Il ASIC has different balancing characteristics. The maximum
number of supported equal-cost paths rises to 16. The behavior of the load balancing is
also different. With an Internet Processor |l ASIC, the packets are forwarded based on
traffic flows. All packets headed for a destination route that contain the same flow
characteristics will all be forwarded out the same outbound interface. This avoids issues

of packet arrival sequence and the need to Routing Engine-sequence packets, which
can slow TCP operation considerably.

Module 3: Load Balancing
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Netwark E;Iews

e

e Maintaining a flow results in generally better network
performance = SR
- End-User Appllcatmns experience less delay “
- Common path thr _ugh the networ!( ‘Vfor impiementing QoS
- Al protocols benei" t: TCP UDP. etc.
e By default, flows in ' JUNOS soﬁw”re are defined by the
uniqueness of three’ Layer 3 parameters
-~ Source IP address
- Destination IP address
- Incoming router interface
e Additional Layer 4 parameters can be mcluded in the
calculation if desired
- Protocol
- Source port
— Destination port

Capyvigiv © 2001, keupar Natworks, inc.

Within a networking environment, maintaining a flow of traffic between end stations
results in a number of benefits. One benefit is that the packets generally arrive at the
destination in the order they were sent. That way, the end station does not have to
Routing Engine-order the packets and the applications experience less delay. In
addition, since similar user traffic is using the same path through the network, network-
wide policies such as Quality of Service (QoS) are easier to implement. All protocols,
not just TCP, can benefit from the establishment of flows through a network.

The default JUNOS software characteristics that define’‘a network flow are the IP Layer
3 parameters of Source |P Address, Destination |P Address, and the incoming' lnterface
on the router.

In addition, network administrators can also enable the router to include IP Layer 4
parameters such as:Source port, Destination port, and Protocol in the flow calculation.
To have both Layer 3 and Layer 4 information used, configure the hash-key under the
[edit forwarding-options] section of the configuration hierarchy.

[edit forwarding-options]
hash-key {
family inet {
layer-3;
layer-4:

Module 3: Load Balancing
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O
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B Per-Packet Traffic with Internet Processor |
S :

Copyrigiht © 2001, haiper Netwoiks, Inc.
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The slide shows the default per-packet load balancing behavior of the Internet
Processor|l ASIC found in older Juniper Networks routers. Notice that traffic from the
three different network flows gets forwarded across both of the outbound interfaces.

Y

On the sliqe, there are three sequences of five packets each destined for the same
prefix. The packets arrived on different interfaces on the leftmost router and are to be
sentto a jestination beyond the rightmost router. Because Intemet Processor | load
balancing has been enabled, the packets can be sent out on both of the two equal cost
paths, whlq:h are now both active and in the forwarding table.

Note that iere is no attempt on the part of the router to output the associated packets
on the same interface. The first packet of the sequence goes "up” and the next goes

“down” in true round-robin fashion. So packets can easily arrive out of sequence,
causing a reductlon in throughput.

Module 3: Load Balancing
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Per-Flow Traffic with Internet Processor i

Copyrigin © 2001, Junipor Networks, Ine.

The slide shows the default per-flowload balancing behavior of the Internet Processor Il
ASIC found in newer Juniper Networks routers. Notice that traffic from the three
different network flows gets forwarded across both of the outbound interfaces; as
before, but in a different fashion.

On the slide, there are three sequences of five packets each destined for the same -
prefix, as on the previous slide. Because Internet Processor |l load balancing has been
enabled, the packets can be sent out on both of the two equal cost paths, which are
now both active and in the forwarding table.

Note that in contrast to Internet Processor | default load balancing, the packets are now
associated: by flow with a particular interface. If the first packet of one of the sequences
goes "up” then the rest of the packets associated with that flow must go "up.” So
packets must arrive in sequence, since they all follow the same path through the
network. The net result is better throughput, more stable delays, and more efficient
network operation.

Module 3: Load Balancing -
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) _Load Balancing Example Network

10

router1 192.168.80.1/32

10

Copyright © 2001, Juniper Networks, Inc.

|
The slide shows a sample network that will be used in the following sequence of slides
to show the effects of the JUNOS software load-balancing behavior.

We will always be looking at the network from the perspective of router1 on the left-
hand side of the slide.

Notice that there are two possible paths to destination prefix 192.168.80.1/32 and that
both of the jpaths have a total metric value of 20.

Module 3: Load Balancing
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router1 Routing Tables

[

user@routerl> show romte 192,168.80/20 terse

imet .0: 84 destinatioms, 84 routes (84 active, 0 holddown, 0 hiddenm)

+ = Active Route, - = Last Active, * = Both
A Destimation P Prf Metric 1  Metric 2 Next bop AS path
* 192.168.80.1/32 I 18 20 10.222.10.2
' >10.20.20.1
usér®routerl> show route forwarding-table
Routing table:: imet
Imteruet:
Destination Type RtRef Nexthop Type Imdex NhRef Netif
192.168.80.1/32 nser 0 10.20.20.0 utst 26 30 80-0/0/3.0

Copysigiv © 2001, Jundper Networks, ko

This slide-shows the routing and forwarding table entries for the destination prefix in the
example, 192.168.80/20.

Note that router1 has an IS-IS route in inet.0 for 192.168.80.1/32 with a metric of 20.
This particular route has two possible next-hop values (10.222.10.2 and 10.20.20.1)
that can be used to forward traffic towards the destination.

The default JUNOS software behavior (that is, without load balancing) is to randorhly
choose one of the next-hops to be included in the forwarding table. In this case, that
single next-hop is 10.20.20.1. How can you tell?

Notice that in inet.0 the 10.20.20.1 next-hop is marked with a ">" symbol. This signifies
that this next-hop was the random choice placed into the forwarding table. This choice

can be verified by looking at the forwarding table using the show route forwarding-
table CLI command.

In the forwarding table, 192.168.80.1/32 does in fact have 10.20.20.1 using output
interface s0-0/0/3.0 as a next-hop value. And 10.222.10.2 is nowhere to be found in the
forwarding table associated with 192.168.80.1/32.

Module 3: Load Balancing
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) - Load Balancing Policies
) _

) Where we are going... - :

{"’3 ¢ Forwarding Table Export

Load Balancing For Ail Routes
router1 Tables After Export o
Load Balancing For Some Routes

2

Copyrigik © 2001, Juniper Naneusks, inc.

Subsequent slides will discuss how a policy can be used to alter the default JUNOS

software load balancing behavior, and provide some example policies that accomplish
that goal. ‘

AN
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Forwarding Table Export

e Active routes in the routing table are exporiedto the
forwarding table in the Packet Forwarding Engine
(Packet Forwarding En‘gipe;);‘i '

® A policy to control the load balancing behavior is
applied as an export policy E >

Information in the forwarding table is derived from the total set of data in the routing
table. Since this information is "removed” from the routing table it is said to be exported-
from the routing table (recall that export and import are from the respect of the routing
table) to the forwarding table in the Packet Forwarding Engine.

Although it is never seen in a configuration, there is actually a type of default policy in
effect between routing table and forwarding table that matches all destination routes to
be installed in the forwarding table with an accept one next-hop value action. To alter
the JUNOS software load balancing defaults, create a load balancing policy and apply
this policy as an export policy to the forwarding table.

Module 3: Load Balancing
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Load Balancing For All Routes

e Create a policy with no from statement to load balance
all routes

® No “accept” action needed since it is the default action

[edit policy-options]
policy-statement load-balance-me {
term balances-all -routes {
then {
load-balance per-packet;
}

}

[edit routing-options]
forwarding-table {

export load-balance-me ;
}

s,

P |
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Copyrigit © 2001, Juniper Networks, Inc.

To load balance traffic for all routes in the routing table, create a policy similar to the
one in the slide above. Since no from statement was configured, all possible routes will
match the policy. The action for the policy is load-balance per-packet This action is
the same for both the Internet Processor | ASIC and the Internet Processor Il ASIC.
However, the actual balancing behavior is determined by the ASIC in use as discussed
previously. In other words, the Internet Processor Il ASIC will still load balance by flow,
even though the action is the same in both cases.

I

L

To perform load balancing, this policy must be applied as an export policy under the
[edit routing-options] configuration hierarchy to the forwarding table. Once
committed, this configuration will start to load balance traffic for all routes which have
multiple equal-cost paths through the network.

This load balancing policy is only effected on this single router. To have all routers in

the network performing similar function, create and apply a similar policy on each
router.

o

Module 3: Load Balancing 3-13
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router1 Tables After Ex port

user@routerl> show route 192.1688.80/20 terse

l-et .0: 84 destinatioms, 84 romtes (84 active, 0 holddowa, 0 hiddem)

+ = Active Route, - = Last Active, * = Both
A Destimation P Prf Metric 1 Metric 2 Next kop AS path
* 192.168.80.1/32 I 18 20 10.222.10.2
>10.20.20.1
user®routerl> show route forwarding-table
Routimg table:: imet
Imtermet:
- Destimation Type RtRef Nexthop Type Index NhRef Netif
192.168.80.1/32 user 0 ulst 30 14
10.222.10.0 ucst 20 19 50-0/0/0.0

10.20.20.0 ucst 28 22 s0-0/0/3.0

Copyrigin © 2001, keviper Networks, Inc.

The slide shows the routing table and forwarding tables for router1 after the load
balancing policy has been applied. The routing-table still has an IS-IS route in inet.O for
192.168:80.1/32 with a metric of 20. The route has two equal-cost paths through the
network that can-be used, as before.

/

However, when the forwarding table is viewed, the 192.168.80.1/32 route has both
10.20.20.1 on interface so-0/0/3.0 and 10.222.10.2 on interface s0-0/0/0.0 as next-hop
values. We are now load balancing traffic across the two equal cost paths.

There isa very important point to be made about the load balancing and the routing
table. Look at'the inet.0 routmg table in more detail. Notice that it still has the 10.20.20.1
next-hop marked with a *>" symbol. Alsc notice that the 10.222.10.2 next-hop is not
marked. While this might seem strange at first, remember where the policy is located in
this process — between the routing table and the forwarding table. The routing table has
no knowledge of the policy and still performs its default action of a random next-hop
choice. It is only when the forwarding table is viewed (after the policy has been
evaluated) that the effects of the load balancing policy can be seen.

o~ f‘*ﬁ
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Load Balancing For Some Routes

The from will apply load balancing only to the routes that
match the conditions

[edit policy-options]
policy-statement load-balance-me {
term balances-all -routes {
from {
route-filter 192.168.10/24 orlonger;
route-filter 10.114/16 orlonger;

}
then {

load-balance per-packet
}

}
3

[edit routing-options]
forwarding-table {

export load-balance-me

Copyright © 2001, Junipor Motworks, e,

The load balancing policy on the earlier slide can be modified so that only certain
routes, not all routes, in the routing table get load balanced. All routes are balanced
when there is no from statement in the policy, so all routes match the policy. To
selectively load balance, include a from statement with one or more route filters. Of

course, it is still necessary to apply the policy as an export policy to the forwarding
table.

In this example, two route filters have been defined. Any routes matching these route
filters will get load balanced. All other routes will have the single next-hop placed in the

forwarding table according to the default behavior of the router — random selection of
one next-hop.

The policy created here is just that—a policy. ANY of the policy match criteria can be
used in this policy to decide what routes get load balanced and what routes do not get

load balanced. Again there is maximum control and flexibility over the behavior of the
router.

Module 3: Load Balancing
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BGP Load Balancing

Where we are going...

e Default BGP Load Balancing
BGP Load Balancirng Network
router1 inet.0 |
router1 Forﬁardmg'!'ahle
Combining The Concepts
router1 After Policy

Copysigit © 2001, Juniper Netwoiks, inc.

Subsequent slides will discuss the default JUNOS software load balancing behavior for
BGP routes, and how that default can be combined with the destination load balancing
behavior from previous slides.

oo g
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A - Default BGP Load Balancing
{.»il )
i e Default load balancing for BGP is a little different
{‘f‘;) o [f multiple equal-cost paths exist to the BGP Next-Hop
attribute, then the total amount of prefixes received
ij from that peer will be balanced across the muitiple
) paths (per-prefix load balancing)
) e Each BGP prefix still uses only one path for all traffic
i ° Ei(-ample:
;3 - 100 routes are advertised from Peer A to Peer B
{3 - Peer A is performing next-hop-self
* - Peer B has muitiple equal cost paths to Peer A 100 address
:3 - The 100 routes are evenly distributed across the equal cost
;3 paths to Peer A
(.

Copyvigi © 2001, hsiper Netwosks, Inc.

When looking at BGP routes in a network, there is another JUNOS software default
load balancing action at work. The default BGP load balancing is slightly different than
the load balancing examined earlier, which applies to IGPs.

kY

The default BGP load balancing is known as per-prefix load balancing. Pre-prefix load
balancing occurs when routes are received from an internal BGP peer and some of
those routes have identical BGP Next-Hop attributes (an IP address). When the router
performs the usual recursive route table lookup to find the BGP Next-Hop attribute
value, the router might find that there are multiple equal-cost paths available to that |P
address. In this case, the total number of received BGP routes that fit this criteria are
spread across the available network paths.

However, each individual BGP route still uses only one path through the network.

For example, suppose that 100 routes are advertised by IBGP from router Peer A to
router Peer B. Peer A is performing a next-hop-self, so Peer B will now have multiple
equal cost paths to Peer A’s 100 IP address. In this case, the 100 routes on Peer B to
Peer A’s 100 address will be "evenly” distributed across the equal cost paths to Peer A

(a completely numerically equal distribution of the routes is not guaranteed, especially if
routes are withdrawn).

(=R N L R e
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BGP Load Balancing Network

-1

IBGP

192.168.80.1/32

10

Copyrigin © 2001, Junipsr Networks, Inc.

The slide*shows the same basic load balancing network with IBGP running between the
leftmost and rightmost routers. The leftmost router still has two possible network paths
to 192.168.81.1/32. The load-balance per-packet policy configured and applied
previously is NOT in effect at this time.

The router on the right side of the network is sendlng to router1 its BGP routes with the
BGP Next-Hop attribute set to 192.168.80.1 (the loopback address of the router on the
right hand side of the slide).:Since router1 has multiple equal cost paths to
192.168.80.1/32, the 100-BGP: routes will be somewhat evenly distributed: across those
two paths.

For example, applying BGP load balancing might resuit in 52 routes using the upper
path to the rightmost router, while 48 routes are using the bottomn path to-the rightmost
router.

Module 3: Load Balancing
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router1 inet.0

user®routerl> show route 192.168.80/20 terse

imet .0: 84 destinations, 84 routes (84 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both

A Destimation P Prf Metric 1  Metric 2 Next hop AS path

* 192.168.80.0/24 B 170 100 5 >10.222.10.2 (65000) 1
10.20.20.1

‘* 192.168.80.1/32 I 18 20 10.222.10.2
>10.20.20.1

* 192.168.81.0/24 B 170 100 5 10.222.10.2 (85000) I
>10.20.20.1

* 192.168.82.0/24 B 170 100 5§ 10.222.10.2 (65000) I
>10.20.20.1

* 192.168.83.0/24 B 170 100 10 >10.222.10.2 (65000) I
10.20.20.1

* 192.168.84.0/24 B 170 100 10 10.222.10.2 (65000) 1
>10.20.20.1

* 192.168.85.0/24 B 170 100 10 10.222.10.2 (65000) 1
>10.20.20.1

Copyright © 2001, Juniper Neworks, Inc.

The slide shows the inet.0 routing table of router1 after the BGP routes have been
received, but before any per-packet load balancing has been applied.

Notice that some of the BGP routes are using 10.222.10.2 for a next-hop and some of
the routes are using 10.20.20.1 as a next-hop. Each of the BGP routes knows about the
multiple possible next-hops, but each individual route is only using one of them to
forward traffic. This is the default behavior of the router. The next-hop choice is random
and is independent of the next-hop used to reach 192.168.80.1/32. Notice that the IS-IS
route is using 10.20.20.1 for its next-hop.

Module 3: Load Balancing
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Routimg table::
Imtesnet :
Destination
192.168.80.0/24
192.168.80.1/32
192.168.81.0/24
192.168.82.0/24
192.168.83.0/24
192.168.84.0/24
192.168.85.0/24

inet

userfrouterl> show route forwarding-table

Type RtRef Nexthop

PEE
L]

0 10.222.10.0
0 10.20.20.0
0 10.20.20.0
0 10.20.20.0
0 10.222.10.0
0 10.20.20.0
0 10.20.20.0

Copyrigit © 2001, Juntper Networks, inc.

router1 Forwarding Table

Type Index NhRef Netif

ucst
ucst
ucst
ucst
ucst
ucst
ucst

2SI

23 20-0/0/0.0
30 30-0/0/3.0
30 50-0/0/3.0
30 20-0/0/3.0
23 0-0/0/0.0
30 20-0/0/3.0
30 20-0/0/3.0

This slide-shows the forwarding table on router? after the BGP routes have been
received, again before any per-packet load balancing has been applied.

Each of the destinations in the forwarding table is using a single next-hop to forward
traffic, even though the next-hops are using both 10.222.10.0 and 110.20.20.0 at
random. This is not yet really load balancing for each individual prefix..

Module 3: Load Balancing
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) Combining The Concepts
) The load balancing policy for all routes can be used to

forward traffic for allreceived BGP routes across all of
the possible next-hop interfaces

[edit policy-options]
policy-statement load-balance {
term all-routes { '
then {
load-balance per-packet;

e

}
}
}

[edit routing-options]
forwarding-table {

export load-balance;
} .

£

w v

Copyright © 2001, Juniper Notwarks, inc.

LAY

4

In order to load balance traffic for either a single BGP prefix or all of the BGP prefixes, it
is necessary to configure and apply a load balancing policy similar to the one used

earlier. In fact, this policy is essentially identical to the earlier policy used to balance all
routes.

£

A

The difference is load balancing behavior is strictly with regard to how BGP load
balances, and not policy configuration or application issues.

So this policy will cause all possible routes on the router, including all the received BGP
routes, to be load balanced across all of the possible next-hop values on the router.

CUUVB UV

3

Module 3: Load Balancing 3-21




Advanced Policy

router1 After Policy
user@routerl> show rowte forwardisg-table
Routing table:: imet k
Intersmet: Ehe :
Destimation Type RtRef Nexthop Type Index NhRef Netif
192.168.80.0/24  user 0 ulst 30 14
10.222.10.0 ucast 20 19 20-0/0/0.0
10.20.20.0 wcat 268 22 20-0/0/3.0
192.168.80.1/32  user 0 T wist: 30 14’
10.222.10.0 wcet  20. 18 #0-0/0/0.0
10.20.20.0 ucst 26 22 80-0/0/3.0
182.168.81.0/24 user o : ulst 30 14
10.222.10.0 wcst 20 19 50-0/0/0.0
10.20.20.0 uwcat 26 22 $0-0/0/3.0
192.168.82.0/24  user 0 ulst 30 14
10.222.10.0 ucst 20 19 80-0/0/0.0
10.20.20.0 mcst 26 22 s0-0/0/3.0
192.168.83.0/24 user 0 ulst 30 14
10.222.10.0 mcst 20 19 80-0/0/0.0
10.20.20.0 _wcst 28 22 20-0/0/3.0
192.168.84.0/24  user 0 wlst 30 14
10.222.10.0 ucst 20 19 50-0/0/0.0
10.20.20.0 wcst 26 22 s0-0/0/3.0
Copyeigit © 2001, Jurdper Motworks, bnc.
% The slide-shows the forwarding table (not the routing table) on router1 after the BGP
& routes have been received and the load-balance per-packet action has been defined
- in a policy.
Each of the destinations in the forwarding table is using all possible next-hop values to
- forward traffic instead of just one as before. In this example, there are only two paths,

.

Module 3: Load Balancing

but the Internet Processor Il ASIC will balance up to 16 paths.
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Review Questions

¢ What is the default "load balancing” done by the
Juniper Networks router?

o How does per-packet load balancing work with the
Internet Processor | ASIC?

¢ How does per-packet load balancing work with the
Internet Processor Il ASIC?

® How does load balancing differ with regard to BGP
routes?

® If 200 routes are load balanced over two paths with
BGP, would the split always be 100 and 100 for each?

Copyrigia © 2001, Juniper Notworks, Inc.

During this module we discussed:

® The JUNOS software load balancing options, including how a routing policy

could be written to install two equal cost routes into the Packet Forwarding
Engine forwarding table

Configuring a routing policy that would load balance (e.g. distribute) all traffic
passing through the router onto equal cost paths when such paths exist

Configuring a routing policy that would load balance (e.g. distribute) only the

traffic to specific destinations (prefixes) onto equal cost paths when such paths
exist.

e

e L UUUUDOOOT RIS

The behavior of default BGP load balancing, which differs slightly from the load
balancing behavior of other routing protocols.

A
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Objectives

e Describe the JUNOS software policy processing

e Configure a prefix list

o Explain the operation of configuration groups

e Describe how policy subroutines operate

° Expléiﬁ héw pr\.ilticy expressions alter the defauit policy

processing sequence

Caopyigit © 2001, Juniper Networks, ine.

This module discusses:

The way that the JUNOS software processes policies when there is more than
one policy to apply.

How to configure a prefix list that can be used to ease the maintenance of
customer routes.

How configuration groups can be used to make the application of prefix lists
simpler and easier.

The behavior of routing policy subroutines, which can be used in some instances
to make the maintenance of complex policies easier to perform.

The use of policy expressions such as a logical AND or OR to alter the default
flow of policy application.

Module 4: Policy Processing
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Y  Advanced Policy
)

3 Policy Chains

f 3 Where we are going... ;

; 5 e The Need For Multiple Policies
e Muitiple Policies

? ® Invoking Multiple Policies

i : '

Copyrigin © 2001, Juniper Networks, knc.

Subsequent slides will discuss why multiple policies might be needed in an ISP network
and how the JUNOS software evaluates those policies.
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The Need For Multiple Policies

e BGP routers at the edge of an ISP must usually
implement more than one import policy filter
¢ Guarding against "martians” is a must
- Defined in RFC 1812

- No 0.0.0.0/0 exact, loopbacks, reserved blocks, Multicast or
Class E, etc. should be in a unicast routing table

¢ Do not accept routes to local address space
® Good idea not to accept many “long prefix" routes

- Aggregates save update bandwidth and route table space
-~ For example, reject anything more specific than /20

e How can all three policies be applied properly?

Copyrigin © 2001, huniper Networks, Inc.

- The use of the"JUNOS software policy framework in an individual network will vary
g greatly from its use in a different network. Each network design and policy goals will

- factor into the decision of what pieces of the policy framework to use and how to best

N use them. Some networks might find a need for multiple different policies in their ,
& network, especially for BGP routers at the edge of the network. Each individual policy I

" accomplishes a specific task. These policies can then be combined together on an as-
needed basis to accomplish a larger policy goal in the network. The slide lists some
possible uses for individual policies in a network. While these may not be used in every

* network in the Internet, these policies (or variations thereof) are quite popular.

Guarding against martian routes, as defined in RFC 1812, is required. Also, there
should be no 0.0.0.0/0 exact route, nor loopbacks, nor reserved blocks (RFC 1918), nor
multicast addresses (Class D), nor Class E (experimental) addresses in a unicast
routing table on any router.

Routers should never accept routes to their own local IP address space. How could
another router or ISP have a better route to a network that is local or a customer?

It is also a good idea not to accept many "long prefix” routes (just what is "long" is left
up to the network administrator). Aggregation to shorter prefixes saves bandwidth for
updates and space in the routing tables. For example, a routing policy might reject any
routes more specific (longer) than a /20.

So it is quite common to ask a router to reject martians and related addresses, reject
local routes, and reject specifics when a shorter aggregate is also used. But how is it
possible to formulate routing policy within the framework to apply all three of these
separate actions correctly?

\
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M Multiple Policies

5G

Voo

1. Any routes to 192.168.14/24 (or longer)

2. Routes more specific than 192.168.27/24
3. Martians

«

v O

Could be combined into one muiti-term policy, but using

multiple policies gives flexibility for multiple interfaces
and applications

Copyrigin © 2001, Jumipar Motworks, Inc.

In this example of multiple policy use, the network administrators of Autonomous
System (AS) 1 have decided on some routing policy goals for their network. They are:

® Not to accept any routes that belong to the 192.168.14/24 subnet block, which

LA A aRA A g

is their own.

® Not to accept any routes with a prefix length of /24 or longer that also belong to
the 192.168.27/24 subnet block.

[

Not to accept any martian routes into the network such as the default route, the

loopback address space, multicast networks, and the experimental networks of
the 240.0.0.0/4 network space.

¥

While these policy goals could certainly be applied and configured as a single, multi-

term policy, the administrators of AS 1 made them three separate policies for reasons
of flexibility and ease of maintenance.

o

~
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Invoking Multiple Policies

W

Routmg protocol can mvoke any defi ned pollcles

#1. Define policies #2. Apply@ollcles
[edit policy-optioms] [edit proto?l-]
pollcy!:ta::n::t‘ ‘.\.'amumted { protocols. bgp {
' tcr’l‘ ﬂ-demm { 3 llmt [ mo-apecifics mot-mime mo-uswanted ] ;

3@!/8 orlonger.
-fllter 240/4 oricager;

That happens when the
) ! S following prefikes
policy-stateacat mot-aime { ) arﬂve?

tern find-mime {

from route-filter 192.168.14/24 orlonger; _ 0/0
thea reject;
) ! ~ - 12118
1icy-statesent -specifics {
Latid ;‘:‘zﬂc,;:“ P - 192.168.14/24
firgm route-filter 192.168.27/24 lcages; -

}

)

192.168.27/24

then refect;

Copysigiv © 2001, kuniper Natwosks, Inc.

This is therconfiguration syntax for the three policy goals listed in a previous slide. Once
defined, these three policies are all applied as an import BGP policy at the global BGP

level., The evaluation of these policies will be accomplished using the JUNOS software-
default policy evaluation of left to right processmg as the polices appear in the import

statement.

In other words, when the prefixes on the slide arrive in the order listed:

The 0.0.0.0/0 default route will be rejected by the no-unwanted policy.
The 127.0.0.0/8 route will be rejected by-the no-unwanted. policy.
The 192.168.14/24 route will be rejected by the not-mine policy.

The 192.168.27/24 route does not match any of the defined policies so it gets
evaluated by the BGP default policy. The default policy for BGP will accept the
route.

Module 4: Policy Processing
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Prefix Lists

Where we are going...
e Prefix Lists in Policy
e Configuring and Applying Prefix Lists
e Configuration Groups in Policy
e Configuring Groups
e Applying Groups

Copysigin © 2001, Junlpar Metworks, Inc.

Subsequent slides will discuss how a prefix list can be used in a policy as well as an
alternative method known as a configuration group.
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Prefix Lists in Policy

e [edit policy-options] allows for the creation of
prefix lists of IP addresses

e Prefixes are interpreted by the policy as a list of exact
match conditions

e Action applies to all prefixes that cause a match

Can be used in many policies (ease of maintenance)
e Provides a single place to maintain customer routes

Cuopysigin © 2001, Junipes Networks, Inc.

When an internet Service Provider (ISP) wants to perform common policy actions.on
their customer routes, it needs to be able to identify those routes throughout the AS.
There are a number of different ways to accomplish this identification with one of them
being the use of route filters. After all, the ISP administrators know who the customers
are and can identify them by their assigned address space. The problem here is one of
scalability — adding a new route filter statement to five or ten policies can be time
consuming.

The JUNOS software routing policy framework offers network administrators mulitiple
different ways to ease this scalability issue. One of those ways is the prefix list. A prefix
list is a set of routes defined by the network administrator. The big difference here is
that those routes get defined one time — in the prefix list. This prefix list is then
referenced from within muitiple policies.

The prefix list gets defined within the [edit policy-options] configuration
hierarchy. It is given a name and is then assigned the prefixes that "belong” to it. When
a prefix list is referenced from within a policy, the routes in the list are evaluated by the
policy as a series of exact route filter statements.

A match on any one of the routes within the prefix list will cause the action specified in
the then portion of the policy term to be taken. So the action applies to all prefixes in

the list that cause a match.

A prefix list can be used in many policies. This allows for easy maintenance of routes

that might require special handling (such as customer routes) and gives network
administrators a single place to maintain their customer routes.

Module 4: Policy Processing
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Configuring and Applying Prefix List
e Prefix lists are not route filters!
¢ No match-types get defined
e Can only apply to from policy sections

[edit policy-optiona] [edit policy-optioma]
prefix-list kwows-dir-becast-sites { policy-statement allow-ok-policy {
10.3.4.6; : term okay-from-25 {
10.2.0.0/16; from {
192.168.1.0/24; prefix-list kmowm-okay-sites;
} }
prefix-list kecws-okay-sites { them accept;
172.8.0.3; }
10.10.0.0/18; term reject-beasts {
192.168.12.0/24; from {
} prefix-list kuows-dir-beast-sites;
}
thea reject;
}

Copyvigin © 2001, Juriper Notworks, nc.

This slide defines two separate prefix lists. A few example routes have been configured
under each of the prefix lists. As in all other aspects of the JUNOS software, the
absence of a bit-mask is interpreted as a /32 bit-mask.

These prefix lists are then referenced from within two separate policy terms as match
criteria. The policy terms see the prefix lists as a series of route-filter statements with a

match type of exact. When any of the routes in the prefix list are matched, the action in
the then section of the policy term is taken.

However, prefix lists are not route filters. There are significant differences.

For example, no match-typescan be defined for prefix lists. Prefix lists always apply
an exact match to the prefix.

Also, prefix lists can only be applied to the from section of a policy or policy term.

Module 4: Policy Processing
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C@"ﬂguraﬁm Groups in f*},a%!ic:x

Configuration groups can be used to repllcate the
functionality of a pref' X Ilst

Groups are a ‘function of the JUNOS software
configuration CL1

Represents a list of route filters and match-types
within any policy, so differs from prefix list
Snippets of configuration used in multiple places
Policy matching, actions, and processing are not
changed when groups are used

Can be used in many policies (ease of maintenance)
Provides a single place to maintain customer routes

Copyrigit © 2001, Jundpes Notaroiks, Inc.

There is ariother method within the JUNOS software for performing route maintenance
tasks similar to a prefix list. This feature is known as a configuration group.

While configuration groups are not a JUNOS policy framework spec ific feature, but a
function of the JUNOS software CLlI, the routing policy framework can make use of

Like a prefix list, a configuration group is defined and given a name The group is then

referenced from within a policy. Unlike the prefix list, however, the confi iguration group

)

is not evaluated as a series of exact route filters. The confi iguration group can have any
combination of route filter statements-and match-types it wishes. This-is due to the way

in which the configuration groups operate.

Configuration groups are quite simply snippets of the JUNOS software configuration
hierarchy used in muiltiple places. When the group gets applied, the hierarchy searches
through the group definition looking for statements applicable for use. Only statements
within the group that "belong” to the current hierarchy level or below are used. All other
group statements are ignored.

The use of configuration groups in no way changes the routing policy matching, actions,
or processing behavior.

The major advantage of using configuration groups is that once defined, the groups can
be used in many policies. This allows for easy maintenance of routes that might require
special handling (such as customer routes) and gives network administrators a single
place to maintain their customer routes.

Module 4: Policy Processing 4-10
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Advanced Policy

Configuring Groups

e Confi guratioh groups must be defined and then
applled

o Regular route-filter statements are used

¢ The wildcard (*) is used to represent any policy or
term name

[edit groups]
customer -routes {
policy-options {
policy-statement <*> {
term <*> {
from {
route -filter 192.168.1.0/24 exact;
route-filter 172.16.0.0/16 orlonger;
route-filter 10.10.0.0/18 upto /24;
}
}
}

Copysigia © 2001, Juniper Networks, inc.

As expected, configuration groups must be first defined and then applied. Configuration
groups.are defined under the [edit groups] portion of the CLI hierarchy.

Regular route-filter statements (which include match-types) are used in confi guratlon
groups. So exact, orlonger, upto, and so on are all allowed.

The wildcard symbol — the * (asterisk) within angled brackets — is used to represent any
policy or term name in which the configuration group is applied. This might sound
confusing, so an example of the use of the wildcard symbol will be helpful.

The slide shows a configuration group defined called customer-routes This group
looks very similar to a routing policy and contains some route fiters with varying match-
types defined. The policy and term names have been confi igured as <*>, which is the
wildcard notation. When the configuration group is applied and gets evaluated, the
wildcard will be seen as any possible policy and any possible term. This allows this
particular configuration group to be used in any policy where the customer routes
defined within the configuration group are needed.

Module 4: Policy Processing
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Applying Groups

e Groups are applied with apply -groups <name> command
e Configuration inherits statements found within thg group
e To "see” the actual statétfﬁéﬁi’s‘, use a pipe (1) command

[edit policy-optioms]

them accept;
}
}

policy-statement allow-good-routes {
term customers-okay {
apply-grosps customer-routes;

[edit]

from {

}
thea accept;
}

}

user®hoat# show policy-optioms | di inbenitance |
|policy-statement allow-good-routes ( ’
tera customers-okiy {

route-Filter 182.168.1.0/24 exact;
route- Pilter 172.18.0.0/18 orlonger;
route-filter 10.10.0.0/16 upto /24;

L After the cenfiguration group is defined, the group can be applied and referenced from
L within a policy. The syntax for applying a configuration group is by using the apply-
groups command. Here, the customerroutes group from the previous slide is applied

Copyvigiv © 2001, hadper Metworks, Inc.

to the allow-good-routes policy.

Once the group is applied to the routing policy, the policy will look for the configuration
group referenced and will search for applicable statements for use in the policy. So the
configuration itself inherits the statements that are found in the cenfiguration group. In
this case, the three route-filter statements are found. The policy then logically uses

those statements in its running operation.

Notice that the candidate configuration simply references the applied group by name
and never shows the routes that are actually used in the policy. While you can always
look at the group itseif and decide what should or should not be used, the configuration
CLI gives another option. By using the pipe ( | ) feature, we can ask for more
information. The command to use after the pipe is display inheritance . This will show
you what statements from the group have been used in a particular application of the
configuration group. This command will also comment the output to explain what
configuration group was used for each application. To view the applied statements as if
it were a "normal” configuration, use two piped commands together. The commands are
display inheritance and except ##. (The except command eliminates lines matching
the ## regular expression from the display.) The complete string to use with the two

pipes is shown on the slide.

Module 4: Policy Processing
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Subroutines

Where we are going...
e Policy Subroutines
® Policy Subroutine Guidelines
® Subroutine Examples

Copyrigin © 2001, Juniper Networks, Inc.

Subsequent slides will discuss how the JUNOS software uses a policy subroutines,
provide guidelines for its usage,and illustrate the operation using examples.

Module 4: Policy Processing 4-13
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Policy Subroutines

e One pollcy can appear as a "subroutine” to another
o Useful when “inner” policyis a set of route-filters

[edit policy-options]
policy-statement this-is- tbe-ubroutl-e ( “‘"‘"
term what-to-satch {
from {
match -conditions;
route -filter destimation-prefix match-type <actions>;
prefix-list name;

then action;

}
}
policy-statcment main-policy {
term i-kope-this-works {
from {
policy this-is-the-subroutine; ““"‘

then action;
}
}

Copyigit © 2001, Juniper Meteosks, Inc.

In additiorsto:the use of prefix lists and configuration groups, there is yet another option
for defining a:common set of routes:to-be used in a policy. This method relies on the
use of a "regular” policy for the definition of these common routes. This policy can then
be used as a match criteria from another policy through the use of JUNOS policy
subroutines. So one policy can appear to be a type of "subroutine” of another policy,
although a "subroutine” in the JUNOS software routing policy framework is quite
different from the subroutines used in programming languages.

/

Policy subroutines are most useful when the “inner” or "subroutine” policy is simply a list
of route filters and their associated match-types. This is not the only allowable use of a
policy subroutine, but route filters are by far the most common and useful application of
policy subroutines.

The slide shows (with arrows) both the definition of a subroutine policy (this-is-the-
subroutine) and the "calling” of this subroutine policy from within the policy main-
policy. Since the names used for policies and terms are totally up to the person doing
the configuration, considerable confusion is possible when policy subroutines are used.
Care is always needed, but there are a few guidelines to follow when using policy
subroutines.

£
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Policy Subroutine Guidelines

® Never evaluate a policy within itself! No prefixes will
ever match this configuration.
¢ If the subroutine policy matches a prefix:

- Actions specified in the then that modify attributes are taken
immediately

- Can cause unexpected results (side effects)

® Subroutine policies return a TRUE or FALSE value

~ TRUE is returned if there was a match on the route and an
accept action was specified (perform main then actions)

- FALSE is returned if there was a match on the route and a
reject action was specified (no then actions, continue...)

® The routing protocol’s default policy is ALWAYS
evaluated as part of the policy subroutine!

Careful planning is needed when using subroutines

(Y A* RV RS R
]

Copysigit © 2001, Juniper Networks, Inc.
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X

Policy subroutines are not at all like programming language subroutines! Policy
subroutines.cannot be nested “recursively” to force evaluation of a policy within itself,
although there is nothing to prevent this type of configuration. However, no prefixes will
ever match this type of "policy subroutine within itself” structure.

The policy subroutine evaluation is very similar to the evaluation of policies in general.
The subroutine is checked for match criteria and if a match is found, the actions
specified in the then section of the term or policy that modify attributes of the route are
taken immediately. This immediate action can cause some unexpected and unintended

side effects, especially when terminating actions such as accept or reject are
considered.

The main difference between a "normal” policy and a policy subroutine is what the
terminating actions mean to the subroutine. The policy subroutine actions do not
actually accept or reject a route on their own. They only assist the policy that used the
subroutine in determining if a match is found. The policy subroutine does this by
changing the actions of accept and reject into the logic answers of TRUE and FALSE.

If the subroutine has an action of accept, then it returns a value of TRUE to the "main”
policy that referenced the policy subroutine. When the main policy sees a value of
TRUE, it sees the policy subroutine as a match and takes any specified actions.

If the subroutine has an action of reject, then it returns a value of FALSE to the main
policy. When the main policy sees a value of FALSE, it does not see the policy
subroutine as a match and skips any specified actions and continues processing its
own terms. So a reject in a subroutine policy might still result in an accepted routel
The policy subroutine is never viewed "alone.” The default policy for the particular
protocol using the policy is ALWAYS evaluated. That means if the main policy is
applied to BGP, the BGP default policy will be evaluated as part of the subroutine.

All in all, extreme care is needed when configuring and using policy subroutines.

Module 4: Policy Processing 4-15
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Subroutme Emample

e
T —

What happens when the BGP route of 10.10. 10 0/24is
evaluated by the policy subroutme"

[edit policy-optionms]
policy-statemcat sabroutime-policy {

term accept-exact {
from route-filter 192.188/18 exact;
then accept;
} o
} ‘
policy-statement maia-policy {

term only-want-exact {

from {
policy subroutime -policy;

then accept;

}
}

[eqlt protocols]
export maim-policy;

Copyrigit © 2001, Junipar Netwosks, Inc.

The slide shows a policy called main-policy applied to BGP as an export policy. A

candidate BGP route of 10.10.10/24 is being evaluated by this policy. The match criteria»

for main-policy is the subroutine policy of subroutinie-policy.

What happens? First, the main policy "calls” the subroutine policy and so the match
criteria of subroutine-policy are evaluated. The BGP: route 10.10.10.0/24 does not
match the defined subroutine, so the BGP defaulit policy is evaluated as part of the
subroutine. The BGP defauit policy will match-the 10.10.10.0/24 route in this instance
and has an action of accept. The subroutine logic then translates that accept into a
TRUE value and returns this TRUE to the main-policy.

The main-policy now has a match for the term accept-exact (because of the TRUE
returned by the policy sub-routine). So main-policy takes the specified action for this
BGP route, which is accept. Therefore, this BGP route is accepted for advertising to
BGP peers.

Note that the TRUE for the BGP route 10.10.10/24 was generated not by the policy
subroutine itself, but by the BGP default policy that “follows” the policy subroutine
evaluation {the BGP default policy follows because the BGP route does not match the
policy subroutine match condition of 192.168/16 exact). And this BGP default policy, as
usual, never appears in the configuration.

Module 4: Policy Processing
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Another Subroutine Example

) What happens when the static route of 10.10.10.0/24 is
) evaluated by the policy subroutine?

553 [edit policy-optioms]

policy-statemeat subroutine-policy {

i term accept -exact {

from route-filter 192.168/16 exact;

{ ' then accept;

e }
g:) policy-statemeat maim-policy {
é) term only-want-exact {
= from {
policy subroutine-policy;

&
s

then accept;
}
}

[edit protocols]
bgp {

export main-policy;
}

Copysigin © 2001, Juniper Netwosks, bnc.

Policy. subroutines can be very tricky to "see” properly, so another example is called for.
The slide shows a policy called main- policy applied to BGP as an export
policy,exactly the same as in the first example. But this time acandidate static route
(not BGP route, as before) of 10.10.10/24 is being evaluated by this policy. The match
criteria for main-policy is the subroutine policy of subroutine-policy.

L

What happens? First, the main policy “calls” the subroutine policy and so the match
criteria of subroutine-policy are evaluated. The static route 10.10.10.0/24 does not
match the defined subroutine, so the BGP default policy is evaluated as part of the
subroutine. The BGP default policy does not match the 10.10.10.0/24 route in this
instance and so has an action of reject. The subroutine logic then translates that reject
into a FALSE value and returns this FALSE to the main-policy.

The main-policy now does not have a match for the term accept-exact (because of
the FALSE returned by the policy sub-routine). Since there are no more terms in main-
policy and the BGP configuration has no more policies applied, the default BGP policy
is evaluated. The BGP default policy does not match the static route (BGP will not
export static routes by default) and therefore has an action of reject. So this static
route is rejected for advertising to BGP peers.

Note that the FALSE for the static route 10.10.10/24 was generated by the policy
subroutine itseilf.

~
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More Subroutine Ex tamples
Consnder route 10.10/16.in all examples below
Example #1; policy-atatement outer3 {
policy-statement outerl { fros policy called2;
from policy calledl; thes accept;
then accept; } .
policy-statement called? {
policy-statement calledl { from {
from { " rowte- filter 10.10.0.0/16 exact;
route-filter 10.10.0.0/18 exact;
) thea reject;
them accept; 3}
. nlléy-;tate;;«-t outerd {
policy-stateseat outer2 { :x {olicy called3;
froa policy calledl; unity add 2;
thea reject; H '
} accapt ;
policy-stateueat calledl { } }
from { - enen
route-fFilter 10.10.0.0/16 exact; Poll:io:t:t t calleds {
) . j Toee-filter 10.10.0.0/16 exnct;
} then
coumunity add comml;
) accept;
Copysight © 2001, Jusdper Betworks, Inc.

The route*10.10.0.0/16 is being evaluated against four different subroutine examples
shown on the slide. What happens in each case?

/

Example # 1: The route matches the subroutine and the action is accept. This returns a

TRUE to the outer policy which is seen as a match. The outer policy then has an action
of accept, so the route is accepted.

Example # 2: The route matches the Subroutine and the action is accept. This returns a

TRUE to the outer policy which is seen as a match. The outér pohcy then has an action
of reject, so the route is rejected.

Example # 3: The route matches the subroutine and the action is reject. This returns a
FALSE to the outer policy which is seen as "no match.” The outer policy then skips the
actions and the route is passed to a default pollcy (not shown here) for further
processing. More information IS needed about the routing protocol in this case.

Example # 4: The route matches the subroutine and the action is to add a community
value of comm1 and to accept. This adds the appropriate community value and also
returns a TRUE to the outer policy which is seen as a match. The outer policy then has
an action of adding a community value of comim2 and an accept action, so the second

community is added to the route and the route is accepted with both community
values added.

7

Module 4: Policy Processing 4-18



Advanced Policy

DUy e

L,

Policy Expressions

Where we are going... ‘
e Controlling Policy Order

Policy Expression Operators

Policy Expression Logic

OR/AND Operator Logic and Example

NOT/Group Operator Logic and Example

Expression Logic Pitfalls

SOSU

i R

voo
e 6 & o o

Copyright © 2001, Juniper Metworks, Inc.

Subsequent slides will discuss how the JUNOS software uses a policy expression,

provide some guidelines for its usage, and illustrate the operation through some
examples.
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Controlling Policy Order

e By default, policies are evaluated in order, from left to
right, as follows:
- The terms of each policy are evaluated in order, from first to
last '
- The first matching policy term is applied to the route 4
— I the policy action contains an accept or reject control action,
no more policy terms or policies are evaluated

— If there is no accept or rqect action and if there are more
terms in the policy, the next term is evaluated ‘

- If there are no more terms in the current policy, the next
policy listed in the import or export statement is evaluated

e Usually, the policy operation order is sufficient
e To change the default order, use policy expressions

Capyigir © 2001, Juniper Metworka, Inc.

By defaultzthe JUNOS software routing policy framework evaluates multiple policies
applied to a protocol in a left-to-right fashion in the order they were configured. In each
policy, the terms (if any) in the policy are evaluated in order, from first to last. The first.
matching policy condition in a term is then applied to the route. If this policy action
contains an accept or reject, no more policy terms or policies are evaluated (there is
an exception for policy subroutines). If there are no terminating actions, and there are
more terms in the policy, then the next term is evaluated. If there are no more terms in
the current policy, then the next policy listed in the import or export statement is
evaluated until a terminating action is reached or there are no more policies.

In most cases, this default policy order is fine. Policies are seldom intertwined enough
that close attention to specific order is necessary. But there are times when policy order
is important. ‘

So for flexibility purposes, this default evaluation order can be altered through the use of
policy expressions. A policy expression is a logical evaluation of multiple policies using
Boolean AND/OR operators.The configuration views a policy expression as a single
large policy whose logical expression result (TRUE or FALSE) must be evaluated
before actually accepting or rejecting a route.

‘Module 4: Policy Processing
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3 Policy Expression Operators
{. ‘

‘ﬁ) Used when specifying multiple policy names

f Highest to lowest |Description

precedence ‘

3 ! Logical NOT. Changes a TRUE resuit to
) FALSE and a FALSE resuit to TRUE

&& Logical AND. If the first policy returns
1 - TRUE, the next policy is evaluated. If the
first policy returns FALSE, the next
|policy is skipped.
il Logical OR. If the first policy returns
TRUE, the next policy skipped. If the first

policy returns FALSE, the next policy is
evaluated.

OO0

v

(.. Group operator. Used to override default
|precedence order.

PN

Copyrigiv © 2001, Juniper Natworks, Inc.

The:slide shows the defined- ‘policy expression operators that can be used when .

specifying the application of muitiple routing policies. These are listed from highest to
lowest precedence.

When configuring policy expressions, the logical operators of NOT, AND, and OR are
translated into the symbols !, &&, and || respectively. In addition, the operators and the
policies they act upon can be grouped together through the use of the parenthesis (..).

The logical NOT (!) applies to a single policy and changes a TRUE to a FALSE and a
FALSE to a TRUE in terms of the value returned.

The logical AND (&&) is used between policies. If the first policy evaluated returns a
TRUE, then the next policy is evaluated. If the first policy returns a FALSE, the next
policy is skipped.

The logical OR (||) is also used between policies. If the first policy returns a TRUE, then

the next policy is skipped. If the first policy returns a FALSE, then the next policy is
evaluated.

When the group operator (parentheses) is used, the innermost set of policies is
evaluated, then the next set, and so on until the outermost set of policies is reached.

Module 4: Policy Processing 4-21
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Policy Expression Logic

e There are 2 separate steps to conslder evaluation
and action
e Evaluation is the True/False logic portion
- A policy action of "accept” returns a TRUE
- A pollcx gctpon of " xt» pollcy" l'etums a TRUE
j rgtums a FALSE
o The lo : eva ‘has ’nothmgwto do with the actual
accep 'reject decision.on a route, it only serves to
deterimine the TRUEIFALSE nature of the expression
e The action is taken from the policy that caused the
expression result to either be TRUE or FALSE
e The actual “action” portion of the policy is only applied
after the logic evaluation

¢ Unlike policy subroutines, no default is applied

There arertwo very important steps to consider when using policy expressions. The first
is the logical evaiuation of the expression and its TRUE/FALSE result. The second is
the translation of that result into an action. These are always separate steps and should:
always be viewed as such.

Much like the:policy subroutines, the policy expressions evaluate a configured policy for
match criteria and translate appropriate actions into TRUE/FALSE logical resuits.
Within the policy expression logic, an action of accept translates into a TRUE value.
An action of next policy translates into a TRUE value. An action of reject translates
into a FALSE value.

But simpie logic evaluation has nothing to do with the ultimate acceptance or rejection
of a route. Using the policy expression operators, the policies are evaluated and the
actions turned into TRUE/FALSE until a guaranteed result is achieved (that is, this
sequence of policies must be TRUE or must be FALSE). Then that policy that caused
the policy expression to be TRUE or FALSE has its actions applied to the route.

For example, if the policy that caused the expression as a whole to be TRUE had an
action of accept, then the route would be accepted. If the policy that caused the
expression to be FALSE had an action of reject, then the rolte would be rejected.
Lastly, if the policy that caused the expression to be TRUE had an action of next
policy, then the next policy in the chain (which could be the default policy) would be
evaluated.

It is only after that logic resuit is achieved that the "real” action on the route can be
taken. First comes logic evaluation, then the "action” is applied.

The big difference between the policy subroutines and policy expressions is that policy
expressions do NOT have any concept of the default policy. They are solely evaluated
on their own terms.

(
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) o (Policy1 || Policy2)

- If Policy1 returns a TRUE, skip Policy2 and take action
specified in Policy1

- If Poliéy‘l returns a FALSE, evaluate Policy2 for TRUE/FALSE
and take action specified in Policy2

r—

e (Policy1 && Policy?2)

- If Policy1 returns a TRUE, evaluate Policy2 for TRUE/FALSE
and take action specified in Policy2

- [f Policy1 returns a FALSE, skip Policy2 and take action
specified in Policy1

Copysigiu © 2001, Juniper Natworks, Inc.

Policy expression-evaluation always continues until the outcome is guaranteed.
Depending on the operator, this might mean that-a single policy is evaluated, two
policies are evaluated, or even more, depending on the complex ity of the expression.

Consider the first example on the slide using the OR. Following the usual rules of logic,
the logical OR requires that only one of the arguments (policies) be TRUE for the
expression to be TRUE. So if policy1 returns a TRUE result through an accept or a
next policy, then policy2 does not have to be evaluated (since the ex pression result is
guaranteed). The action specified in policy1 (accept or next policy) is taken.

If policy1 returns a FALSE result through a reject, then policy2 does have to be
evaluated. If policy2 then returns a TRUE result via an accept or a next policy, then
the action specified in policy2 is taken.

Now consider the second example using the AND. Following the usual rules of logic,
the logical AND requires that both of the arguments (policies) be TRUE for the whole
expression to be TRUE. So if policy1 returns a TRUE result through an accept or a
next policy, then policy2 has to be evaluated (since the expression result is not
guaranteed at that point). If policy2 then returns a TRUE result through an accept or a

next policy, then that action is taken. If policy2 returns a FALSE result through a
reject then that action is taken.

What if policy1 returns a FALSE? The logical AND requires that both of the arguments
(policies) be TRUE for the expression to be TRUE. If policy1 returns a FALSE result
through a reject, then policy2 does not have to be evaluated (since the expression is
guaranteed at that point). The action of reject from policy1 is taken.

Module 4: Policy Processing 4-23
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OR/AND Operator Example
e What is the resuit for (PolicyA || PolicyB)?
- 172.24.68/24
- 172.20.145/24
- 172.20.100/24
e What is the result for (PolicyA && PolucyB)"
- 172.24. 68’24
- 172.20.145/24
- 172.20.100/24
policy-statement PolicyA { policy-statement PolicyB {
term roates- from-customer-A { term routes- fros-custoner-B {
Tom from
f mio-flltar 172.24.67/24 exact; l‘ﬁﬁi""ﬁ!f* 172.20.145/28 exact;
route-Ffilter 172.24.88/24 exact; route-filter 172.20.146/24 exact;
route-filter 172.24.69/24 exact; ) route-filter 172.20.147/24 exact;
zlm accept; 4 : N thea accept; *
term sothing-else }
thea reject;
}
Copysigin © 2001, Junipsr Networks, Inc.

The slide’shows two configured policies, PolicyA and PolicyB. These policies are
applied to a routing protocol (not shown). What happens when each of the routes listed

is applied to the logical OR (||) and AND (&&) expressions shown combining the two
policies? .

PolicyA || PohcyB

® 172.24.68/24 - Matches the first term in PolicyA and the action is accept. This
means that PollcyA is TRUE and the entire expression must be TRUE. The
action from Policyﬂ is taken and the route is accepted.

® 172.20.145/24 - Matches the second term in PollcyA and the action is reject.
This reans that PolicyA is FALSE, so PolicyB is evaluated (since the logic
result for the whole expression is still in doubt). The route matches the first term

in PolicyB and:the action is accept. The actlon from PolicyB is taken and the
route is accepted.

® 172.20.100/24 - Matches the second term in PolicyA and the action is reject.
This means that PolicyA is FALSE, so PolicyB is evaluated (result in doubt).
The route matches no terms in PolicyB so the default action is next policy. The
action from PolicyB is taken (next policy) because PolicyB "determined the

expression result.” So the next policy in the chain (which could be the default
policy) is evaluated.

Module 4: Policy Processing 4.24
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PolicyA && PolicyB

® 172.24.68/24 - Matches the first term in PolicyA and the action is accept. This
means that PolicyA is TRUE, so PolicyB must be evaluated (since the logic result
for the whole expression is still in doubt). The route matches no terms in PolicyB
so the default action is next policy (TRUE). The action from PolicyB is taken
because PolicyB "determined the expression result.” So the next policy in the
chain (which could be the default policy) is evaluated.

e

.

[ ]

172.20.145/24 - Matches the second term in PolicyA and the action is reject. This
means that PolicyA is FALSE and the entire' expression is then FALSE (resuilt is
now determined). The action from PolicyA is taken because PolicyA "determined
the expression result.” So the route is rejected.

@ F ™

® 172.20.100/24 - Matches the second term in PolicyA and the action is reject. This
means that PolicyA is FALSE and the entire expression is then FALSE (result is
now determined). The action from PolicyA is taken because PolicyA "determined
the expression result.” So the route is rejected.

A

ooV il

7
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NOT/Group Operator Logic

° 'Pollcy1
- If Pohcy1 returns a TRUE, reverse that to FALSE and reject
the route
- If Policy1 returns a FALSE, reverse that to TRUE and accept
the route

'Y Group‘ (-..): equrt[(?‘foglicﬂ && Policy?2) Policy3]
- If Policy1 returns a FALSE, skip all other policies and take
action specified in Policy1- ("reject”)

—~ IfPolicy1 returns a TRUE evaiuate Policy2 and take action
specified. . 8
- HPoﬁcyZactionis“aceeﬂ";mptmemuteandsldpaﬂmherpbﬁeiOS
= [f Policy2 action is "reject”, raject the route and skip all other policies
= [f Policy2 action is "next policy”, evaluate Policy3

Copyrigin © 2001, kadpor Networks, Inc.

The logieal-NOT operation reverses the logical resuit prior to converting that result into
an actual action. If a policy evaluation result is TRUE either through an accept or a

next policy, then that TRUE is reversed to a FALSE. The FALSE then is translated into.

an action of reject. If a policy evaluation result is FALSE through a reject, then that
FALSE is reversed to a TRUE. The TRUE then is translated into an action of accept.

When using multiple logical operators, it is possible to group those operators to be
evaluated in a specific order. This is accomplished with the use of the parentheses. In
the example on the slide, Policy1 and Policy2 are combined into a policy expression.
This expression is then added to a policy chain with Policy3 in the export statement
(Policy1 && Policy2) Policy3. The router interprets this as two logical policies to
evaluate in the default left-to-right fashion.

The policy expression of (Policy1 && Policy 2) is evaluated first according the rules
previously discussed. If Pohcy1 returns a FALSE, the route is rejected and all policy
processing stops.

If Policy1 returns a TRUE, then Policy?2 is evaluated. If Policy2 returns FALSE, then
the route is rejected and all policy processing stops. If Policy2 returns TRUE through
an accept action, then the route is accepted and all policy processing stops. If Policy2
returns TRUE through a next policy action, then the route is passed to Policy3 for
further processing in accordance with the default policy evaluation rules.

Module 4: Policy Processing
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NOT Logic Example

e If aroute is from Customer A it is sent via BGP

e If aroute is from Customer B it is suppressed by BGP

{edit policy-options]
policy-statemest CustomerA {
term routes-firoa-A {
from {
route-filter 172.24.67/24 exact;
route-filter 172.24.68/24 exact;
route-filter 172.24.69/24 exact;

=

then reject;
}

policy-statement CustomerB {
term routes-froa-B {
from {
route-filter 172.20.145/24 exact;
route-filter 172.20.146/24 exact;
voute-filter 172.20.147/24 exact;

}
then accept;
}
}

[edit protocols]
protocols bgp {
export [ !CustomerA !CustomerB ];

Copyrigin © 2001, Juniper Netwodks, Inc.

In this example of the NOT logic for policy expressions, two policies are defined. The
CustomerA policy lists some routes with-an action of reject. The CustomerB policy
lists some routes with an action of accept. The policies are combined as a BGP export
policy as [ ICustomerA ICustomerB ].

When one of the routes specified in CustomeraA is evaluated by that policy, the
configured action of reject causes a logical resuit of FALSE. Since the export
statement has a NOT expression defined for CustomerA, that FALSE is reversed to a
TRUE and the route is accepted for advertisement to BGP peers.

When one of the routes specified in CustomerB is evaluated by that policy, the
configured action of accept causes a logical result of TRUE. Since the export
statement has a NOT expression defined for CustomerB, that TRUE is reversed to a
FALSE and the route is rejected for advertisement to BGP peers.

As written on the slide, the export [ ICustomerA !CustomerB ] will not allow any
routes other than those in CustomerA to be sent to BGP peers. For all routes that do
not match CustomerA, the action from CustomerB will always return a TRUE. The
TRUE is then reversed to a FALSE and all routes are rejected.

To allow CustomerA routes to be send, reject CustomerB routes, and allow all BGP
transit traffic to be evaluated by the BGP default policy, the export statement should be
rewritten as export [ (ICustomerA || ICustomerB) ].
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Group Logic Example

If aroute is from Custormier A or B and route has a BGP
community of send-to-Internet, then export route in BGP

[edit policy-opticas] [edit policy-optioas]
policy-statement customer-A { policy-statemeat coaun-valwes {
teru routes- From-A { term check-community {
from { from comnmmity send-to-Intermet;
route-filter 172.24.87/24 exact; them accept;
route-Filter 172.24.68/24 exact; } .o
route-filter 172.24.69/24 exact; tern nothing-else
} then reject;

then accept; )
term mothing-clse
then reject; [edit protocols]
protocola bgp {
export [(customer-A|[customer-B)&8coss-values];
policy-stateseat customer-B {
tera routes-from-B {
from {
route-filter 172.20.145/24 exact;
route-filter 172.20.146/24 exact;
route-filter 172.20.147/24 exact;
}
them accept;
t};en wothing-else
then reject;

Copyrigh © 2001, Juniper Notworks, Inc.

There is till-policy expression grouping logic to explore. The slide shows a policy
expression that groups the policies CustomerA and CustomerB together in an OR
staternent. The result of this logical OR is then combined with the policy comm-values
in a logical AND statement.

Since the OR expression is enclosed in parentheses, this inner expression must be
evaluated first.Since this is a logical OR, this inner group will return a TRUE value
when'a route matches either of the two policies. That TRUE in turn causes an
evaluation of the comm-vailues policy since the outcome of the logical AND poiicy
expression-is not determined. If the route has-a community value of serxi-to-Internet
defined, this route will get a TRUE value from the comm-values policy and will be

accepted. If the community attribute is. not defined on the route, the route will receive a
FALSE and will be rejected.

If the OR expression ever returns a FALSE (due to a route not matching either of the

policies), then the comm-values policy will not be evaluated and the route will be
rejected.

Module 4: Policy Processing
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Expression Logic Pitfalls

e [Policy1 Policy2 Policy3] is not the same as (Policy1
&& Policy2 && Policy3) or (Pollcy1 || Policy2 ||
Policy3)

- [Policy1 Policy2 Policy3]: if Policy1 has a match, and the
actionis accept or reject, no more policies are evaluated

= If Policy2 matches and has accept or reject, Policy3 is not evaluated
- (Policy1 && Policy2 && Policy3): if Policy1 has a TRUE,
Policy2 is still evaluated!

- (Policy1 || Policy2 || Policy3): if Policy1 has a TRUE, take the
action specified. Policy 2 and Policy3 are not evaiuated

e Watch out for "lazy logic”: (Policy1 || Policy2)
- Does not mean "apply Policy1 OR Policy2”
- If Policy1 ever produces a TRUE, Policy2 is not evaluated!

Copyright © 2001, Junipss Matworks, lnc.

The evaluation procedures for the default, left-to-right policy evaluation in a simple
policy chain are different than when the policy expressions OR and AND are used.
Each needs to be evaluated separately in context.

For example, assume that a route matches Policy1 and has an action of accept. The
simple policy chain without logic expressions will accept the route and stop processing.
The OR expression will also accept the route and stop processing. The AND
expression, however, will need to process Policy2 and possibly Policy3.

If a route matches Policy1 and has an action of next policy, then the simple policy
chain without logic expressions will pass the route to Policy2 for more processing. The
OR expression, however, will pass the route to the default policy for more processing.

The AND expression, as before, will need to process Policy2 and possibly Policy3
before taking action.

If a route matches Policy1 and has an action of reject, then the simple policy chain
without logic expressions will reject the route and stop processing. The OR expression,
however, will need to process Policy 2 and possibly Policy3 before taking action. The
AND expression will reject the route and stop processing.

So a logic expression like (Policy1 || Policy2) never means “apply Policy1 OR
Policy2).” There is much more to be considered. If Policy1 in this expression ever
produces a TRUE, then Policy2 is never evaluated at all.

The actions taken by complex policy logic expressions, policy subroutines, and
combinations of the two are never easy to figure out. Careful planning and execution
and testing is necessary before complex policy strings can be used with confidence.

Module 4: Policy Processing
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Review Questions

e Why are muitiple routing policies often conﬁgured and
used? ' R

¢ How do prefix lists differ from route filters?

e Do policy conﬁguration groups allow the use of route
filters and match-types?

e What is the role of the configuration group wildcard
<*>? -

e What is the logic value of a policy that applies the
next policy action?

e Is the policy expression !(Policy1 && Policy2) allowed?

e Is the policy expression !(Policy1) the same as
Policy1?

Copyvighv © 2001, Juniper Netwoiks, Inc.

During this module we discussed:

® The wayin which the JUNOS software processed policies when there was
more than one policy to apply.

® Howto t:onﬁgure a preﬁx list that could be used to ease the maintenance of
customer routes.

® How conﬁgugation groups could be used to make the.application of prefix lists
simpler and easier.

® The behavior of routing:policy subroutines, which could be used in some
instances to make the maintenance of complex policies easier to perform.

® The use of policy expressions such as a logical AND or OR to alter the default
flow of policy application.

Module 4: Policy Processing
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Objectives

e Describe the configuration options for BGP peers

e Explain the default "movement” of BGP routes through
a router

e Describe the role of BGP attributes in the process of
choosing routes to use and advertise

e Describe how BGP Next-hop reachability is achieved

e Expiain options for handling IBGP scalability issues

Copyvigin © 2001, Juiper Netmoks, Inc.

This mod#ie discusses:
® The JUNOS software configuration options for BGP.

® The default behavior of the BGP routing protocol with regard to the "movement”
(use and advertising) of BGP routes through the router.

® How the BGP attributes play a role in the process of choosing mutes to use and
advertise through BGP.

® When BGP next-hop reachability is an issue and how BGP routes find their next-
hops.

® The available options for handling IBGP scalability issues such as the number of
peer sessions that must be maintained.

\ {

-
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3 BGP Operation

A Where we are going...

e EBGP Peering

IBGP Peering

BGP Expilicit Configuration
BGP Configuration Options
BGP Policy

BGP Import Policy & Example
BGP Export Policy & Example
BGP Path Selection Flow
Path Selection Notes

o U

Copyrigin © 2001, Jusiper Networks, bnc.

Subsequent slides will review the basic operation of BGP including EBGP connections,
IBGP. connections, route movement through BGP memory tables, and BGP path
selection.

Module 5: Border Gateway Protocol (BGP)
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EBGP Peering

EBGP sessions peer with physical interface addresses

10.10.1.1116

LasVegas
(AS2)

If the point to point link to the AS is down, reachability is lost

EBGP sessions may peer with non-physical addresses
100: 192.168.3.4 100: 172.16.128.1

LosAngeles

(As1) 10.10.2.2/24 10.10.2.1/24 WD
[edit protocols bgp group ext-peesrs] :
type extersal;
local-sddress 192.168.3.4; ¢ Step 1
meighbor 172.16.128.1 {

sultihop tt] 2; oo Step 2

}
[edit routing-options]
static {
route 172.16.128.1 next-hop [ 10.10.1.1 10.10.2.1 }; "“"'-‘SMPS

Copyrigin © 2001, Junipar Networks, inc.

The defatilt: for an External Border Gateway Protocol (EBGP) connection is to peer over
a single physical hop using the physical interface address of the peer. This is because
typically the connection between EBGP peers is a point-to-point WAN link that connects
two different Autonomous Systems (AS). If the point-to-paint link is unavailable for
traffic, reachability is lost to the remote router anyway, and the EBGP session should be
lost to prevent conflict between the EBGP view of the network and the physical network
itself. Use of the physical interface address for EBGP peers assures that the EBGP
session fails when the WAN link fails. Furthermore, the default Time-To-Live (TTL)
value in the IP header for an EBGP packet is 1. Any attempt to configure an EBGP
session over muitiple hops (using default settings) will fail.

There are some cases where it is advantageous to alter this default, one-hop, physical
peering EBGP behavior. One such case is when there are multiple physical links
connecting two routers who are to be EBGP peers. In this case, if one of the point-to-
point links fails, there is still reachability on the alternate link. There are three extra
configuration steps that need to be taken to do this, as shown on the slide.

First, each router needs to establish the peering session with the loopback address of
the remote router. This is accomplished through use of the local-address command
which alters the peer address header information in the BGP packets. Second, the
multihop command is used to alter the default TTL value in the BGP packets.
Administrators can specify what TTL value to use in place of the default value of 1. On
the slide, a TTL value of 2 is used to ensure that the session can not be established
across any other "backdoor” links in the network. Third, each router needs to have IP
routing capability to the remote router's loopback address. As the slide shows, this is
often accomplished by using a static route to "map” the loopback address to the
interface physical addresses.

Module 5: Border Gateway Protocol (BGP)
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IBGP Peering

IBGP sessions should peer with loopback addresses for resiliency

DUSO

Seattle

100: 192.168.1.1 100: 192.168.2.2

SanFrancisco LosAngeles
192.168.1.1 used as 192.168.2.2 used as
local-address local-address

C © 2001, Juniper N nc.

For Internal BGP (IBGP) sessions, the philosophy is different than with EBGP. Instead
of typically having a single point-to-point link between Autonomous Systems (ASs) to

deal with as in EBGP, IBGP runs within an AS and usually can use multiple links and.
paths between the routers forming the endpoint of the IBGP sessions. So the best thing
to do here is to allow the IBGP sessions to try to stay up even if the physical interface
that the IBGP session is running on has failed. Only the BGP local-address need be
configured to retain these IBGP sessions, in contrast to EBGP.

No change to the TTL is needed, since for IBGP sessions between peers the default
TTL value is set to 64. This allows these sessions to be established over multiple links
and paths within the AS and also aliows the IBGP sessions to remain established in the
event of a network failure within the AS. You can still route around the problem if there
is some way to reach the peer IBGP router. So static routes are not needed or wanted
either.

However, the default BGP header information, and the default peering arrangement for
IBGP is to still use physical IP addresses for connectivity. While this is okay when a
network failure occurs in the middle of the AS somewhere, it does cause connectivity
problems when the failure involves one of those router interfaces of the IBGP peers
themselves. Quite simply, if the interface is unavailable, the BGP session will not
establish itself. This issue is resolved through the use of the local-address command.

Al IBGP routers should establish peering sessions to the loopback addresses of all
other IBGP routers instead of the default (physical interface) address. Since the
loopback address is a virtual interface inside of the router, it will only be unavailable
when the router itself is unavailable. Both ends of the BGP session need to know that
the defaults are being altered so each IBGP router also tells its neighbors that its local-
address is its own loopback address. This is considered a best practice within many
Internet Service Providers (ISPs).

(

Module 5: Border Gateway Protocol (BGP)
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BGP Explicit Configuration
e BGP requires explicit configuration between neighbors
o Details about the peer's IP address and AS are
required
[edit protocols bgp]
group ext-peers {
type externmal;
peer-as 2;
neighbor 10.10.10.1;
} .
group int-peers {
type internal;
local -address 172.16.1.1;
neighbor 172.16.2.2;
}
[edit routing-optious]
autonomous -system 1;
Copysight © 2001, Juniper Networks, Inc.
= BGP sesgitns will'only establish between BGP peers when both peers know the IP
R address and Autonomous System (AS) number of each other. This information is
L explicitly configured on each peer. Should any of this information not match, the BGP
session will'be unusable.
o The slide shows a BGP router that has a single IBGP session and a single EBGP
&

K3

session configured. The IBGP session is confi gured within the peer group of int-peers.

The type command tells the local router that the remote router is in the same AS as
itself (AS 1 in this case). The session is established to neighbor 172.16.2.2 and the
local-address command is used to alter the header information for the session, which
is established from 172.16.1.1 instead of from the physical interface address.

The EBGP session is configured within the peer group of ext-peérs. The type
command in this case tells the local router that the far end router is in a different AS.
The remote AS number is supplied via the peer-as command.

Module 5: Border Gateway Protocol (BGP)
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BGP Configuration Options

® passive keeps BGP from sending OPEN message

[edit protocols bgp]
gromp ext-peers {
type extermal;

peer-as 2;
-el-hbor 10.10.10.1 {

passive;
}
¢ allow accepts OPEN messages from any peer within

the configured IP address range

[edit protocols bgp]

group ext-peers {
type exteraal;
allow 10.10/16;

o MDS5 authentication can be enable
[edit protocols bgp] :
group ext-peers {

type extermal;

peer-as 2;

meighbor 10.10.10.1 (

authentication-key “$9$.mQn/9pBRSAp7VYojiAp00IR";
}

}

Copyright © 2001, Juniper Networks, Inc.

Many default parameters for an explicit BGP configuration can be altered by the
network administrator as desired. Some examples are the use of the passive
command, the allow command, and enabling Message Digest 5 (MD5) authentication
between BGP peers. ‘

When using the default BGP configuration parameters, the local router will initiate a
BGP OPEN message to the remote router to establish the session. The passive
command stops this default action and no OPEN message will be sent. The IP address
of the remote peer is still configured, but the remote router must initiate the BGP
session.

The related option of allow will also stop the sending of a BGP OPEN message to the
remote router. It addition, the allow command also relaxes the requirement of explicitly
configuring the remote router’s |P address by allowing the network administrator to
define a subnet range for connections. Any BGP OPEN message received from an IP
address within the configured range will be processed and a session will be initiated
with that remote router.

Another BGP peer configuration option accomplishes a different goal. Instead of making
it easier to establish a session (less explicit configuration with allow), this option makes
it harder by requiring peer authentication. When authentication is configured for BGP,
the default authentication option is the MD5 hash algorithm. Hash authentication is
similar to using a cyclical redundancy check (CRC) on frames to see if bits have been
altered in transit (through errors in the CRC case). Since MD5 is the default, the
administrator only needs to configure the key (password) using the authentication-key
command. Within the configuration, the password is automatically encrypted (actualty, it
is hashed) for security. This authentication password is sent in every BGP message
from the router. Only remote peers who have the same password configured will be
able to authenticate the messages and use the BGP message content.

Module 5: Border Gateway Protocol (BGP)
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BGP Policy

Import and export policy determines BGP behavior
BGP attributes are available to use/adjust
Attributes can be changed by import/export policy
BGP stores routes in three main Routing Information
Base (RIB) memory tables

- RIBHN: Al received routes get placed here

- RIB-LOCAL: Routes the local router is using to forward traffic

- RIB-OUT: All advertised routes get placed here
e Only active BGP routes in the local routing table may
be advertised to peers

- Single best BGP path is advertised

- advertise-inactive can be used when BGP route is not

active, but only the single best inactive BGP path is
advertised

Copyvigin © 2001, Junipar Networks, ine.

*BGP is a very policy oriented protocol, in the sense that import and export policies
largely determine-BGP behavior.

Al of the BGP attributes are available to the router for use and can be adjusted to
influence the behavior of the local router as well as other routers receiving the route.

Each of the BGP attributes can be used as a match criteria for a policy and each can be
modified Via a policy action. To better understand where BGP import and export policies
are applied to BGP routes, the process of how a router uses BGP routes should be
detailed.

BGP uses three different storage tables known as Routing Information Bases (RIB) as
"databases” to maintain routing knowledge. There is a separate RIB-IN for each
established BGP peer to store all routes received from that peer. There is a RIB-LOCAL
where BGP stores routes used for traffic forwarding. Then there is a separate RIB-OUT
for each established BGP peer to store routes to be advertised to that peer.

Only active BGP routes in the routing table can be moved into the RIB-OUT tables and
are advertised to BGP peers. In addition, only the single best BGP path to each
separate [P route destination is placed in the RIB-LOCAL and RIB-OUT tables.

At times, it is possible that the best BGP path is not advertised to a peer due to the local
router’s routing table rules. For example, if the router knows about a particular route
through both IS-IS and BGP, the IS-IS route will be active in the local routing table.

This is due to the default JUNOS software protocol preference values. Therefore, the
BGP “version” of that route will not be sent to any peers, since BGP advertises only
active routes (routes used by BGP). To override this default action, network
administrators can use the advertise -inactive command. This command will always
force the advertisement of the single best BGP path to any destination regardless of
whether the route is currently active in the local routing table or not.

£
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Advanced Policy

BGP Import Policy

Import policies are enforced between the RIB-IN & RIB-

J—

COLULLUY souu.

LOCAL tables
Pe
[ Fimm"d Choice of
. manipulation best route
- Import - . Routes
ﬁ "B“g'“,‘;.‘:':g‘ RBIN =3 policy =3 |Decision(s) =3 used
IP routing
| Table
Peers

Copyrigin © 2001, Juniper Notwowks, Inc.

BGP stores the information about routes received from BGP peers in the RIB-IN table.
No policies are applied yet: all information is stored in this table.

As BGP moves the routes that it received from peers to the RIB-LOCAL table, the
JUNOS software routing policy framework can apply import policies. These policies can

reject (filter) routes or can change attributes and affect what the BGP route selection
process uses to pick the best route.

After the BGP import policy or policies (if any are configured and applied) has filtered
and manipulated the BGP attributes, the BGP decision process chooses the "best”
route to use and installs that route into the |P routing table.

It should be noted that even if no routing policies have been configured, the default (and
unseen) BGP import policy will always be applied.

(
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BGP Export Policy

Export policies are enforced between the RIB-LOCAL &

RIB-OUT tables
Peers
nmw Cholce of
manipulation best route
Exmn Routes sent
policy [ | RIBOUT ’_\Pf.:';:
<
Peers

Copyrigit © 2001, Juniper Metwaorks, Inc.

BGP stores the information about routes to be advertised to BGP peers in the RIB-OUT
table.

As BGP moves the routes from the RIB-LOCAL table to the RIB-OUT table, the JUNOS

st
software routing policy framewotk can apply export policies. These policies can reject
{filter) routes and affect what BGP routes are advertised to BGP peers or can change -
the BGP attributes of advertised routes.
In addition, new routing mformanon can be injected into the BGP routing process at this
point.
‘W/(
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S Import Policy Example
Import Policles:
1) Deny 0.0.0.000 from AS 1
: 2) Prefer 192.168.14.0/24 from AS 1
0.0.0.0/0 3) Accept all routes from AS3
192.168.14.0/24
AS1
 Filtering and Cholce of
manipulation best route

I};oé?;;g? RIBIN =3 m m=)' Decision(s) =3

used
0.0.0.0/0 :AS1 -
0.0.0.0/0 :AS3 'P;;’;"'b"g
192.168.14.0/24 :AS1 .
AS3 192.168.14.0/24 :AS3
0.0.00/0. 192.168.27.0/24 :AS3 0.0.0.0/0 :AS3
" 192.168.14.0/24 172.31.10.0/24 :Local
- 192.168.27.0/24 192.168.14.0/24 :AS1
AT 192.168.27.0/24 :AS3

Copyrigin © 2001, Juniper Networks, fnc.

The slide shows an example of some BGP import policies in action.

Some:policies have been configured that reject the default route (0/0) if received from
AS 1, prefer the AS 1 version of 192.168.14.0/24, and accept all other routes from AS 3.
These three policies, which might be three separate policies or one policy with three "
terms, -are.then configured as import policies within BGP.

As the BGP process attempts to. move those routes from the RIB-IN table to the BGP
decision process to select the best BGP route, the import policies are applied. The | net
result of this policy application is shown on the slide and as follows:

® The 0.0.0.0/0:AS1 route has been rejected
® The 192.168.14.0/24:AS3 route has been rejected
® Al other AS3 routes have been accepted

{
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Ex port: Pahcy Example
B - rm—
Exporl Pollehs
1) Don't send 0.0.0.0/0 172.31.10.024
2) Send 192.168.14.0/24 to AS 2 with & matric of 10 192.168.14.0/24
3)00n!sond192168210]24tol\$4 e ‘
4) Send all local routes o
AS4
. Flmmnd Choice of
R © . manipulation . . . bestroute
D P | policy wn,» RIB-OUT | , ‘;Pﬁf
 IP routing A_‘\
. Table ‘ <
0.0.0.0/0 :AS3 : AS2
172.31.10.0/24 :Local R
192. 163314.“24 :AS1 ) 172231 10.0124
- 192. 168.27.0]24 AS3 192.168.14.0!24
(metric = 10)
192.168.27.0/24
Copyright © 2001, Junipar Motwarics, Inc.

The slide shows an example of some BGP export policies in action.

Some policies have been configured that reject the default (0/0) route; do not send ~
some routes to AS4, alter a BGP attribute on routes sent to AS2, and inject new:route V
mformauon into the BGP process: These four policies, which ‘might be four separate

policies or one policy with four terms, are then configured as export policies within BGP.

As the BGP routing process attempts to move those routes from the RIB<LOCAL table

to the RIB-OUT tables, the export palicies are applied. The net resuit of this. pohcy
application is shown on the slide and as follows:

® The 0.0.0.0/0:AS3 route has been.rejected and is not advenise'd
® The 192.168.27.0/24:AS3 route has only been sent to AS 2

® The 192.168.14.0/24 route has been sent to both AS2 (with a metric of 10)
and AS 4

® The 172.31.10.0/24 has been sent to both AS 2 and AS4

i

i
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BGP Path Selection (1 6f 2)

1. Can the BGP Next-Hop (BNH) be reached?
® If yes, proceed.
® If no, stop processing.
. iPrefer the highest LOCAL-PREF value.
Prefer the shortest AS-PATH length.
Prefer the lowest ORIGIN value.
Prefer the lowest MED value.
Prefer paths learned via EBGP over routes via IBGP.

O ;oA W N

Copysigit © 2001, Juniper Networks, Inc.

This is a high-level look at the BGP path selection process to determine the active path
when BGP knows about more than one way to reach a destination. This is not an
exhaustive look at the process at the microcode level, but it is representative.

After the router has verified that it has a current route to the IP address in the BGP
Next-Hop attribute (next-hop reachable?) for that: path, the BGP process performs these
steps in order until it has the single best BGP path to every route destination. At any
point when a single path remains for a route, the process will stop and select that path
as the active route.

Paths are first compared for the highest local preference (the only choice based on a
higher rather than lower value). Next comes the shortest AS path, then lowest origin
code, and lowest muliti-exit discriminator (MED). These four BGP attributes are so
important to BGP performance that each will be explored in detail in modules to come.

If all is exactly the same to this point, EBGP paths are preferred over IBGP paths. Why?
Because EBGP's AS path prepending offers better loop detection and prevention than

O
)
W)
)
2
3»,
3
3
)

E& available in IBGP. If the paths were all learned through EBGP, the next four steps are

Ej} skippec_l.
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5P Path Selection (2 of 2

7. Prefer paths with the lowest IGP metric.’
8. Prefer paths where BNH is resolved in inet.3 over

inet.0 e g
9. Prefer paths where BNH has:greater number of-equal-
cost paths e . ,

10. Prefer paths with the shortest Cluster-List length .
11. Prefer paths from the peer with the lowest RID.
12.. Prefer paths from the peer with the lowest peer ID.

Copyight © 2001, Juniper Networks, Inc.

If the paths were learned through IBGP, then the lowest IGP cost to the peer is used as
the next tie-breaker. The theory here is that the IGP should be authoritative when it
comes to routes within the AS. C B

Should all the remaining paths have the same IGP cost to the peer, the BGP process
s will examine both the inet.0'and the inet.3 route‘tables. If a route to the peer is fouhd'in
- the inet.3 table (via an'MPLS LSP), then that version of the path will be selected. THe -
theory behind this decision is that an MPLS LSP is a traffic engineered connection and
it should be used if available.
If all available paths are still known via a single route table (inet.0 OR inet.3), then any
next-hops reachable via.multiple- equal-cost paths is chosen. This allows the default

BGP per-prefix load balancing to occur and spreads BGP transit traffic across multiple
links within the AS.- , o ;

Next, if no active path has yet been 'determined, the shortest cluster list is selected.
Clusters are used with BGP route reflectors and are discussed later in this course.

Then the lowest router ID (usually the loopback IP address) is used as a tie-break’er,

The last step is used when there are multiple links between adjacent BGP peers that
are used for the EBGP sessions. Each session will have a peer ID associated with it.
The lowest peer ID is used as the last active path selection step.

Module 5: Border Gateway Protocol (BGP) ' AR 5 | {
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3 . Path Selection Notes

e Peer-ID is used when there are multiple peering
sessions between two routers
- Only one session will be used to forward traffic .
— ID is the physical IP address on the neighboring interface
¢ Router-ID and Peer-ID comparisons can both be
ignored when multipath is configured within BGP
- Two peering sessions to the same router can be used
- Two peering sessions to different routers can be used
- Two peering sessions to different AS networks can be used

e Multipath cannot be used with multihop

Copysight © 2001, Juadper Netwosks, tnc.

We discussed the case where two routers have multiple links between them-for EBGP
peering. In that case there is still only a single peering session running between the -
routers. So routes from the remote router would be seen as advertised from the same
peer.

It is possible in such a multi-link configuration to setup two peering sessions between
the two routers, one on each link, for redundancy. In this situation, the remote router
would send two copies of the same route to the local router. The local router would see
both copies as being advertised by the same remote router with the same router-id.
Since BGP can only use one path to every route destination, there needs to be a tie-
breaker to pick between those two copies. That tie-breaker is the peer-id associated
with each copy of the route. The peer-id in this case would be the physical IP address of
the far end of the link. The lower of the two IP addresses would be selected and the
copy of the route from that lower IP address would be installed into the local routing
table.

However, both the peer-id and the router-id selection criteria can be ignored by the
selection process for EBGP received routes. This is accomplished via the multipath
statement. Once configured, routes from multiple peering sessions can be installed into
the routing table. This allows multiple copies of a route from the same remote router. It
also allows multiple copies of a route from two different routers in the same neighboring
AS. It even can use multiple copies of a route from two routers in two different AS
networks. The entire concept centers around resiliency and redundancy.

WO VOV O0000000Y

It is important to note that these muitiple EBGP connections MUST be over single hop
links. The multipath statement can not be used with the multihop statement. They are
mutually exclusive BGP options.

Module 5: Border Gateway Protocol (BGP) , 515
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BGP Nexstﬁhop Auribute

Where we are going... :
¢ How BGP Uses Next:hop
° BGP ‘Next-hop Example o

Next Hop Self

Copyvigit © 2001, Juniper Netwosks, inc.

Subsequent slides will discuss the BGP attribute of Next-hop, why it is important, and

- how potentially solve reachability problems associated with the attribute. -
E 2
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5 | How BGP Uses Next_hop

v |
») i i .
5 e Next_hop concept in IGPs is straightforward
@ e Next_hop in BGP is more elaborate

- ® Default forms of BGP Next_hop information:

- EBGP §essions: next hop is IP address of neighbor that
announced the route

~ IBGP sessions: for routes originating inside the AS, next hop
is IP address of neighbor that announced the route

- IBGP sessions: for routes injected into AS via EBGP, next
hop from EBGP session is placed unchanged into IBGP

= 1P address of EBGP neighbor from which the route was learned

Copyeight © 2001, kaviper Motworks, b,

The next-hop concept in IGPs such as IS-IS and OSPF is relatively straightforward.
IGPs basically exist to. -give adjacent routers next-hop reachability information, which is

then flooded (in one form or another) throughout the AS. But BGP does not flood: BGP
peers. And BGP cannot peer unless there is an underlying IGP route to the peer, since
BGP requires a TCP session in order for routes to be exchanged. So BGP cannot
"bootstrap” its own next-hops as an IGP does.

So a next-hop in BGP.is more elaborate than in any IGP. The concept of the BGP Next-
hop attribute is an important one. Without reachability to the IP address that is listed in
this BGP attribute, a BGP router can not use the advertised route. This is a very
common problem to be solved in any ISP network.

The default actions for changing the next-hop attribute are detailed below. Later siides
will discuss the various ways to provide the required reachability.

The BGP next-hop attribute value is only changed when a route is advertised across an
EBGP link. In this situation, the IP address of the remote router is placed into the
attribute. Should the local router choose to advertise this EBGP learned route to any
IBGP peers, it does so without modifying that IP address value. So the EBGP next-hop
advertised into a local AS is an address from the remote AS. How is the local IGP
supposed to know how to reach this external address?

When new routing information is injected into the BGP process, the default attribute
value is set to the local router’s peer-id. For IBGP sessions, this is typically the local
router’s loopback address. For EBGP sessions, this is usually a physical link address
on a point-to-point link.

Module 5: Border Gateway Protocol (BGP) . 5-17
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BGP Next_hop Example (])
Seattle o | 172.19.20.0124
AS1 N T
LasVegas
SanFrancisco
192.168.10.3/32

10404724

192.168.10.1/32.
mt‘lmh-gelw show lsgp SuBBALY Sy
Peer - ‘AS InPke OutPkt OutQ Flape Last Up/Dem State|#Active/Rec..
182, l“ 10.2 1 .. 10 12 [ ] [} 4:13.0/0/8
192.168.10.3 *° 1 2 4 [ ] [ ] 14 0/0/0
10.10.1.2 2 18 20 [ ] [ ] 8:23 1/1/0

user®losAngeles> show route terse
imet.0: 28 destimations, 28 routes (28 active, 0 bolddoun, 0 hidden)

A Destimation P Prf Metric 1 Metric 2 Next hop AS path
* 172.19.20.0/24 B 170 100 >10.10.1.2 21
* 182.168.10.2/32 I 18 10 >10.20.2.2
* 192.168.10.3/32 I 18 10 >10.40.4.2
Copyight © 2001, Junipus Metworks, inc.

The next few slides graphically show the default BGP behavior with respect to the next-
hop. attribute. The physical interface addresses .are shown along wuth the Ioopback
addresses of each router. .

The slide shows the details for the LosAngeIes router: The LosAngeIes router has an
EBGP session with the ‘LasVegas router usmg 10.10.1.2.

The output of the show bgp summary command is listed on the slide. LosAngeIes is
receiving one route from LasVegas (peer 10.10.1:2) and is actively using that route (last
column-is 1/1/0).

This can be verified with the show route terse output where 172.19. 20 0/24 is Iisted as
. an active route from protocol BGP and a next-hop of 10 10.1.2.

R
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g ‘BGP Next_hop Example (ll)

- ttie b 7210200024

g AS‘] 1sz§§:.1o.zlsz \ =
sVegas

f} SanFrancisco

192.168.10.3/32

1 o . 10.1&1194\ AS2

LosAngeles T~ ———

192.168.10.1/32
user®SanFrancisco> show bgp summuy EI
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dun State|#Active/Rec..
192.168.10.1 1 20 21 [} [} 9:04 0/1/0

192.168.10.2 1 18 20 [} [} 8:00 0/0/@

user®SamFrancisco> ahow route terse
imet.0: 24 destinations, 24 routes (23 active, . holddows, 1 hidden)

A Deatimation P Prf Netric 1 Metric 2 Next hop AS path
* 10.20.2.0/24 I 18 20 10.36.3.2
>10.40.4.1
* 192.168.10.1/32 I 18 10 >10.40.4.1
* 192.168.10.2/32 I 18 10 >10.30.3.2
Copyighn © 2001, Janiper Neteorks, Inc.

This slide: moves over to the SanFrancisco router. The SanFranc:sco router has an-
IBGP session with LosAngeles using 192.168.10.1. -

The output of the show bgp summary command shows that SanFranciscois retelving
one route from LosAngeles (peer 192.168.10.2), but it is not bemg used to forward
traffic (last ‘column is 0/1/0).

In fact, a look at the show route output does not show 172.19.20.0/24 (the active BGP
route on the LosAngeles router) listed at all. If the 172.19.20.0/24 route is being
received by SanFrancisco from LosAngeles, then the route should appear as the active
route (there is no chance of an AS1 IGP also supplying this AS2 route). There must be
some problem here. ;
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,,PX',‘N-extw_.th: Exampte (i)

AS1 ‘ | 1sz§:.?(::m

iyl

o ——

SanFrancisco
192.168.10.3/32

192.168.10.1/32

userdSanPrancisco> show route hidden extemsive
imet.0: 24 destimatioms, 24 routes (23 active, § holddouwn, 1 hidden)
172.19.20.0/24 .(1: entry, -0 sanounced) :° : .
BCP Preféresicas' 170/-101 - ’
; Néxt hop type: Unmsable

State: <Hiddem Int Ext>

Local AS: 1 Peer AS: 1

Age:.13:53 MetricZ: @ -

Tmelkc: BGP_1.192.168.10.14+179

AS path: 2 1

BEP mext hop: 10.10.1.2

Lecalpref: 100 - -

Router ID: 192.168.10.1

[~ © 2001, Juniper M: ks, Inc.

23 SanFrancisco and shown on the slide.

3 unusable (Next hop:type: Unusable).

Why is this route unusable? Obviously, there.is connectivity from SanFrancisco to
LasAngeles. But notice that the current BGP:Next-hop attribute for the 172.19.20.0/24
route is set to 10.10.1.2 (the physical interface IP address of LasVegas). This is
because the BGP Next-hop attribute is not changed by LosAngeles before the routeis. -
advertised to SanFrancisco. This is the default EBGP-to-IBGP behavior: do not change

the advertised Next-hop attribute value.

The show route terse output on the previous slide did not show a route to 10.10.1.2.
Since SanFrancisco does not have reachability to the IP address listed as the BGP
Next-hop attribute, it can not use the received BGP route. On a Juniper Networks

router, this type of unusable route is marked as a hidden route.

Module 5: Border Gateway Protocol (BGP) A

172.19.20.0/24

LosAngeléS"" ST

That problem with the absent route to 172.19.20.0/24 on the SanFrancisco router can .
be seen here with the help of the show route hidden extensive command run on

The output form this. command shows the 172.19.20.0/24 route, but the route is hidden.
By examining the output a little more closely, we can determine that the next-hop is
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Advanced Policy

BGP Next_hop Resolution

Next-Hop Self
— Use a policy to alter the Next-hop value
1 - Change the BGP Next-hop to be the address of the IBGP peer
e Export Direct routes into the IGP
- Use a poiicy to send interface prefixes to IBGP peers
- Adds interface prefixes to the IGP routing tables
o IGP Passive Interface
- IGP advertises interface prefixes to EBGP peers, no adjacency
~ Adds interface prefixes to the IGP routing tables
- ‘Static routes

IGP adjacency formed on inter-AS links to EBGP peers

There are numerous ways to solve this BGP Next-hop reachability problem and five
examples are listed on the slide. Some of these examples are NOT best practices in a
networking environment, but will technically solve the reachability issue. Some are in

the category of "you can use a hammer to swat a fly on a window, but you might want to

use something else...”

Perhaps the most commonly used (and recommended) solution is known as Next-hop
self. This means that when a BGP router advertises an EBGP learned mute to an IBGP
peer, it alters the BGP Next-hop attribute. The Next-hop attribute’s IP address of the
remote EBGP peer is replaced with the IP address of the BGP router itself. Since the
IBGP session was most likely established using the peer’s loopback address, this new
BGP Next-hop value will be reachable and the advertised BGP route can be used.
Next-hop self is done using a policy that matches on specific routes with an action of
changing the Next-hop attribute value. This policy is then applied as an export policy to
any IBGP peers.

The next two options listed (export direct routes and IGP passive) are almost identical
in their results. The difference between the two is in the approach that each takes to
provide reachability. With export direct, the address assigned to the point-to-point link
between the two EBGP peers is advertised to all IBGP peers by the Interior Gateway
Protocol (IGP) operating in the AS with a routing policy. With IGP passive, the IGP is
configured on the inter-AS link and advertises the interface addresses, but forms no
adjacency (it's "passive”). Both methods inject the interface addresses into the local
routing table for the IGP to use.

Module 5: Border Gateway Protocol (BGP)
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Export direct uses a JUNOS software routing policy to retrieve the subnet information
from the local routmg table. Within-inet. 0, these networks are known as protocol direct.
The policy matches on these direct routes and accepts them. This policy is then applied
as an export policy to the local IGP.

An IGP passive interface allows the local IGP to advertise the subnet on a pamcular
interface without forming an adJacency at the IGP level to the remote’ EBGP peer. This
has thé’ advantage of not using a policy, but reqtires expiicit conﬁgufaﬁon for each
interface and subnet address that the administrator wishes:t6 adveértise.«. -

The last two options listed'on the slide (static routes and forming an IGP adjacency :
relationship with the remote EBGP router) have some severe disadvantages, but they
both will work. .

Static routes have an inherent scalability problem. Each IBGP router in the network
needs to be confi igured for a single static route for each remote EBGP peer. The more
EBGP peers in the network, the more static routes are required. The'more IBGP peers
in the AS, the more places that additions and changes have to be made. Clearly, this is
not a real world optlon L

With regard to the full IGP adjacency between AS networks, whﬂe reachabillty
information can be provided by forming an IGP relationship with the remote EBGP peer,
this is not a recommended practice. This is because of the very trusting nature of the
IGP protocols. Once this adjacency has been formed, the protocol will accept ANY
routing information told to it by the remote EBGP peer. This is very dangerous since the
remote AS might inject bad information into your network. In addition, this method
potentially violates the entire idea of having autonomous (independent of the IGP)
systemsin the first place.

‘Mddule 5: Border Gateway Protocol (BGP) VIV et d gk
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Advanced Policy

Controlling Next_hop Options

e How should BGP resolve its next hops? j
e When MPLS is used, BGP examines both inet.0 and
inet.3 by default

— Best longest-match route (based on Preference) is picked as
the next hop

- inet.3 (MPLS) is preferred when there is a preference tie
e protocol keyword can control which IGP route (IS-IS,
OSPF, or RIP) in inet.0 is used as the next hop

{edit protocols bgp]
group int-peers {
type intermal;
protocol IS-IS;
local -address 172.16.1.1;
neighhor 172.16.2.2;

Copyeigiz © 2001, Juniper Netwarks, Inc.

Once reachability to the BGP Next-hop has been achieved, most simply and easily with
Next-hop self, the JUNOS software provides additional features for telling the router.
how to use that information. This is important to BGP since BGP relies on the IGP to
resolve its next hops (BGP cannot "bootstrap” its own next hops like an IGP can).

One option for BGP next hop resolution is through the use of Multi-Protocol Label
Switching (MPLS). MPLS establishes paths through an AS. by way of a Label Switched
Path (LSP). Once this LSP has been established and is operational, information about
this new network path is placed into the inet.3 routing table.

When a BGP router examines its local routing table to determine if the BGP Next-hop is
reachable, it examines the information in BOTH inet.0 and inet.3. The first task is to
perform a longest-match for the next-hop value. If there is only one match found, then
that next-hop is used for the BGP route. If multiple matches are found, then the protocol
preference values are used as a tiebreaker. By default, the LSP preference value is 9,
which is more preferred than OSPF (10) and IS-IS (18). So the LSP next-hop value will
be used for the BGP route. Should the protocol preference values be the same in inet.0
and inet.3, then the next-hop information from inet.3 will be chosen by defauit.

Another option for BGP next hop resolution involves multiple longest matches within
inet.0. The information causing the muitiple matches will be primarily from IGP
protocols such as OSPF, IS-IS, or RIP. Which IGP should BGP use to resolve next-
hops? To override the default action of using protocol preference values, network
administrators can use the protocol keyword and specify OSPF or IS-IS or RIP. This
statement effectively limits the BGP next-hop resolution to routes learned by a specific
protocol. For example, if a needed BGP next-hop value is learned by OSPF but
protocol IS-IS has been configured, then the OSPF route is ignored and BGP next-hop
reachability is not achieved.

Module 5: Border Gateway Protocol (BGP)
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~ Next Hop Selif (1)

Seattle '\ 172.19.20.0/24

AS1 ‘ 1§z.1ss.1o;zm v. v

SanFranclsco
192.168.10.3/32

192168 101’32 A
policy-stateacat zext-kop-self { )
then { ° S
mext-hop self;

}

[eait]
user®losAngelest show protocols bgp
group imt {
type intermal;
local-address 192.168.10.1;
export mext-hop-self;
meighbor 192.168.10.2;
meighbor 192.168.10.3;

C © 2001, Jusndpar Metvio fnc.
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The. next few slides will show how the use of next-hop self in a routmg poltcy provides
reachability. for IBGP peers. . S

i 3 The slide details the situation on the LosAngeIes router. The LosAngeIes router has an

EBGP connection to’ LasVegas usmg 10.10.1 2 and two IBGP connettions to Seattle ‘
and to SanFrancisco.

LosAngeles is now configured with the next-hop-self policy shown on the slide as thé
output of the show pollcy-optlons configuration command. The policy matches all’”
routes (no from) and will replace the BGP Next-hop atiribute (since only BGP has a
Next-hop:attribute). with the value' self (a-keyword for the local router's physical
interface address that the route is advertised on). :

This next-hop-self policy is applied as an export policy to the BGP group int, which
includes the SanFranc:sco router.

‘Module 5: Border Gateway Protocol (BGP) L R o R S % |
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Advanced Policy

Next Hop Self (1)

Seattle , ‘\ 172.19.20.0/24
192.168.10.2/32 A\

As1

. LasVegas

SanFrancisco
192.168.10.3/32

192.168.10.1/32
userlSanFrancisco> show bgp sussary

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|#Active/Rec..
182,168.10.1 1 67 €7 0 0 32:25 1/1/0
192.168.10.2 1 65 7 [ o 32:21 0/0/0

user@SanFrancisco> show route terse :
inet.0: 24 destimations, 24 routes (23 active, 8 holddowu, 1 hidden)

A Destination P Prf Metric 1 Metric 2 Next hop AS path
*+ 10.20.2.0/24 I 18 20 10.30.3.2
>10.40.4.1
* 172.19.20.0/24 B 170 100, >10.40.4.1 21
* 192.168.10.1/32 I 18 10 >10.40.4.1
* 192.168.10.2/32 I 18 10 >10.30.3.2

This slide shifts the focus of attention to the SanFrancisco router.

The output of the show bgp sumimary command now shows that SanFranciscois -
receiving one route from LosAngeles (192.168.10.1) and that this route is actively being
used to forward traffic (last column is 1/1/0).

A look at the show route terse output now shows the 172.19.20.0/24 listed as a BGP
route with a next hop of 10.40.4.1. This next hop address is the "self” next hop address
advertised for the route to SanFranciscoby LosAngeles, since the route was advertised
on the 10.40.4.1 interface.

Module 5: Border G#teway Protocol (BGP)
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Next Hop Self (i)

Seattle |\ 172.19.20.0/24
\ .

AS1 ' 182.168.10.2/32

LasVegas
SanFrancisco y C
192,168.10.3/32 2 : N : e
. & IR ‘i' 10.10- X -
| 2 o ™. AS2
R LosAngeles T~ ——
user@Sanlraicisce> show route extemsive 192.168.10.1/32

imet.0: 24 destimatioms, 24 routes (24 active, 0 holddows, 0 hiddenm)
172.19.20.0/24 (1 entry, 1 -nlmmced)

*BCP Preference: 170/-101 -
Source: 192. I‘S 10.1
Nexthop: 10.40.4.1 via 80-0/0/2.0, nelected
State: <Active Imt Ext>
Local*AS: 1 Peer AS: 1
Age: 4:18 Metric2: 10
Taak: BCP_1.192.168.10.1+179
Ammouncememt bits (2): 0-Xnr 4- lGP.Sy-e__A-y
AS path: 2 I © -
BCP mext hop: 182.168.10.1
Localpref: 100

Router ID: 182. é .10, 3 2001, e

How do we know that the BGP Next-hop attribute was really changed with the policy?..

To verify that the policy on the LosAngeles router. has indeed changed the BGP Next-
hop. attribute, we can look at the output of the show route extensive command on the

SanFrancisco router.

The output lists the BGP Next-hop 172.19:20.0/24 - (whlch isin ASZ) as 192.168.10.1,
the loopback address of the LosAngeles router. Since SanFrancisco has IGP
reachability to. LosAngeles, SanFrancisco also has reachability to the BGP Next- hop

value and can use the BGP route.

Module 5: Border Gateway Protocol (BGP) R T ST RS ¥
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Large-Scale BGP Routing

Where we are going...
e Scaling BGP
" Scaling BGP with Route Reflection
Basic Route Reflection
Hierarchical Route Reflection
Scaling BGP - Confederations
Confederations

Copyvigin © 2001, Juniper Netwosks, Inc.

Subsequent slides will discuss how BGP can be adapted to a large-scale ISP network -
through the use of Route Reflection and Confederations.

Module 5: Border Gd;teway Protocol (BGP) ' 5-.27
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‘Scaling BGP

e ———

e e ————e——

¢ IBGP full-mesh peer requirement has an N-squared
problem R B
- Addition of a new router requires new.peering with all current
IBGP speakers o N
- Current IBGP speakers must updaté configurations

¢ Two methods are available for scaling IBGP
connectivity '
- Route Reflection (RFC 2796)
- Confederations (RFC 3065)

Copyrigin © 2001, Juniper Networks, k.

. BGP is not a flooding routing protocol as many IGPs are (like OSPF, IS-IS, etc.), buta.
peering routing protocol that exchanges routes directly with meshed peers. The .
- requirement for ali IBGP peers to be fully meshed within an Autonomous System has

inherent scalability problems. When a new router is added to the AS, each current IBGP

"y

yf router needs to have their configurations updated. This can become quite an issue
’ when there are 100, 200, or even 1000 routers in an AS.
There are two main methods for assisting in the scalability of IBGP. These are the use
of Route Reflection (described in RFC 2796) and Confederations (sometimes called
Sub-confederations, and described in RFC 3065).
‘Module 5: Border Gateway Protocol (BGP) SR o g
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Scaling BGP with Route Reflection

SR

e Allows an IBGP speaker to re-advertise an IBGP
learned route to another IBGP speaker

® Route Reflector (RR) only re-advertises the best route
to “clients”

'~ Clients are configured in a separate peer group

- Each peer group uses the cluster keyword

[edit protacols bgp]

group imt-pecrs {
_type imtermal;
local -addreas 172.16.1.1;
cluster 172.16.1.1;
neighbor 172.16.2.2;
neighbor 172.16.3.3;
meighbor 172.16.4.4;

}

® IBGP attributes are not changed by reflection

® Routing Loops are prevented by new BGP attributes of
Cluster-id, Cluster-list, and Originator-id
Copyright © 2001, Sunlper Networks, Inc,

BGP route rreflection relaxes the default IBGP peer action of not re-advertising an IBGP
learned route (which is what flooding does).. The routers that are allowed to override this
default are known as Route Reflectors (RR). : *

A

WONOLLVLVOT VYO U

RRs only re-advertise the best routes to their "clients.” An RR is activated and clients
configured through the use of the cluster statement within an IBGP peer-group. Each of
the peers configured within that peer-group are considered clients of the RR. The RR
clients do not have any knowledge of the presence of the RR, they simply see the RR
as an IBGP peer.

The basic operation of the RR is that any routes the RR receives from a client get re-
advertised to all other clients of the RR and all non-clients of the RR. All routes received
by the RR from non-client peers get re-advertised to all RR clients. In this fashion, route
reachability is achieved for all BGP speakers in the AS.

One of the primary drivers behind requiring the IBGP full-mesh in the first place was
loop prevention since the AS-Path attribute does not get modified within an AS. Route
Reflection does not change that behavior. In fact, none of the BGP attributes change
when Route Reflection is used in an AS. But loop prevention is still a critical part of
BGP, so new BGP attributes were introduced to assist a Route Reflection network.

The new attributes are the cluster-id, the cluster-list, and the originator-id. All of these
attributes are modified by the RR when it re-advertises the routes to both clients and
non-clients. The cluster-id is very similar to an AS number and should be unique within
an individual AS. When a route is reflected by the RR, it adds its cluster-id to the
cluster-list. The cluster-list is analogous to the AS-Path attribute and is used to prevent
loops. If a RR receives a route with its own cluster-id in the cluster-list, it drops the
route. The originator-id is the peer address of the first router to advertise the route in the

AS. ltis also used for loop prevention in the rare case where the cluster-list does not
prevent a loop.

Module 5: Border Gaﬁjeway Protocol (BGP) :  5.29
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- “"Basic” Reute Reflection

. m
Client —> RR => clleus&non-eﬂems
Non-client => RR=> clients only - ]

Copyrigit © 2001, kaiper Metworks, Inc.

i

The slide shows an AS network using a common route reflection. topology. BGP

. speaking routers along the edge of the network all have a single peer configured. This -
g peer is the RR for the local cluster.

-3 The RRs are then fully meshed together via standard IBGP peering. In this fashlon, all
: routes received by.any BGP router will reach all other BGP routers in the AS.

The slide also shows the basic operation of the RR: Any routes the RR receives frdm a
client get re-advertised to all other clients of the RR and all non-clients of the RR. All -
routes received by the RR from non-client peers get re-advertised to all RR clients.

Naturally, a Route Reflection confguratlon should be guided by the physical topology of
the network:. ;

3

he*)
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Hierarchical Route Reflection

Client => RR ~> clionts & non-clisnts
Non-client ~> RR => clients only

(s Jupo SRS RV AT FRRE

Copysigin © 2001, Juniper Matworks, inc.

The slide shows an AS network using a more complex route reflection topology known
as hierarchical route reflection.

Hierarchical route reflection is when the 'RRs for some clusters are themselves clients
in another route reflection cluster. Very often AS networks evolve to this type of a setup
when the RR full mesh shown on the previous slide becomes too large. The internal RR
full mesh then is transformed into a RR cluster.

The slide again shows the basic operation of the RR. Any routes the RR receives from
a client get re-advertised to all other clients of the RR and all non-clients of the RR. All
routes received by the RR from non-client peers get re-advertised to all RR clients.

Again, a Route Reflection configuration should be guided by the physical topology of

)IJOPIROGIIVVVAUOIWINUDIUOOVU

the network.
J
D
)
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4

® Breaks a global AS into multiple pieces (Sub-AS)
e Within each sub-AS:
- Use private AS numbers:
- An IBGP full-mesh is still required
e Between each sub-AS:

- EBGP-type coﬁﬁguration§ (CBGP) are required (multihop,
etc.)

- Most IBGP attributes are not changed
- AS_Path is modified to prevent loops (but sub-AS is NOT a

® Giobal AS is still viewed éxternally as a single AS

[e:Iit mtlng-oﬁi:’inﬁs]
autonomous -system 65000;
confederation 2 mesbers [ 65000 65001 65002 ];

Copyrigin © 2001, Juniper Netwosks, Inc.

The second method for easing scalability issues with BGP is through the use of a BGP .
Confederation. Quite simply, a BGP Confederation takes an Autonomous System and- -
breaks it up into smaller sub-Autonomous Systems. These sub-AS networks are then ..
connected together to form the unified AS that the Internet (all other ASs) sees.

The confederation sub-AS networks act:just a “real” AS. Confederations must provide
full mesh IBGP connectivity within themselves. Confederations must have a unique AS
number defined. Most sub-AS networks use an AS number out of the private AS range
of 64512-65535. oo ‘ S :

The sub-AS networks are then connected via an EBGP-like connection that is often
referred to as Confederation BGP (CBGP). The CBGP links only modify the AS_Path
attribute to add in the sub-AS numbers to assist with loop prevention. All other BGP
attributes like Local_Pref and MED remain unchanged. The CBGP links can also
traverse multiple hops since they are within a single global AS. However, the multihop
statement needs to be used since the router views the connection as an EBGP link.

To the Internet, the Confederation is viewed as a single Autonomous System. The
AS_Path received by other AS networks in the Internet only shows the globally
assigned AS number, not the sub-AS numbers. This is because the sub-AS numbers
are removed as the route is advertised out of the global AS.

Although the sub-AS numbers appear within the AS_Path attribute inside of the
Confederation, all BGP routers in the global AS see these sub-AS values as a single AS
hop.

To effectively operate a Confederation network, all BGP routers in the global AS need

to know the globally unique AS number as well as all the configured sub-AS numbers.
This is done with the confederation statement, as shown on the slide.

Module 5: Border Gateway Protocol (BGP) T e T T e al
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{

Confederations

Copyrigin © 2001, Juniper Networks, Inc,

The slide shows an AS network using a Confederation topology. Within each of the sub-
AS networks, all of the BGP speaking routers all fully meshed with IBGP.

The sub-AS networks are then connected with EBGP-like connections (sometimes
called CBGP). Since the CBGP links behave like EBGP, there is no need for a full-
mesh. Hence, the CBGP connections can be used wherever it is convenient.
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. & Towhat 1P addresses to IBGP sessums usually pe'

Review Questions

s

¢ Towhat IP addresses to EBGP sessions usufélgy peer?

Why?

Why" _ ; <
Why does BGP rely on an TGP for next hop: resolutlon"

is “"next hop self" ahd when is it used in'BGP?

e What does a BGP_ oute reﬂecmrwdo with BGP routes
received from a configured RR client router?’

° What three BGP attributes are introduced when BGP
route reﬂectlon is used dnd what is thelr role?

e What form of BGP is run between the routers ina BGP
Confederatlon"

i1

Copyright © 2001, kanipsr Matworks, nc.

During this module we discussed:

The JUNOS software configuration options for BGP.

The default behavior of the BGP routing protocol with regard to the "movement”
(use and advertlsmg) of BGP routes through the router.

How the BGP attributes play a role in the process of choosing routes to use and
advertise through BGP.

When BGP next-hop reachability was an issue and how BGP routes find their
next-hops.

The available options for handling IBGP scalability issues such as the number
of peer sessions that must be maintained.

Module 5: Border Gateway Protocol (BGP)
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" Module 6: BGP Attributes: Origin and

Multi-Exit Discriminaior (MED)
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Objectives

e Describe the use of the BGP Origin attribute
e Configure a policy to alter the BGP Origin

e Explaintheirole played by the Multi-Exit Discriiinator
(MED) in BGP operation

® Describe the operation of the BGP MED attribute

° Configuré a policy‘to change the MED value

Caopyrigin © 2001, Juniper Matworks, Inc.

This module discusses:

The use of the BGP Origin attribute.
Configuring a routing policy to alter the BGP Origin attribute.

The role played by the Multi-Exit Discriminator (MED) BGP attribute in BGP
operation.

The operation of the MED attribute and how it influences BGP role selection.

Configuring a routing policy to change the MED value and the effects this has on
AS to AS traffic flows.

Module 6: BGP Attributes: Origin & MED
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Origin and MED Attributes

[ oo

® After Local Preference and AS Path Length, BGP looks
at Origin Code and MED to select a path to use

e This is relatively high in the BGP decision process

e Both Origin and MED can be used to attempt to
influence inbound traffic

MED

Copyvigin © 2001, Juniper Natuosks, Inc,

In many: cases, routers running BGP learn about routes to a particular destination from
more than one source over more than one interface. By default, only one route from
among those alternatives can become the active route or path to a destination. BGP
has a series of decisions to make for path selection. Four BGP attributes are
considered as part of this decision process. In order, the attributes are: Local
Preference, AS Path, Origin, and Muiti-Exit Discriminator (MED).

Both the Origin and the MED BGP attributes are relatively high in the path selection
process to choose active routes from among BGP alternatives. As shown in the slide,
Origin and MED fall only behind Local Preference and the AS Path in order of BGP
attribute importance.

Both Origin and MED can be set by using various configuration statements and both
can be modified by using the JUNOS software policy framework. The modification of
these attributes is most often applied as a way to influence the path that user traffic
takes as it returns to the Autonomous System (AS) through the Internet. That is, the
Origin and MED are modified on routes sent (exported) to another AS, where it is hoped
that these attributes will influence the path that traffic takes inbound to the original AS.

Both Origin and MED attempt to do this by making some routes leading back to the
original AS look less attractive than others when considered by the remote AS. Rather
than making one route appear better than another, Origin and MED alterations make a
route back to the original AS look worsethan another. As such, both Origin and MED
are said to exert a negative bias (negative influence) on routes exported to remote AS.

) Module 6: BGP Attributes: Origin & MED
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BGP Origin Attribute

Where we are going...

The Origin Code

® Use of the Origin Attribute .
® Origin Example . ‘

e Changing the Origin Code

Copyrigit © 2001, Juniper Netwosks, Inc.

e Subsequent slides will explore how the BGP Origln code is used and how to configure a-
& policy to alter the attribute value. - R
B

Module 6: BGP Attributes: Origin & MED
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Advanced Policy

The Origin Code

¢ Installed by the originating router for the prefix (route)

e A tag of "believability” as to the origin of the route
information (Where did you get it from?)

¢ BGP ORIGIN code isa well-known mandatory attribute
(Type Code 1)

e Origin can be mtemal, external, or unknown

- [ Internal (0) Learned from an IGP
- E External (1) - Learned froin EGP
-7 Incomplete (2) - NLRI found by some other means

o " (0) is better than “E” (1) which is better than “?" (2)

e All JUNOS software BGP routes have origin IGP by
~ default

Copysighn © 2001, Jurdper Motwoukes, Jws.

The Origin attribute is attached to a prefix (route) by the first router to inject the route
into BGP. Other routers can change this value, of course, as the route makes its way
through an AS and on to other ASs.

The.intent of the Origin code was .a measure of behevabullty as to the origin of a.
particular.route. In other words, the intent was to provide a kind of "where did you get
this from?" clue for other routers seeing the route.

The Origin-code is a well-known, mandatory BGP attribute (the Type Code is 1),
meaning that each route associated with-BGP must have an Origin code assigned to it.

The values available for origins include internal, external, or incomplete. The internal
(abbreviated 1) origin was a tag designated for all routes learned through a traditional
Interior Gateway Protocol (IGP) such as OSPF, IS-IS, or RIP. These types of routes
were typically seén as "best” sources of information due to their stability at the time
BGP was created. The external (abbreviated E) origin was a tag designated for routes
learned through the original Exterior Gateway Protocol (EGP) called EGP. This was the
precursor to BGP but was not as robust and was generally less reliable than the IGP
routes. The last origin of Incomplete (abbreviated ?) was a tag designated for all routes
who did not fall into either the internal or external categories.

Each of the origin tags are assigned a value for use in transmitting the attribute to other
BGP speakers. The values are 0 for internal origin (1), 1 for external origin (E), and 2
for unknown (incomplete) origin (7). A lower value is better, so routes learned from an
IGP are preferred over routes learned from an EGP. EGP routes are better than
incomplete routes.

Since all routing information eligible to be injected into BGP on a Juniper Networks

router resides in inet.0, all possible routes are seen as internal routes. These internal
routes all receive a BGP Origin code of Internal when placed into BGP.

Q
{ ) Module 6: BGP Attributes: Origin & MED
()
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4 To other AS:
10.0.0.0/8 : origin IGP

10.20.0.0/16': origin IGP

172.16.0.0/16 : origin IGP

/7 . .172.31:0,0124 : origin IGP

From other AS 192.168.14.0/24 : origin IGP

172.31.0.0/24 : origin IGP 192.168.27.0/24 : origin IGP
Copyeigin © 2001, Juniper Netwosk, bne.

' The slide shows the default BGP behavior within the JUNOS software with regard to the.
& Origin code. : : : - o :
= Within the AS shown, there are some static routes of 10.0.0.0/8, 172.16.0.0/16, and |

¥ 192.168.27.0/24. These routes have been placed into BGP by an export policy. There is
g £ a direct route of 192.168.14.0/24 that has been exported into BGP: There is also a route

to 172.31.0.0/24 that has been learned from another AS altogether. Finally, there is an’
IGP learned route of 10.20.0.0/16 in-the network. The router. does not know whether this
4 is an' OSPF route or an IS-IS route, but the appropriate export policy was put in place

’ and the route was placed into BGP.

The point is that it does not mattér to the Juniper NetWonks router when these routes
are advertised to another AS using EBGP. The BGP Qrigin code is the same for all of
these routes: statics, direct, IGP, and external to the advertising AS. All are set to

Internal.. ‘ .
So on the basis of Origin alone, all of these routes will appear to be equally attractive to
the other AS. ‘ » : S
Module 6: BGP Attributes: Origin & MED LA SRR TR ]
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ORIGIN Example (I)

° Usmg the defaults, how does AS 40 reach AS 1"

e Using the defaults, how do the other remote networks
reach AS 1?

DVIPPTUVOD ~PDU

Copyigin © 2001, Juniper Metworks, inc.

In the collection of AS networks on the slide, for all routes originated by AS1, the BGP -
origin code has been left at its default setting of Internal. These routes have- been sent -
to each of the Autonomous Systems (AS) networks on the slide.

How will AS40 send traffic to AS1? Through AS30, or'AS20, or AS10? Assume that the
Local Preference BGP:attribute has been left as the defauit, and that the AS Path.BGP
attribute accurately reflects the actual path for the route. :
Routers in AS40 see the AS1 routes advertised from both AS20 and AS10. Smce the
Local_Pref values and AS_Path lengths are the same for both sets of routes, the Origin
code |s examined.

YWWOIIUDURLV

For both sets of routes, the Origin code is the same as well. Some other method will
need to be used to determine which path the AS40 routers use. That determination is
outside the scope of this slide. The important thing here is that AS1 has no way to
control how the AS40 routers reach the AS1 networks, based on the default value of the
Origin code alone. ’

Note that routers in AS30 will use AS20 to reach the networks in AS1 due to a shorter
AS_Path length through AS20. !

Also; routers in AS20 will use AS2 to reach the networks in AS1 due to a shorter
AS_Path length.

Finally, routers in AS10 will use AS3 to reach the networks in AS1 due to a shorter
AS_Path Iength

Why should AS40 be the only AS that is confused about the "best” way to reach AS1?

Module 6: BGP Attributes: Origin & MED
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ORIGIN Example (1)

® AS 1 sends origin "?"” To AS 2. How does AS 40 reach
¢ How do the other remote networks reach AS 1 after
this attribute change?

et |

2%

- Copyiigit © 2001, Sripor Motworics, Inc.

On the previous slide, only AS40 had muitiple path options after examining the AS_Path
length, since both AS10'and AS20 are the same "distance” away from AS1. At this = -
point, the value of any other tiebreakers that AS40 might use to pick one of those two -
paths through AS10 or AS20 is unknown to AS1. : ‘

But perhaps AS1 has now decided:that traffic sent to it from AS40 should use AS10
rather than AS20 (for reasons of ecoriomics, politics, or even something else).

By using-a routing policy, AS1 has altered the BGP Origin code to Incomplete (?) on all
- routes advertised to AS2. Consider the effect of this policy on AS40. - :

Routers in AS40 still see the AS1 routes advertised from both AS20 and AS10. Since
the Local-Pref and AS_Path lengths are the'same for both sets of routes, the Crigin
code is examined. The routes received by AS40 from AS10 have an Origin of internal -
(0) while the routes received from AS20:have an Origin of Incomplete (2).  Internal‘is’
better (lower) than Incomplete, so the routes from AS10 are used to reach the networks

in AS1. By altering the Origin code, AS1 now has a way to influence the routing
decisions in AS40. \

b

w1 W

Notice that this involved making the path through AS20 look "worse” than the'roiite
through AS10, and.not making the AS10 pat look "better” than the Path through AS20.
This reflects the negative bias of Origin adjustments. Y

Note that routers in AS30 will still use AS20 to reach: the netwarks in AS1 duetoa .
shorter AS_Path length. Routers in AS20 will still use AS2 to reach the networks.in AS1
due to a shorter AS_P,ath length. Rg;uters’ini AS1Q will still use AS3 to reach the
networks in AS1 due to a shorter AS_Path length.

Notice that all of the other AS networks on the slide (besides AS40) still use the

AS_Path length for route selection. The Origin code is truly only effective when the
AS_Path lengths are equal.

Module 6: BGP Attributes: Origin & MED LS s el
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Changing the Origin Code

Find IGP Origin codes and change these Origin codes to
INCOMPLETE

[edit policy-options]
policy-statement change-all-igps {
term igp-to-incemplete {
from {
protocol bgp;
origin igp;
}
then origin incomplete;
}
}

[edit protocols]

bgp {
export change-all -igps;

}

Copysigin © 2001, Junipor Networks, Inc.

The slide shows an example of a BGP export policy that changes the Origin code. This
example finds all. BGP routes and changes the Origin:code from IGP (0) to Incomplete
@.

The match criteria for the policy are all active BGP routes that currently have an Origin-
code of Internal. The action for the policy is to change the Origin code to Incomplete.
Once applied as a BGP export policy and committed, this policy will start altering the
origin code for all BGP routes advertised to all BGP peers.

The JUNOS software has specific keywords to represent the different BGP Origin
codes. They are:

® igp = Internal (value 0)
® egp = External (value 1)
® incomplete = Incomplete (value 2)

CUPIVUYYVUIIUUUUUVUDOIWIUUGY
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- BGP MED Attribute

Where we:are going...

® Multiexit Discriminator
Simple MED Example
More Complex Use of MED
Path Selection and MEDs
Controlling the MED with Policy
Coordinating MED and IGP Metrics
MEDs and Aggregates

Copyright © 2001, Juntper Hletaorks, lnc.
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o Subsequent slides will explore how the BGP MED attribute is used, how to configure a; . 3
o policy to aiter the attribute value, how to associate the value with IGP metrics, and how.. ‘ - <
& route aggregation affects the attribute value.

T
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Mutliexit Discriiminator (MED)

e An optional, hon-traﬁsitivééttribute (Code Type 4), itis
never passed through one AS to another AS

e MED can be used by a neighboring AS to prefer one of
several paths:to the local AS

e ’Informs nelghbormg AS which of the ingress paths
~should be used to reach the local AS in an attempt to
influence mbgynd traffic

e Can perform some primitive load balancing
e MED values are often translated from IGP metric

e Other AS networks can always preempt MED via other
BGP attributes

Copyiight © 2001, Junper Netwarks, e,

The BGP Multi-Exit Discriminator (MED) attribute is an optional, non-transitive attribute
of BGP. This means that a BGP implementation does not have to understand or use
MEDs at all, and that a MED is not sent through one AS and on to another AS. In other
words, MEDs are only exchanged between pairs of directly connected ASs. So by
default, MED values are transmitted along with BGP routes within the AS where the
MED first origmated and to all neighboring Autonomous Systems. The MED travels no
further wrthout some mterventlon by means of a policy or aiternate configuration.

The MED.is a type of routing metric assigned to BGP routes. The function of the MED is
to assist a neighboring AS to pick which of multiple links connecting the remote AS to
the local AS (ingress paths) to use for traffic to a particular route (prefix). So MEDs are
an attempt by the local AS to influence the routing decisions in the remote AS for traffic
inbound to the local AS, just as Origin. And just like Origin, MEDs are a negative bias
mechanism to make some paths look worse than others.

MED vaiues can be used to perform some form of primitive load balancing between
ASs with multiple links between them. But the use of MEDs for load balancing is neither
efficient nor’ ‘particularly effective compared to more sophisticated mechanisms
available. '

MED values can be set from multiple locations including administrator configuration or

IGP metncs However, it is very common to take MED values from the metric values in
the IGP. ‘

In sbite of the best efforts on the part of a local AS to manipulate MEDs to influence
inbound traffic flows to the local AS, other ASs can always preempt, or even ignore, the
MED. This is not only because the MED is an optional BGP attribute, but also because
there are several othier BGP attributes more important than MED in the BGP route

selection process. For example, an altered Local_Pref attribute will always override the
MED.
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Simple MED Exampte

ﬁ;MEg:ZO

| 10.10.0.016 MED
yid.ED=10

¢ 10.20.0.01

10.10.0.0/16 MED=10 J

10.20.0.0/16 MED=20 v

Copyrigit © 2001, Juniper Networks, lnc.
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The slide shows a very basic example in the use of the BGP MED attribute to influence:
inter-AS traffic flows. : : s Rt

3

AST1 has assigned its IP address spaces so that it can summarize its netwdrk;intq two "
major segnients. Furthermore, AS1'is relatively cleanly divided into networks that are
near the leftmost router (10.10.0.0/16 networks are nearby) and networks that are near
the rightmost router (10.20.0.0/16 networks are nearby). Perhaps the split is between

Eastern and:Western operations, but there are many ‘other alternatives.

AS1 has two EBGP sessions to AS2 and will be adveﬁising both the 10.1_0.0.b/16 and
the 10.20.0.0/16 networks to AS2 on each EBGP session, as’shown ‘on the slide.

Naturally, AS1 would like: AS2 tqrétqi’n“.tf',ra‘f‘ﬁg to the closest point in the AS1 network so
that “timely” packet delivery and iow latency can .be achieved. Ordinarily, AS1 would

have no real way to convey this desire to AS2, and AS2 would simply send traffic to

AS1 over whichever router AS2 decided to use based on its own routing policies.

But MED offers a way for AS“I‘, to try and j:rvlﬂuen"cg; the routing policy on AS2 fo‘r’trafﬂc
sent to AS1.To try and accomplish this "closest point” goal, AS1 has altered the MED
values on the routes that it advertises to AS2 with a BGP export routing policy.

Both of the networks in AS1 are advertised acrass both of the links for redundancy. All
thing'.i being equal, the routers in AS2 will still see muliiple_;getyvork paths.to the:routes -
in AS1 as the AS1 routes are passed along throughout AS2. But the AS2 routers wifl

use the MED values of 10 and 20 (10 being preferred) to choose the BGP path to install

LW ® B %ﬁ

in their local routing tables. v o ,
So within AS2, fraffic to 10.10.0.0/16 networks flows to the leftmost router and out to

AS1, whiletraffic to 102000/16netvyorks flows to Vthe.rightmqs)t{route‘,‘rl and out to AS]. -

AS1 has influenced AS2, and at the same time achieved a primitive type of load

balancing.
Module 6: BGP Attributes: Origin & MED i CAR LRI R - ™ |}
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More Compiex Use of MED

Both AS 2 and AS 3 want to influence AS 1 traffic

192.168.13.0/24 advertised

MED=120 from all three routers

Choice of SF, LA, or NY to reach 192.168.13.0isupto AS 1
Chances are that SF will be picked. Why?

To use NY, AS 1 should use always-compare-med path selection
Copyright © 2001, Jumiper Netwurks, Inc.

The:use of the MED attribute is straightforward when adjacent pairs of Autonomous
Systems (ASs) are considered. The use of the MED attribute becomes a little more
complicated when more than one AS is involved.

Consider the AS networks on the slide. Both AS2 and AS3 are advertising the
192.168.13.0/24 route to AS1 and want to influence the way that AS1 sends traffic to
192.168. 13. 0/24. Al three of the advertisements have identical Local Preferences, -
AS_Path lengths and BGP Origin codes. The other IP addresses on the slide represent
the router IDs of the three routers in New York, San Francisco, and Los Angeles.

The MED value from the AS2 router is the lowest among the three advertisements. Yet
when the router in AS1 chooses the BGP path to use in its local routing table, the AS1
router most likely chooses San Francisco in AS3. Why should this be?

The problem in this scenario is that the default evaluation of the MED attribute only
happens when two route advertisements come from the same neighboring AS. In this
scenario, only two of the three advertisements come from the same AS: those from Los
Angeles and San Francisco. Between those two advertisements, the route from San
Francisco is the best due to its lower MED.

The route from New York in AS2 can not be compared to the two routes from AS3 since
it is from a different AS. At this point, AS1 is left with the San Francisco and the New
York routes. The San Francisco route will most likely be selected as the active path
because this router has a lower Router ID than New York.

However, the routers in AS1 can compare the MED values for all three of these routes
with the use of the always-compare-med configuration statement. With this
configuration, the path to 192.168.13.0/24 through New York should be chosen based
on the lowest MED.
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Path Selection and MEDs

St —

e By default, only MEDs from the same nelghborlhg AS
Qre compared

':'regardless oﬁw‘hether the nelghborm”g

e Caution is needed when comparmg MEDs from more
- tham:one AS since every network has a different
interpretation of a "good” MED

[edit protocols]

bgp { '
path-selection always-conpare-med;
} B

WOﬁ,wmm

By default, only the MED values from the same neighboring AS are compared to select
a BGP path. : .

The always-compare-med configuration statement allows a nétwork admmlstrator to -
override the default BGP behavior for MED evaluation. :

When configured, ALL routes that have the shortest AS_ Path length will be compared
to each other to determine the route with the smallest MED value, not Just routes from
the same AS. The route with the Iowest MED value will then bé selected as the active
BGP path regardiess of the AS the route came from. The lowest MED value is selected

as'long as other path selection values for the route, such as Local Preference, are the

Caution is needed when'comparing MEDs from different ASs. There is ‘some hherent
danger when using the always-compare-med configuration option to compare MEDs

from more than one AS. This is due to the fact that every Autonomous System inthe -
Internet can set their own "good” and "bad” values for MEDs. »

One AS may considér a MED of 50 as the best, while another AS’ mlght consider a
MED of 5 to be good. To complicate matters further, sorie AS networks may not set the
MED value at aill (MEDs are optlonal). which essentually sets the MED value to 0

B
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_ Controlling the MED With Policy

® The action of metric corresponds to the MED value
e Can be set to a number or added to or subtracted from

[edit policy-options]
policy-statement change-the-MED {
term set-the-med {
from route-filter 172.31.25.0/24 exact;:
then metric 50;
}
term add-to-med {
from route-filter 192.168.32.0/20 orlonger;
then metric add 50;
} ‘
term subtract-from-med {
from route-filter 10.124.0.0/16 upto /24;
then metric subtract 50;
}
}

The JUNOS software routing policy framework can use the BGP MED attribute as both
a match condition and as an action. The metric statement applied to BGP is used to
indicate the MED value. That is, a policy can match on a certain MED value, or set the
MED value to a certain value as an action.

Moreover, the MED value can be set not only to a specific value, but manipulated
mathematically ("add 100 to MED" or “subtract 50 from MED").

The example on the slide shows the MED attribute being modified for certain routes. As
mentioned, the metric statement represents the MED value. Within a policy, the metric

can be set'to a value, it can have its current value added to, or it can have its current
value subtracted from.

In the policy shown:
® The 172.31.25.0/24 route will have its MED set to 50.

® Al routes within the 192.168.32.0/20 network will have their current MED value
increased by 50.

® Al routes within the 10.124.0.0/16 network with a mask shorter than /24 will
have their current MED value decreased by 50. Should the currert value be
less than 50, the result of this policy action will be a MED value of 0.
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Module 6: BGP Attributes: Origin & MED

Coordmatmg MED and IGP Metrics

° BGP can set the MED value on route announcements
based on the IGP metric to the peer the route was
received from

e Use the metric-out command with a group -or neighbor
- Can be set to a specific value
- Can be set to the current IGP metric ‘
- Can be set to the minimum IGP metric ever. Iearned

— Can add to or subtract from the IGP metric
[edit protocols bgp] .
group as-100-peers {

type external;
peer-as 100;
meighbor 192.168.2.2 metric-out 10;
neighbor 192 168.3.3 metric-out igp,
4.4
5.5

neighbor 192.168. metric-out minimum-igp;
neighbor 192.168. metric-out igp 5;

Capyrigit © 2001, Juiper Networks, Inc.

MED values do not have to be arbitrary. In many cases, the MED alues are
coordinated with the metric values used by an IGP. So BGP can set the MED value on
routes that are advertised based on the.IGP metric leading to the BGP peer that the
route was received from.

In addition to using a policy to alter the MED values, the JUNOS software also allows
an administrator to configure a MED value for all BGP routes to an individual peer,

peer-group, or all peers. The confi iguration statement used the keyword metric-out and
has several optional parameters

To set the MED to a static numeric value, use the metric-out <value> statement. Thns
option, setting the MED to 10, can be seen for the 192.168.2.2 peer above. .

The MED can be set to match the internal IGP metric to reach the IBGP that advertised
the route. The metric-out igp command is used to do this. As the IGP metric to this
peer changes, the MED value associated with these routes will also change This option
can be seeh on the 192.168.3.3 peer above. N

The MED will then change every time the IGP metric to the peer changes If this is
undesirable, the MED can bé associated to the lowest possible IGP metric ever’known
for the specific IBGP peer. The MED r may decrease if the IGP metiic lowers, but a
network failure that increases the IGP cost will not increéase the MED value. The

metric-out minimum-igp command is used to do this. This option can be seen on the
192.168.4.4 peer above.

Lastly, the addition and subtraction functions from the policy framework can be used in
conjunction with both the igp and minimume-igp options. To alter the MED in this
fashion, use the metric-out igp <offset> command. This option can be seen on the
192.168.5.5 peer above, which adds 5 to the MED based on the IGP metric. To subtract
5, use -5.

e ¥ 7
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. MEDs and Aggregates
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When routing aggregation occurs, the MEDs associated
with the more granular routes are no longer available

172.17.63/24 MED=100

(e ls IS Jedvdvivisalelelrs

172.17.3/24 MED=150 - B  172.17/16 MED=0

e

172.17.4/24 MED=160

Copyrigin © 2001, Juniper Networks, Inc.

MED values have, by default, a limited scope of operation. For example, MEDs are not
propagated through one AS and on to another AS by default (non-transitive). This
limiting concept also applies when route aggregation is examined.

/ﬂQOU@@% (3

A

When a new aggregate route is created, any MED values currently assigned to any of
the contributing routes remain only with those routes. The aggregate route has.no MED
assigned to it, which is a MED of 0. While at first this might seem to be a contradiction,
since 0 isa MED, the aggregate route has no method for determining which ONE MED
value to choose, so MED = 0O is used.

There is really no other alternative. Since a BGP route can have only one MED, value,
the aggregate would need to choose what that vaiue should be. Should the aggregate
take the worst MED value from the contributors and be conservative? Should the
aggregate take the best MED value to not "penalize” that contributing route? Should
the aggregate average the contributors MED values together? None of these would
adequately represent all of the contributing information, so the aggregate route takes
the ultimate conservative approach: MED = 0, or no MED at all.
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More on MEDs and Aggregates

. s -.192.168.16.0/20:MED=0
-+ 192,168.17.0/24 MED=5

19&1?68.17.0154 MED=5

wserfhost> show route protocol bgp

imet.0: 31 deatimatioms, 31 routes (31 active, 0 holddown, 0 hidden)
+ = Active Romwte, - = Last Active, * = Both

192.168.17.0/24 *[BGP/170] 00:20:36, MED 5, localpref 100, from 192. 188 48.1

AS path: (65001) 1 I
> to 10.40.40.1 via 30-0/0/0.0

user@host> show route advertising protocol bgp 10.222.11.1

imet.0: 31 destimatioms, 31 rowtes (31 active, 0 holdthﬁ- 9 hidden)

Prefix Nexthop MED Lelpref AS poth
182.168.16.0/20 Self 100 (65001) 1 X
182.168.17.0/24 192.168.0.1 5 100 (85001) 1 X

Copyrigin © 2001, haviper Networks, the.

The slide shows the default MED behavior regarding aggregate routes. The router -
receives the 192.168.17.0/24 route with-a MED of 5. This is seen from the output of the -
show route protocol bgp cominand as shown on the slide. ‘ '

The router has a-locally defined aggregate route which is being injected into BGP by
meansof a policy (the policy not shown 6n the slide). -

By examming the show route adverusmg-protocol bgp output, we can see that both
the aggregate routé and the more ‘'specific received BGP route are bemg advertised.
The 192.168.17.0/24 route maintains its MED of 5, while the aggregate route of -
192.168.16.0/20 has no MED value (MED = 0) assigned. Of course, the MED on the
aggregate ‘can always be changed with a routmg pohcy, but this lack of an aggregate
MED value is the default behavior.

.
we

So it is ironic that MEDs, which are most useful between AS pairs, are useless by

default on aggregates, which are exactly the types of routes we want to send between
AS pairs! -

s
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Review Questions

e Put the following BGP route selection attributes in

order from highest to lowest priority:
Origin

Local Preference

- MED

- AS Path

e Why do Juniper Networks routers set all Origins to

Internal regardless of actual source of the route?

e Why is the default not to compare MEDs that come

from two different ASs?

e What is the value of the MED for an aggregate route?

Copyright © 2001, Jusiper Networks, Inc.

During this module we discussed:

The use of the BGP Origin attribute.
How to configure a routing policy to alter the BGP Origin attribute.

The role played by the Multi-Exit Discriminator (MED) BGP attribute in BGP
operation.

The operation of the MED attribute and how it influenced BGP role selection.

How to configure a routing policy to change the MED value and the effect that
has on AS to AS traffic flows.

Module 6: BGP Attributes: Origin & MED
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® Describe the different methods for altermg the
AS_Path attribute

¢ Explain the operators and use of regular expressions
for AS Paths vi@..a\;l:v;eutingzpp'icxa |

e Configure a routing pollcy using regular expressions
to change AS-Paths and alter traffic flows

o Explain the role played by the Null AS_Path in routing
policy

Copysigit © 2001, Juniper Netwarks, Inc.

This module discusses:

The different methods that can be used to change the BGP AS-Path attribute, and
why this is useful.

The regular expressions and their operators that are used in a routing policy to
find and alter AS Paths.

Configuring a routing policy that uses these regular expressions to change the
BGP AS-Path attribute and so alter the default traffic flows between AS networks.

The special role played by the Null AS_Path in a routing policy.

Module 7: BGP Attributes: AS Path
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AS Paths

o BGP AS Path is the route to a given destination

o Consists of a list of the AS numbers of all routers
(path) a packet must go through

® The path can be parsed by regular expressions

192.168.27.0/24: 21777 20222 |

192.168.27.0/24: 23001 20222 | 192.168.27.0/24

Copysighs © 2001, Juniper Notwosios, inc.

The BGP attribute of AS_Path contains the data that all BGP routers use to find a route
back to a route’s source. As a route passes through each AS, the BGP routers add path
information in the form of the AS number to this attribute. This AS number is
prepended, or added at the beginning of the AS_Path attribute. So each AS basically
counts as a single "hop” from the perspective of the BGP AS_Path attribute.

By default, the total amount of information in the AS_Path attribute gives each router
the entire list of AS numbers (the path) that the user data must pass through to reach a
particular destination. It is important to note that when the AS_Path is "changed” by a
routing policy, the AS Path information in the BGP AS_Path attribute can be added to,
but a existing individual AS number should never actually be changed or deleted.

The AS_Path attribute can be used as a single object, or the string of AS numbers can
be parsed by a regular expression to find specific AS information.

In the slide, AS 20222 is originating the route 192.168.27.0/24. AS 20222 advertises
that route to both AS 21777 and AS 23001. In turn, each of those AS systems
advertises the same route to AS 25678. The BGP routers in AS 25678 see this route as
having two possible paths through the Internet, as shown on the slide. They can then
use the AS_Path attribute to determine the shortest path back to the route’s source. (In
this simple example, the paths are of equal length, but of course this will not always be
the case.)

A
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Modifying AS Path 'Information

Where we are going... ~
e AS PathPrepend & Example
® Remove-Private - T
e LocakAS’

Subsequent slides will explore how modify the default behavior of the BGP AS_Path

attribute including prepending, the remove-pnvate option, and the local-as confi guratlon
knob. , :

TEEEE]
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Modifying AS Path-: Prepend

e Manipulating the AS_Path atiribute is a major way to
favor or disfavor BGP routes :

e AS 1 prepends its AS number 3 times to AS 2. How
does AS 40 reach AS 1? How about the other remote
networks?

Copyrigin © 2001, Juniper Networks, nc.

If the AS_Path attribute is changed before the route-is re-advertised to other BGP
routers, this can make a route through the local AS look less attractive to another AS.
Note that it should not really be possible to make the route more attractive by
shortemng the AS_Path. But the path can be lengthened to make the AS_Path attribute
another type of negative bias path selection mechanism in the sense that "un-
lengthened” paths will look more attractive for other AS networks to use than amﬁcnally
lengthened AS Paths.

The only standard way to alter the AS_Path attribute is to add information to it by
prepending. BGP routers, according to the RFC, are NOT allowed to remove or change
information from or in the AS_Path attribute. But a routing policy can be used to
artificially extend (by prepending) AS information onto an existing AS Path. This type of
a policy is often to attempt to influence traffic coming into an AS form another AS. In this
respect, AS_Path is similar in function to MED.

In the slide, AS 1 is announcing its routes to both AS 2 and AS 3. Using a routing policy,
AS 1 is prepending its own AS number four times (shown as 1 1 1 1 on the slide) onto
all route announcements to AS 2. This action will cause the following:

® AS 2 will use AS 20 to forward packets to AS 1
® AS 10 will use AS 3 to forward packets to AS 1
® AS 20 will use AS 10 to forward packets to AS 1
® AS 30 will use AS 40 to forward packets to AS 1
g} ® AS 40 will use AS 10 to forward packets to AS 1

Q Note that this behavior on the part of AS 2 (using AS 20 instead of sending directly to
1 AS 1) is unexpected and would not occur without the routing policy. This behavior is
extended to AS 20 as well, since AS 2 cannot shorten the AS_Path advertised by AS 1
{5» even if AS 2 would like to.

A
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‘ AS Pathrepend Example

[edit routing-options]
autonomous-system 1;

Tedit protocéls]
bgp {
group- peer -AS2 {.
type external;
export longer-as-path;
peer-as 2;
neighbor 10.10.10.2;
}
}

. [edit policy-options]
policy-statement longer-as-path {
_then as-path-prepend “1 1 1 1”;

Copyrigit © 2001, Juniger Matworks, inc.

This slide shows the routing policy used by AS 1 in the previous example.

A poiicy cal|ed longer-as-path has been created on the AS 1'router. Smce there is no-:
from statement, all candidate routes will match the policy. The action taken -oh all of the

matched routes will be to add AS 1 to each route four tlmes This i is done wuth the as- .
path-prepend statement

This routing policy then is applted for routes exported by BGP to the external BGPpeer
in AS 2.

Gom R R

Mbdule 7: BGP Attributes: AS Path R
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Modifying AS Path: Remove-Private

192.168.17.0¢24: 1000 |
192.168.18.0/24: 1000 |
92.168.19.0/24: 1000 ¢

3 remova-private

In spite of the wording in the BGP RFC, many vendors have included configuration
options in their BGP implementations to actually remove information from the AS_Path,
which is technically not allowed. This removal, however, only operates on specific
information in the AS_Path attribute, and does not apply to making arbitrary changes to
the actual AS Path. Typically, the information removed was placed there by the AS itself
or by other routers within the administrative control of the AS. So it is not a question of
one AS trampling on the path information another. AS has put into the AS Path.

{
\

One example of this type of configuration option is the remove-private configuration
statement. This keyword allows an ISP to remove private AS numbers from paths
received from BGP customers when those customers are using private AS numbers.
Since the customers are effectively within the administrative scope of the ISP, the
provider is allowed to remove the private AS numbers from the path.

In the slide, AS 1000 has three different customers connected vi a BGP. The customers
are using AS 65001, AS 65002, and AS 65003 for the BGP peer communications.
Within AS 1000, each of the BGP routers see the private AS numbers within the path.

The remove-private option is enabled on the edge router in AS 1000 that faces the
Internet or other EBP peers. As the routes from the customer AS systems are
advertised out of AS 1000, the private AS numbers are removed from the AS_Path

attribute. In this case, all customer networks are seen to have originated within AS
1000.
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- Modifying AS Path: Local-AS (I)

172.16.10.0/24: 1 2221
172.16.12.0/24: 1 333 |

172.16.10.0/24; 222 |

Copyrigit © 2001, Juiper Matworks, Inc.

& , Another option for removing AS_Path information is the local-as configuration g *
statement. The purpose of the local-as keyword is to aid an ISP in migrating BGP.

& customers to a new AS number. )

= Here is an example covering when using local-as is helpful

= Consider the normal BGP AS_Path operation first. AS 1 has two customers that it is

providing service for: AS 222 and AS 333.

As AS 1 announces those routes from AS 222 and AS 333 on to the Internet, AS 1
injects its own AS number (1) into the AS_Path as the BGP RFC expects.

So far, there is noth_mg‘unusual about the AS_Path operation.

Medule 7: BGP Attributes: AS Path 18
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_Modifying AS Path: Local-AS-(ll)

172.16.10.0/24: 777 1 2221
172.16.12.0/24: 7771 3331

] 172.16.10.0/24: 222 1 172.16.12.0/24: 333 |

Copyvight © 2001, Juntper Networks, Inc.

Next, consider what happens if AS 1then merges with-AS 777. This situation is shown
on the slide. S Y

Suppose the resuilting merged organization decides to use AS 777 as the official'AS to
represent both AS numbers on the Internet. To ease in the migration of the customer
BGP configurations from AS 1 to AS 777, the edge routers can use the local-as 1
configuration option.

The effect of this option is that the customer routes within AS 777 see both AS‘1 and
the customer AS numbers (AS 222 and AS 333). As AS 777 advertises those routes to
the Internet, it prepends its own value of AS 777 onto each of the routes.

The point is that even though AS 1 has been merged into AS 777, AS 1 still shows up
on the paths sent to the Internet.

So far, this is still just prepending AS numbers to the BGP AS_Path attribute. How does
local-as remove AS Path information?

""30%Q@WUUUUUHUUUQU{‘@UUWQUU@WUWUUUGU{}*UUUW
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Modifying AS Path: Local-AS (Hl)

_,—\,r-\r&\f\ﬁmf

\ 172.16.10.0/24: 777 2221
172.16.12.0/24: 777 333 |

There.is.an optional parameter to be used with the local-as configuration statement that
actual does remove AS Path information form the BGP AS_Path attribute. This optional.
parameter restricts knowledge of AS 1 to the edge router connected to the customer
(AS 222 and AS 333) only. This situation is shown on the slide. . ,

In the slide, the-edge router in the formerly intact AS 1.is configured with the option of
local-as 1 private. As the customer routes are advertised into AS 777 by the edge
router, AS 1 information is removed from the AS_Path attribute, as shown on the slide.
At this point the AS 777 routers, as well as the Internet, have no knowledge of AS 1.
The local-as 1 private statement has now indeed removed AS_Path information.:

Aggjnf:thi; applies to a type of special case and should not be used to arbitrarily attempt
to change AS Path information received from another AS.

¥ b

Module 7: BGP Attributes: AS Path - e P 7-10

Y

-



Advanced Policy

%

AS Path Regular Expressions

Where we are going... , A
e Regular Expressions and BGP Routes

Regular Expressions '
Regular Ex pression Terms

Regular Expression Operators
Regular Expression Examples
Regular Expression Formation
Regular Expression Ex:amples

Test Your Knowledge
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) Copyright © 2001, Juniper Networks, bnc.
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: Subsequent slides will explore how the JUNOS software forms AS Path regular
D\W’ :a:;n:::i;):s. how those expressions are used in a policy, and provides of examples of
Y

>

$

J

>

2

d

9

¥

9

9

")

:\W

»)

P

J  Module 7: BGP Attributes: AS Path ‘ 7-11

N



Advanced Policy

'R | mﬂﬁ

=2

Regular Expressions and BGP Routes

¢ Often, BGP policy relies on finding prefixes based on
their AS Path information. . ;
- Used to enforce administrative P?"?! .

- Sometimes easier than looking for specific preﬁ*eé

e Common policy requirements:
- Find all routes that originated in AS 1
- Find all routes that have transited AS 100
- Find all routes that came from AS 1000
~ Find all the routes that originated in iny own AS

® AS Path Regular Expressions allow the proper prefixes
to be selected

Copyight © 2001, Jusripar Notworks, Inc.

Many times, administrative BGP routing policies require that route announcements or. .-

prefixes be found and acted on based on thé information contained within the AS_Path:.
attribute. This might be required to enforce some administrative policy regarding other::-
AS networks. Sometimes it is just easier to find routes based on their AS_Path than by
looking for many specific prefixes and routes individually.

Some examples of the types of information that need to be found in the AS_Path might
be:

® All routes that originated from a specific AS

® Al routes that have transited a specific AS

® Ali routes that were announced by a specific neighbor AS

® Al of the routes that have originated from within the local AS

This type of information can be found quite easily in the AS_Path attribute through the
use of regular expressions.

Module 7: BGP Attributes: AS Path N
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- Regular Expressions

—— ey

® Reguiar expressions are a powerful pattern matching
engine

e Works not only on fixed strings (as do wildcards), but
on variable patterns of text

e lItis the combination of text and special operators that
make up a regular expression

e Regular expressions allow for things to be found in
context, not as isolated instances

Copyrigin © 2001, Juniper Networks, Inc.

A regular éxpression' (often seen as Regex or RE) is a powerful pattern matchingtool
that can be applied in a routing policy to act on AS_Path strings. This pattern matching-
engine can find specific strings of text or textual patterns. :

(

When used in a routing policy, regular expressions work not only on fixed strings like
wildcard operators such as *, but regular expressions act on variable patterns of text.
This is done through the combination of basic text patterns and special operators.

This combination of basic text patterns and special operators are what make up the
regular expression itself. ‘

Regular expressions allow information in a string to be found within a specific context,
not just in isolated instances. The use of regular expressions in conjunction with the
BGP AS_Path attribute can be used to match routes within a policy.

(

Module 7: BGP Attributes: AS Path : o 7413
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Regular Expression Terms

o Regular expressions take form term <operator>
® Terms are mandatory, and identify the AS number:
- Can be a single AS number
, = "1024" ;. . S I
- Canbea complete AS path
= “1024 2685 3957"
- Can be a wildcard “.” character which represents a single AS
= ™024.3957" o o IR
e Each AS number (not a character) represents a single
“entity” to the regular expression parser

Copyrighs © 2001, Junipar Notworks, Inc.

Regular expressions:have two main components to them — the term and the operator....
These take the form term<operator>: .- : -

The regular expression term is the core matching component to be found by the pattern
matching-engine. The term is a mandatory object and each regular expression must.
have at least one term. Terms identify the: AS number. This AS could be a single
number (1024), a complete AS Path (1024 2685 3957), or a wildcard character (the dot
or .) representing any single AS number (1024 . 3957)

Within the JUNOS software AS_Path regular expression syntax, the term is a complete
AS value. The wildcard character of the "dot” ( . ) can be used to represent a single AS
number as well. This means that an AS number of 1024 (for example) is seen by the
JUNOS software not as the four character text string of 1, 0, 2, 4, but as the single
“entity” of 1024. To the JUNOS software, AS numbers are not sequences of characters.

Module 7: BGP Attributes: AS Path
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Regular Expression Operators

e

® Regular expressions take form term <operator>

e Operatoris an optional pattern matching character that
applies to a single term:

- Operators immediately follow the term referenced
. “1024? 2685"

- The pipe (| ) operator is used between terms
« “1024 | 2685"

~ The dash ( - ) operator is used between terms
* 1024 - 2685" '

e -One or more term-operator pairs can appear in an AS
Path Regular Expression

Copyrigit © 2001, ketpor Netasorks, bac.

All regular expressions take the form term<operator>. Use of the term is mandatory.

However, the regular expression <operator> is an optional component of the pattern
matching engine. An operator can be associated with a single regular expression term.
If used, the operator appears immediately after the term it is operating on.

Theére:are two special regular ex pression operators that can appear between regular
expression terms. Those special characters are the pipe (| ) and the dash ( - ). The
pipe (|) operator is used between terms to indicate OR ("1024 OR 2685 is “1024 |
2685"). The dash (-) operator is used between terms to indicate range (1024 through
2685" is "1024-2685").

An individual regular expression can contain multiple term-operator pairs.

Module 7: BGP Attributes: AS Path - 715
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Advanced Policy
AS Path Regex Operators
{m,n} 'Mateh at least m and at most.n repetltlnns of term .
{m} IMatch exactly m repetitions of term.’
{m,} IMatch ‘m-or more repétitions’ of teri-
* IMatch 0 or more repetitions of term, same as to,}
+ lMatch 1 or more repetitions of term, same as {1,-,}
? IMatch 0 or 1 repetitions of .term, same as {0,1} .
| IMatch one of the two terms on either side of the pipe
- lUsed to represent a range
(...).0 lUsed to group terms, or mdicate null wuth no space
C © 2001, kanlpar ¥ %, Ivc,
. The table on the slide shows a subset of the possible regular ex pression operators. that .

can be used with routing policies. Some operators are a kind of "shorthand” for their. .
Ionger equivalents

. N B )

e Of special note is the use of the parentheses Typacally, the ( ) operator is used to'
= group multiple terms together in conjunction with an operator. For example, the regular
- expression of *(1 |2)?" Is translated as either AS 1 or AS 2 can be present in the AS: Path

zero (absent) or at most one time (this is what the ? operator means),

The parenthesis operator also has another. special use. When used with no spaces in
between, parentheses represent a Null AS_Path value. The concept of the Null
AS_Path will be covered shortly.

Module 7: BGP Attributes: AS Path
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Regular Expression Examples
AS Path pattern to match: Regex: " Example matches:
Exactly one insténg_:e of AS1234 [1234 1234
0 or more instances of AS1234  [1234° 1234, 1234 1234,
: : 4 etc., or Null AS_Path
|0 or 1'instances of AS1234 12347 1234
o ‘ Null AS_Path
1 to 4 instances of AS1234 1234{1,4}  [1234, 1234 1234,
) 12341234 1234,
1234 1234 1234 1234
1 to 3 instances of AS12 "12{1,3} 34" |12 34, 12 12 34,
followed by 1 instance of AS34 121212 34
Range of AS numbers to match a |*123 - 125" 123 or 124 or 125
single AS
‘ Copysigin © 2001, Junipes Networks, Inc.

A

The table on the slide shows some examples of regular expression pattern matching as
applied to AS Paths. :

The: first column shows the AS Path string that the routing policy is trying to match. The
second column shows the regular expression that is used to match that pattern. The
last column shows examples of values of the BGP AS_Path attribute that the regular
expression will match. In some cases the list is not exhaustive, so there are more AS-
Paths that will match the pattern.

@’@UUUUUUUUUUUUW(‘JUWUUUUUU@@@UQQUQ
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‘More Regex Examples

e i et it
AS Path pattern to match: Regex: - |Example matches:
Second AS mustbe 560r 78 [". (56[78)" 1234 56,

, o . |3a78 |
Second AS mightbe 56 or 78° | (56{78)?" |1234; 1234 56, 34 78

|A paths from neighbor AS1234 [“1234." 1234, 1234 5678,

e | 12345678
1 followed by 2, followed by one ~[*1 2 3+ 1231233,
or more instances of 3 12333, ete.

One or more instances of 1, then ["1+2+3+" (123,1123,

2,then3 11223,112233,
‘ etc. R

Any length path that contains the |"*456."" (123456,
list 4,5, 6 in it anywhere ‘ ‘ 123456 789,
\ V o ‘ 456789

ES Copyvigi © 2001, Junipai Networks, b,

e The table on the slide shows more examples of regular expression pattern matching-as- s
cE applied to AS Paths. : T U
f‘g As before, the-first column shows the AS Path string that the routing policy is trying to . )
e match. The second. column shows the regular expression that is used:to match that .

& pattern. The last column shows examples of values of the BGP AS_: Path attribute that -

- the regular expression will match. In some cases the list is not exhaustive, so there are-

more AS-Paths that will match the pattern. ‘ :
‘Wu'mj‘
Module 7: BGP Attributes: AS Path : e o 718
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Advanced Policy

Regular Expression Formation

e Regular Expressions are defined at the policy-
options level
[edit policy-options]
user@hosti# set as-path name regular-expression
e Where:
- The name identifies the regular expression

- The regular-expression consists of the pattern to match in
term <operator> format

e The name can be up to 255 characters long

o To include spaces in the name, enclose the entire
name in double quote quotation marks

e The defined AS Path regex can then be used as a
policy match condition

Copysight © 2001, Juniper Notworks, nc.

The whole point in this regular expression exercise is that AS_P ath regular expressions
can be used as the match criteria within a routing policy. This application of the regular
expression is similar in concept to the application of a policy. As such, AS_Path regular
expressions follow the JUNOS software abstraction concept of first defining the entity
and then applymg the entity.

Both the definition and application of the AS_Path regular expressions occurs within the
policy-options confi iguration hierarchy. The regular expression in proper
term<operator> format is given a name with the as-path statement.

That regular expression name can then be referenced within a policy. The name can be
up to 255 characters long and can even include spaces, as long as the name is
enclosed in double quotation marks. In practice, this is rarely done.

Once defined, the AS Path regular expression can be applied as a policy match
condition.

Module 7: BGP Attributes: AS Path
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The example on the slide shows an AS_Path regular expression being used as a policy
match condition. The goal is'to have a BGP: routin
the exact'AS Path of 1234 56 78 9. '

An as-path called digitsroute has been defined within the double quotation marks.

The as-path contains only terms (no operators) and defines an exact AS_Path mat&':hﬁf

"1234 5678 9".

Regex Example

Accept only routes with the exact AS path of 1234 56 78 9

[edit policy-options] B
as-path digits-route “1234 56 78 9”

policy-statement from-digits-route {
term digits {
from as-path digits-route;
then accept;
} -
term reject-others {
then reject;

}
[edit protocolé]

bgp { S
iuport from-digits-route;
}

Copyright © 2001, Junlper Metwarks, o,

The digits-route path definition is then used within the ﬁom-&iQits—foUte policy to
match routes and accept them. A second term in the policy rejects all other routes.

When this policy is applied as an import BGP policy, only routes matching the AS;Path
defined in digits-route will be accepted. All other routes seen by BGP will get rejected.

Module 7: BGP Attributes: AS Path
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A

Another Regex Example

Reject any routes with AS 123, 124, or 125 gh‘ywhere in
the AS path

[edit policy-options]
as-path not-a-good-route “.* 123-125 .

policy-statement from-not-a-good-route {

term not-good {
from as-path not -a-good-route;

then reject;

}
}

[edit protocols]
bgp { ,
import from-not-a-good-route;
} .

Copyigia © 2001, huniper Metirorks, e,

The example on the slide also shows an'AS_Path regular expression being used as a
policy match condition. This time, however, the as-path uses both terms and operators: -

The goal this time is to reject routes that either have originated in AS 123-125, transited
through AS 123-125, or been directly advertised from AS 123-125.

To do this, an as-path called not-a-good-route has been defined. The as-path
contains both terms and operators So not-a-good-route defines an AS Path match as
follows: « - : ;

L

® The AS Path starts off with any AS value zero or more times, fouowed by
" '@ any AS value between 123 and 125, followed by
® any AS value zero or more times.

The not-a-good-route path definition is then used within the from-not-a-good-route
policy to match routes and reject them.

When this policy is applied as an import BGP policy, only routes matchmg an AS_Path
defined in not-a-good-route will be rejected.

*ﬁ?@@Q@GUUQU@@@@@UU(‘*UUWUUOUU@U@U@UUU;“WUWG
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Test.Your Kriowledge

[

¢ Consider this policy statement:

licy -statement testing- as-paths {
term as-paths {
from as-path testing-1-2-3;
then accept; .

}

then reject;

e Will l accept a route wuh the path "1024 44 44 2685,”

given the following as -path statements?

— set as-path testing-1-2-3 “.* 1024”

- set as-path testing-1-2-3 “1024 .*”

— set as-path testimg-1-2-3 “.* 1024 .*”

— set as-path testimng-1-2-3 “.* 44{1;2} .

- set as-path testing-1-2-3 “2685 44{1 3} 1024~

- set as-path testimg-1-2-3 “1024 44{1,3} 2685”

Copyigin © 2001, Jurdpor NMatworde, bac.

- Consider the routing policy shown on the slide. Will this policy, when properly applied, .

accept a route with the path "1024 44 44 2685" given .the as-path statements listed on
the slide?

Usmg the dufferent as-path def‘ mtlons within the testmg-a s-paths policy gives the
following results:

® ".*1024" - Starts with any AS zero or more times, foﬂowed by 1024, The route
will not match the term as-paths. This definition does not allow for AS numbers
.after 1024. Therefore it will be rejected by the final action.

® "1024 .*" — Starts with 1024 followed by zero or more AS numbers The route
does match the term as-paths. It will be accepted

® "*1024 .*" — Starts with any AS zero or more times, followed by 1024, followed
by zero or more AS numbers. The route does match the term as-paths It will
be accepted.

® "*44{1,2} *" - Starts with any AS zero or moré times, followed by 44 once or
twice, followed by zero or more AS numbers. The route does match the term
as-paths. It will be accepted.

® 2685 44{1,3} 1024" — Start with AS 2685, followed by 44 one to three times,
followed by 1024. The route will not match the term as-paths. Therefore it will
be rejected by the final action.

® 1024 44{1,3} 2685" — Start with AS 1024, followed by 44 one to three times,
followed by 2685. The route does match the term as-paths. It will be
accepted.

Module 7: BGP Attributes: AS Path Ry e 722
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Advanced Policy

Null AS Path Information

Where we are going...
e Null AS_Path
® Null AS_Path to Stop Transit
® Null AS_Path in Action

Copyrigin © 2001, huniper Metworks, inc.

Subsequent slides. will explore the concept of the Null AS Path and how to use it ina
real world example. . : o

Module 7: BGP Attributes: AS Path
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Null AS_Path

[ eeovns

® Routes that have originated in your own AS have no
AS numbers in the path yet

® To reference the Nulil AS. Path within a pollcy, use the
"0" (no space) regular expression

192.168.48.0/24

192.168.49.0/24 ......lB.GL..’

192.168.50.0/24
192.168.51.0/24

user@host> show route protocol bgp terze

imet.0: 42 destimatioms, 42 routes (42 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

A Destimatiom P Prf Metric 1 Metric 2 Next AS path

* 192.168.48.0/24 B 170 100 5 >10.222.9.1 I

* 192.168.49.0/24 B 170 100 5 >10.222.8.1 I

* 192.168.50.0/24 B 170 100 5 >10.222.9.1 I

* 1892.168.51.0/24 B 170 100 10 >10.222.9.1 I

Copyigit © 2001, Juniper Motwaks, ne.

a® The concept of the Null AS_Path is quite important for the Intemet. Routes that have
= been originated within a particular AS have yet to prepend the BGP AS.:Path attribute..

Pe Therefore, there is no information contained in the AS_Path attribute for routes
" originating within the AS and the AS_Path is assumed to be null (empty).

So how are routes originating within the AS that have been advertised with BGP, to be

- found with a routing policy using an as-path policy? By creating a match condition
based on the Null AS_Path.

To specify the Null AS_Path using a regular expression, use the parentheses with no
space in between them.

k]

In the example, the router is receiving four routes from IBGP. By examining the routing
table, we can see that the AS Path column is empty (I" is for the Origin code).
Therefore, these routes have been sourced within the router's own AS. The Null
AS_Path will find these routes.

Module 7: BGP Attributes: AS Path
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Null AS_Path to Stop Tnansu

AS 2 does not want to provude transit service to AS 1

172.31.0.0/16 AS1 1

192.168.14/24 AS1 | D.200.0.0/16 AS2 |

172.31.0.0/16 AS11
192.168.14/24 AS1 1

10.100.0.0/16 AS3 |
172.31.0.0/16 AS3 AS1 1
192.168.14/24 AS3 AS1 1

Copypigin © 2001, Juniper Netwosks, Inc.

. The Null AS_Path can be used to find routes advertised by BGP that originated within
the local AS. When would this be helpful? Usually, when one AS does not want to carry
* transit traffic for another AS

In the example on the slide, the Null AS_Path will be used to hait BGP transit ;rafﬁc
from AS 1 through AS2.

AS 2 does not want to re-advertise the routes from AS 1 to AS 4. That could lead to the
possibility that AS 4 would route traffic for AS 1 through AS 2. However, AS 2 still has to
advertise its own routes to AS 4 so that these prefixes are reachable.

Ay

AS 2 defines an as-path applied as a BGP export policy towards AS 4 that rejects all
routes except those with a Null AS_Path.
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policy-optioma {
policy-statezcot mot-a-tramsit {
" term accept-my-as {
‘Teoa {
- protocol bgp;
as-path ny-own-as;

‘t.llen accept ;
} -
term reject-all-else {
then reject;
}
}
as-path my-owm-as "()";

bgp {
- ) export mot-a-tramsit;

Null AS_Path in Action (I)

L& Capyright © 2001, Juniper Metwosis, inc.

Here is an example of Null AS_Path in action. -

EBGP peer.

TR R

l
i

Module 7: BGP Attributes: AS Path

The not-a-transit policy in the slide is bein‘g‘applied as an export policy towards the

The policy has a term called accept-my-as that matches on BGP routes with an as-
Path regular expression of (). All other routes are rejected via the reject-ali-else term.

7:26
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user@hcat> show route protocol bgp terse = -
imet.0: 43 destimations, 43 routes (43 active, 0 holddown, 0 hiddenm)

‘A Destimation P Prf Metric 1 Metric 2 Next hop AS path
* 192.168.17.0/24 B 170 100 5 >10.40.40.1 11

* 182.168.48.0/24 B 170 100 5 >10.40.40.1 I

* 192.168.49.0/24 B 170 100 5 >10.40.40.1 I

* 192.168.50.0/24 B 170 100 5 >10.40.40.1 I

* 192.168.51.0/24 B 170 160 10 >10.40.40.1 I

wserflicat> show route advertising-protocol bgp 10.222.11.1

I;ei;:‘: 43 destimations, 43 routes (43 active, 0 holddown, 0 hiddem)

Prefix Nexthop MED Lclpref AS path
192.168.48.0/24 192.168.48.1 5 100 1
182.168.49.0/24 192.168.48.1 5 100 I
192.168.50.0/24 192.168.48.1 5 100 1
192.168.51.0/24 192.168.48.1 10 100 1

Copyvight © 2001, Juniper Netwosks, bnc.

The slide shows the results of the policy configured and applied on the previous slide.

The show route protocol bgp output above shows that the router on the right hand -
side of the slide is receiving five BGP routes from its IBGP peer. One of those routes is
from AS 1 and the other four are sourced from within the AS.

The show route advertising-protocol bgp output shows that only the four routes
sourced from within the AS are being sent to the EBGP peer. Transit routes have been
rejected by the Null AS_Path regular expression in the routing policy.
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Review Questions

® What is the intent of prepending a local AS number
multlple times to all BGP routes?

e Whenis it useful to actually remove mformatlon from
an AS Path" L

e What two JUNGS software keywords are used to

e What do the followmg speclal regex operators match"
- ?

- +
-

® When is the AS Path for a route consldered to be Nuli?
o Win“(Q?” also match the Null AS Path’?

Copyright © 200, Jundpar Netiosks, bnc.

During this module we discussed:

® The different methods that could be used to change the BGP AS-Path attnbute,
and why this was useful.

s

® The regular expressions and their operators that were used ina routmg pollcy

" tofind and alter AS Paths.

) Configuring a routing policy that used regular expressnons to ctnnge the BGP
AS-Path attribute and so alter the defauit traffic flows between AS networks.

® The special role played by the Null AS_Path in a routing policy.

Module 7: BGP Attributes: AS Path R o 7.28
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. o
e Describe the importance of the BGP Local_
attribute in routing policy )

e Compare Local_Pref "positive bias” operation with
"negative bias” BGP attribute operation

o Contrast Local_Pref “exit point” behavior with
attempts to influence trafﬁc inbound to an AS

e Explain how Local_ Prefis used in real-world situations

e Alter the Local_Pref BGP attribute with a policy

Copyvigie © 2001, Juniper Networks, Inc.

This module discusses:

® The importance of the BGP Local Preference (Local_Pref) attribute in formulating
and using routing policy.

@ How the Local_Pref attribute makes routes look more attractive ("positive bias”)
rather than less attractive ("negative bias"), as do attributes like AS_Path.

® How Local_Pref is used to set an "exit point” for an AS, rather than try to influence
traffic inbound to the AS as MED (for example) would do.

® The key role played by the Local_Pref in real-world situations.
® Configuring a routing policy to alter the Local_Pref attribute value.

Module 8: BGP Attributes: Local Preference

®
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0O The Power of Local Preference

e Local_ Pref is the first BGP attrlbute used to favor one
route over another

e A route with higher Local_Pref always wins —
regardless of AS_Path length

Local_Pref

Copyrigin © 2001, Juniper Notwasks, nc.

The BGP attribute of Local Preference (Local_Pref) is the highest tiebreaker in the BGP
path selection process. If a BGP Next-hop is found to be reachable, and there are
multiple routes known to. BGP, the route with the highest Local_Pref is always chosen.
So Local_Pref is the first BGP attribute that is used to favor one path over another.

Because: of the position of the BGP Local_Pref, it does not matter what the AS_Path
length is for the route, or the Origin code, or the MED. The route with the highest Local
Preference value will always be chosen as the exit point of the AS - the end.

VOVUUULUOUUO00009WOM004
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Local. Pref is not Preference

Mo

. Local_;Pref ié 5 prlonty apphedwnhmBﬁPuself
e [f the Local_ Pref fora r,outg; is not s_e;, a default value
of 100is used

® Local_Prefis setin [edit protocols bgp]
® Local_Pref is changed with local -preference in a
routing policy

® Preference is a priority applled to routmg protocols
themselves

Capysight © 2001, Juniper Metwosks, tnc.

The BGP attribute of Local Preference should:not be confused with the JUNOS -~
software.concept of route preference. The JUNOS software preference is local to an

individual router-and assists the routmg table in choosing the actwe route among many ]

- possible: paths.

The BGP Local Preference attribute is used only within BGP itself. The Local_Pref gets
transmitted among thie -BGP routers within an AS. If a value for Locai: _Pref is not
explicitly corifigured, the default value used on BGP routes is' 100.

This value can be changed on a per-peer basis using the local-preference command
within the [edit protocols bgp] configuration hierarchy directory. In addition, the

value can be altered via a policy on a per-route basis. The policy action also uses the
local-preference command to alter the attribute value.

The default Local_Pref applied to a BGP route is 100. But the default route preference
applied to BGP itself is 170. The JUNOS software preference applies to the entire
routing protocol. Preference is also set in the [edit protocols bgp] confi iguration

hierarchy directory, but as preference, not local-preference (which applies only to
BGP).

When it comes to routing policy configurations, make sure to change Local_Pref on the
BGP routes, not the preference of the BGP protocol as a whole!

Madule 8: BGP Attributes: Local Preference I T S ERE ENEER : = |
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Advanced Policy

Local Preference Advantages

® Setting the Local_Pref does have advantages

® Local_Pref is highest BGP path selection criteria

® No matter how AS_Path is manipulated, Local_Pref
‘can always override the longest contrived AS path

e Not a negative bias mechanism, such as AS_Path, but

a positive bias. The highest Local_Pref is always
chosen

® The Local_Pref of the route is distributed to all IBGP
routers within the AS

Copyright ©2001, K " e

By default, the Local Preference value is transtnitted between all IBGP peers in an AS.
The-default Local Preference value.is 100, but there are advantages to using and
setting Local_Pref values within an AS.

LocaLPrgf‘iiAs used primarily as a methad for defining the exit point outbound from the -
AS. Since the.Local Preference value is evaluated first during the path selection
process, Local_Pref will override the values set in any other BGP attributes.

For example, a route with an AS_Path length of 5 and a Local_Pref value of 200 will be
chosen over a route with an AS_Path length of 2 and a Local_Pref value of 100. In fact,

no matter how the AS_Path is manipulated, Local_Pref will always override the
AS_Path, '

AS_Path and many other BGP attributes such as Origin or MED (in many cases) form
what are known as negative bias path selection mechanisms. This means that these
attributes function mainly by making some routes look worse than others. In contrast,
Local_Pref is a positive bias path selection mechanism. That is, there is a default value
and a maximum value to assign, and there is no question about how "good” the route
looks. The route with the highest Local_Pref is always chosen, period.

The Local_Pref of a route is always distributed to all IBGP peers within an AS. The
Local_Pref value can be changed by any router by means of a routing policy.

a4

Module 8: BGP Attributes: Local Preference
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|. Preferenc @irsadVantages u

® Setting the Local_Pref.does have some drawbacks

® Local..Prefis:exactly that: local to the AS

® Not sent outside the AS:in which it-applies

e Cannotbe usedto affe«ct how other AS areas handle
- the route

c © 2001, Juniper M o

Using-Local_Pref to try and-influence BGP path selection does have some drawbacks:.

The biggest disadvantage to the Local Preference attribute is that it is local to the AS.
The Local_Pref is distributed to IBGP peers, but only to IBGP peers inside the AS

The Local_Pref, being local, does not get transmitted to adjacent neighbors with EBGP.
The Local_Pref attribute is well-known (all BGP' implementations must understand
Local_Pref), but discretionary. Discretionary BGP attributes are only used and :
understood by one BGP configuration or another (for instance, IBGP or EBGP; but not
both)..Local_Pref applies to IBGP. '

So while Local Preference is very effective at controlling routing decisions withm the
AS, Local Preference does not assist in affecting routing decisions in other networks.
How:.other AS systems handle the route-is still up to them.

In order to influénce traffic inbound to an AS from other ASs, other BGP attributes of .

AS_Path, Origm, and MED must be used Local_ Pref is used to influence’ autbound AS
traffic '

{
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: Lo"cal;_;Pref Notes

o Exchanged by IBGP peers only
o Usually used to set the exit pointfrom an AS
e IBGP propagates information throughout the AS

Which router to . It makes sense
reach 172.17.2.0? : to use Router B

IBGP makes sure each each peer . This AS neither knows nor
knows to use Router B about the other AS" Local Pref
through Local_Pref

Copysigit © 2001, Juniper Netusosks, Inc. :

The values of the Local Preference BGP attribute is-exchanged by IBGP peers only.

EBGP peers never see an Local Preference set on route information sent between AS -
networks

The. Local Preference is typlcally used to set the preferred exit point for a particular -
route from an AS. This can be important when:there are several. links between two ASs.

Once.the Local Preference for a route is set, IBGP propagates that information
throughout the entire AS.

This slide shows the concept of how Local Preference affects traffic leaving an AS. The
administrators of the AS on the left have knowledge that Router B should always be
used to reach the 172.17.2.0/24 network in the AS on the right. Therefore, the i
administrators of the AS on the left can configure their edge routers to set the Local -
Preference value higher on the copy of the route received on router B than the copy
received on router A. IBGP will make sure that every router in the AS knows that the
preferred exit point for this route is Router B. Note that the AS on the right neither

knows nor cares about the value of the Local_Pref assigned to the route by Router A or
Router B.

The AS on the left still has fail over capability since it is receiving the route from the AS
on the right through both routers. Although router B is the primary exit point for the
route, user traffic can use router A to reach the AS on the right in the event of a failure.

Module 8: BGP Attributes: Local Preference
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192.168.27.0/24 | - - | 192.168.27.0124

Cos © 2001, e

Here is.an example of-how Local Preference is Used within an AS.,

As shown ‘on the slidé, the network‘administrators in Apptenet have decided that the
routers in Applenet should use the Los Angeles router to reach the 192.168.27.0/24
network in Zebranet. This is'because of the greater bandwidth’ capacity available onthat
link: an OC-12c runs ‘at 622 Mbps while an OC-3c runs at 155:Mbps. : .

The do this, the: Applenet network administrators set the'Local-_Pref on the route'to - -
192.168.27.0/24 advertised to the San Francisco router by Bananaret to 200, and set
the Local _Pref on the route to 192.168.27. 0/24 advertised.to the. Los Angejes router by
Coconet to 300 R L

e

In contrast to almost every other metric associated with routing protocols, the: hlghest
Local Preference is better. So for this route, the exit-point of the AS is through Los
Angeles. IBGP makes these values know to all other routers in Applenet

The link on the San Francisco router can Stlll be used for inbou nd traﬁ" ic flows from i
Zebranet and for- outbbund fall over trafﬂc if the OC-12c is not useable because of a B
router o lifk failtite.

Module 8: BGP Attributes: Local Preference S b g
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Another I;ocal_‘__Rréf Example

® Local_Prefis not propagated to Dimnet

e Dimnet must rely on other BGP attrlbutes to make a path
determination

192.168.27.0/24

192.168.27.0/24

192.168.27.0/24

The example on the previous slide is extended further to point out the local nature of
Local Preference. Consider another AS called Dimnet linked by two lower, but equal,

speed links to Applenet. Which link should Dimnet use to reach 192.168.27.0/24 in
Zebranet?

Since the Local Preferecne values used msnde Applenet are not propagated by EBGP,
the Dlmnet AS has no knowledge of the Local Preference routing decisions made within
Applenet with regard to the 192.168.27.0/24 route.

Applenet, of course, would still like to have traffic from Dimnet flow towards the Los
Angeles router to avoid shuttling all of this traffic traffic across its backbone.

However, there is not way for Applenet to do this with Local Preference. To accomplish
this goal, Applenet must use other BGP attributes instead of Local _Pref such as
AS_Path or MED to try and influence Dimnet's flow of traffic to Applenet. This is
because of the strictly local nature of the Local_Pref attribute.

Module 8: BGP Attributes: Local Preference ' - 89
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~ Local Prefemme Ismes

b1

e Most ponierful BGP attribute
e Very common usage with an AS

e Should be epplieﬂ consistently at AS borders

Copyrigit © 2001, Jusipar Hatworks, Ine.

% This slide summarizes the important points with regard to the Local Preference
attribute:. . . ) )

® It is a guararitee of outbounid traffic flows. In fact, there is little else that can be

done with BGP to establish an exit point for an AS.

-@ |t is the most powerful BGP- path selector andis commonly used to override
other BGP attributes in'the path seléction process. This means that Local_Pref
will select a BGP route regardiess of the values of AS' Path, Origin, 'or MED. -

5
oot ¥

® ltis very commonly used within an AS, but is local to the AS only ‘So the Local‘

Preference is never sent to another AS with EBGP.

® |t should be applied consistently at the edge of the AS for maximum_ effi ciency '
That is, the Local_Prefshould be set on a route advertised from another AS at‘

the border router and ot changed haphazardly within the AS

Module 8: BGP Attributes: Local Preference NETIEEE B RIS IPTS T
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®) . Changing Local_Pref

O Change the Local_Pref of routes with an AS_Path of 124

)

44 13 to 200 (instead of the default 100)

[edit policy-options]
as-path Iook-for-path “124 44 13”
policy-statement check-the-path {
term got-path {
from as-path look-for-path;
them { ' . : ‘
local -preference 200;
" accept;
~ }
}‘

Copysigin © 2001, haniper Notwosks, inc.

In many cases when it comes to Local_Pref, a routing policy will not consider routes in
isolation, but will consider other BGP attributes such as the AS_Path to select routes for
preferred local handling.

The example on the slide alters the Local Preference value for all received routes that
match the AS_Path of look-for-path. Within the term got-path, an action of focal-
preference 200 is specified. This action will change the Local_Pref attribute value for
those: routes to 200.

All other received BGP routes will not be affected by this routing policy.

Module 8: BGP Attributes: Local Preference - e 8-11
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Local_Pref Greatmg Rautmg Loops"

® Since Local_Pref overric
posslble to create aro

- Both Router A and Rout;r B are setting Local Pref to 1000 to
all IBGP peers (including each other).

- Will Router A and Router B see each other as-the best way to
get to the remote network and so foml a Ioop"sﬁ

172.17/16

172.17116

Copyvight © 2001, Judper Natworks, lnc.

The case study shown on the slide is an interesting look at the operation of: BGP in
general, and how BGP uses Local Preference specifically. R

Since the Local Preference attribute overrides all other BGP attributes in the path
selection process, is.it possible to set-up a routing loop? Routing:loops are especially

bad since the destination is technically reachable, but:some or: ever: all routers withun an
AS: cannot find the proper path to the destination;" - C B A

In this example, both Router A and Router B have a policy in place that takes received
EBGP routes and sets the Lacal Preference to 1000 as the routes are then advertised
to IBGP peers, which include each other. So Router A advertises the route to Router B,
and Router B advertises the route to Router A.

Theoretically, both Router A and Router B will set the value of 1000 from the other and
realize that it is better than the local copy of the route! This is because the Local
Preference on the copy of the route within the router is still set to 100.

Therefore, Router A and Router B will see each other as the best route to 172.17.0.0/16
and a routing loop will occur as the two routers shuttle traffic back and forth.

Right?

812
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No Loop in This Case

° IBGP sessions lmplement spllt horizon, so only Router
A OR B will send out Local_Pref values into their AS
— Assume Romer B sets Local_Pref to 1000 “first”

- Router A will install the Router B routes as active and will not
advertise those routes BACK to Router B

- A routing loop will not be forined in this particular case

A\ 1729718

Copyrigin © 2001, Juniper Networks, ine.

It turns out that BGP is a little too smart in this case. The following chain of events -
assumes that Router B received the EBGP route of 172.17.0.0/16 first and advertises
the route with a Local Preference of 1000 to its IBGP peers. (If Router A accomplishes
this first, the roles are easily reversed, but the point is the same.)

First, Router B receives the EBGP route of 172. 17.0.0/16 from its peer in the other AS.
Since Router B sees this route as the current best, Router B installs the route in |ts
routing table.

Then Router B alters the Local Preference to 1000 and advertises this route to its IBGP
peers with this Local_Pref value. At this point, both Router A and Router C receive the
172.17.0.0/16 route through IBGP.

Router A then also receives the EBGP route for 172.17.0.0/16 from the other AS.
Router A finds at this point that it already has a route to 172.17.0.0/16 from Router B
with a Local_Pref of 1000. The presence of this route to Router B overrides the EBGP
received route.

Since the current version of the route on Router A is from Router B, and since IBGP
does implement split horizon, then the routing loop never forms in this case. Router A
Just sends traffic for 172.17.0.0/16 to Router B. And because only active BGP routes

are advertised, there is no confusion on Router C with regard to the best path to reach
172.17.0.0/16: Router B is the choice.

Module 8: BGP Attributes: Local Preference 8-13



Advanced Policy

,m‘}

Preference when it comies to ﬁGP

e Whatis the default valu _ ,the JUNQS soﬂware Assngns
to Local _Pref? . -

e Is Local Preference oniy useful'when an AS has
multlple ‘links to another AS?

° Why would an AS ,':>lf!§nge the Local Preferen },_,;,of a
route based on the value of an AS Path string?

° What fedture of Local reference prevents routing
Ioops from bemg formed within an AS?.

Copyright © 2001, Juniper Metviorks, bic.

During thls module we dlscussed

‘ ‘51 The importance of the BGP Local Preference (Local Pref) attribute i m
" formulating and usnng routlng pohcy

® How the Local_| Pref . attnpute makes routes Iook more attractive (‘positwe bias ")
. rather than less attractlve ("negative bias") as do attributes like AS_Path.

e How Local Pref is used to set an “exit point for an AS rather than try to
influence traffic inbound to the AS as MED (for example) would do.

The key. role played by the Local Pref in real-world. sntuations
Configuring a routing policy to alter the Local_Pref attribute value.

Module 8: BGP Attributes: Local Preference AT Toema s T e e
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¢ Explain the basic use of the BGP Commumty attribute

e Describe the importance of well-known BGP
communities

¢ Use BGP communities in real-world examples and
routing policies

e Describe how r_egulér expressiohs are used with BGP
communities ‘

e Explain the function of BGP extended communities

Copysigia © 2001, Juniper Notmorks, bnc.

w This module discusses:

The basic function and use of the BGP Community attribute.
The importance of the well-known BGP communities that are pre-defined.

How to use BGP communities in real-world examples and in routing policies to
perform certain key routing tasks.

The key role played by the use of regular expressions in routing policies with
regard to BGP communities.

The function and operation of BGP extended communities.

Module 9: BGP Attributes: Communities
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g:) Where we are going...

O e BGP Community

( ¢ Notes on Community

g e More Community Notes

Copysigia © 2001, hunlper Metwosks, Inc.
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Subsequent slides will explore the purpose behind and the operation of BGP
communities. : o ’

Module 9: BGP Attributes: Communities
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e An easy way to group routes i wme

e BGP attribute (optional) passed aflengutoﬂ,qthéi'.»BﬁPﬁ
peers (transitive) ; L

® A group of destinations that sharea comrhqn_ property

e Are not bounded by a network, AS, or any other
physical constraint

e Simplify routing policies by identifying routes based
on logical bounds established by network
administrator

— AS number is very broad (lots of routes)
- IP prefix is very granular (route filter for each route?)

® Used with other attributes to accept, prefer, or
advertise BGP routes

Copyight © 2001, Juniper Metworks, inc.

The BGP Community attribute is not complex. The main role of the BGP Community -
attribute is to make it easy to group routes that should be treated the same witha =~ -

routing policy. BGP communities are very flexible: a BGP route can belong to many
BGP communities.

The BGP Community attribute is an optional attribute, so not all implementations of
BGP must recognize and use communities. However, if BGP communities are
associated with a BGP route, then the BGP Community attribute must be passed along
to all other BGP peers, both within an AS and between AS networks (transitive).

The BGP Community attribute is an administrative "tag” that network administrators can
use to associate routes together that share common properties.

The nice thing about using BGP communities to group routes is that the communities
are globally known, even in other AS networks, and so are not bounded by network, AS,
or any other physical constraint.

The attraction of BGP communities is that they can be used to simplify routing policies.
BGP communities identify routes based on the logical boundaries established by the

network administrator, and not by AS number (too broad in most cases) or individual |P
prefix (too granular in most cases).

The community attribute can be used within routing policies to accept or reject routes
based on the values of the BGP Community tags. In addition, the community attribute
values can be used with other BGP attributes to implement routing policies that accept,
prefer, or advertise BGP routes.
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Advanced Policy

Notes on Community

e Establishes categories for routes/prefixes
e Often used to sét Local_Pref for a group

e Cuts down on manual reconfiguration and complexity of
maintenance e ‘

® If a new prefix can be placed in a community, no other
changes to routing policy are necessary

¢ Too many communities requires more manual
maintenance - -

e Too many overiapping communities can be a nightmare

Copyright © 2001, kanlper Networks, tne.

BGP communities are used to establish various logical categories for routes (prefixes).
Think of BGP communities as "communities of interest” or even "clubs” for routes. And

Just as people can belong to more than one club, routes can fit into more than one BGP
community.

The BGP community attribute value is often used to implement policies for customer
networks, such as altering the Local-Pref attribute on incoming routes.

The community attribute can be used to assist network administr'atdrs in the
configuration‘and maintenance of policies. This cuts down on the time needed for
manual reconfiguration and the complexity of the overall maintenance task.

As an example,-consider the addition of a new prefix for a new customer within an AS.
If communities are used to enforce routing for customer networks, and the new prefix
can be placeéd into an existing community, no changes to overall routing policies are
needed. When new customers are brought into the network, the new routes only need
to be assigned the proper community attribute. Without the use of communities, each
policy in the network might need to be updated to include the new customer information.

However, care is required when establishing communities for the first time. If there are
too many communities, this defeats the whole purpose. Maintenance of the
communities then becomes as tedious as maintaining a whole list of route filters.

Network administrators should also avoid having too many overlapping communities.
When customer routes belongs to multiple communities, this too can be a nightmare.

When it comes to communities, simplicity is always a worthwhile goal.

Module 9: BGP Attributes: Communities : o . 9.5
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More Community Notes

T —— ]
—————— ¥

e Well-known communities have a global meaning
® Local-use communities mustbe defined -
- ® Community attribute is a list of four-octet individual
community attribute values associated with a route
- Routecan belong,to many communities : ’
- 2 high order octets represent an AS number
- 2low order octets represent a value unique to that AS
- Represented in decimal form of AS:number (e.g. 200: 666)

- Al values in AS 0 & 65535 are reserved: 0x00000000 to
© OxO000FFFF and-OxFFFF0000 to OXFFFFFFFF

There are certain- well-known communities that have a global meaning and special
purposes: All BGP implementations that understand communities (communities are:
optional, but transitive) must-know these well-known communities and respect thelr
functions. Co

BGP.communities that are not well-known are for-local use. Local-use communities
must be defined locally, but:since.the BGP Community-attribute bllows the BGP route-
wherever it goes, even local-use communities are circulated outside.the AS. Socare-is

needed in usmg BGP Commumty attribute values arriving from other AS. networks. BGP.

communities are best thought of as a category for a group of routes. (such as "all
customers")

The BGP Communlty attnbute itself is Just a llst of the indlvxdual commumty attribute
values assoclated with the route ("tags") Since there is no real limit on the number of
tags in the list, a route can belong to many communities. There is-no predeﬁned upper
limit on the number of communitles allowed on a route. .

The commumty attribute values themselves are. desugned so the values can be uniquely .

assigned in the global Internet. The BGP Community attribute itself is a 32-bit (four
octet) value that has two parts The two high order octets (16—blts) form the first part
and are set as for the AS number the petwork that assigned the communlty {0 the
route in the first place. The two low order octets (1 6- blts) form the second part and are
set aside for use by the specific AS networks. Sin(:e the AS vailee is mf:luded inthe
community;ithe value is guaranteed to be unlque on the whole Intérnet’ ’

When written in bits or hex, comniunities ¢an ook Very odd. So communities are
usually represented in decimal form as AS:number (for example (200:666). This is
community 666 in AS 200. One restriction on possible communities values is that the
AS values of 0 and 65535 are reserved and can not be assigned to a route. So in

combination, this restriction covers values 0x00000000 to OxOOOOFFF F (AS 0) and
OxFFFFO000 to OxFFFFFFFF (AS 65535).
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% Well-Known Community Values .

g Where we are going...

; e Well-Known Communities

@ e NO_ADVERTISE

() e NO_EXPORT SUBCONF ED

m - ® NO_EXPORT :

["3 e Examples of Well-Known Commumtles

Q e Backup Routes

e Transit and No-Transit |
™

@ c © 2001, Jriper B nc. |
>
;\ ) Subsequent slides will explore the BGP well-known communlty values, their usage, and

@“‘” provide some real-world examples. :
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Well-Kknown:

® Three standard values are established:

- NO_EXPORT (Ox FFFFFlewglsmbute these routes within
confederation {or AS), but no farther o

- NO_ADVERTISE (0xFFI PFFFOZ) These routes must not be
advertised to other BGP

- NO_ EXPORT _SUBCONFED (0x FFFFFFOS) These routes must
not be advertised to .external BGP peers (conf ned to sub-AS)

e NO_| EXPORT typlcally used to keep aggregatlon
optimal ‘
- NO_EXPORT_SUBCONFED extends this to the sub-AS
¢ NO-ADVERTISE has narrower scope

—~ Often used in LAN-connected router environment

Caopyright © 2001, Juriigier Metwosks, inc.

There.are three communityrattribute values that have been designated as well-known
communities. These well-known communities share the AS:value of-65535 .
(OxFFFFxxxx). The three communities are NO_EXPORT, NO_ADVERTISE, and
NO_EXPORT_SUBCONFED.

® NO_EXPORT (0xFFFFFFO1) tells routers to distribute routes with this
community tag within the confederation or AS, but no farther.

® NO_ADVERTISE (OxFFFFFFO02) tells routers not to advertise these routes to
other BGP peers at all. (In spite of appearances, this BGP Community is quite
useful.)

® NO_EXPORT_SUBCONFED (0xFFFFFFO3) tells routers not to distribute
routes with this community tag to external BGP peers (so they are confined to
the sub-AS).

The NO_EXPORT community is typically used to make sure that route aggregation is
optimal by suppressing more specific routes. The NO_EXPORT_SUBCONFED just
extends this aggregate concept to the sub-AS.

The NO_ADVERTISE community has a very narrow scope. Routes go to a BGP peer
and no farther, usually because the routes are known to peers through other means.
This community is often used in a LAN-connected router environment or when 2 BGP
peers have multiple links between them.
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NO_ADVERTISE

e ——————— s

Routes go no further than the next-hop

The slide shows an example of the scope of the NO_ADVERTISE community. The
arrow at the lower right shows a BGP route with the NO_ADVERTISE community
injected into an AS with sub-confederations.

The well-known community attribute value of NO_ADVERTISE is designed such that a
route can be sent to a single BGP peer and be advertised no further. Routes are
restricted to the next-hop router.
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NO_EXPORT_S

JBGONFED

Routes go no further than the sub-AS

Copyrigin © 2001, Junipai Networks, Inc.

The slide shows an example of the scope of the NO_EXPORT SUBCONFED
community: The:arrow at the lower right shows a BGProute with the i 3
NO_EXPORT_SUBCONFED community injected into an AS.with sub-confederatlons

such that a route can be sent into a BGP confederation network and have the
information remain with a particular sub-AS. The routing information will be advertised
no further than the sub-AS, as shown on the slide.

‘Module 9: BGP Attributes: Communities S TR S SRR

The well-known community attribute value of NO_EXPORT_SUBGONFED is designed-
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NO_EXPORT

Routes go no further than the entire AS

The slide shows an example of the scope of the NO_EXPORT community. The arrow at
the lower right shows.a BGP route with the NO_EXPORT community injected into an
AS with sub-confederations.

The well-known community attribute value of NO_EXPORT is designed such that a
route can be'sent into a neighboring AS and have the information remain within that
neighboring AS. Normally, BGP communities are transitive and are passed from each
AS to all others, even if the BGP community option is not supported and used by the
router. But the routing information with the NO_EXPORT community tag will not be
advertised beyond the AS, as shown on the slide.

Module 9: BGP Attributes: Communities ¥ ' ‘ 9-11
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Ex ampleUsi’ng N@___ EXPORT

e AS2 should use “Ioaé';hz;nr‘lg, ' but why sht;uld the
the 17 routes?

utes and use

172.17116 .
172.17.128/17 (NO_ EXPORT)

Copysighi © 2001, hudpar Metworks, Inc.

The slide shows a typical use of the BGP NO_EXPORT well-known community.
AS 1 has miittiple BGP sessions to its neighbor AS 2. AS 1"‘ié"élso"tisih"'g AS2asa

Ty

like to advertise more specific route information (shown-as 172.17.0/1 7 and:.
172.17.128117).only to.its peer, AS.2. - :

Advertising the specifics-as well as the aggregate to'AS 2 would assist AS 2'to more

I
N

efficiéntly route user traffic into AS 1, since “load shiaring” could be used on the more

specific routes as shown on the slide. But why shouid the whole Internet known of care
about these specifics?

To assist AS 2 in finding and rejecting the more specific routes, AS 1 assigns the
NO_EXPORT community to the 172.17.0.0/17 and the 172.17.128.0/17 routes. The
BGP edge routers in AS 2 that connect to the Internet will automatically suppress and
not readvertise the /17 routes. Only the /16 route is readvertised to the Internet.

‘Module 9: BGP Attributes: Communities

transit AS for connectivity to the Internet. AS 1 would like to advertise 172.17.0.0/16 to "
the Internet because: AS 1 owns that entire address space. In addition, AS- 1 would also
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Muiti-Homing using NO_EXPORT

172.17/16

The BGP weli-known community NO_EXPORT is also useful when a customer is muliti-
homed to two ISPs. In this example, the customer would like to receive Internet traffic
through one main ISP, but be able to receive locally originating traffic from the other ISP
(perhaps a major trading partner uses AS 2 as its ISP).

One way to do this (there are other ways) is with the BGP NO_EXPORT Community. In
this example, the customer has AS 1 as its main ISP. V

Customer AS 65000 has address space 172.17.144.0/20, taken from AS 1's address
space of 172.16.0.0/16. The 172.17.144.0/20 route is advertised with BGP to both AS 1
and AS 2. Since AS 2 is notthe primary ISP and only traffic originating in AS 2 should
reach AS 65000 directly, the route advertised to AS 2 is given the BGP NO_EXPORT
community. This route goes no farther than AS 2. AS 2 will advertise 172.31.0.0/16 to
AS 1 and the Internet, but not 172.17.144.0/20.

AS 1'covers the 172.17.144/20 address space with aggregate 172.17.0.0/16, as shown
on the slide. This is advertised to AS 2 and the Internet. So AS 65000 is reachable
through AS 1 from the Internet, but AS 65000 is only reachable by local AS 2 users.

A drawback of this scenario is that if the link from AS 65000 to AS 1 fails, the
172.17.144.0/20 route is not reachable from the Internet through AS 2. But since AS 2
is not the primary ISP for AS 65000, perhaps this is acceptable.

Module 9: BGP Attributes: Communities
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° Requlres ag reement;bégwépp all the networks to "‘play
nice” with t es. L

e Customeris agreeing to provide backup transit service

“172.17.64118
172.20/16 1:6
172.20.128118

1:60 = Local_Pref of 60

7 172.20.128/18
2:70 = Local_Pref of 70

4

One of the most common uses of the BGP Community attribute addresses one major -
limitation of the BGP Local Preference attribute. Ldcal Prefererce is only distributed
within-an AS and no Local Preference information is ever sent between two AS
networks. Yet Local Preference is a valuable way to establish proper exit points for a
route within.an AS, especially when the AS has multiple links, How can another AS be
informed of the Local Preferences of a route learned from another AS? The most. . .
popular way is with BGP communities.

In this example, the customer AS at ;he bottom has agreed to provide backup transit.
service to both AS 1 and AS 2 in case their links to each other are lost. The addréss

spaces used are shown on the slide. The:customer AS uses-172.17,64.0/18 and
172.20.128.0/18. .

What the customer wants to accomplish is to make the 172.20.0.0/16 route sentto AS 1
to have a lower Local Preference than the default of 100, and to make the 172.17.0.0/16

route sent to AS 2 to have a lower Local Preference than the default of 100 there as:
well.

D

The key to making this work is with the BGP communities on routes sent to AS Tand .
AS 2. Route 172.20.0.0/16 sent to AS 1lis tagged as community 1:60. This says to AS 1,
"AS 1, within your AS, this route.should have a Local Preference of 60.” Naturally, route
172.17.0.0/16 sent to AS 2 is tagged as community 1:70. This says to AS 2, "AS 2,
within your AS, this route should have a Local Preference of 70.” In this example, AS 1
and AS 2 only advertise aggregates to each other and the Internet.

If AS 1 and AS 2 set the Local Preferences on these routes as requested, the exit

points through the customer's AS will only be active when there is no "normal” peering
route available (Local Preference = 100).

Of course, setting Local Preferences in other AS networks with communities requires
that all of the AS administrators "play nice” and cooperate. Nothing makes an AS
respect the community attribute value.

Module 9: BGP Attributes: Communities A R R - & ¢




) |
B ’

(3  Advanced Policy

Transit and Non-transit |

——— e 1

® Policies can be used in BGP to make an AS appear as

¥

a transit AS or non-transit AS for a route
¢ Communities maké it easier to “hold bé\ck"rd’l,itesi" that
might be used to transit an AS R

2006/

National#1 routes - NO!

A's and B's iocal routes - YES

"Small ISP” needs to advertise own routes, but never be transit AS!

(s Xr Xu ¥

Copyrigit © 2001, kaipar Notworks, Inc.

A key area for the application of the BGP Community attribute is with regard to trarisit
and nortransit AS networks. A transit AS carries traffic that neither originates nor'is :
destined for hosts within an AS. A non-transit AS only carries traffic that has it's own
addresses appearing as either the source or the destination. Non-transit AS networks
must be careful when it comes to advertising BGP routes outside of the AS. Only local
routes can be advertised by a non-transit AS.

Routing policies can be used in combination with BGP communities to make an AS
appear as a transit AS or a non-transit AS. Communities make it much easier to "hold
back routes” that might be advertised and attract transit traffic.

Generally, a small ISP needs to advertise its own local routes, but never be a transit AS
for larger ISPs. Such a situation could easily swamp the operation of a small I1SP.

The slide shows a small ISP linked to two larger, national ISPs: National ISP #1 and
National ISP #2. As an example of what could happen, consider that National ISP #1
advertises BGP routes into Router A of the small ISP as shown on the left. Router A
advertises not only its own Iocal routes to Router B in the small ISP, but also National
ISP #1's routes so that all users can reach these routes.

But Router B should never, ever advertise National ISP #1's routes to National ISP #2!
Router A and Router B’s local routes are okay to send to National ISP #2. But if Router
B ever advertises the National ISP #1 routes to National ISP #2 and the link (or links)
between the two national ISPs ever fail, National ISP #2 will think that a good way to

reach National ISP #1 is through the small ISP! Hence, the small ISP has now become
a transit network.

Module 9: BGP Attributes: Communities ‘ S, :‘ 9415
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Ccmmumty Configurations

————————

Wherewe are ‘go ng... .,
@ Confi gurmg a“BGP Commumty ‘

e Commumty Actlons, Add, Delete, Set
[ Cqmmumt,y Exa_mples
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Copyvight © 2001, Jusnipes Networks, lnc.

Subsequent slides will explore to configure and use BGP commumties withm the
JUNOS:software: pollcy framework. N
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Configuring a BGP Community

® Done at [edit policy-options] level
- Multiple communi ty- ids mean a logical AND

[edit policy-options]
community name members [community-ids];

® Where communi ty- i ds have the format:
— as-number:community-value
— commumity-id can also be:
* mo-export
* mno-advertise
" no-export-subconfed
® Used in a policy as a match condition or an action
- Actions include add, delete, and set

Copyrigit © 2001, Junipar Networks, tnc,

BGP communities are configured in the JUNOS software at the [edit policy-
options] CLI hierarchy level. The community is simply given a name and a number of
"members” in the form of the community-id. When multiple community members are-
defined, it means there is a logical AND between them. So a give n name represents
CommunityT AND Community2 AND Community3 and so on. -

The community -id has an as-number:community-value format, with a colon 8]
separating the high order and low order octets. The keywords no-export, no-advertise,
and no-export-subconfed can be used to specify the well-known community values.

When used in a routing policy, the community name can be used as a match condition
(*find these BGP communities”) or as an action. Actions applied to communities include
the adding, deleting, or setting of community attribute values.

Module 9: BGP Attributes: Communities 9-17
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nunity Actions: Add

Leave existing.communities-aloneand add in the
specified value. : L

192.168.0.0/24 (2 entries, 1 ammoed)
Communities: 64512:666 100:20 '50: fo 1234: és

- . 3,
[edit policy-options]
policy-statement commemity-actions {
term add-a-community .
then community add test- - Coam;
}
}

community test-comm memhers 65001:1234;

192.168.0.0/24 (2 entries, 1 amdunced)
Communities: 64512:666 100:20 50:70 1234:66 65001:1234

Copysight © 2001, Junipes Networks, Inc.

The slide shows the definition and application of a community in a routing policy: This -
policy:is used to leave the existing community. tags on the route in place, but also.add: -

the specified community attribute value to the route. :

Route 192.168.0.0/24 currently has four communlty tags on the route 6451 2: 666
100:20, 50:70, and 1234:66.

Since the policy community-actions has no froni; all routes are matched. It is not-
necessary to check for just the BGP routes, since only BGP has a Community. attribute
to ¢change. (Inciuding a from protocol bgp statement:will not change the action of'the
routing:policy. : : :

All BGP routes will have the community tag tést-comm value of 65001:1234 added to

the existing community tags on the route. This is doné by the action of then
community add test-comm.

After this routing policy has been correctly applied, the 192.168.0.0/24 route now has
five community tags on the route: 64512:666, 100:20, 50:70, 1234:66, and the added
65001:1234.

‘Module 9: BGP Attributes: Communities
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A Community Actions: Delete

| tecmemse

Remove only the specified values and leave other
existing communities alone

192.168.0.0/24 (2 entries, 1 anncunced)
Communities: 64512:666 100:20 50:70 1234:66

[edit pelicy-options]
policy-statement community-actions {
term add-a-commenity
then community delete test- opm,
}
}

community test-comm members 64512:666;

192.168.0.0/24 (2 entries, 1 announced)
Communities: 100:20 50:70 1234:66

Caopyight © 2001, Suniper Networks, Inc.

This slide also shows a policy that defines and applies a.community‘in a routing-poficy.-
This policy is used to remove only the specified values of the existing community tags,
and leaves other existing community tags in place.

Route 192.168.0.0/24 currently has the same four community tags on the route:
64512:666, 100:20, 50:70, and 1234:66.

Since the policy community-actions has no from, all routes are matched.

All BGP routes will have the community tag test-comm value of 64512:666 deleted
from the existing community tags on the route. This is done by the action of then
community delete test-comm.

After this routing policy has been correctly applied, the 192.168.0.0/24 route now has
only three community tags on the route: 100:20, 50:70, and 1234.66.
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T

Remove ALL existing communities and-add the specified
values SRR T R

192.168.0.0/24 (2 eatries; 1 smmounced)
Communitieés: 64512:656 100:20 50:70 1234:66

[edit policy-options]
policy-statement community-actioas {
term add-a-community
then community 'set  test-comm;
}
}

community test-coma meshérs 65001:1234;

192.168.0.0/24 (2 entries, 1 announced)
Communities: 65001:1234 ' '

Copyright © 2001, Jurdper Natuarks, Inc.

This slide also shows a policy that defines and applies a community in a routing policy.

This policy is used to remove: all of the values of the existing'community tags, and adds.

(sets) the new community tag (or tags) in place.

Route 192.168.0.0/24 currently has the same four community tags on the route:
64512:666, 100:20, 50:70, and 1234:66. ‘

Since the policy community-actions Has no from, all routes are matched.

All BGP routes will have the community tag‘test-comm ‘value of 64512:666 set as the * -
existing community tag on the route. This is done by the action of then community set

test-comm. S

After this routing policy has been correctly applied, the 192.168.0.0/24 route now has
only one community tag on the route: 65001:1234. ‘

Meidule 9: BGP Attributes: Communities

 9:20

A“““AmﬁﬂﬁﬁnﬁgmﬂAm.

Y {



Advanced Policy

‘Community Example #1

e Create and apply a community named Customérs
- Set MED to 20 ,
- Set BGP local preference to 200 (instead of 100)

[edit policy- options]
community customers members [56:2379 23: 46944] ;
policy-statement from-customers {
from comsunity customers;
then {
metric 20;
local -preference 200;
next policy;

}

Copysigin © 200, Juniper Natworks, tnc.

The slide shows a realistic application of the BGP Community attribute.

The goal-here is create a community named customers. The community. is deﬁned as’
having two-members: 56:2379.AND 23:46944.

When this community is used in a routing policy to find (match) routes, the community
will match:routes that have both 56:2379 AND 23:46944 as a community tag value.

Once found, these routes are given a MED (the BGP metric) of 20 and a local-
preference of 200 (instead of the default 100).

The slide shows how this community is defined and applied in the routing policy.
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° Create and apply{a communlty named m_y-acc pth

- Rejéct routes more specific than 19 for Class A I1 or Class
B, and /24 for Class C

[edit policy-options] ~
community my-accept members 666:1;
policy-statement drop- specifics {
from {
route-filter '0.0.0.0/1 upto /19
comminity add’ ny-accept
next policy;
route-filter 128.0.0.1/2 upto /16
eonaunity add .yaaccept
next -policy;
route-filter 0.0.0.0/0 upto /24
community add sy-accept
next policy;

}

then reject;

Copysigin © 2001, huilper Metwosks, inc.

The slide shows another realistic example of a BGP community.

666:1. .

The routing policy shown will accept the. desired routes with:a series of route filters,
while at the same time using the community add statement to add the community
attribute value of 666:1 to any existing communities on the accepted routes. .

T TEE]

‘Module 9: BGP Attributes: Communities

The goal here is to create and apply a community named my-accept. This community -
will be used to drop specific routes and tag all.other rotites with the:community value of:

922
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i~
0 Communities in Routing Policy
A i . -

. e Some routing policies delete communities, which

might be useful at AS boundaries
e By default, communities are sent to peers

To stop community advertising, delete the community

¢ This policy will delete all communities. The ( *)
wildcard matches any possible value

[edit policy-options]

community wild-match members “*:*%”;

policy-statement delete-all-communities {
term all-gome {

then community delete wild-match;
}

Copyrigit © 2001, Juniper Netwasks, bnc.

In contrast to other BGP attributes like AS_Path, it is perfectly allowable to delete some
or all of the community attribute values on a BGP route: In fact, this is- very useful to do
at the boundaries of an AS, since there is no guarantee that any other AS will
understand or respect the values of the communities established.in one AS.

I this is not-done, by default all BGP communities are sent to all peers inside an AS and

outside the AS. Why clutter up the routing updates with useless and potentially harmful
information?

In order to stop the community from being advertised beyond the local AS, itis
necessary to delete the community.

The slide shows a routing policy that will delete all communities from a BGP route. This
example uses the wildcard character (*) to match all communities. This is done with the
action of community delete wild-match.

Note that the wildcard must be applied to both "halves” of the commuhity: the AS

number as well as the community-value. The syntax is therefore “*:*” to match all
communities.

VUVVYVWUWWUWRVUIWYROOOUQO000T00OD

Module 9: BGP Attributes: Communities : 9-23

LoV S
\



Advanced Policy

- Pop Quiz(l)

What happens when: the routeis evaluated‘7 -

192.168.0.0/24 (2 entrles, l amwmu:ed)
Nexthop: 10:222:3.2 =

MED: 5

AS path: 10°T°

Comgmities. 64512 666

[edit policy-options]
policy-statement incoming-routes {
tera can-you-get-this
from community nap-peers;

then {
Ccommunity delete all -wild.
next pollcy,

}

}
}
cosmunity all-wild members *:*;
community nap-peers members 64512:666;
Copyrigh © 2001, Junipor Motwortss, Inc.

MY 4 What will happen, when the route 192.168.0.0/24 is evaluated by the routing-policy on
i 4 the slide? The commumtnes used:in the routing policy are defi ned at the bottom of the: :
slide. ‘ C .
SBE The 192.168.0. 0/24 route has one community tag already: 64512:666. This value'is also

defined on the slide as nap-peers. The from community nap—peers statement will-
match this route based on:this community attribute :value.

The routing policy then deletes all communities that match the definition of all-wild.
Since all-wild is'defined to match all communities ("*:*") the 64512:666 community is -
deleted from the 192.168.0.0/24 route. :

Module 9: BGP Attributes: Communities T R TS EAT LIPS S
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Pop Quiz.(li)

What happens when the route is evaluated?

192.168.128.0/24 (2 entries, 1 announced)
Nexthop: 10.222.4.2
MED: 20
AS path: 30 20 10 I
Communities: 64512:1234 65001:10 65002:10 65001:11

[edit policy-options]
policy-statement clear-comm {
term i -dont -1like -comes .
from community [aslll-routes as222-routes];{™==0R

then {
community delete all-comms;
mext policy;.

}

}
}
conmunity aslll-routes members [65001:10 65001:11]

community as222-routes members [65002:10 65002:11];
community all -comms members [65001:* 65002:*];

Copyright © 2001, Juniper Networks, Inc.

§—AND

What will happen when the route 192.168.128.0/24 is evaluated by the routing policy on
the:slide? The communities used in the routing policy are defined at the bottom of the
slide.

The 192.168.128.0/24 route has four community tags aiready: 64512:1234, 65001:10,
65002:10, and 65001:11. '

Two communities, 65001:10 AND 65001:11 are defined as as111-routes. Two others,
65002:10 AND 65002:11 are defined as as222-routes.

Also, a community named ali-comms is defined as all community-values from AS
numbers 65001 AND 65002 (65001:* and 65002:*).

Note that when these named communities are applied in a routing policy, the normal
matching rules apply and the matches are considered to be a logical OR. So the routing
policy will.match and perform the action if as111-routes OR as222-routes, as defined

in the community, match the communities.

gi

However, community members are always defined as a logical AND. This means that
any route must have both 65001:10 and 65001:11 present as community attribute
values to produce a match with as111-routes The same applies to as222-routes a
route must have both the 65002:10 and 65001:11 present on the route to produce a
match.

So this routing policy matches the 65001:10 and 65001:11 tags on 192.168.128.0/24.
Since all-comms is defined to match all communities values having AS numbers 65001
AND 65002 (65001:* and 65002:*), all of these communities are deleted from the
192.168.128.0/24 route, leaving only 64512:1234 remaining.

Note that 65002:10 was deleted, even though the routing policy did not explicitly match
on this community.

4
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__Pop Quiz.(IH)

What happens when the route is evaluated? -

192.168.240.0/24 (2 entries, 1 anmoumnced)
Nexthop: 10.222.7.2

MED: 15

AS path: 20010 T

Commumities: 512:1234 6500 10 1002 66 65001 llll

[edit policy-options]
policy-statezent interestlng-cm-ua-ple {
term wiiat -happens-here .
then {
commumity set set-comme-1;
community set set-comins-2;
}
}
}

community set-comsg-1 members 65550:6789;

comsiinity  set-coams-2 members 10:10;

Copyiigin © 2001, Juniper Metworks, Inc.

- & What will happen when the route 192.168.240.0/24 is evaluated by the routing policy on
® the slide? The~communities‘used in the routing policy are defined at the bottom of the

slide.

The 192.168.240.0/24 route has four community tags already: 512 1234 65001: 10
1002:66, and 65001:1111.

Two communities are défined. One is set-comms-1 with the sing[emember of
65550:6789, and the other is set-comms:2 with the single memiber of 10:10.

Since there is no from in.the routing policy, this routing policy matches all
routes,including BGP routes with community.tags. ‘

The actions in the policy first sets the community attribute value to 65550:6789; deletmg
all four: of the existing tags because of the way in.which the set action works. The set
removes all existing communities and-attaches only the community in the action, in this
case 65550:6789. .

However, the second.action of community set set-comms-z |mmediately deletes the
"new” community of 65550:6789 and replaces it with 10:10. y

As a result of the combined action of the two set’ statements the 192 168 240. 0/24
route will have only one community, 10:10: ‘

-Module 9: BGP Attributes: Communities
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Regular Expressions
Where we are goiﬁg...
¢ Regex and Communities
Community Matching

‘Regular Expression Operators

°

e More Complex Regex

o

e Regular Expression Examples

Copyigin © 2001, kaniper Notwosks, Inc.

Subsequent slides will explore how: regular expressions can be used in a routing pohcy
to match BGP communities. : ‘
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Regex and Communities

° “Simpie cdnimumty regex ex presSnons canuse
wildcard values of (*) or (.) :
- The (*) matches any single AS-number.or. community:value

~ The (. ) matches any single digit with ‘ the AS or community-
value

- The combination of these wildcards ( .*) fheans soiiéthing
different and is considered a “complex " ' community regex
e Examples of “simple” commumty regex matches
- All communities from particular ‘AS: as-number""
~ Example: "600:*" matches all AS 600 communities

— Al AS networks with the same value: "*:community-value”
- Example: “*:20" matches value 20 from all AS areas

- All community-values where the 3@ digit is any number:
- (5000, 5010, 5020, etc. up to 5090 from AS 1111)

- "111:50.0"
© Copysigit © 2001, Juniper Netorks, Inc.

AN A A SN AN A A A

A regular expression (regex or RE), first introduced in an earlier section on AS Paths,
can also be used with BGP communities to produce a powerful pattern matching - .+
system for finding communities that match a given regex. Regular ex pressions used
with communities implement the full capabilities of a complete regex implementation,
unlike the AS_Path regex syntax, which used a subset.

'H&?&ﬁji

It will be helpful to consider two forms of regular expressions used with routing policies
concerned with BGP communities. These two forms are “simple” and "complex"” regular
expressions. These are informal terms that are defined in this course as follows.
"Simple” community regular expressions contain only the * (asterisk) or . (dot) wildcard
characters separately. "Complex” community regular expressions can use the *
(asterisk) and . (dot) in conjunction with each other. Further, the “complex” regex
statements can use additional operator syntax characters.

The * (asterisk) matches any single AS number or community-value. The . (dot)
matches any single digit within the AS number or community-value. Note that the

combination of these characters (.”) is a "complex” community regex and will be
considered on a later slide.

Some examples of "simple” community regex matches include:
® *:1000 = Any possible AS number with a value of 1000
® 65001:° = AS 65001 with any possible community value

® 65001:100. = AS 65001 with community values of 1000, 1001, 1002, 1003,
1004, 1005, 1006, 1007, 1008, or 1009

® 11.1:1000 = AS 1101, 1111, 1121,1131, 1141, 1151, 1161, 1171, 1181, or 1191
with a community value of 1000

Module 9: BGP Attributes: Communities SRR S ; e 908
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Community Matching

userfhost> show route commumity *:20 terse

imet .0: 123 destimations, 123 routes (123 active, 0 holddown, 0 hidden)

+ = Active Route, - = Last Active, * = Both
A Destination P Prf Metric 1  Metric 2 Next hop AS path
* 192.168.128.0/24 S 5 5 Reject

user®host> show route commumity *:20 detail

imet.0: 123 destimations, 123 routes (123 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

192.168.128.0/24 (1 entry, 1 ammounced)
*Static Prefereace: 5

Next hop type: Reject
State: <Active Iat Ext>
Age: 3d 6:07:37 Metric: §
Task: RT
Ammouncement bits (3): 0-KKi 1-BGP.0.0.0.0+179 5 - Aggregate
AS path: I
Commuaities: 1:20

Copysight © 2001, Juniper Networks, Inc.

Standard CLI commands can be used with simple regular expressions to find the routes
(if any) associated with any community. A few examples are shown on the slide.

To find all routes that have a community-value of 20 regardless of AS number, use

show route community *:20'terse. This command shows the roites, but not the
complete community attribute values associated with the routes. To see the
communities-and more detailed information, use show route community *:20 detail.

A\
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Meore Eomplex Rfe‘*gek

e More complex regular ex press:ons can be used wuh
comimunities

- Commumty regex is character based (not like AS Path)

- Format is still term<operator>

- Regex anchors () and ( $) are not required, but canbe
helpful .

-~ Used in both show route and .within a policy as a match-
condition
* show roulté conmumity <régex>
- * cosmunity match-this meabers <regex>

e Copyigin © 2001, Jusnlpes: NMavworks, bic.

More complex regular expressions (regex) can be used with.communities. A community
regular expression:is character based, unlike'the regular expressions used with AS -
Paths, which match entire AS numbers. .

The format for the community regular expression is still term<operat9r> as.in AS Path
regular expressions, but the application of the term and operator is different.

When formmulated-for use: with communities, the regular expression anchors.of * (start)
and $ (end) are not required but can be helpful to organize and clearly represent the
regular expression.

EEEY

Complex regular expressions can be used in both the show route CLI commands and
within a policy as a match condition.

{Mddule 9: BGP Attributes: Communities e a0 930
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Regular Expression Operators

{m,n} lMatch a least m and at most n repetitions of term

{m} IMatch exactly m repetitions of term

{m} hﬂatch m or more répetitions of term

L

|Match 0 or more repetitioné of term, sameas’»'{o,}f

hlaich 1 or more repetitions of term, same as {1,}

+
? k\ﬂateh 0 or 1 repetitions of term, same as {0,1}

VODIOOTTTITITT

;- ‘h’latch one of the two terms on either side of the pipe

>

: hllatch charécter at stért of community

$ hlatéh character at end of community

Il IMatch range or array of letters or digits

(.--).0 IUsed to group terms, or indicate null with no space

Copyrigit © 2001, kalper Networks, knc.

The table on the slide shows a list of the possible regular expression operators that can
be used with BGP communities. Some operators are a kind of "shorthand” for their
longer equivalents. For example, the + (plus) is the same as {1,}. Both will match one or
more repetitions of the term preceding the operator.

The square brackets ([]) will match a range [2-8] or array [256] of numbers. So the first
regular expression in the previous sentence matches 2 through 8, and the second one
matches 2 or 5§ or 6.

4

Of special note is the use of the parentheses. Typically, the (...) operator is used to
group multiple terms together in conjunction with an operator.

The parenthesis operator also has another special use. When used with no spaces in
between, parentheses represent a null value.
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"Complex” Regex Examples

=== = e : -

Commumty pauem to- ;:~|Régex: s - . . |Matches:
|[match: | L

- |AS is'56 or 78 ““((55)“78))'( ')3"
AS is 56 and value starts “"56 (2 ‘)$"
with a 2 L e L !
AS can be anything and “"(.‘):,‘(.‘[579])$" 1334 5,
value ends with either a . 78;2357 ‘
5,7,0r9 - « - . 34:65005
AS is 56 or 78 value - [|"*((56)|(78)):(2.°[2-8])$" - |56: 22
starts with a 2 and ends ‘ ,56 21197
with any value between - 78"2678

Copyrigit © 2001, Juniper Natworks, inc.

The slide.shows some examples of; ;quite complex regular expressions that can be'used
to match communities in routing policies.: ‘ :

The first column shows the BGP Comimunity string that the routing’ pohcy is trying to -
match. The second column shows the community regular expression that is used to -
match that pattern. The last column shows éxamples of values of the BGP community
attribute. that the:regular expression will match. :

In some cases the list is not exhaustive, so there are more possnble communities that
§ will match the pattern. ‘ :

Note the presence of the : (colon) to separate the AS number of community-value
sections-of the cOmmunity.

Module 9: BGP Attributes: Communities B
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Another Regex Example

® Does theyéfollowing community regex meet the criteria?
— The AS can be either 105, or 207, or 309
~ The value must be a 4 or 5 digit number starting with a 1
- Or, the value must start with a 2, 5, or 6
- Or, the value must end witha 3, 4,7, or 9

"4((105) | (207) | (309)): ((1.{3,4}) | ([256] .*) | (. *[3479]))s"

Copyvigit © 2001, Juniper Metwoks, tno.

The answer to the questioh on the slide is yes, the community regular expression in the
slide above does in fact meet the criteria outlined. This complex regular expression
utilizes muitiple term-operator pairs in its definition. To better understand how the
expression is operating, let's reconstruct it from the ground up.

First, we have a basic éxpreésion of ~():()$. Thisjust sets the foundation for the
expression. Loosely speaking, we will be searching for an exact match of an AS
number followed by a colon (:) foliowed by an exact match of a community value.

Next, the AS value is assigned. This AS value is actually a regular expression in itself
that states the AS is either 105, 207, or 309. The pipe (| ) operator is used to separate
the 3 AS numbers into logical OR groupings. The extra parenthesis are used to

explicitly set aside each AS number from the pipe operator. The regular expression
now appears as *((105) | (207) | (309)): () $.

Now the community values can be defined. As with the AS numbers, the values can be
one of three separate entities. Again, we will use the pipe operator to separate the
values and the parenthesis to explicitly define the possible values. The regular

expression is now A ((105) | (207) | (309)): (O | O | O)$. Each of the possible

community values in this example are individual expressions themselves. We'ii
examine each one in turn.

(
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The first possible value. is'a 4 or 5 digit | number where-the first character is a 1. Since
the community expressrons are a character based match, the expression starts simply.
witha 1. The following characters in the value can be any number so the wildcard of
dot (.) is.used to representthat. Sirice the‘total value-should be*4:or' 5 digits long, the
wildcard can be operated upon with, a {3,4}. which means.at least 3-instances of any
number can appear but no more than 4 instances. Comblned with the character of 1 to
start the value, the Mldcard-operator palr makes the value a 4or5 dlgrt number. The
regular expression now appears as:

~((105) | (207) | (309)) - (1. 43,4 [0 | O)s.

The second possible value can be any length but must start with either a 2, 5, or a 6.
Again, the community expressions are character based, so this valué should also start
with a character. These are actually 3 possible characters in this single position, so the
brackets are used ( [256] ) to signify a range of possible values. Following that, there
can be more characters in the value, or there could be no characters in the value. To
represent this possibility, the wildcard dot (.) is once again used. In this case, the
wildcard is operated on by the asterisk (*) which results in a .* notation. This represents
any possible value present 0 or more times. Combined with the {256], this wildcard-
operator pair gives any possible value of any length as long as it starts with a 2, 5, or a
6. The regular expression now appears as:

~((105) | (207) | (309)) : ((1.{3,4}) | (I2561.*) | O)s.

The final possible value can again bé any length. 'This time, it must end with either a 3,
4,7, 0ra 9. The logic for this value is exactly the opposite of the logic for the second
value so the same operators, can.be used. ln this case, the value starts with the. .*

which again represents any possrble value present 0. .Or more. t|mes This.is followed by
the bracket notation of [3479] to represent a single, character in that smgle posntlon
When combined, the result is any possrble value of any possible length as long as it
ends witha 3, 4, 7, ora 9. The regular expressuon now appears as:

"((105)|(207)|(309)) ((1 {3, 4})1([256] *)l( *[3479]))$

9434
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'Extended Communities

mmmeses——
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Where we are going...
o Extended Communities
e Extended Communities Format
e Extended Communities Example

Copyrigit © 2001, kiniper Networks, Inc.

A

Subsequent slides will explore the BGP extended communities attribute and. provide an
example on it use.. T
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‘Extended Communities

¢ Regular BGP communities have four octet: values
- Usually as-number:community-value
- Numbers limited to 0-65535 for each
e Have a larger range of eight octets ,
Formatis type:a&niimstrator:assigned-number
Type: target or origin (destination or source of route)
Administrator: AS number or IPv4 prefix
Assigned-number: Used to identify the local provider

e Used for VPNs and VRF to specify uniqueness and
implement routing policy

® Regular expressions are not supported for extended
communities

There are now two types of BGP communities. The newer type is the extended

community. There difference between them is in the format of the attribute and how it is.

represented in its decimal format.

Regular BGP communities have four octet (32 bit) values. This is represented as as- -
number:community-value. The numeric range for each half is 0-65535.

This might seem like enough for almost anything. But extended communities establish
more fields, and more flexible use of the fields, to hold more information about a route.

Extended communities have eight octet (64 bit) values. The format is
type:administrator:assigned-number. The type can be target or origin (the destination or
source of the route) to better serve applications. The administrator can be an AS

number or an |Pv4 prefix. The assigned-number can be used to identify the local
service provider.

Extended communities are used in virtual private networks (VPNs) within the VPN
Routing and Forwarding (VRF) instances to ensure uniqueness of routing information
and implement routing policies in these complex situations.

It is important to note that the use of regular expressions is not currently supported for
extended communities.

Module 9: BGP Atiributes: Communities
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'Extended Communities Format

® 2 octets for type-and 6 octets for a value
High order type octet of 0x00 specifies a value of:
- Administrator = 2 octets; Assigned number = 4 octets
e High order type octet of 0x01 specifies a value of:
- Administrator = 4 octets; Assigned number = 2 octets
¢ Low order type octet of 0x02 is a route target
- Routers that should receive this information
¢ Low order type octet of 0x03 is a route origin
- :Routers that have sourced this information
e Type codes can be mixed in any order required
- 0x0002 = target:AS #:Value (4 octet) -
- 0x0102 = target:IPv4 Prefix:Value (2 octet)
- 0x0003 = origin:AS #:Value (4 octet)
- 0x0103 = origin:IPv4 Prefix:Value (2 octet)

C. © 2001, Jusigrer N y B,

The. extended communities format is quite complicated. Basicaily, there are two octets -
to designate the type and 6 octets for the value of the community.

The high order (first) type octet value of 0x00 means that the \alue has 2 octets for the
administrator and 4 octets for the assigned number.

The high order (first) ‘type octet value of 0x01 means that the \alue has 4 octets for the
administrator and 2 octets for the assigned number.

\
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In contrast, the low order (second) type octet value of 0x02 means that the community
is a route target. The value that follows determines which routers should receive this
community information.

The low order (second) type octet value of 0x03 means that the community is a route
origin. The value that follows tells which routers have been the source of this
community information. :

The type codes can be combined in any order needed to establish the community type
and values. For example:

® 0x0002: this is a target, with a 2 octet AS number and a 4 octet value.

® 0x0102: this is a target, with an |Pv4 prefix of 4 octets and a 2 octet value.
® 0x0003: this is an origin, with a 2 octet AS number and a 4 octet value.

® 0x0103: this is an origin, with an IPv4 prefix of 4 octets and a 2 octet value.

Module 9: BGP Attributes: Communities : i - - 9-37
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Extended Community Example

See draft-ramachandra-bgp-ext-commurniities-04.txt

[edit. policy optlons]
commnity ext test-a -é-bers [target 10455’ 20] ;

[edit policy-options]
community ext-test-b members [target: 192 168 1.1; 20],

[edit policy-options] '
commmity ext-test-c memhers [origin 192.168.1.1: 20],

Copyrigit © 2001, Juniper Netwosks, lnc.

3

¥

The slide shows some examples of how extended communities are defined for use ina
e routing pollcy - :

Within the [edit policy-options] configuration hierarchy directory, extended
communities are first defined and can then be applied to a policy. With'thie exception of
regular expressions, the extended communities can be used as a match criteria or as
an action with.the add, delete, and set commands. .

In the slide above, three separate extended communities have been defined:

® ext-test-a is a target community that uses a 2 byte administrator field (AS
number) and-a 4 byte assigned-nurnber field. :

® exttest-bisa target commumty that uses a 4 byte admimstrator field (IP
address) and a 2 byte assigned-number field

® ext-test-c is an origin community that uses a 4 byte administfator field (P
address) and a 2 byte assigned-number field.

‘Moadule 9: BGP Attributes: Communities
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Advanced Policy

Review Questions

e Why are BGP communities often used to set Local

Preference on a route?

e What is the scope (router?, AS?, confederation?) of

these well-known BGP communities?
- NO_EXPORT
- NO_ADVERTISE
- NO_EXPORT_SUBCONFED

e What is the difference between the ADD and SET

community actions?

e Consider the definition community some-routes

members [65300:100 65300:120] ;

- In arouting policy, will a route have to have both
communities present to produce a match?

e What is the function of the target and origin types

in an extended community?

Copyrigin © 2001, Juripor Networks, Inc.

During this module we discussed:

The basic function and use of the BGP Community attribute.
The importance of the well-known BGP.communities that are pre-defined.

How BGP communities are used in real-world examples and in routing policies
to perform certain key routing tasks.

The key role played by the use of regular expressions in routing policies with
regard to BGP communities.

The function and operation of BGP extended communities.

Module 9: BGP Attributes: Communities
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~ @ Explain the causes for rqut;a mstablllty h
® Describe the effect of damping on BGP routingV;
e Explairnthe default behavior of damping on links
® Control damping using the routing policy framework

® View damped routes using CLI commands

; Copysigin © 2001, Juniper N Inc.

R This module discusses:
: ® The causes of route instability and route flapping. "
= ® The effect that route damping has on BGP routes with regard to route flapping. '

- ® The default behavior of damping on links that fail and restore "rapidly.”
- ® How to control damping using the routing policy framework to alter and tune
. damping parameters.
® How to view the behavior of damped routes with CLI commands.
Module 10: BGP Route Damping 10-2
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Route Instabilities

e Routes can appear and disappear rapidly

® This effect is called route flapping or just flapping

o Rapid sequence of UPDATE and WITHDRAWN BGP
messages

e Every BGP router that gets an UPDATE or
WITHDRAWN message must propagate it to its peers

e Effects quickly cascade and affect router performance
o Consumes processing power and bandwidth

Copysigin © 2001, Juniper Notworks, Mnc.

In any real.network, routes can appear and disappear rapidly if a link fails and restores
itself repeatedly in a short period of time. This is because any routes (and there could
the thousands) that use the failed interface as a next hop must respond to the failure
and the change in next hop must propagate to all other routers on the network.

This rapid-changing of routing next hops is called route flapping or just. ﬂappmg as the
link “flap” up and down.

Fiapping results in a rapid sequence of BGP UPDATE or WITHDRAWN messages.
Recall that BGP routers must maintain separate memory tables for inbound and
outbound traffic on a per-peer basis. In addition, the BGP routing: protocol propagates
information on an as-needed basis. These two factors make BGP unstable in the face
of a flapping link.

Every BGP router that receives one of these UPDATE or WITHDRAWN messages has
to send this information on to all of its BGP router peers. Much like the link-state IGPs
of OSPF and ISIS, BGP must also recalculate its routing tables and databases every
time a new update is received. If the new information alters the path selection process,
a new route is chosen for the RIB_LOCAL and the new route must be set downstream
to all BGP peers.

The effect of route flapping quickly cascades-and affects router performance. One
intermittently failing link can adversely affect a whole network.

If this type of update or withdrawal occurs on a very frequent basis, valuable resources
in the router such as processing power normally used to forward packets and
bandwidth now needed for routing updates are consumed.

Module 10: BGP Route Damping . ‘ - - 10-3
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Causes of Route Instability

e Faulty circuits (#1) ;

o IGP instability: dynamiic injection of IGP routes into BGP
(static definition.and aggregation helps)

¢ Human Error: Incorrect routing policy (!)

® Link Congestion: overloaded links drop BGP sessions

e ‘In the past, some routers themselves have had
problems: ~

- Software problems: bugs, especially after upgrades

- Insufficient power: busy CPU drops BGP sessions...
Insufficient memory: tables are kept in memory
Network upgrades and maintenance: adding equipment

Routes in a network:can flap for any number of reasons. Quite possibly, the most
frequent reason-for a link flap is due to-a faulty circuit that is on the brink of- outnght

failure. Any link that rapidly thinks it is okay and then fails is a potentlal source of route

flapping.

Route flapping is:not totally a BGP phenomenon. IGP's that are unstable due to faulty

links can affect BGP when IGP routes are injected into BGP for advertising. BGP:
stability is always-desirable and can be enhanced with careful use of static. def‘ nitions
and aggregates instead: of injecting raw IGP routes into BGP.

Human: error can cause route flaps as:'well. This can happen when an incorrectly

configured routing policy causes routes to be first rejected, then accepted due to the
change on the route. :

Link congestion can cause route flaps if the overloaded links drop the BGP sessions
that keep the BGP routes “fresh.”

In the past somehmes the routers themselves contrlbuted to the ﬂappmg problem

Older routers were filled with software bugs (mostly after an upgrade to a new release) ,

had insufficient ‘power (a busy CPU in a software-based router would drop BGP
sessions), and often had insufficient memory (routing tables must be kept in fmemory).

Sometimes just adding equipment for routine network upgrades and mamtenance
caused route flaps.

Module 10: BGP Route Damping
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BGP Stability Features

® Route damping is the main BGP mechanism to control
. the route flapping effects
‘@ Route damping is defined in RFC 2439 "BGP Route
Flap Dampmg" (November 1998)
e Dampingis |gnored on IBGP sessions

- IGP routes must be.allowed to come and go so that IBGP
sessions do notdrop

- The IGP supplies vital reacﬁabiljty information for IBGP
e Damping applies to EBGP sessions

- EBGP sessions can carry thousands of routes

- EBGP must update or withdraw these routes as required

Copyight © 2001, Juniper Metworks, Inc.

Since route flapping can be so harmful to BGP, the protocol was extended to support
route damping. ,

Route damping is defined in’ RFC 2439 "BGP Route Flap Dampmg (November 1998).
Sometimes the term "dampening” is seen and used.

There is a difference between how damping is applied in BGP for internal and external
peers. IBGP sessions ignore damping and flap as they please. There a very good
reason for this IBGP behavior. IBGP sessions usually peer to loopbacks; so IGP routes
must be able to come and go so IBGP sessions always have a way to reach the
loopback. Recall that BGP has no reachability information of its own and relies on the
IGP to resolve next-hops.

Route damping is only applied to routes received from an EBGP peer. EBGP sessions
can carry information about thousands of routes. Each EBGP session must update or
withdraw these routes as required. Route damping seeks to reward route stabilities
while penalizing route flapping. Once damplng is enabled, the router begins to maintain
a database of instability. If an EBGP received route experiences enough flaps, the local
BGP process will ignore information about that route. This has the effect of NOT
including this information in the route selection process and not advertising route
changes to downstream BGP peers.

Module 10: BGP Route Damping ‘ o -10-5
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ISPs and Route Bamping

Rdute damping run in AS1 cloud

172:31.0/20 < UP R
172.31.64/20 - uplnowmupmowu
172.31.128/20 - UP

Copyigin © 2001, Juniper Notwosks, k.

The slide shows an example of when BGP route damping is useful.

A customer of AS 1 is connected to the AS by a link running EBGP and is-advertising
three routes: 172.31.0.0/20, 172.31.64.0/20, and 172.31.128.0/20.:

AS 1 is providing transit service for this customer'to the«lntémet, 5o the three routes aré
re-advertised-within AS.1 and further to the Internet.

But look what happens when the 172.31.64. 0/20 route Starts to ex perience stabllity
problems causing multiple update and withdraw message tobe sent to AS1T"
(UP/DOWNIUPIDOWN etc.). Without route damping enabled, this flap action would
cause the router in AS 1 to send new updates to other routers in AS1. These IBGP
peers would then also send new updates to their Internet peers.

This wave of instability can be halted at the edge of AS1 by enablmg route damping
Once enabled, the edge router in AS 1 starts maintaining statistics for the routes ,
received from the customer. Orice the 172.31.64.0/20 route has been deemed unstable,
the AS 1 router stops ‘generating new update message to its IBGP peers. The IBGP
peers, in turni, also have no need to send updates to the lnternet Thls makes the -
Internet as a whole more stable. o

Madule 10: BGP Route Damping
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Figure of Merit

° 'Typévof “point value” _g’ivgn to a route that becomes a
“penalty” if it exceeds some value (suppress)
e New route gets a figure of merit of 0
e Point value of given incidents:
- 1000 points when route is withdrawn
~ 1000 points when route is re-advertised
- 500 points when the path attribute is changed
e Points “"decay” (reduce) at a certain rate (half-life)

o If points exceed cutoff (suppress) threshold, route is

suppressed (must be less than or equal to merit ceiling
value)

e When points fall below certain value (reuse), route is
used again

¢ Maximum “penalty” imposed by max-suppress value

Copyright © 2001, Jusniper Networks, tne.
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The point at which a route is deemed to be too unstable is calculated by the damping
figure of merit. In this context, the term figure means a number, not a picture. The figure
of merit is a type of "point value” given to a route. The value becomes a "penalty” if the
figure of merit exceeds some predetermined value (the route is suppressed). Itis often
said that damping puts a route into a "penalty box” for a given period of time.

When a previously unknown (new) route arrives at a BGP router that has damping
enabled, the new route gets assigned a figure of merit value of 0. Should the route
experience any instability, the figure-of-merit gets incremented according to the
following:

d

® As the route is withdrawn by the EBGP peer, the figure of merit is increased by
a value of 1000.

® As the route is re-advertised from the EBGP peer, the figure of merit is
increased by a value of 1000.

® As attributes for the route change through new update messages from the
EBGP peer, the figure of merit is increased by a value of 500.

The points given to a route "decay” (reduce in value) at a certain rate, known as the
half-life. As long as points decay faster than they accumulate, the route is not
suppressed.

Should the figure of merit value increase beyond a configured cutoff (suppress)
threshold, the route will be considered unusable and new information about the route
from the EBGP peer will be ignored. The suppress value is configurable, but must be
less than or equal to the merit ceiling value explained below.

4

{

Module 10: BGP Route Damping , 10-7
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The route can once again be consudered usable’ after the figure of merit decreases
below a confgured threshold. The fi igure of ment is decreased on a time schedule set
by the network admimstrator Should the fi t“gure ©of meit not decrease below the bottom

threshold in a configired amiount of time, the route can automatlcally be usable agam
(reuse). :

There is a maximum time that a route can be suppressed. This maximum is established
by the configurable max-suppress.parameter.

Also, the figure of merit can only increase to the maximum value, called'the merit
ceiling. The symbol used for the merit ceiling is €, This maximum value is calculated

from a combination of the components listed above and is determined by the following
formula:

g <§ et/)(in 2)

Where ¢, is the figure of merit reuse threshold, t is the maximum suppfession (hold-
down) time in minutes, and Ais the half-life in minutes.

Module 10: BGP Route Damping oo g
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~Damiping.Parameters

e Suppress: Cutoff (suppression) threshold
— Value of "penaity” when damping is initiated :
- Default value 3000 (if changed, must be less than or equal to
merit cemng value €, or no damplng will occur)
. Reuse. reuse threshold
- Value ™ penalty must decay to for route to be used again
— Default threshold is 750 '
e Half-life: decay half-life, in minutes ‘
- Time it takes to reduce damping "penalty” by half
~ Default is 15 minutes V
® Max-suppress: Maximum hold-down time, in minutes
- Longest time to suppress the route activity
- Default is 60 minutes

Copysight © 2001, Juniper Netwosks, Inc.

The figure of merit value interacts with the damping parameters. These parameters are
listed.on the slide. .

The suppress variable is the configured threshold where a BGP route is considered
instable and will not be used. This represents the value of the "penalty” that establishes
the point at- which damping is initiated. When this value is reached, the route is cutoff
(suppressed).The default value of suppress is 3000. Possible values range from 1-
20000. If changed, this value must be less than or equal to the merit ceiling €, or
damping never occurs. The merit ceiling calculation was given earlier.

The reuse variable is the configured threshold where a BGP route is considered usable
once again. This is the value the "penalty” must decay to for the route to go before the
router will consider the route in its path selection. The default value of the reuse is 750.
Possible values range from 1-20000.

The half-llfe variable is the rate at which the figure of merit is decreased to half its
value once the value is larger than 0. The default value of the half-life is 15 minutes.
Possible values range from 1-45 minutes.

The max-suppress variable is the configured maximum amount of time that a BGP
route can be deemed unusable. This is the longest time that the route can be
suppressed until the route is "given another chance to behave.” The default value of the
max -suppress is 60 minutes. Possible values range from 1-720 minutes. At the end of
the max-suppress interval, all is forgiven and the route becomes active again.

Module 10: BGP Route Damping : o 1049
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Figure of Merit Figure

e Exponential decay, and there is a fixed ceiling

C
Incidenls’ A (
increase
“points” (
“Decay" rate deterrnlned (
Suppress by half-life (15 minutes) (
threshold
(3000) (
Reuse (
limit (C
(750) (
Up (
aF Capysigit © 2001, Juntper N o (
= The slide shows a graphic representation of the figure of merit in use for a BGP route. c
-® The default vaiues for suppress (3000), reuse (750), and half-life (15 minutes) are \J{
¥ being used. The important points here is that there is an exponential-decay on the figure
. of merit, and there is a fixed ceiling on the F igure of merit value (the merit ceiling).
£ After. receiving a new BGProute, the fi igure of merit is O for some period of time. As
. soon as the route is withdrawn (or the link is.down), the figure of merit increments to
- 1000. As long as the route stays down, the figure of merit decays somewhat. As the

2 route is re-advertised, the figure of merit is incremented by another 1000. Again, the:
figure of merit starts.to decay. Now the route is withdrawn a second time and again the.
figure of merit is increased. Now when the route is re-advertised, the figure of merit is -
increased by another 1000. This time, since not enough time has elapsed between
these events in this example, the route is now over the suppress limit of 3000 and is
considered unusable. In short order, the route is withdrawn and re-advertised yet again.
Each time, the fi igure-of-merit increases 1000 for each action. Notlce that the route is
still damped and considered unusable, but the ﬁgure of merit is still mcreasmg as weil
as decreasing even while the route is suppressed.

Whenever the fi gure of merit is greatéer than 0, the value is constant!y and consnstently
decayed using the confi igured half-life value. The haltdife is aiways conﬁgured in
increments of minttes. The purpose of the half-ife is to exponentlally decay the ﬂgure
of merit such that the value from any point in time is reduced by half at the end bf the
configured halfdife (this half-lifé béhavior is the essence of an expohential decay). The
decay is made an exponential process so that routes can be reused as they gradually
cross the reuse threshold and not in large groups as a timer expires. This has the effect
of not overloading BGP routers with large amounts of updates at once and causing
further route damping.

Module 10: BGP Route Damping Co T 10410
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o Damping parameters are defined within pollcy options
® . Can be used as a policy action

: - ;half-hfe. 1-45 mmutes, default 15

-~ max-suppress: ' 1-720 minutes, defauilt 60

- reuse: 1-20000, defautt 750

suppress;:' 1-20000, default 3000-

- disable = “do not damp”

[edit policy-options]
damping name {
half-1ife minutes;
max - suppress minutes;
reuse number;
suppress nmmber;
disable;

Copyigit © 2001, Juniper Netwosks, Inc.
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Once damping has been enabled within the BGP portion of the Juniper Networks router
configuration, the default values introduced on previous slides will be used for figure of
merit calculations.

é
¥

To alter those default values, a damping profi ile can be created and defined within the
[edi t pol icy-options] configuration hlerarchy directory.

Much like the AS_Path and community attributes, a damping profile is named and
defined first. Then it can be used within a policy as an action. The five damping
parameters are shown on the slide.

The presence of the disable keyword deserves a few words of explanation. The
keyword of disable can be used within a damping profile to NOT have the figure of
merit be calculated for certain routes. This is often useful to exempt certain routes that
should never be damped and unusable. One good example of these types of routes are
the root DNS servers in the Internet. Should these servers become unreachable due to
damping, the ISP and its customers would experience DNS lookup filures.

For example, DNS routes could have a damping profile of no-damping defined that
contains a single statement: disable.

Module 10: BGP Route Damping 0 10-11
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Damping-Example (f)

Copyigit © 2001, kuniper Metworks, bnc.

& Here is a fairly sophisticated example of route damping ‘in action:. -

Oh the slide, AS 1 would like to enable damping for all of its EBGP peers based on the
& following administrative decisions: '

“® “AS 1 would like to operate the default dampmg values for routes from AS 100
® AS 1would like to NOT damp any routes from its customer

e AS 1 would Iike to aggresswely damp all routes from the Internet except for
certain preﬁxes

The next few slides in this_sequenoe examine how these damping policies can be
implemented.

The routing policies that can be used to accomplish these goals are outlined on the -
following slide. The application of those routing policies is detailed on a later slide.

Modile 10: BGP Route Damping A A S [t 5 1]
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Iampmg Example (II)

[edit policy-options]
policy- stat t inbound {
them dsuping do-mot-damp;

[

policy-statement imtermet-imbonad {
term let-some-throwugh {
from { o
route-filter 192.168.10.0/24 orlomger damping do-mot -damp;
route-filter 172.16.240.0/24 orlcsger dampimg do-mot -damp;
route-filter 172.27.32.64/26 orlonger damping do-mot-damp;
route-filter 192.168.100.0/24 orlonger damping do-not-damp;
y ;
then accept;
}
term damp-all-others {
thea damping agpressive -damp;

}

}

dawping do-mot -damp {
disable; -

damping aggressive-damp {
half-1ife 30;
reuse 200;
suppress 1500;
max -suppress 120;

Copyvigin © 2001, hunipar Metworks, tnc.

This slide shows all the damping profiles and policies to be used in AS 1 in the damping
example

The profile do-not-damp has a varlable of disable defined
The profile aggressive-damp has defined 4 variables as follows
® suppressis 1500 ‘
® reuse is 200
® haltife is 30
@ .. max-suppress is 120

A policy called customer-inbound has been defined with no from statement, so all
possible routes will match the policy. The policy has an action of damping do-not-
damp. This action sets the profile of do-not-damp to all routes.

A policy called internet-inbound has been defined with two terms. The let-some-
through term has several route-filter statements with actions defined of damping do-
not-damp. This term further lists an action of then accept. A second term of damp-ali-
others has no from statement defined, so all routes are subjected to the damping
aggressive-damp action.

WARNING: This version of the internet-inbound policy contains a logic flaw and does
not work. Please do not use this policy in your network. A corrected version will be
presented on a later slide. Can you spot the flaw?

Module 10: BGP Route Damping ST u 10-13
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Damping Example (Ill)

R2:
[edit protocols]
bgp {

damping;

[edit protocols]
bep { 12
damping; [edit protocols]

import customer-inbound; bep {
damping;

import l-temt- imbound;

}
}

Caopyigit © 2001, Juniper Netwosks, Inc.

The routers in AS 1 are next updated to apply the policies created on the previous slide.

4%
% Router R1 defines damping in BGP and an import policy of internet-inbound. This will
- enable damping on the router-and apply profile parameters as per the:policy. As-
| mentioned on the previous slide, the currently configured. policy contains a-logic flaw ..
—
Adg

¥

which will cause it to not meet the administrative requirements.

Router R2 simply defines damping within its BGP configuration. Thls will both enable

damping and operate with the default parameters on routes from AS 100 No pohcy is
needed on this router.

Router R3 defines damping within BGP and an import policy of customer-inbound.
This will enable damping on the router and apply profile parameters as per the policy.

‘Module 10: BGP Route Damping
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- Damping Example (IV)

[edit policy-options]
policy-statement imtermet-imbound {
term let-some-through {
from {

route-filter 192.168.10.0/24 orlomger;
route-filter 172.16.240.0/24 orlomger;
route-filter 172.27.32.64/26 orlonger;
route-filter 192.168.100.0/24 orlonger;

}

then {
damping do-mot -damp;
accept;

}
term damp-all-others {

then damping aggressive -damp;
}

Copyrigin © 2001, kadpor Networks, Inc.

This slide shows a corrected version of the internet-inbound policy. 'As mentioned
before, previous versions contained a logic flaw. The flaw is a result of the way that -
lmmed:ate actions are applied to a route filter.

The issue is the do-not-damp action defined for the route-filter statements. When a
candidate route that matches one of the filters appears, the action of damping do-not-
damp is taken. Since this action is defined within the route-filter statement itself (it is
an immediate action), any further actions on the route specified within a then statement
are skipped. In this case, the then accept is skipped within the let-some-through
term. But the route-filter statements do not also define a terminating action (accept or
re_;ect) So the damping profile is applied, but the route is passed to the next term in the
policy for further evaluation. When the route enters the damp-ali-others term, the route
matches the term since no from statement is defined. The route is then applied the
dampmg profile of aggressive-damp. This will cause the specified "exempt” routes to

actually be damped at the aggressuve rate! This violates the administrative policies of
the AS.

To correct the policy, the damping do-not-damp actions are removed from the
individual route-filter statements and are instead placed within the then portion of the
term. After making this change, the exempt routes will match the let-some-through
term, will have the correct damping profile applied, and will be accepted.

Module 10: BGP Route Damping . 7 10415
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Show Route Mampinyg; History

show route damping history displays routes that
have been withdrawn and have a figure of merit

user®host> show route dampimg history extemsive

imet.0: 15 destimatioms, 15 routes (14 active, 0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

200.200.200.0/24 (1 entry, 0 ammommced)
BGP Preference: /-101
Nexthop: 172.16.10.1 via fe-0/0/0.0, selected
State: <Hidden Ext>
Local AS: 2 Peer AS: 1
AS path: 1 I
Localpref: 100
Router ID: 192.168.1.1
Merit (last update/mow): 2777/2454
Default damping parameters used

Last update: 00:02:45

First update: 00:04:35

Flaps: 3

History emtry. Expires im: 00:54:20
Copyi © 2001, havipor M- ; Inc.

The slide shows the output from the show route damping history command.

Any routes displayed by this command have been withdrawn from the router. However,
the router is retaining a record of these routes should they be re-advertrsed to the Iocat :
router. Some things to noté‘in the display above are: :

® The route-is currently hidden. This can be seen in both the State: <Hidden
Ext> field as well'as thé Preference : " /- 101 field. Notice that there isno -
' JUNOS soﬂware protocol preference value defined

' There is a ﬂeld (Meri t) for the current figure of merit value The two values

that follow describe what the value was after the last BGP update (or

wrthdrawal) and what the current value is after expenencing some decay. For ‘

this route the values are Meri t: 2777/2454. So the value at last
updatelwrthdrawal was 2777 (note this value need not necessariiy exceed the
default suppress threshold of 3000) and the current value is 2454.

The default parameters are being used (Defaul t damping parameters

new, damplng prof‘ Ie name would appear in the output
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.Show Route Damping Decayed

show route damping decayed displays routes that are
active and have a figure of merit

user®host> show route damping decayed extemsive
imet.0: 15 destimations, 15 routes (15 active, 0 holddnn, 0 hiddenm)
+ = Active ‘Route, - = Last Active, * = Both

@@@QUU@@W@@@C

200.200.200.0/24 (1 entry, 1 amnoumced)
*BGP Prefereace: 170/-101
Nexthop: 172.16.10.1 via fe-0/0/0.0, selected
State: <Active Ext>
Local AS: 2 Peer AS: 1
AS path: 1 I
Localpref: 100
Roater ID: 192.168.1.1
Merit (last update/mow): 2000/1954
Defauit dampimg parameters used

Last update: 00:00:35
First wpdate: 00:00:40
Plags: 2 '

Copyrigin © 2001, Jurdper Networks, Inc.

The slide shows the output from the show route damping decayed command.

Any:routes displayed by this.command have:been advertised to the router and are
currently usable routes, but these routes have a figure of merit greater than 0. Some
things to note in the display above are:

® :The route is currently active. This can be seen both by the asterisk (*) in the
output as well as the State: <Active Ext> field.

® Thereis a field Merit) for the current figure-of-merit value. The two values
describe what the value was after the last update (or withdrawal) and what the
current value is after experiencing some decay. For this route the values are
Merit: 2000/1954.

® The default parameters are being used (Defaul t damping parameters
used). If this route had been evaluated by a policy with a damping action, the
new damping profile name would appear in the output.

vvvvvuuuuuuuwwvvﬁuuuwwuwww
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Show Route Damping Suppressed

® show route damping suppressed:displaysroutes
that have been damped due to the figure of merit

® clear bgp damping

- “Suppressed’routes can have the fiygu[e of merit reduced to 0
- Al routes (as well as individual routes) can be cleared

user®host> show route damping --ppreoaed
inet.0: 15 destimations, 15 routes (14 active, 0 hlddm, 1 hidden)
+ = Active Route, - = Last Active, * = Both

200.200.200.0/24 [BGP] 00:01:21, localpref ‘100
AS path: 1 1 .
> to 172.16.10.1 via fe-0/0/0.0
userfhost> clear bgp damping o

inet.0: 15 destinations, 15 routes (15 actlve. (1] lolcldawn 0 hidden)
+ = Active Route, - = Last Active, * = Both

Copysight © 2001, Kenipss Netmosks, b,
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g 8 The slide shows the output:from the: show route damping suppressed command.
s Any routes displayed by this command: have been.advertised to the router, but these e
S routes have a figure of merit that is currently above the. suppress threshold and the . . (
o route is unusable. \ . :
- The route will remain in this state until the figure of merit crosses below the reuse C
- threshold. A route can have the figure of merit reduced to'0 admlnlstratlvely by-using (
the clear bgp damping command. : . . (
# In the slide, the route 200.200.200. 0/24 is currently suppressed and hidden. After the
clear bgp damping command is.issued, the route is no longer hidden. (
w/(
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Review Questions

e Why is route flapping especially bad for EBGP?

Why is damping ignored on IBGP routes?

® What is the half-life as this term applies to route
damping?

e Why is the decay function set as an exponential decay
rather than as a simple timeout?

o What is the function of the max - suppress parameter?

e What happens if the suppress threshold is set higher
than the merit ceiling?

e What is the routing protocol preference of a hidden
damped route?

e What kind of routes are shown with the show route
damping decayed command?

Copysigit © 2001, Juniper Notworks, lnc.

During this module we discussed:

A

® The causes of route instability and route flapping.

® The effect that route damping had on BGP routes with regard to route flapping.
® The default behavior of damping on links that fail and restore “rapidly.”
°

How to control damping through the use of the routing policy framework to alter
and tune damping parameters.

® How to view the behavior of damped routes with CLI commands.

\
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