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Course Overview

Advanced Juniper Networks Routing in the Enterprise (AJRE) is an instructor-led course
designed to provide enterprise network engineers with the knowledge and skills necessary to
use Juniper Networks routers to meet their networks’ requirements. It covers advanced routing
and services configurations of Juniper Networks J-series and M-series platforms, focussing
specifically on advanced configurations commonly used in the enterprise environment.

Objectives

After successfully completing this course, you should be able to:

Intended Audience

Explain how Juniper Networks routers evaluate policies.
Implement a stateless firewall filter to protect the Routing Engine (RE).

Implement both an inbound and outbound routing policy for. traffic over multiple
ISP connections using BGP.

Monitor and troubleshoot BGP sessions and policy.application.

Successfully transition a network running a distance-vector IGP to use a link-state
protocol.

Configure Layer 2 services, including the Multilink Point-to-Point (MLPPP)
protocol, Multilink Frame Relay/(MLFR), and the Compressed Real-Time Transport
Protocol (CRTP).

Implement a stateful firewall torenforce a firewall policy.
Implement Network-Address Translation (NAT).

With a virtual,private network (VPN) design, create the VPNs between some
combination of J-series and M-series routers.

Given a class-of-service (CoS) design, configure appropriate CoS policies.

List two branch-office connectivity solutions and the traffic considerations that
apply.to each.

Given a list of technical constraints, implement certain branch-office connectivity
solutions.

Explain the interaction of various configuration elements with CoS configuration.

The primary audience for this course is network engineers who work in an enterprise
environment.

Course Level

This is an advanced-level course.
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Prerequisites

The following are the prerequisites for this course:

The Operating Juniper Networks Routers in the Enterprise (OJRE) course or
equivalent experience;

Knowledge, familiarity, and comfort with the JUNOS CLI;

Experience managing routers (not necessarily Juniper Networks) in an enterprise
environment;

Understanding of destination-based, hop-by-hop IP routing in a Classless
Inter-Domain Routing (CIDR) environment; and

Experience with IGPs in an enterprise environment.
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Course Agenda

Day 1
Lab 1: JUNOS Policy (Detailed)
Day 2
Lab 2: BGP Configuration (Detailed)
Lab 3: IGP Conversion (Detailed)
Lab 4: Layer 2 Services (Detailed)
Day 3
Lab 5: Stateful Firewall and NAT (Detailed)
Lab 6: IPSec VPN (Detailed)
Day 4
Lab 7: Class of Service (Detailed)
Lab 8: Branch Office (Optional) (Detailed)
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Document Conventions

CLI and GUI Text

Frequently throughout this course, we refer to text that appears in a command-line interface
(CLI) or a graphical user interface (GUI). To make the language of these documents easier to
read, we distinguish GUI and CLI text from chapter text according to the following table.

Style Description Usage Example
Franklin Normal text. Most of what you read in the Lab
Gothic Guide and Student Guide:
Couri er Console text:
New . Screen captures commi t conpRgl €
. Noncommand-related  Exi ting configuration
syntax node
Century GUI text elements: Select File > Open, and then click
Gothic Configuration.conf in the

. Menu names

. Text field entry

Filename text box.

Input Text Versus Output Text

You will also frequently see cases where you must enter input text yourself. Often this will be
shown in the context of where yousmust.entér it. We use bold style to distinguish text that is
input versus text that is simply displayed.

Style

Description

Usage Example

Nor mal CLI

Normal.GUI

No distinguishing variant.

Physi cal
Enabl ed

i nterface: f xp0,

View configuration history by
clicking Configuration > History.

CLI"\nput
GURInput

Text that you must enter.

| ab@an_Jose> show route

Select File > Save, and enter
config.ini in the Filename field.
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Defined and Undefined Syntax Variables

Finally, this course distinguishes between regular text and syntax variables, and it also
distinguishes between syntax variables where the value is already assigned (defined variables)
and syntax variables where you must assign the value (undefined variables). Note that these

styles can be combined with the input style as well.

Style

Description

Usage Example

CLI
Vari abl e

GUI
Variable

Text where variable value is already
assigned.

policy ny-peers

Click on my-peers inithe dialog.

CLI

Undef i ned

GUI
Undefined

Text where the variable’s value is
the user’s discretion and text where
the variable’s value as shown in the
lab guide might differ from the
value the use must input.

Type sete pol i cy
pol i.cy-nane:
ping 10.0.1.1

Select File > Save, and enter
filename in the Filename field.

Document Conventions e Vvii



Additional Information

Education Services Offerings

You can obtain information on the latest Education Services offerings, course dates, and class
locations from the World Wide Web by pointing your Web browser to:
http://www.juniper.net/training/education/.

About This Publication

The Advanced Juniper Networks Routing in the Enterprise Detailed Lab Guide was developed
and tested using software version 8.0R2. Previous and later versions of software may behave
differently so you should always consult the documentation and release notes forthe,version
of code you are running before reporting errors.

This document is written and maintained by the Juniper Networks Education Services
development team. Please send questions and suggestions for improvement to
training@juniper.net.

Technical Publications

You can print technical manuals and release notes directly fromithe Internet in a variety of
formats:

. Go to http://www.juniper.net/techpubs/.

. Locate the specific software or hardware release and title you need, and choose
the format in which you want to'view:or print the document.

Documentation sets and CDs are available through your local Juniper Networks sales office or
account representative.

Juniper Networks Support

For technical support, contact Juniper Networks at http://www.juniper.net/customers/
support/, or at 1-888-314-JTAC (within the United States) or 408-745-2121 (from outside the
United States).
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Lab 1
JUNOS Policy (Detailed)

Overview

This lab explores policy configuration. First, you will establish connectivity to an ISP with static
routing. You will configure the router to load-balance between multiple next hops to a
destination. You will then activate two preconfigured BGP sessions@nd will use policy to
control the way routes are advertised to the ISP. You will establish.connectivity to a partner
router with a static route and will configure unicastireverse-path forwarding (RPF) checks.
Finally, you will configure and apply a firewall filter 1o controlaccess to the router.

The lab is available in two formats: a high-level format that is designed to make you think
through each step and a detailed format that offers step-by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform.the following tasks:
. Load a router configuration.
. Establish ISP connectivity.
. Configure static routes to ISPs.
. Configureload balancing.
. Configure BGP policy.
. Establish connectivity to a partner.
. Protect the router.

This'lab requires you to use the Sydney router as a route server. You use it to view the routing
table ofithe ISPs, each of which is available as a virtual router on Sydney.

® JUNOS Policy (Detailed) ¢ Lab1-1
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Key Commands

Key operational-mode commands used in this lab include the following:
pi ng
show bgp summary
show confi guration
show route
show route adverti si ng- protocol
show route forwardi ng-table
show route table
t el net
traceroute

Part 1: Load Router Configuration

In this part, you will load a base configuration file that includes somebasic system
configuration and two preconfigured inactive BGP sessions.

Step 1.1

Log in to the router with the username | ab and the password supplied by your instructor. Note
that both the name and the password are case sensitive.

HongKong (ttydO0)

[ ogin: lab
Passwor d:

--- JUNGCS 8.0R2.8 built 2006-09-29 09: 22: 36 UTC
| ab@ongKong>

Step 1.2

Perform ad oadfoverri de of the configuration file located on the router at/ var / honme/
| ab/ aj re/llabl-reset. conf.

| ab@ongKong> confi gure
Enteri ng confi gurati on node

[edit]
| ab@longkeng#.l oad override ajre/labl-reset. conf
| oad conplete

Step 1.3

View the configuration file. You should see a deactivated BGP configuration.

[edit]
| ab@ongKong# show
version 8.0R2. 8;
system {
host - name HongKong;
root - aut hentication {

Lab 1-2 ¢ JUNOS Policy (Detailed) - |
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encrypt ed- password " $1$KI 99zCk6$MYFuBbpLf f u9t n2. sl 71 1"; ## SECRET- DATA

}
login {
user lab {
uid 2000;
cl ass super-user;
aut henti cation {
encrypt ed- password "$1$84J5Maes$cni 5Hrazbd/ | EHr/ 500Y30"; ##
SECRET- DATA
}
}
}
services {
ftp;
ssh;
t el net;
web- managenent {
http;
}
}
sysl og {
user * {
any emnergency;
}
file messages {
any any;
aut hori zation info;
}
file interactive-commands {
i nteractive-camands..any;
}
}
}
i nterfaces {
fe-0/0/0 {
descridpti on ""MaMI | NTERFACE - DO NOT DELETE";
unit 0§
fam Ty inet {
address 10.210.9. 177/ 28;
h
}
¥
}

routi ng-options {
aut ononous- system 65108;
}

protocol s {
i nactive: bgp {
group isp {
nei ghbor 172.17.39.17 {
description isp-a;
peer-as 65010;

}
nei ghbor 172.17.55.17 {

@ JUNOS Policy (Detailed) ¢ Lab 1-3
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description isp-c;
peer-as 65030;

}
}
}
}
Step 1.4
Configure the | 00 interface using the IP addresses found on the “Lab 1a: Policy” diagram.
Make the first loopback address listed the primary and preferred loopback address.
[edit]

| ab@ongKong# edit interfaces 100 unit O

[edit interfaces 100 unit 0]
| ab@ongKong# set family inet address 10.14.8.1/32 primary preferred

[edit interfaces 100 unit 0]
| ab@ongKong# set family inet address 10.14. 8. 254

Part 2: Establish ISP Connectivity

In this part, you configure connectivity to two ISPs.

Step 2.1
Configure Frame Relay connectivity to ISP Avaccording to the :Lab 1a: Policy” diagram. Use the
IP address found in the followingtable:
IP Addresses for ISP A Connectivity
Router IP Address
Hong Kong | 172:47.39.18/30
Tokyo 172:17.39.22/30
London 172.17.39.26/30
Amsterdam | 172.17.39.30/30
Montreal 172.17.39.34/30
San Jose 172.17.39.38/30
Denver 172.17.39.42/30
Sao Paulo 172.17.39.46/30
[edit]

| ab@ongKong# edit interfaces se-1/0/0

[edit interfaces se-1/0/0]
| ab@ongKong# set encapsul ation franme-rel ay

Lab 1-4 < JUNOS Policy (Detailed) - |
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[edit interfaces se-1/0/0]
| ab@ongKong# edit unit 101

[edit interfaces se-1/0/0 unit 101]
| ab@ongKong# set dlci 101

[edit interfaces se-1/0/0 unit 101]
| ab@ongKong# set famly inet address 172.17.39.18/30

Step 2.2

Configure Frame Relay connectivity to ISP C according to the “Lab 1a: Policy” diagram. Use the
IP address found in the following table:

IP Addresses for ISP B Connectivity

Router IP Address

Hong Kong | 172.17.55.18/30
Tokyo 172.17.55.22/30
London 172.17.55.26/30

Amsterdam | 172.17.55.30/30
Montreal 172.17.55.34/30
San Jose 172.17.55.38/30
Denver 172.174.55.42/30
Sao Paulo 172.147.55.46/30

edit interfaces se-1/0/0 unit 101]
| ab@ongKong# up

[edit interfaces se-1/0/0]
| ab@ongKoeng# edit, unit 201

[edit internfaces se-1/0/0 unit 201]
| ab@ongKong# set dlci 201

[editmiint erfaces se-1/0/0 unit 201]
| ab@ongKong# set family inet address 172.17.55.18/30

Part 3: Configure Static Routes to ISPs

In this part, you configure a static default route with multiple next hops.

Step 3.1
Add a static default route with next hops to both ISP A and ISP C.

@ JUNOS Policy (Detailed) ¢ Lab 1-5



Advanced Juniper Networks Routing in the Enterprise

[edit routing-options]
| ab@ongKong# set static route 0.0.0.0/0 next-hop se-1/0/0.101

[edit routing-options]
| ab@ongKong# set static route 0.0.0.0/0 next-hop se-1/0/0.201

Step 3.2

Commit the changes and determine which next hop the router chose for the default route.

[edit routing-options]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

| ab@ongKong> show route 0/0 exact extensive

inet.0: 8 destinations, 8 routes (8 active, 0 hol ddown, O hidden)
0.0.0.0/0 (1 entry, 1 announced)
TSI :
KRT in-kernel 0.0.0.0/0 -> {se-1/0/0.101}
*Static Preference: 5
Next - hop reference count: 2
Next hop: via se-1/0/0.101, selected
Next hop: via se-1/0/0.201
State: <Active Int Ext>
Local AS: 65108
Age: 1:03:00
Task: RT
Announcenent bits (1) 0-KRT
AS path: |

| ab@ongKong> show route forwardi ng-itable destination 0/0
Routing table: inet

I nternet:
Desti nati on Type Rt Ref Next hop Type I ndex NhRef Netif
def aul t user 0 ucst 323 2 se-1/0/0.101
def aul t per.m 0 rjct 14 1
Question: Which next hop did the router choose for the
default route?
Answer: One of the two available next hops is selected.
The next hop selected will vary. In this case, HongKong
selected the se- 1/ 0/ 0. 101 next hop to ISP A.
Step 3.3
Verify the route(s) the router chose by tracing the route to 172.17.24.1 (an IP address in ISP B’s
network).
Lab 1-6 ¢ JUNOS Policy (Detailed) - |
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| ab@ongKong> traceroute 172.17.24.1

traceroute to 172.17.24.1 (172.17.24.1), 30 hops nmax, 40 byte packets
1 172.17.39.17 (172.17.39.17) 15.213 ms 15.221 ns 10.002 ns
2 172.17.24.1 (172.17.24.1) 9.887 ns 29.774 ns 9.525 ns

Part 4: Configure Load Balancing

In this part, you will configure the router to load-balance traffic across all available next hops
for the default route.

Step 4.1

Create a policy called | oad- bal ance- def aul t that marks all default routes to be
load-balanced.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit policy-options

[edit policy-options]
| ab@ongKong# edit policy-statenent | oad-bal ance-default

[edit policy-options policy-statenment dwead=bal ance-defaul t]
| ab@ongKong# set termdef-route fromroute-filter 0.0.0.0/0 exact

[edit policy-options policy-statenentdl oad-bal ance-defaul t]
| ab@ongKong# set term def-route then | oad-bal ance per-packet

[edit policy-options policy-statenent |oad-bal ance-default]
| ab@ongKong# show
termdef-route {
from{
route-fi'lter 0.0.0.0/0 exact;

}
then {
| oad- bal ance per- packet;
}
}
Step 4.2

Apply the policy to the routes as they are exported to the forwarding table. Commit the
configuration.

[edit policy-options policy-statenment |oad-bal ance-default]
| ab@ongKong# t op

[edit]
| ab@ongKong# edit routing-options forwarding-table

[edit routing-options forwarding-tabl e]
| ab@ongKong# set export | oad-bal ance-default
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[edit routing-options forwarding-tabl e]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

Step 4.3

Determine which next hops the router chose for the default route.

| ab@ongKong> show route 0/0 exact extensive

inet.0: 8 destinations, 8 routes (8 active, 0 hol ddown, O hidden)
0.0.0.0/0 (1 entry, 1 announced)
TSI :
KRT in-kernel 0.0.0.0/0 -> {se-1/0/0.101, se-1/0/0.201}
*Static Preference: 5
Next - hop reference count: 2
Next hop: via se-1/0/0.101, selected
Next hop: via se-1/0/0.201
State: <Active Int Ext>
Local AS: 65108
Age: 58:50
Task: RT
Announcenent bits (1): 0-KRT
AS path: |

| ab@ongKong> show route forwardi ng-table destimnation 0/0
Routing table: inet

I nternet:
Desti nati on Type Rt Ref Nexts'hop Type I ndex NhRef Netif
def aul t user 0 ul st 262142 1
ucst 323 2 se-1/0/0.101
ucst 336 2 se-1/0/0.201
def aul t perm 0 rjct 14 1
Question: Which next hop(s) did the router choose for
the default route?
Answer: The router now installed both next hops in the
forwarding table.
Step 4.4

Verify connectivity by tracing the route to 172.17.24.1 (an IP address in ISP B’s network).

| ab@ongKong> traceroute 172.17.24.1
traceroute to 172.17.24.1 (172.17.24.1), 30 hops nax, 40 byte packets

1 172.17.55.17 (172.17.55.17) 9.108 ms 8.790 ns 172.17.39.17 (172.17.39.17)
10. 137 ns

2 172.17.24.1 (172.17.24.1) 9.309 ns 9.252 nms 10.200 ns
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Step 4.5

Verify that the router has other routes in the forwarding table.

Question: How do you explain this output?

Advanced Juniper Networks Routing in the Enterprise

Answer: Packets originated by the Routing Engine are
actually load-balanced per packet rather than per flow.
You can see this load balancing in the first hop of the
t racer out e output in which one packet was sent to

172.17.55.17 and one was sent to 172.17.39.17.

| ab@ongKong> show route forwardi ng-table

Routing tabl e:
I nternet:
Destination Type Rt Ref Next hop Type I ndex NhRef Netif
def aul t user 0 ul st 262142 1
ucst 323 2 se-1/0/0.101
ucst 336 2 se-1/0/0.201
def aul t perm 0 rjct 14 1
10.14.8.1/32 intf 0 10.14.81 | ocl 320 1
10.210.9. 176/ 28 intf 0 rslv 333 1 fe-0/0/0.0
10.210.9. 176/ 32 dest 0 10.210.9.176 recv 331 1 fe-0/0/0.0
10.210.9.177/ 32 intf 0720.'210.9. 177 | ocl 332 2
10.210.9.177/ 32 dest 0 10.210.9.177 | ocl 332 2
10.210.9.178/ 32 dest Q" 0: 5:'85: ca: 2a: dO ucst 342 1 fe-0/0/0.0
10.210. 9. 190/ 32 dest 1°0: 10: db: ff: 20: 50 ucst 356 2 fe-0/0/0.0
10.210.9. 191/ 32 dest 0 10.210.9.191 bcst 330 1 fe-0/0/0.0
172.17.39. 16/ 30 i nt.f 0 dlci: 101 ucst 325 1 se-1/0/0.101
172.17.39. 16/ 32 dest 0 172.17.39.16 recv 327 1 se-1/0/0. 101
172.17.39.18/ 32 i‘nt f 0 172.17.39.18 | ocl 324 1
172.17.39.19/ 32 dest 0 172.17.39.19 bcst 326 1 se-1/0/0. 101
172.17.55. 16/ 30 intf 0 dlci: 201 ucst 329 1 se-1/0/0. 201
172.17.55.16/ 32 dest 0 172.17.55.16 recv 335 1 se-1/0/0. 201
172.17.55.18/32 intf 0 172.17.55.18 | ocl 328 1
172.17.55. 19/ 32 dest 0 172.17.55.19 bcst 334 1 se-1/0/0. 201
224.0:0.0/ 4 perm 0 nmdsc 13 1
224.0.0:1/ 32 perm 0 224.0.0.1 ncst 9 1
255, 255.255. 255/ 32 perm 0 bcst 10 1
Routing table: _ juniper_privatel .inet
I nternet:
Desti nati on Type Rt Ref Next hop Type I ndex NhRef Netif
def aul t perm 0 rjct 62 1
10.0.0.1/32 intf 1 10.0.0.1 | ocl 321 2
10.0.0. 16/ 32 intf 0 10.0.0.16 | ocl 322 1
224.0.0.0/ 4 perm 0 ndsc 61 1
224.0.0.1/32 perm 0 224.0.0.1 ncst 57 1
255. 255, 255. 255/ 32 perm 0 bcst 58 1
a= . ® JUNOS Policy (Detailed) ¢ Lab 1-9
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Routing table: iso

| SO

Destination Type Rt Ref Next hop Type I ndex NhRef Netif
def aul t perm 0 rjct 50 1
Routing table: inet6

I nt ernet 6:

Destination Type Rt Ref Next hop Type I ndex NhRef Netif
def aul t perm 0 rjct 26 1
ff00::/8 perm 0 ndsc 25 1
ff02::1/128 perm 0 ff02::1 ncst 21 1
Routing table: _ _juniper _privatel .inet6

I nt er net 6:

Desti nation Type Rt Ref Next hop Type | ndex NhRefiNeti f
def aul t perm 0 rjct 74 1
ff00::/8 perm 0 nmdsc 73 1
ff02::1/128 perm 0 ffo2::1 ncst 69 1
Routing table: npls

MPLS:

Destination Type Rt Ref Next hop Type | ndex NhRef Netif
def aul t perm 0 dscd 36 1

Question: If your policy.only. has one term that matches
the default route exactly, why:are there other routes in
the forwarding table? (If your policy has additional
terms that accepted additional routes, remove those
additional terms, and verify that the router still has
other routes inthe forwarding table. Then return to this
question.)

Answer: The default export policy to the forwarding table
accepts all routes.

Question: If multiple next hops were available for these
other routes, would the router install multiple next hops
in the forwarding table for these additional routes?

Answer: No, it would not install multiple next hops for
these additional routes. It chooses a single next hop
except for those specific routes marked for
load-balancing through an export policy.
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Part 5: Configure BGP Policy

In this part, you will activate preconfigured BGP sessions and control advertisements to your
providers through the use of policy.

Step 5.1

Create an aggregate route to announce via BGP. You should create an aggregate route for the
/24 that includes your loopback addresses.

[edit]
| ab@ongKong# edit routing-options

[edit routing-options]
| ab@ongKong# set aggregate route 10.14.8.0/24

Step 5.2

Next, create a prefix list called announce- t o- | SP that includes the aggregate you created in
the last step.

[edit policy-options]
| ab@ongKong# edit prefix-list announce-to-I|SP

[edit policy-options prefix-list announcesto-1 SP]
| ab@ongKong# set 10.14.8.0/24

Step 5.3

Create a policy called t o- | SPthat aceepts the routes in the announce-t o- | SP prefix list.
[edit policy-options prefix<list announce-to-I| SP]
| ab@ongKong# up

[edit policy-options]
| ab@ongKong# edit policy-statenent to-I1SP term announce-to-|SP

[edit policy-options policy-statement to-ISP term announce-to-| SP]
| ab@ongKong#{set «f rom'prefi x-1ist announce-to-I|SP

[edit polixcy-options policy-statement to-ISP term announce-to- | SP]
| ab@ongKong# set then accept

Step.5.4

Create a policy called r ej ect - al | that rejects all routes.
[edit policy-options policy-statement to-I1SP term announce-to-1 SP]
| ab@ongKong# up 2 edit policy-statenent reject-all

[edit policy-options policy-statenment reject-all]
| ab@ongKong# set then reject

Step 5.5

Apply a policy chain to control the routes exported to the i sp group. The routes should be
processed by thet o- | SPand r ej ect - al | policies.
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[edit policy-options policy-statenent reject-all]
| ab@ongKong# top edit protocols bgp group isp

[edit protocols bgp group isp]
| ab@ongKong# set export [ to-1SP reject-all ]

Step 5.6

Activate the BGP sessions and commit the configuration.

[edit protocols bgp group isp]
| ab@ongKong# t op

I[ZggilngKong# activate protocols bgp
Step 5.7

Commit your changes and verify that the BGP sessions are established.
[edit]

| ab@ongKong# conmit and-quit
conmit conplete
Exiting configuration node

| ab@ongKong> show bgp sumary
G oups: 1 Peers: 2 Down peers: O

Tabl e Tot Paths Act Paths Suppresged H story Damp State Pendi ng
inet.0 20 10 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Flaps Last Up/Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

172.17.39. 17 65010 13 4 0 0 15 9/10/0

0/0/0

172.17.55. 17 65030 13 3 0 0 11 1/10/0

0/0/0

Step 5.8

Ensure that the routenis'receiving routes from the ISPs.

| ab@ongKong> show route receive-protocol bgp 172.17.39.17

inet.0: 20 destinations, 30 routes (20 active, O holddown, O hidden)

Prefix Next hop VED Lcl pref AS path

* 10.14.9.0/ 24 172.17.39. 17 65010 |

* 10. 14..10. 0/24 172.17.39. 17 65010 |

* 10.14:11.0/24 172.17.39. 17 65010 |

* 10. 14. 12, 0/ 24 172.17.39. 17 65010 |

* 10.14.13.0/ 24 172.17.39. 17 65010 |

* 10.14.14.0/ 24 172.17.39. 17 65010 |

* 10.14.15.0/ 24 172.17.39. 17 65010 |

* 172.17.24.0/ 21 172.17.39.17 65010 65020 |

* 172.17.32.0/ 20 172.17.39. 17 65010 |
172.17.48.0/ 20 172.17.39. 17 65010 65020

65030 |

Lab 1-12 < JUNOS Policy (Detailed) - | @




Advanced Juniper Networks Routing in the Enterprise

__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)

| ab@ongKong> show route receive-protocol bgp 172.17.55.17

inet.0: 20 destinations, 30 routes (20 active, 0 hol ddown, O hidden)

Prefix Next hop VED Lcl pref AS path
10.14.9.0/ 24 172.17.55. 17 65030
10. 14.10. 0/ 24 172.17.55. 17 65030
10.14.11.0/ 24 172.17.55. 17 65030
10.14.12.0/ 24 172.17.55. 17 65030
10. 14.13.0/ 24 172.17.55. 17 65030
10.14.14.0/ 24 172.17.55. 17 65030
10. 14. 15.0/ 24 172.17.55. 17 65030
172.17.24.0/ 21 172.17.55.17 65030 65020
172.17.32.0/ 20 172.17.55. 17 65030 65020
65010 |
* 172.17.48.0/ 20 172.17.55. 17 65030
__juniper_privatel .inet.0: 2 destinations, 2 routes, (2 active, 0 holddown, O
hi dden)
Step 5.9

Remove the static default route and commit your'changes.
| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# del ete routisg-options static route 0/0

[edit]

| ab@ongKong# conmit and- quit
conmit conplete

Exiting configuration node

Step 5.10

Checkthat the aggregate route is being created.

| ab@ongKong> show route protocol aggregate

i net.0: ©19 destinations, 29 routes (19 active, 0 hol ddown, O hidden)

+n=_Active Route, - = Last Active, * = Both
10. 14. 8. 0/ 24 *[ Aggr egat e/ 130] 00: 10: 02
Rej ect
__juniper_privatel__.inet.0: 2 destinations, 2 routes (2 active, 0 hol ddown, O
hi dden)
Step 5.11

Determine which routes the router is sending to the ISP peers.
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| ab@ongKong> show route advertisi ng-protocol bgp 172.17.39.17

inet.0: 19 destinations, 29 routes (19 active, 0 hol ddown, O hidden)
Prefix Next hop VED Lcl pref AS path
* 10.14.8.0/ 24 Sel f I

| ab@ongKong> show route advertisi ng-protocol bgp 172.17.55.17

inet.0: 19 destinations, 29 routes (19 active, 0 hol ddown, O hidden)

Prefix Next hop VED Lcl pref AS path
* 10.14.8.0/ 24 Sel f I
Step 5.12

Reference the management network diagram provided by your instructor, Use Telnet to access
the Sydney router’'s f e- 0/ 0/ 0 interface IP address. Log in using the username

rout eser ver and the password provided by your instructor. This account gives you read-only
access, which you can use to view routing tables and to ping and traceroute from several
different networks. The i sp-a, i sp- b, and i sp- c virtual routersare on.those three
networks. View the routing table for the i sp- a and i sp- cvirtual routers and ensure that they
are receiving these routes.

| ab@ongKong> tel net 10.210.9.185
Trying 10.210.9.185. ..

Connected to 10.210. 9. 185.

Escape character is '"]'.

Sydney (ttyp2)

| ogi n: routeserver
Passwor d:

--- JUNCS 8.0R2.8 built 2006-09-29 09: 22: 36 UTC

NOTE: This router is divided iinto many virtual routers used by different
teams. Please only configure your own virtual router.

You nust use 'configure private' to configure this router.
rout eserver @ydney> show route table isp-a protocol bgp terse

i sp-a.inet.0:/30 destinations, 46 routes (30 active, 0 holddown, O hidden)
+ =

Active Route,/- = Last Active, * = Both
A Destination P Prf Metric 1 Metric 2 Next hop AS path
* 10.14.8.0/ 24 B 160 100 >172.17.39. 18 65108 |
B 170 80 >172.17.25.1 65020 65030
65108 |
* 10.14.9.0/ 24 B 160 100 >172.17. 39. 22 65109 |
B 170 80 >172.17.25.1 65020 65030
65109 |
* 10.14.10.0/ 24 B 160 100 >172.17. 39. 26 65110 |
B 170 80 >172.17.25.1 65020 65030
65110 |
* 10.14.11.0/ 24 B 160 100 >172.17. 39. 30 65111 |
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B 170 80 >172.17.25.1 65020 65030
65111 |
* 10.14.12.0/ 24 B 160 100 >172.17.39. 34 65112 |

B 170 80 >172.17.25.1 65020 65030
65112 |
* 10.14.13.0/ 24 B 160 100 >172.17.39. 38 65113

B 170 80 >172.17.25.1 65020 65030
65113 |
* 10.14.14.0/ 24 B 160 100 >172.17.39. 42 65114

B 170 80 >172.17.25.1 65020 65030
65114 |
* 10. 14.15. 0/ 24 B 160 100 >172.17. 39. 46 65115

B 170 80 >172.17.25.1 65020 65030
65115 |
* 172.17.24.0/ 21 B 170 80 >172.17.°25.1 65020
* 172.17.48.0/ 20 B 170 80 >172.17. 2571 65020 65030

rout eserver @ydney> show route table isp-c protocol bgpterse

isp-c.inet.0: 30 destinations, 38 routes (30 active,»0/hol ddown, 0 hidden)
+ =

Active Route, - = Last Active, * = Both

A Destination P Prf Metric 1 Metiric 2 Next hop AS path
* 10.14.8.0/ 24 B 160 100 >172.17.55.18 65108

* 10.14.9.0/ 24 B 160 100 >172.17.55. 22 65109 |
* 10.14.10.0/ 24 B 160 100 >172.17.55. 26 65110 |
* 10.14.11.0/ 24 B 160 100 >172.17.55. 30 65111 |
* 10.14.12.0/ 24 B 160 100 >172.17.55. 34 65112 |
* 10.14.13.0/ 24 B 160 100 >172.17.55. 38 65113 |
* 10.14.14.0/ 24 B 160 100 >172.17.55. 42 65114 |
* 10.14.15.0/ 24 B 160 100 >172.17.55. 46 65115 |
* 172.17.24.0/ 21 B 170 80 >172.17.25.5 65020 |
* 172.17.32.0/ 20 B 470 80 >172.17.25.5 65020 65010

Note

Depending on how many teams have completed the
previous step, your output might be different than
the capture shown.

Step 5.13

On your router, create a policy called add- comuni t y- 65000 that sets community
AS: 65000. Apply this to the beginning of the export policy chain for the i sp group and
commit the configuration.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit policy-options

[edit policy-options]
| ab@ongKong# set comunity community-65000 nenbers 65108: 65000
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[edit policy-options]
| ab@ongKong# edit policy-statenent add-conmnunity-65000

[edit policy-options policy-statenment add-comrunity-65000]
| ab@ongKong# set then comunity set conmunity-65000

[edit policy-options policy-statenment add-comrunity-65000]
| ab@ongKong# top edit protocols bgp group isp

[edit protocols bgp group isp]
| ab@ongKong# set export add-conmunity-65000

[edit protocols bgp group isp]
| ab@ongKong# i nsert export add-conmnunity-65000 before to-1SP

[edit protocols bgp group isp]
| ab@ongKong# show
export [ add-conmunity-65000 to-1SP reject-all ];
nei ghbor 172.17.39.17 {
description isp-a;
peer-as 65010;
}
nei ghbor 172.17.55.17 {
description isp-c;
peer-as 65030;
}

[edit protocols bgp group isp]
| ab@ongKong# conmit and-quit
conmit conplete

Exi ting configuration node

Step 5.14

On the Sydney router, verify.that the community is present on i sp- a’s BGP-learned route.

rout eserver @ydney>_show route table isp-a protocol bgp 10.14.8.0/24 det ai
i sp-a.inet.0: 30 destinations, 46 routes (30 active, 0 holddown, 0 hidden)
10.14.8.0/24 (3 entries, 1 announced)
*BGP Pref erence: 160/-101
Next --hop reference count: 4
Source: 172.17.39.18
Next hop: 172.17.39.18 via se-3/0/0.101, selected
State: <Active Ext>
Local AS: 65010 Peer AS: 65108
Age: 17:48
Task: BGP_65108_65010. 172. 17. 39. 18+2554
Announcenent bits (2): 0-BGP RT Background 2-KRT
AS path: 65108 | Aggregator: 65108 10.14.8.1
Comuni ties: 65010: 444 65108: 65000
Local pref: 100
Router ID: 10.14.8.1
BGP Preference: 170/-81
Next - hop reference count: 12
Source: 172.17.25.1
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Next hop: 172.17.25.1 via |It-0/0/0.10, selected

State: <Ext>

I nactive reason: Route Preference

Local AS: 65010 Peer AS: 65020

Age: 17:48

Task: BGP_65020 65010.172.17.25. 1+1293

AS pat h: 65020 65030 65108 | Aggregator: 65108 10.14.8.1
Conmmuni ti es: 65010: 555 65020: 444 65108: 65000

Local pref: 80

Router ID 172.17.24.1

@ Wait for your partner team to complete this part before continuing.

Part 6: Establish Connectivity to a Partner

In this part, you will work with a partner team to establish.connectivity over a Frame Relay PVC.
You will then configure reverse-path forwarding (RPF) on,this link.

Step 6.1

Work with your partner team to establish connectivity according to the “Lab 1b: Policy”
diagram.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit interfaces se-1/0/0 unit 601

[edit interfaces se-1/0/0 unit 601]
| ab@ongKong# set dl Ciy, 601

[edit interfaces se-1/0/0 unit 601]
| ab@ongKong# set’ fam |y inet address 192.168.25.1/30

[edit interfaces se-1/0/0 unit 601]
| ab@ongKong# conmit and-quit

commi t conplete

Exi ting eonfi gurati on node

| ab@ongKong> pi ng count 4 192.168. 25. 2

PI NG)192. 168. 25. 2 (192. 168.25.2): 56 data bytes

64 bytes from 192. 168.25.2: icnp_seq=0 ttl =64 tinme=21.835
64 bytes from 192. 168.25.2: icnp_seq=1 ttl =64 tinme=20.146
64 bytes from 192. 168.25.2: icnp_seq=2 ttl =64 tinme=20.155
64 bytes from 192.168.25.2: icnp_seq=3 ttl =64 tinme=20.414

I

--- 192.168.25.2 ping statistics ---
4 packets transnitted, 4 packets received, 0% packet |oss
round-trip min/avg/ max/stddev = 20.146/20.638/21.835/0.700 ns
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Step 6.2

Determine if your router has a route to your partner’s loopback IP address and, if so, the path it
will follow.

| ab@ongKong> show route 10.14.9.1

inet.0: 21 destinations, 31 routes (21 active, 0 holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.14.9.0/ 24 *[ BGP/ 170] 01:01: 42, |ocal pref 100
AS pat h: 65030 65109
> to 172.17.55.17 via se-1/0/0. 201
[BGP/170] 01:01:46, |ocal pref 100
AS path: 65010 65109
> to 172.17.39.17 via se-1/0/0. 101

| ab@ongKong> traceroute 10.14.9.1

traceroute to 10.14.9.1 (10.14.9.1), 30 hops max, 40 byte packets
1 172.17.55.17 (172.17.55.17) 8.984 ns 8.743 ns 9. 976 ns
2 10.14.9.1 (10.14.9.1) 19.759 ns 20.251 ns 19.25018

Step 6.3

Reference the management network diagram provided by your instructor. Use Telnet to access
your partner router’'s f e- 0/ 0/ 0 management IP‘address. From your partner’s router, ping
your router’s directly connected Frame Relayinterface. Source the ping from the | 00 interface
IP address.

| ab@ongKong> tel net 10.210.9.178
Trying 10.210.9.178. ..

Connected to 10.210.9.178.

Escape character is '"]'.

Tokyo (ttypO)

[ ogin: lab
Passwor d:

--- JUNGCS 8. 0R2,8 buil t)2006-09-29 09: 22: 36 UTC

| ab@okyo> ping count 4 192.168.25.1 source 10.14.9.1

PI NG 192. 168. 25=1 (192. 168.25.1): 56 data bytes

64 bytes firom 192:168.25.1: icnp_seq=0 ttl =63 tinme=19.972
64 bytes from292.168.25.1: icnp_seq=1 ttl=63 tinme=20.635
64 bytes from192. 168.25.1: icnp_seq=2 ttl =63 tinme=40. 657
64 bytes from 192.168.25.1: icnp_seq=3 ttl =63 tinme=40.492

I

--- 192.168.25.1 ping statistics ---
4 packets transnitted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max/stddev = 19.972/30. 439/ 40. 657/ 10. 138 ns

Step 6.4

On your router, configure a static route for your partner’s aggregate route that directs traffic
over the Frame Relay connection. Configure a route preference of 200 for the static route.
Commit the configuration.
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| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit routing-options static route 10.14.9.0/24

[edit routing-options static route 10.14. 9.0/ 24]
| ab@ongKong# set next-hop se-1/0/0.601

[edit routing-options static route 10.14. 9.0/ 24]
| ab@ongKong# set preference 200

[edit routing-options static route 10.14. 9.0/ 24]
| ab@ongKong# conmit and-quit

commit conplete

Exi ting configuration node

Step 6.5

Verify that the both the static and BGP-learned routes appear in your router’s routing table.

| ab@ongKong> show route 10.14.9.0/24

inet.0: 21 destinations, 32 routes (21 actiive, ‘0 hol ddown, O hi dden)
+ = Active Route, - = Last Active, * = Both

10.14.9.0/ 24 *[ BGP/ 170] 01:33: 32, local pref 100

AS pat h: 65030 65109 |

> to 172.17.55. 17 via se-1/0/0.201

[ BGP/ 170]701:33: 36, local pref 100
AS pat h: /65010 65109 |

> to 172417.39.17 via se-1/0/0. 101

[Static/200] 00:03:56

> via se-1/0/0.601

Step 6.6

Configure yourrouter to perform unicast RPF checks on the interface to your partner. RPF
should use the default settings. Commit the configuration.

| ab@ongKong> confi gure
Ent eri ng_confii gurati on node

[edit]
lrab@ongKong# edit interfaces se-1/0/0 unit 601 fanmily inet

[edit, interfaces se-1/0/0 unit 601 fanmily inet]
| ab@ongKong# set rpf-check

[edit interfaces se-1/0/0 unit 601 fanmly inet]
| ab@ongKong# conmit and-quit

commit conplete

Exi ting configuration node
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Step 6.7

Reference the management network diagram provided by your instructor. Use Telnet to access
your partner router’s f e- 0/ 0/ 0 management IP address. From your partner’s router ping your
router’s directly connected Frame Relay interface. Source the ping from the | 00 interface IP
address.

| ab@ongKong> tel net 10.210.9.178
Trying 10.210.9.178. ..

Connected to 10.210.9. 178.

Escape character is '"]'.

Tokyo (ttypO)

login: |ab
Passwor d:

--- JUNCS 8.0R2.8 built 2006-09-29 09:22:36 UTC
| ab@okyo> ping count 4 192.168.25.1 source 10.14.9.1
PI NG 192. 168.25.1 (192.168.25.1): 56 data bytes

--- 192.168.25.1 ping statistics ---
4 packets transmtted, 0 packets received, 100% packet ul.0ss

Question: Does the ping succeed orifail? Why or why
not?

Answer: Theping fails. It is denied by the RPF filter
because the packet arrived on an interface other than
the active next hop to the source address.

Step 6.8

On your router,configure the unicast RPF check to consider all feasible paths. Commit the
configuration.

| ab@okyo> exit
Connectionycliosed by foreign host.

| ab@dongKong> confi gure
Ent eri ng confi gurati on node

[edit]
| ab@ongKong# edit routing-options forwarding-table

[edit routing-options forwarding-table]
| ab@ongKong# set uni cast-reverse-path feasible-paths
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[edit routing-options forwarding-tabl e]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

Step 6.9

Reference the management network diagram provided by your instructor. Use Telnet to access
your partner router’s f e- 0/ 0/ 0 management IP address. From your partner’s router, ping
your router’s directly connected Frame Relay interface. Source the ping from the | 00 interface
IP address.

| ab@ongKong> tel net 10.210.9.178
Trying 10.210.9.178. ..

Connected to 10.210.9. 178.

Escape character is '"]'.

Tokyo (ttypO)

login: lab
Passwor d:

--- JUNCS 8.0R2.8 built 2006-09-29 09:22:36 UIC

| ab@okyo> ping count 4 192.168.25.1 source 10.14.9.1

PI NG 192.168.25.1 (192.168.25.1): 56 data bytes

64 bytes from 192.168.25.1: icnp_seq=0 tth=63 tine=14.527
64 bytes from 192.168.25.1: icnp_seq=1l ttl =63 tine=20.218
64 bytes from 192. 168.25.1: icnp_seq=2 ttl=63 tine=40.216
64 bytes from 192. 168.25.1: icnp/seg=3 til=63 tine=20.478

CICICEE

--- 192.168.25.1 ping statistics ---
4 packets transmtted, 4 packets received, 0% packet |oss
round-trip m n/avg/ max/ st ddevi= 14.527/23. 860/ 40.216/9. 738 ns

Question: Does the ping succeed or fail? Why or why
not?

Answer: The ping succeeds. It is permitted by the RPF
filter because the packet arrived on an interface that is
the next hop to a feasible route to the source address.

Part 7: Protect the Router

In this part, you will protect the router with a stateless firewall filter applied to the | 00
interface.

Step 7.1

Configure a firewall filter that denies Telnet connections from your partner’s second loopback
IP address and permits all other traffic.
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| ab@okyo> exit
Connection closed by foreign host.

| ab@ongKong> confi gure
Entering configurati on node

[edit]

| ab@ongKong# edit firewall famly inet filter re-protect

[edit firewall famly inet filter re-protect]

| ab@ongKong# edit term deny-tel net-fronm Tokyo

[edit firewall famly inet filter re-protect term deny-tel net-from Tokyo]

| ab@ongKong# set from source-address 10.14.9. 254/ 32

[edit firewall family inet filter re-protect term deny-tel net-from Tokyo]

| ab@ongKong# set from protocol tcp

[edit firewall family inet filter re-protect
| ab@ongKong# set from destination-port 23

[edit firewall fanmily inet filter re-protect
| ab@ongKong# set then reject

[edit firewall family inet filter re-protect
| ab@ongKong# up 1 edit termpernmt-all

[edit firewall family inet filter re-protect
| ab@ongKong# set then accept

Step 7.2

Apply the firewall filter to:the)l 00 interface. Commit the configuration.

[edit firewal|l fam Ly inetofilter re-protect

term deny-telnet,-from Tokyo]

termdeny-tel net-from Tokyo]

termdeny-tel net-from Tokyo]

termpernmit-all]

termpermt-all]

| ab@ongKong# top editsinterfaces 100.0 famly inet

[edit interfaces Mo0 unit O famly inet]
| ab@ongKong# set fil.ter input re-protect

[edit interf.aces 400 unit O famly inet]
| ab@ongkeng# conmt and-quit

conmt conplete

Exiting configuration node

Step 7.3

Reference the management network diagram provided by your instructor. Use Telnet to access
your partner router’'s f e- 0/ 0/ 0 management IP address. Attempt to use Telnet to access your
router’s directly connected Frame Relay interface. Source the packets from your partner

router’s second loopback address.
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| ab@ongKong> tel net 10.210.9.178
Trying 10.210.9.178. ..

Connected to 10.210.9. 178.

Escape character is '"]'.

Tokyo (ttypO)

login: |ab
Passwor d:

--- JUNGCS 8.0R2.8 built 2006-09-29 09:22:36 UTC

| ab@okyo> tel net 192.168.25.1 source 10.14.9. 254

Trying 192.168.25.1. ..

telnet: connect to address 192.168.25.1: Connection refused
telnet: Unable to connect to renpte host

Question: Does the Telnet session connect
successfully? Why or why not?

Answer: No, it does not connect successfully because
the traffic was denied by the firewall filter applied to the
| 00. 0 interface:

Step 7.4

From your partner’s router, attempt to use Telnet to access your router’s directly connected
Frame Relay interface. Sourceithe packets from your partner router’s first loopback address.

| ab@okyo> tel net 192.168.25.1 . source 10.14.9.1
Trying 192.168.25.1. ..

Connected to 192. 168+25. 1.

Escape charactersis/ ' "

HongKong (ttyp0)

| ogin: |ab
Passwor d:

--- JUNGS 8/ 0R2.8 built 2006-09-29 09:22:36 UTC
| ab@longKong> exi t

Connection closed by foreign host.
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Question: Does the Telnet session connect
successfully? Why or why not?

Answer: Yes, it connects successfully because the
traffic was permitted by the firewall filter applied to the
| 00. 0 interface.

Step 7.5

Log out of your Telnet session to the partner router.

| ab@okyo> exit

Connection closed by foreign host.

| ab@ongKong>
@ Tell your instructor that you have completed Lab 1.
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Lab 2
BGP Configuration (Detailed)

Overview

This lab explores the configuration of BGP in the enterprise environment. It also explores the
interaction between BGP and IGPs. During this lab, your team will bexworking with a partner
team. You will begin the lab with a configuration that includes basi¢ system settings. You will
configure a virtual router on the Sydney router and establish internal OSPF connectivity
between your router, your partner team'’s router, and the virtual router on the Sydney router.
You will establish an IBGP session with your partnerteam’s.router and an EBGP session with
your ISP. You will configure your AS’s border routers to advertise a default router via OSPF when
they have working connectivity to an ISP. You willestablish primary/secondary inbound and
outbound routing policies.

This lab is available in two formats: a high-level format that is designed to make you think
through each step and a detailed formatithat offers step-by-step instructions complete with
sample output from most commands.

By completing this lab, you will performthe following tasks:

. Prepare'the routers.
. Establishiinternal connectivity.
. Configure IBGP sessions.

. Establish ISP connectivity.

. Configure intra-AS routing for BGP speakers.

. Configure intra-AS routing for non-BGP speakers.
. Establish a primary/secondary inbound routing policy.
. Establish a primary/secondary outbound routing policy.

This lab requires you to use the Sydney router for several purposes. You use it to view the
routing table of the ISPs, each of which is implemented as a virtual router on Sydney. You also
configure a virtual router for your own team to act as an internal router in your AS. Much of the
basic configuration of this virtual router (for example, assignhing the correct interfaces to your
routing instance) is completed for you and is also hidden from you. You must only perform the
additional configuration steps listed in these instructions.

This lab requires you to work closely with the partner team in your AS to coordinate changes to
your AS’s routing. You should work closely with them to simulate a real-life environment and to
make the lab successful.
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Key Commands

Key operational-mode commands used in this lab include the following:
pi ng
show confi guration
show route
show route adverti si ng-protocol
show rout e hidden
show route table
traceroute routing-instance

Part 1: Prepare the Routers

In this part, you will load a configuration file that includes basic system parameters. You will
also configure the loopback IP address, router ID, and autonomous system. You will also
configure the router to generate an aggregate route.

Step 1.1

Load the router configuration file located on the router.at/ var /home/ | ab/ aj r e/
| ab2-reset. conf.

[edit]
| ab@ongKong# | oad override /var/hone/l ab/ ajrellab2-reset. conf
| oad conplete

Step 1.2

View the configuration file.

[edit]
| ab@ongKong# show
version 8.0R2. 8;
system {
host - name HongKong;
root - aut henti cati on#{
encrypt ed- passwor d " $1$KI 99zCk6$MYFuBbpLf f u9t n2. sl 71 1"; ## SECRET- DATA
ssh-dsa ! ssh-dss
AAAAB3Nz aClk c SMAAACBAMY f P2bZy BXJ6PC7XXZ+MzEr | 831 6j ah5L4/
8Bsf P2hC7Ev Rf*NoX7Mybr t CX/ 9gUHIgChVuBCB+ERULMIgRv MbuGhC/
gs4Ux+4dBbf.BgKYYwgni sMBEoT25n7ql 8ybpl 2YZvHNznvOBh7kr 4kpYuQEpKvgs TdH
JI e4Ugnj v7DAAAAFQDZaqA6 QAgbVBO
zveal Cl'Dj 6p0dwAAAI Bli L+kr W Xi D8NPpY+wddWKEgaV3bnobz PC4eyx QKBUCOr 80Q6YBI VWKVBHX 9
el wBWZwj 0SF4hLKHznExnLer Vs MuTMA846RbQrSz62v Mok GML3HFonVWWe Qv W a0TDr 78+r OEgWF2KHB
S| xL511 m DWBGql 9hJf D/ Dr/
NKP97wW3LOWAAAI EAr SFkVWUBXbYyt QYEKxs| NOP1UQLERXB3GA0YwgFO484S| yKy YCf az+yNsaAJu2C
8UebDl R3G ey Nc QAKf 3i nCGBj QM LvZskuzZwr vl sz/ xt cxSoAh9axJcdUf STYMV
g+nD26JK1d i wor wp2nHOkUr Jxel 71 ReDp4egNkMdi 150= confi gurat or @Gerver 1. he"; ##
SECRET- DATA

}
I ogin {
user lab {
ui d 2000;
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cl ass super-user;
aut henti cation {
encrypt ed- password "$1$84J5Maes$cni 5Hrazbd/ | EHr/ 500Y30"; ##
SECRET- DATA
}
}
}

services {
ftp;
ssh;
tel net;
web- managenent {
http;
}

}
sysl og {
user * {
any emergency;
}

file messages {
any any;
aut hori zation info;
}
file interactive-comands {
i nteractive-comands any;

}
}
}
i nterfaces {
fe-0/0/0 {
description "MAMI | NTERFACE - DO NOT DELETE";
unit 0 {
fam ly inett{
address, 10. 210. 0. 177/ 28;
}
}
}
}
Step 1.3
Configure the loopback interface according to the “Lab 2: BGP Routing” diagram. Also,
configure this IP address to be the router ID.
[edit]

| ab@ongKong# edit interfaces |00

[edit interfaces |00]
| ab@ongKong# set unit O famly inet address 10.14.243.255/32

[edit interfaces |00]
| ab@ongKong# top edit routing-options

[edit routing-options]
| ab@ongKong# set router-id 10.14.243. 255
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Step 1.4

Configure the router’s autonomous system (AS) number according to the diagram.

[edit routing-options]
| ab@ongKong# set autonompus-system 65240

Step 1.5

Configure the router to generate an aggregate route, according to the following table:

Aggregate Routes

Router IP Address

Hong Kong | 10.14.240.0/22
Tokyo 10.14.240.0/22
London 10.14.244.0/22

Amsterdam | 10.14.244.0/22
Montreal 10.14.248.0/22
San Jose 10.14.248.0/22
Denver 10.14.252.0/22
Sao Paulo 10.14.252.0/22

[edit routing-options]
| ab@ongKong# set aggregate route, 10.142240.0/ 22

Part 2: Establish Internal Connectivity

Step 2.1

In this partyyou will'configure connectivity within your AS.

Configure your f e- 2/ 0/ 1 interface according to the diagram. You must enable 802.1q
tagging andconfigure the VLAN appropriately.

[edit routing-options]
| ab@HongKong#.top edit interfaces fe-2/0/1

[edit interfaces fe-2/0/1]
| ab@ongKong# set vl an-taggi ng

[edit interfaces fe-2/0/1]
| ab@ongKong# set unit 240 vlan-id 240

[edit interfaces fe-2/0/1]
| ab@ongKong# set unit 240 fanmily inet address 10.14.243.238/28
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Step 2.2

Configure OSPF on your router. Configure the loopback and f e- 2/ 0/ 1 interfaces to be in
Area 0. Commit your configuration.

[edit interfaces fe-2/0/1]
| ab@ongKong# top edit protocols ospf

[edit protocols ospf]
| ab@ongKong# set area O interface 100.0
| ab@ongKong# set area O interface fe-2/0/1.240

[edit protocols ospf]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

@ Wait for your partners to complete Step. 2.2 .before continuing.

Step 2.3
Verify your connectivity to your partner’s router by pinging its f e- 2/ 0/ 1 interface.

| ab@ongKong> ping 10.14. 243. 237

PI NG 10. 14. 243. 237 (10. 14.243.237): 56 data,bytes

64 bytes from 10. 14.243. 237: icnp_seq=0 ttl =64 tine=37.079
64 bytes from 10. 14. 243. 237: icnpfseq=1 ttl =64 tine=10.383
64 bytes from 10. 14. 243. 237: sincnp.seq=2 ttl =64 tine=10.370
64 bytes from 10. 14.243. 237: ichp_seq=3 ttl =64 tine=10.411
~C

--- 10.14.243. 237 ping statistics ---

4 packets transmtted, .4 packets received, 0% packet |oss
round-trip m n/avg/ max/ stddev = 10.370/17.061/37.079/11. 558 ns

Step 2.4

ns
ns
ns
ns

Reference the management network diagram provided by your instructor. Use Telnet to access
the Sydney router’s f e- 0/ 0/ O interface IP address. Together with your partner, configure
the Sydney virtual router assigned to your group. Log in to Sydney using the username

as NNNNN, where NNNNN is the AS number assigned to your group.

| ab@longKong> tel net 10.210.9.185
Tryi ngy10.-7210. 9. 185. ..

Connect'ed to 10.210. 9. 185.

Escape character is '"]'.

Sydney (ttyp2)

 ogi n: as65240
Passwor d:

--- JUNCS 8.0R2.8 built 2006-09-29 09:22:36 UTC
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NOTE: This router is divided into many virtual routers used by different
teans. Please only configure your own virtual router.

You nust use 'configure private' to configure this router.
as65240@ydney>

Step 2.5

On Sydney, configure the f e- 2/ 0/ 1 interface, using the VLAN ID as the unit number.

as65240@ydney> configure private
war ni ng: uncomitted changes will be discarded on exit
Entering configurati on node

[edit]
as65240@ydney# edit interfaces fe-2/0/1

[edit interfaces fe-2/0/1]
as65240@ydney# set unit 240 vlan-id 240

[edit interfaces fe-2/0/1]
as65240@ydney# set unit 240 fam ly inet address 10. 14.243.236/ 28

Step 2.6

On Sydney, configure the loopback interface, using the,same unit number as you did in
Step 2.5.

[edit interfaces fe-2/0/1]
as65240@ydney# top edit interfaces |00

[edit interfaces |00]
as65240@ydney# set unit 240 fanihy'inet address 10.14.243. 253/ 32

Step 2.7

On Sydney, configure®O@SPE in the routing instance assigned to your group. Configure the
loopback and«f e- 2/ 0/ 1interfaces to be in Area 0. Commit the configuration.

[edit interfaces | 00]
as65240@ydney# top ediit routing-instances group-a

[edit routing-instances group-a]
as65240@bydney# edit” protocol s ospf

[edit routing-instances group-a protocols ospf]
as65240@pydney# set area O interface fe-2/0/1.240

[edit routing-instances group-a protocols ospf]
as65240@ydney# set area 0 interface |00.240

[edit routing-instances group-a protocols ospf]
as65240@ydney# t op

[edit]
as65240@ydney# conmit and-quit
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Step 2.8
From your router, ping your group’s virtual router on Sydney.

| ab@ongKong> ping 10.14. 243. 236
PI NG 10. 14. 243. 236 (10. 14.243.236): 56 data bytes

64 bytes from 10. 14.243.236: icnp_seq=0 ttl =64 tine=15.097 ms
64 bytes from 10. 14. 243. 236: icnp_seq=1 ttl =64 tine=20.656 s
64 bytes from 10. 14.243.236: icnp_seq=2 ttl =64 tine=20.394 s
64 bytes from 10. 14.243.236: icnp_seq=3 ttl =64 tine=20.410 ns
"C
--- 10.14.243.236 ping statistics ---
4 packets transnitted, 4 packets received, 0% packet |oss
round-trip min/avg/ max/stddev = 15.097/19. 139/ 20. 656/ 2. 336 _ns
| ab@longKong> ping 10. 14. 243. 253
PI NG 10. 14. 243. 253 (10. 14.243.253): 56 data bytes
64 bytes from 10. 14.243. 253: icnp_seq=0 ttl =64 tine=37.987 s
64 bytes from 10. 14. 243. 253; icnp_seq=1 ttl =64 tine=20. 420/1s
64 bytes from 10. 14. 243. 253 icnp_seq=2 ttl =64 ti ne=20.385 ns
64 bytes from 10. 14. 243. 253 icnp_seq=3 ttl =64 tine=20:404 ns
~C
--- 10. 14.243. 253 ping statistics ---
4 packets transmtted, 4 packets received, (0% packet |oss
round-trip m n/avg/ max/stddev = 20. 385/ 24. 799/37. 987/ 7. 614 s
Step 2.9
On your router, verify that you have formed OSPF adjacencies with the two other routers in your
AS.

| ab@ongKong> show ospf nei.ghbor

Addr ess Interface State I D Pri  Dead
10. 14. 243. 236 fe-2/0/41.240 Ful | 10. 14. 243. 253 128 38
10. 14. 243. 237 fe-2/0[1.240 Ful | 10. 14. 243. 254 128 35

Part 3: Configure IBGP.Sessions

In this part, you will configure the IBGP session with your neighbor router and establish an
export policy for this session.

Step:3.1
Configure a group for IBGP sessions. In this group, configure an IBGP session with your
partners’ router. Use the loopback addresses as the session endpoints. Commit the
configuration and verify that the session is up.

[edit]

| ab@ongKong# edit protocols bgp

[edit protocols bgp]
| ab@ongKong# set group ibgp-peers type internal

[edit protocols bgp]
| ab@ongKong# edit group ibgp-peers
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[edit protocols bgp group ibgp-peers]
| ab@ongKong# set | ocal -address 10. 14. 243. 255

[edit protocols bgp group ibgp-peers]
| ab@ongKong# set nei ghbor 10.14.243. 254

[edit protocols bgp group ibgp-peers]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

| ab@ongKong> show bgp sumary
Groups: 1 Peers: 1 Down peers: O

Tabl e Tot Paths Act Paths Suppressed H story Damp State Pendi ng
inet.0 8 6 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Flaps lLast Up/Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

10. 14. 243. 254 65240 12 6 0 0 1:466/8/0

0/0/0

Step 3.2

Determine which routes, if any, the router is sending to its IBGP peer.

| ab@ongKong> show route adverti si ng-protocol bgp 10.14.243. 254

| ab@ongKong>

Question: Aré you sending any routes over the IBGP
session?2Why or why not?

Answer: No. The default BGP export policy accepts all
BGP routes and denies all other routes. Because we
have no other BGP routes, no routes match the default
BGP policy.

Step 3.3

Configure a policy called accept - aggr egat es that accepts aggregate routes created by the
router.

[edit]

| ab@ongKong# edit policy-options policy-statement accept-aggregates

[edit policy-options policy-statenent accept-aggregates]
| ab@ongKong# set term fromaggr from protocol aggregate

[edit policy-options policy-statenent accept-aggregates]
| ab@ongKong# set term fronmaggr then accept
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Step 3.4

Use the accept - aggr egat es policy as the export policy for the group of IBGP sessions.
Commit your configuration.

[edit policy-options policy-statenment accept-aggregates]
| ab@ongKong# top edit protocols bgp group ibgp-peers

[edit protocols bgp group ibgp-peers]
| ab@ongKong# set export accept-aggregates

[edit protocols bgp group ibgp-peers]
| ab@ongKong# conmit and-quit

conmit conplete

Exi ting configuration node

Step 3.5

Verify that the aggregate route is being advertised to your IBGP peer.
| ab@ongKong> show route adverti si ng-protocol bgp 40.14:243. 254

inet.0: 16 destinations, 18 routes (16 active, (0 holhddown, O hi dden)
Prefix Next hop MED Lcl pref AS path
* 10. 14. 240. 0/ 22 Sel f 100 I

Part 4: Establish ISP Connectivity

In this part, you will configure the interface that connects to the ISP, configure an EBGP session
to the ISP, and configure an export policy to control the routes the router will advertise to the
ISP over the EBGP session.

Step 4.1

Configure thesconnection to the ISP according to the “Lab 2: BGP Routing” diagram and the
following table. Use Cisco HDLC encapsulation. Commit the configuration.

IP.Addresses for ISP Connectivity

Router IP Address

Hong Kong | 172.17.39.2/30
Tokyo 172.17.55.2/30
London 172.17.39.6/30

Amsterdam | 172.17.55.6/30

Montreal 172.17.39.10/30
San Jose 172.17.55.10/30
Denver 172.17.39.14/30
Sao Paulo 172.17.55.14/30
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[edit]
| ab@ongKong# edit interfaces se-1/0/0

[edit interfaces se-1/0/0]
| ab@ongKong# set encapsul ation cisco-hdlc

[edit interfaces se-1/0/0]
| ab@ongKong# set unit O famly inet address 172.17.39.2/30

[edit interfaces se-1/0/0]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

Step 4.2

Ping the provider’s address to verify connectivity.

| ab@ongKong> ping 172.17.39.1

PING 172.17.39.1 (172.17.39.1): 56 data bytes

64 bytes from172.17.39.1: icnp_seq=0 ttl =64 time=6.404 ns
64 bytes from172.17.39.1: icnp_seq=1 ttl=64 tinme=10.430 s
64 bytes from 172.17.39.1: icnp_seq=2 ttl=64 tinme=10.360 ns
64 bytes from172.17.39.1: icnp_seq=3 ttl=64 ti me=25.070 ns
~C

--- 172.17.39.1 ping statistics ---

4 packets transmtted, 4 packets received, (0% packet |oss
round-trip mn/avg/ max/stddev = 6.404/13. 066/ 25.070/7.120 ns

Step 4.3

Configure a group for BGP séssions to:your ISPs. In this group, configure a BGP session to your
provider. Commit the configuration.

[edit]

| ab@ongKong# edit protocols. bgp

[edit protocols bgp]
| ab@ongKong# set group isp-peers type external

[edit protocol s “bgp]
| ab@ongKong# edi t',group i sp-peers

[edit protocols bgp group isp-peers]
| ab@ongKong#, set nei ghbor 172.17.39.1

[edit protoecols bgp group isp-peers]
| ab@ongKong# set peer-as 65010

[edit protocols bgp group isp-peers]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

Step 4.4

Determine which routes, if any, the router is sending to your ISP.
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| ab@ongKong> show bgp sumary
G oups: 2 Peers: 2 Down peers: O

Tabl e Tot Paths Act Pat hs Suppressed Hi story Danp State Pendi ng
inet.0 12 6 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Flaps Last Up/Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

172.17.39.1 65010 386 389 0 0 6 4/4/0

0/0/0

10. 14. 243. 254 65240 53 431 0 0 22:08 2/8/0

0/0/0

| ab@ongKong> show route advertising-protocol bgp 172.17.39.1

inet.0: 18 destinations, 24 routes (18 active, 0 hol ddown, “0 hi dden)

Prefix Next hop VED Lchpr ef AS path
* 172.17.24.0/21 Sel f 65030 65020 |
* 172.17.48.0/ 20 Sel f 65030 |

Question: Is the router sending.any#outesiover the
EBGP session? Why or why not?

Answer: The answerwill vary. The default BGP export
policysaccepts all BGProutes and denies all other
routes. If yourpartner router already established the
EBGP session to its ISP, you will receive and readvertise
the routes from the partner’s ISP, which is shown in the
previous capture. If the partner router did not yet
establish the EBGP session to its ISP, you will not
advertise any routes to your ISP. While your router is
receiving the aggregate from your partner via BGP, the
locally generated aggregate route is the active route for
that prefix. Recall that you can only export active routes
from the routing table.

Step 4.5
Create a prefix list called announce-t o- | SP that includes only your aggregate prefix.

[edit]
| ab@ongKong# edit policy-options

[edit policy-options]
| ab@ongKong# set prefix-list announce-to-1SP 10.14.240.0/22

Step 4.6

Create a policy called t 0- | SP that accepts the routes in the announce-t o- | SP prefix list.

[edit policy-options]
| ab@ongKong# edit policy-statenent to-ISP
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[edit policy-options policy-statenent to-ISP]
| ab@ongKong# set termaggr-only fromprefix-list announce-to-I|SP

[edit policy-options policy-statenent to-ISP]
| ab@ongKong# set term aggr-only then accept

Question: If the router stops generating the aggregate
route, will the t o- | SP policy accept the aggregate that
the router receives via IBGP?

Answer: Yes. The policy will accept any route that
matches the prefix exactly, regardless of source.

Step 4.7

Create a policy called r ej ect - al | that rejects all routes.

[edit policy-options policy-statenment reject-all]
| ab@ongKong# set termall then reject

Step 4.8

Apply a policy chain to control the routes exported to theISP group. The routes should be
processed by thet o- | SPand r ej ect - al l#"policies. Commit your configuration.

[edit protocols bgp group isp-peers]
| ab@ongKong# set export [ to-1SP reject-all 1

[edit protocols bgp group isp-peérs]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

Step 4.9

Determine which'routes, if any, the router is sending to your ISP.
| ab@ongKong> show routie adverti sing-protocol bgp 172.17.39.1
inet.0: 18 destinations, 26 routes (18 active, 0 hol ddown, O hidden)

Prefix Next hop VED Lcl pref AS path
* 10. 14. 240,0/22 Sel f I

Question: Is the router sending any routes over the
EBGP session? Why or why not?

Answer: Yes, the router is sending the aggregate, which
is accepted by the t 0- | SP policy.
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Part 5: Configure Intra-AS Routing for BGP Speakers

In this part, you will ensure that your IBGP peer router can use all the routes you advertise to it.

Step 5.1

Determine which routes, if any, the router is sending to its IBGP peer.

| ab@ongKong> show route adverti si ng-protocol bgp 10.14. 243. 254

inet.0: 18 destinations, 26 routes (18 active, 0 hol ddown, O hi dden)

Prefix Next hop VED Lcl pref AS pat h
* 10. 14. 240. 0/ 22 Sel f 100 |
* 10. 14. 244.0/ 22 172.17.39.1 100 65010 65244 |
* 10. 14. 248. 0/ 22 172.17.39.1 100 65010 65248 |
* 10. 14. 252. 0/ 22 172.17.39.1 100 65010 65252 |
* 172.17.24.0/21 172.17.39. 1 100 65010 65020 |
* 172.17.32.0/ 20 172.17.39.1 100 65010 |
Question: Is the router sending any routes over the IBGP
session? Record the routes.
Answer: Yes, the router is sending the routes it receives
from its EBGP peer.
Step 5.2

Logiin to your partner’s router. Determine which routes, if any, the router is receiving from its
IBGP peer.

llab@okyo> show route recei ve-protocol bgp 10.14.243. 255

i nety0: 18 destinations, 24 routes (18 active, 0 hol ddown, 1 hidden)

Prefix Next hop VED Lcl pref AS path

10. 14. 240. 0/ 22 10. 14. 243. 255 100 I

10. 14. 244. 0/ 22 172.17.39.1 100 65010 65244

10. 14. 248. 0/ 22 172.17.39.1 100 65010 65248

10. 14. 252. 0/ 22 172.17.39.1 100 65010 65252

172.17.24.0/ 21 172.17.39.1 100 65010 65020
__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)
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Question: Does your partner’s routing table include all
of the routes recorded in Step 5.1?

Answer: No, at least one of the routes should be hidden.
If your group partners activated their router’'s BGP
session to their ISP, only one of your routes should be
hidden. If your group partners did not yet activate the
router’s BGP session to the ISP, many of your routes
should be hidden.

Step 5.3

On your partner’s router, determine if any of the routes your router sentvitivia BGP are hidden
routes. If so, determine why they are hidden.

| ab@okyo> show route receive-protocol bgp 10.14.243. 255, hi dden

inet.0: 18 destinations, 24 routes (18 active, 0 hol ddown;, 1 hidden)

Prefix Next hop VED Lcl pref AS path

172.17.32.0/ 20 172.17.39.1 100 65010 |
__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)

| ab@okyo> show route 172.17. 32. 0hi dden ext ensi ve

inet.0: 18 destinations, 24 routes (18 active, 0 holddown, 1 hidden)
172.17.32.0/20 (2 entries, 1 announced)
TSI :
KRT in-kernel 172.17.32.0/20y->{172.17.55. 1}
St andby generator for «0.0.0.0/0
Page 0 idx 1 Type 1.val .8716eal
BGP Preference: 170/-101

Next hop type: Unusabl e

Next - hop reference count: 1

State: <H dden Int Ext>

I'nacti ve reason: Unusable path

Local AS: 65240 Peer AS: 65240

Age: 19: 35

Task: BGP_65240. 10. 14. 243. 255+1968

AS path: 65010 | Aggregator: 65010 172.17.32.1

Local pref: 100

Router |ID: 10.14.243.255

I ndirect next hops: 1

Protocol next hop: 172.17.39.1
I ndirect next hop: 0 -
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Question: Are there hidden routes? If so, why are they
hidden?

Answer: Yes, there are hidden routes. They are hidden
because the next-hop attribute of the BGP path
advertisement contains a next hop to which they do not
have a route. In the case of the provider’'s aggregate, if
the router installs this route, the route is recursive
because the best path to the next-hop IP address is the

route itself.
Step 5.4
On your router, create a policy called nhs to change the next-hop attribute of all BGP
announcements to the IP address your router is using as itsiendpoint of any BGP session.
[edit]

| ab@ongKong# edit policy-options policy-statenent inhs

[edit policy-options policy-statenent nhs]
| ab@ongKong# set termall-routes then next-hop self

[edit policy-options policy-statenent/ nhs]
| ab@ongKong# top edit protocols bgp group ibgp-peers

Step 5.5

Add the policy to the beginning,of the policy chain applied to the IBGP group. Commit the
configuration.

[edit protocols bgp group ibgp-peers]
| ab@ongKong# i nsert .export nhs before accept-aggregates

[edit protocols bgp ‘group ibgp-peers]
| ab@ongKong# comm t and-quit

conmit conplete

Exi ti ng confi guration node

Step 5.6

Determine which routes, if any, the router is sending to its IBGP peer.

I 'ab@ongKong> show route adverti sing-protocol bgp 10.14.243. 254

inet.0: 18 destinations, 25 routes (18 active, 0 hol ddown, O hidden)

Prefix Next hop VED Lcl pref AS path
* 10. 14. 240. 0/ 22 Sel f 100 I
* 10.14. 244.0/ 22 Sel f 100 65010 65244 |
* 10. 14. 248. 0/ 22 Sel f 100 65010 65248 |
* 10. 14. 252. 0/ 22 Sel f 100 65010 65252 |
* 172.17.24.0/ 21 Sel f 100 65010 65020 |
* 172.17.32.0/ 20 Sel f 100 65010 |
= @ BGP Configuration (Detailed) ¢ Lab 2-15



Advanced Juniper Networks Routing in the Enterprise

Question: Is the router sending the same routes you
recorded in Step 5.1? Record the routes.

Answer: Yes, the router should be sending the same
routes it was sending in Step 5.1. (However, if your
partners activated their session to their provider
between Steps 5.1 and 5.6 and began sendingyou
advertisements for paths through their ISP, itis possible
that your router might have begun to prefer those
routes. In that case, your router would send fewer
routes over the IBGP session.)

Step 5.7

Log in to your partner’s router. Determine which routes, if any, the router is receiving from its
IBGP peer.

| ab@okyo> show route receive-protocol (bgp 40.14. 243. 255

inet.0: 18 destinations, 24 rout'es (A8mactive, 0 hol ddown, O hi dden)

Prefix Next hop VED Lcl pref AS path

10. 14. 240. 0/ 22 10. 14. 243./255 100 I

10. 14. 244. 0/ 22 10.14. 243. 255 100 65010 65244

10. 14. 248. 0/ 22 10.744.243. 255 100 65010 65248

10. 14. 252. 0/ 22 10. 14. 243. 255 100 65010 65252

172.17.24.0/ 21 10714. 243. 255 100 65010 65020
* 172.17.32.0/ 20 10. 14. 243. 255 100 65010 |
__juniper_privatedl, .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)

Question: Does your partner’s routing table include all
of the routes recorded in Step 5.67?

Answer: Yes, it should include all these routes.

Step 5.8
On your partner’s router, determine if any of the routes your router sent it via BGP are hidden
routes. If so, determine why they are hidden.
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| ab@okyo> show route receive-protocol bgp 10.14.243. 255 hi dden

inet.0: 18 destinations, 24 routes (18 active, 0 hol ddown, O hi dden)

__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)

Question: Are there hidden routes? If so, why are they
hidden?

Answer: No, none of the routes your router sent it via
BGP should be hidden.

Part 6: Configure Intra-AS Routing for Non-BGP Speakers

In this part, you will configure your routers to advertise a default route via OSPF when they have
a working connection to their locally connectedidSP.

Step 6.1

Create a policy called mat ch- | SP-40ut es that accepts BGP routes that are received from
your directly connected ISP.

[edit]
| ab@ongKong# edit policy-options policy-statenment natch-ISP-routes

[edit policy-options policy-statenment natch-1SP-routes]
| ab@ongKong# set termfromisp from protocol bgp

[edit policy-optionsspelicy-statenent natch-1SP-routes]
| ab@ongKong# set termfromisp from nei ghbor 172.17.39.1

[edit policy-opti'ons policy-statenent natch-1SP-routes]
| ab@ongKong# seti,termfromisp then accept

[edit poldscy-0ptions policy-statenent natch-1SP-routes]
| ab@longKong# set termreject-all then reject

Step 6.2

Configure the router to generate a default route if (and only if) routes exist that match the
mat ch- 1 SP- r out es policy. The router should silently discard packets that match this route.
Commit the configuration

[edit policy-options policy-statenent natch-1SP-routes]
| ab@ongKong# top edit routing-options

[edit routing-options]
| ab@ongKong# set generate route 0/0 policy match-1SP-routes
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[edit routing-options]
| ab@ongKong# set generate route 0/0 discard

[edit routing-options]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

Question: What is the default policy for generated
routes? How does that affect the configuration in
Step 6.27?

Answer: The default policy is to accept all routes. To
complete Step 6.2, you must either usea,policy ora
policy chain that ends with a policy termthat rejects all
routes.

Step 6.3

Confirm that the router is generating a defaultroute:

| ab@ongKong> show route 0/0 exact

inet.0: 18 destinations, 19 routess (18 ‘active, 0 hol ddown, 0 hi dden)

+ = Active Route, - = Last Active, */= Both
0.0.0.0/0 *[ Aggr egat e/ 130] 203: 20: 44
D scard

[ OSPF/ 150] %01: 37: 57, netric 1, tag O
> to 40. 14, 243.237 via fe-2/0/1.240

[ BGP/ 170] /01: 04: 31, | ocal pref 100, from 10. 14.243. 254

AS pat h: |
>"to 10.14.243.237 via fe-2/0/1.240

Question: What protocol is listed as the route’s source?

Answer: The generated route is an aggregate route.

Step 6.4

Configure a policy called def aul t - t o- OSPF that matches the generated default route and

sets it to be a Type 1 external route with a metric of O.

[edit]
| ab@ongKong# edit policy-options policy-statenment default-to-OSPF

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# set termdefault-only from protocol aggregate
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[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# set termdefault-only fromroute-filter 0/0 exact

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# set termdefault-only then external type 1

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# set termdefault-only then netric 0O

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# set termdefault-only then accept

Question: What is significant about setting it to'be a
Type 1 external route?

Answer: When calculating the costof a Type 1 external
route, other routers inelude the cost of the path to the
router advertising the route."When calculating the cost
of a Type 2 external route; other routers only include the
cost of the Type 2 external route. Therefore, because
this is a Type Lexternal route, other routers choose to
use.the OSPF default route that is topologically closest
to'them.

Step 6.5

Configure the router to use the def aul t - t 0- OSPF policy to control exporting routes to OSPF.
Commit the configuration.

[edit policy-optionsypolicy-statenent default-to-OSPF]
| ab@ongKong# top edit protocols ospf

[edit protocols ospf]
| ab@ongKong#. set export default-to- OSPF

[ edi ty pret ocol s ospf]
llab@ongKong# conmit and-quit
conmt conplete

Exi tinng configurati on node

Question: What is the default policy for OSPF?

Answer: The default policy for OSPF is to deny all routes.
However, the router does propagate LSAs to keep a
consistent link-state database.
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Step 6.6

Log in to the Sydney router. Examine the routing table for your group’s virtual router.

as65240@ydney> show route 0/0 exact table group-a.inet.O

group-a.inet.0: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 150] 00:02:43, netric 1, tag O
to 10. 14.243.237 via fe-2/0/1.240

Question: Is it receiving and using the default route your
router is sending to it via OSPF?

Answer: Yes, it should be receiving and using the
default route.

Step 6.7

On your router, deactivate the BGP session to your ISP. Because this is the only session in the
ISP’s group, you must deactivate the entire group. Commit the configuration.

[edit]
| ab@ongKong# edit protocols bgp

[edit protocols bgp]
| ab@ongKong# deactivate group isp-peers

[edit protocols bgp]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

Step 6.8

Determine'if.your router is generating a default route.

| ab@ongKong> show route, 0/ 0 exact

inet.0: 18 destimatiyons, 21 routes (18 active, 0 hol ddown, 1 hidden)
+ = Active,Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 150] 01:54:25, netric 1, tag O
> to 10.14.243.237 via fe-2/0/1. 240
[BGP/170] 01:20:59, local pref 100, from 10. 14. 243. 254
AS path: |
> to 10.14.243.237 via fe-2/0/1. 240
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Question: Is your router generating a default route? Why
or why not?

Answer: No, it is not generating a default route.
Because the session to the ISP is down, no routes in the
routing table match the mat ch- | SP-r out es policy
that the router uses to determine if it should create a
default route.

Step 6.9
Log in to the Sydney router. Examine the routing table for your group’s virtual router.

as65240@ydney> show route 0/0 exact table group-a.inet.O

group-a.inet.0: 7 destinations, 7 routes (7 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 150] 00: 00: 08, gretric 1, tag O
> to 10.14.243.237 via fe-2/0/1.240

Question: Is your.virtual router receiving and using a
default route from your router?

Answer: No, it should not be receiving a default route
from your router. It might, however, still be receiving a
default route from your partner’s router if your partner
has not yet completed the previous step. This case is
shown in the capture.

Step 6.10

Activate the BGP session to your ISP that was deactivated in Step 6.7 and commit your
changes.

[ edi toprot ocol s bgp]
llab@longKong# activate group isp-peers

[ edi'ty protocol s bgp]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

@ Wait for your partners before proceeding. Coordinate the remaining
parts of the lab with your partners.
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Part 7: Establish Primary/Secondary Inbound Routing Policy

Step 7.1

[edit]

In this part, you will establish a primary/secondary inbound routing policy. You want all
inbound traffic to use the connection through ISP A when it is available. You never want
inbound traffic to use the connection through ISP C, unless the connection through ISP A is
unavailable.

Your ISPs have similar routing policies. They both assign customer routes a default local
preference value of 100 and assignh routes received from peers or upstream ISPs a local
preference value of 80. You can use the community values from the following tables to modify
the local-preference value of routes you send to your ISP.

Many of the steps in this section only require modifying one router. Work with yourpartners to
make the necessary modifications for your AS.

ISP A Communities

Community | Local Preference
65010:70 | 70

65010:80 | 80

65010:90 | 90

65010:100 | 100

65010:110 | 110

ISP C Communities

Community | Local Preference
65030:70+ | 70

65030:80+" | 80

65030:90 | 90

65030:100 | 100

65030:110 | 110

Begin by configuring a policy called pr epend-t hr ee-ti mes on the router connected to
ISP C. In the policy, configure the router to prepend your AS three times on all announcements.

| ab@okyo# edit policy-options policy-statenent prepend-three-tines

[edit policy-options policy-statenment prepend-three-tines]
| ab@okyo# set term prepend-3 then as-path-prepend "65240 65240 65240"
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Step 7.2

On the router connected to ISP C, apply the pr epend-t hr ee-t i nmes policy to the beginning
of the export policy chain in the BGP configuration for the ISP group. Commit the configuration.

[edit policy-options policy-statement prepend-three-times]
| ab@okyo# top edit protocols bgp group isp-peers

[edit protocols bgp group isp-peers]
| ab@okyo# insert export prepend-three-tinmes before to-ISP

[edit protocols bgp group isp-peers]
| ab@okyo# commit and-quit

commt conplete

Exi ting configuration node

Step 7.3

Log in to the Sydney router. You will use it as a route server in this part. Examine the routing
table for the i sp- ¢ virtual router.

as65240@ydney> show route table isp-c.inet.0 10.14.240.0/22 exact

isp-c.inet.0: 18 destinations, 19 routes (18w=actiwe, O hol ddown, O hidden)
+ = Active Route, - = Last Active, * = Both
10. 14. 240. 0/ 22 *[ BGP/ 170] 00: 00: 294, | ocal pref 100
AS pat h: 6524065240 65240 65240 |
> to 172.17.55.2 viasse-3/0/1.0
[ BGP/ 170] 00:/00:29, “Local pref 80
AS path:65020./65010 65240 |
> to ¥72. 17+25.5 via It-0/0/0. 12

Question: Does the AS path of your announcement
contain three extra copies of your AS?

Answer: Yes, it should contain three extra copies.

Question: Does ISP C router prefer the primary path (via
ISP A) or the secondary path (directly from your router)?
Why?

Answer: It prefers the secondary path because this
announcement has a higher local-preference value
than the primary path.

Step 7.4

On the router connected to ISP C, configure a community called i sp- ¢- 1 ocal pr ef - 70 with
value 65030:70.
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[edit]
| ab@okyo# edit policy-options

[edit policy-options]
| ab@okyo# set comunity isp-c-local pref-70 nenbers 65030: 70

Step 7.5

On the router connected to ISP C, configure a policy called set -i sp-c- | ocal pref that
sets the community you defined in the previous step for all routes.

[edit policy-options]
| ab@okyo# edit policy-statenent set-isp-c-Iocal pref

[edit policy-options policy-statenment set-isp-c-1ocal pref]
| ab@okyo# set term add-comm 70 then community add isp-c-Iocal pref-70

Step 7.6

On the router connected to ISP C, remove the pr epend- t hr ee- tii,mes_policy from the
export policy chain in the BGP configuration for the ISP group. Add the
set -i sp-c-1ocal pref policy to the beginning of the export palicy chain in the BGP
configuration for the ISP group. Commit the configuration.

[edit policy-options policy-statenent set-isp-c-localpref]

| ab@okyo# top edit protocols bgp group isp-peers

[edit protocols bgp group isp-peers]
| ab@okyo# del ete export prepend-three-tines

[edit protocols bgp group isp-peers]
| ab@okyo# insert export set-isp<c-|ocal pref before to-ISP

[edit protocols bgp group isp-peers]
| ab@okyo# conmit
commt conplete

Step 7.7

Log in to the:Sydney router. Examine the routing table for the i sp- ¢ virtual router.

as65240@sydney>‘ishow route table isp-c.inet.0 10.14.240.0/22 exact

i sp-c.inet.0: 18 destinations, 19 routes (18 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10. 14. 240. 0/'22 *[ BGP/ 170] 00: 10: 43, | ocal pref 80
AS pat h: 65020 65010 65240 |
> to 172.17.25.5 via 1t-0/0/0.12
[ BGP/170] 00:00: 26, |ocal pref 70
AS path: 65240 |
> to 172.17.55.2 via se-3/0/1.0
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Question: What local preference is assigned to your
announcement?

Answer: It is assigned a local-preference value of 70.

Question: Does ISP C router prefer the primary path
(through ISP A) or the secondary path (directly from your
router)? Why?

Answer: It prefers the primary path because this
announcement has a higher local-preference value
than the secondary path.

Step 7.8

Test failover by deactivating your AS’s BGP session to ISP,A. Commit the configuration.
[edit protocols bgp]
| ab@ongKong# deactivate group isp-peers

[edit protocols bgp]
| ab@ongKong# conmmi t
conmit conplete

Step 7.9

Log in to the Sydney router. Examine the routing table for the i sp-a, i sp-b,andi sp-c¢
virtual routers.

as65240@ydney> show route table isp-a.inet.0 10.14.240.0/22 exact

isp-a.inet.0: 18 destinations, 21 routes (18 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both
10. 14. 2400/ 22 *[ BGP/ 170] 00: 02: 27, | ocal pref 80
AS path: 65020 65030 65240 |
>to 172.17.25.1 via |It-0/0/0. 10

as65240@ydney> show route table isp-b.inet.0 10.14.240.0/ 22 exact

i sp-b.inet.0: 12 destinations, 15 routes (12 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10. 14. 240. 0/ 22 *[ BGP/ 170] 00: 01: 56, |ocal pref 100
AS path: 65030 65240 |
> to 172.17.25.6 via |It-0/0/0.13

as65240@ydney> show route table isp-c.inet.0 10.14.240.0/ 22 exact

isp-c.inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
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+ = Active Route, - = Last Active, * = Both

10. 14. 240. 0/ 22 *[ BGP/ 170] 00:03: 03, |ocal pref 70
AS path: 65240 |
> to 172.17.55.2 via se-3/0/1.0

Question: Are all the ISPs preferring the secondary
path? Why or why not?

Answer: Yes. That is the only available path.

Step 7.10

Test the failure recovery by activating your AS’s BGP session to ISP A.'Commit the
configuration.

[edit protocols bgp]
| ab@ongKong# activate group isp-peers

[edit protocols bgp]
| ab@ongKong# conmmi t
conmit conplete

Step 7.11

Log in to the Sydney router. Examine the'routingtable for the i sp-a, i sp-b,andi sp-c¢
virtual routers.

as65240@ydney> show route tabl e insp-a.inet.0 10.14.240.0/ 22 exact

isp-a.inet.0: 18 destinations, 22 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last _Actiwe, * = Both
10. 14. 240. 0/ 22 *['BGP/ 170]./00: 04: 28, | ocal pref 100
AS pat h: 65240 |
>to0 172.17.39.2 via se-3/0/0.0
[ BGP/ 170] 00:08: 06, |ocal pref 80
AS pat h: 65020 65030 65240 |
>to 172.17.25.1 via It-0/0/0.10

as65240@ydney> show route table isp-b.inet.0 10.14.240.0/ 22 exact

i sp-b.inety0: 12 destinations, 16 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10. 14. 240. 0/ 22 *[ BGP/ 170] 00: 05: 35, | ocal pref 100
AS pat h: 65030 65240 |
>to 172.17.25.6 via It-0/0/0.13
[ BGP/ 170] 00:01:57, |ocal pref 100
AS pat h: 65010 65240 |
>to 172.17.25.2 via 1t-0/0/0.11
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as65240@ydney> show route table isp-c.inet.0 10.14.240.0/22 exact

isp-c.inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10. 14. 240. 0/ 22 *[ BGP/ 170] 00: 06: 46, |ocal pref 70
AS path: 65240 |
> to 172.17.55.2 via se-3/0/1.0

Question: Are all the ISPs preferring the primary path?
Why or why not?

Answer: No. ISP B and ISP C prefer the secondary path.
ISP B prefers the secondary path because that is the
older route. ISP C prefers the secondarypath because
that is its only path to that prefix.

Step 7.12

On the router connected to ISP C, addithe pr epend-t hr ee-t i nes policy to the export
policy chain in the BGP configuration for the ISP group. Commit the configuration.

[edit protocols bgp group isp-peers]
| ab@okyo# insert export prepend-three-tines before to-ISP

[edit protocols bgp group i'sp-peers]
| ab@okyo# conmit
conmit conplete

Step 7.13

Log in tarthe'Sydney router. Examine the routing table for the i sp- ¢ virtual router.
as65240@ydney>-show route table isp-c.inet.0 10.14.240.0/22 exact

isp-c.inet.0O; 18 destinations, 19 routes (18 active, O holddown, O hidden)
+ = Active Route, - = Last Active, * = Both

10.14.240.0/ 22 *[ BGP/ 170] 00: 01: 13, | ocal pref 80
AS path: 65020 65010 65240 |
>to 172.17.25.5 via It-0/0/0. 12
[ BGP/ 170] 00:01: 13, local pref 70
AS path: 65240 65240 65240 65240 |
>to 172.17.55.2 via se-3/0/1.0
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Question: Does the AS path of your announcement
contain three extra copies of your AS?

Answer: Yes, it should contain three extra copies.

Question: What local preference is assigned to your
announcement?

Answer: It is assigned a local-preference value of 70.

Question: Does ISP C router prefer the primary path
(through ISP A) or the secondary path (directly from your
router)? Why?

Answer: It prefers the primary path’becauserthis
announcement has a higher local-preference value
than the secondary path.

Step 7.14

Test failover by deactivating your AS’s BGP session to ISP A. Commit the configuration.
[edit protocols bgp group isp-peers]
| ab@okyo# up

[edit protocols bgp]
| ab@okyo# deactivate group_i Sp-peers

[edit protocols bgp]
| ab@okyo# commit
conmit conplete

Step 7.15

Log in to the Sydney router. Examine the routing table for the i sp-a, i sp-b,andi sp-c¢
virtualrouters.

as65240@ydney> show route table isp-a.inet.0 10.14.240.0/ 22 exact

isp-a.inet.0: 18 destinations, 21 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10. 14. 240. 0/ 22 *[ BGP/ 170] 00:17:08, |ocal pref 100
AS pat h: 65240 |
> to 172.17.39.2 via se-3/0/0.0

as65240@ydney> show route table isp-b.inet.0 10.14.240.0/ 22 exact
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i sp-b.inet.0: 12 destinations, 15 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10. 14. 240. 0/ 22 *[BGP/ 170] 00: 17: 37, local pref 100
AS pat h: 65010 65240 |
>to 172.17.25.2 via 1t-0/0/0. 11

as65240@ydney> show route table isp-c.inet.0 10.14.240.0/ 22 exact

isp-c.inet.0: 18 destinations, 18 routes (18 active, 0 holddown, 0 hidden)
+ =

Active Route, - = Last Active, * = Both
10. 14. 240. 0/ 22 *[BGP/ 170] 00: 03:51, |ocal pref 80
AS pat h: 65020 65010 65240 |
> to 172.17.25.5 via 1t-0/0/0.12
Question: Are all the ISPs preferring the secondary
path? Why or why not?
Answer: Yes. That is the only available path.
Step 7.16

Test the failure recovery by activating your AS’s BGP session to ISP A. Commit the
configuration.

[edit protocols bgp]
| ab@okyo# activate group isp-peers

[edit protocols bgp]
| ab@okyo# conmit
conmit conplete

Step 7.17

Log in to the Sydney router. Examine the routing table for the i sp-a, i sp-b,andi sp-c¢
virtual routers.

as65240@ydney> show route table isp-a.inet.0 10.14.240.0/ 22 exact

i spwa.ihet.0: 18 destinations, 21 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10.:14. 240. 0/ 22 *[ BGP/ 170] 00:19: 35, |ocal pref 100
AS pat h: 65240 |
> to 172.17.39.2 via se-3/0/0.0

as65240@ydney> show route table isp-b.inet.0 10.14.240.0/ 22 exact

isp-b.inet.0: 12 destinations, 15 routes (12 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

10. 14. 240. 0/ 22 *[ BGP/ 170] 00: 20: 38, |ocal pref 100
AS pat h: 65010 65240 |
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>to 172.17.25.2 via |t-0/0/0. 11

as65240@ydney> show route table isp-c.inet.0 10.14.240.0/ 22 exact

isp-c.inet.0: 18 destinations, 19 routes (18 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both
10. 14. 240. 0/ 22 *[ BGP/ 170] 00:07: 10, |ocal pref 80
AS pat h: 65020 65010 65240 |
>to 172.17.25.5 via 1t-0/0/0.12
[ BGP/ 170] 00:02: 22, local pref 70
AS pat h: 65240 65240 65240 65240 |
> to 172.17.55.2 via se-3/0/1.0

Question: Are all the ISPs preferring the primary path?
Why or why not?

Answer: Yes. During the failure recovery, ISP B preferred
the primary path because it has a shorter AS path
length. Now, ISP B prefers'the primary path because it
is only receiving an announcement for the primary path.
ISP C prefers the primary path because this
announcement.has a‘higher local-preference value
than the secondary path.

Part 8: Establish Primary/Secondary Outbound Routing Policy

In this part, you will establish a primary/secondary outbound routing policy. You want all
outbound traffic to use.the connection through ISP A when it is available. You do not want
outbound traffic to use the connection through ISP C, unless the connection through ISP A is
unavailable. You also want traffic within your AS to follow the shortest path to ISP A. Thus,
routers within the AS should always choose the OSPF default route advertised by the router
directly connected to ISP A when ISP A is available.

Many of the steps in this part will only require modifying one router. Work with your partners to
make'the necessary modifications for your AS.

Step 8.1
Modify the def aul t - t 0- OSPF policy so that the router advertises the default route as an
external Type 2 announcement with a metric of 1 on the router attached to ISP A and a metric
of 100 on the router attached to ISP C. Commit the configuration.

[edit]

| ab@ongKong# edit policy-options policy-statenment default-to-OSPF

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# set termdefault-only then external type 2
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[edit policy-options policy-statenent default-to-OSPF]
| ab@dongKong# set termdefault-only then metric 1

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# commit
conmit conplete

Step 8.2

Log in to the Sydney router. Examine the OSPF database for your group’s virtual router.

as65240@ydney> show ospf dat abase extensive instance group-a

OSPF link state database, Area 0.0.0.0
Type ID Adv Rtr Seq Age OptusCksum Len
Router *10.14. 243. 253 10. 14. 243. 253 0x80000009 2808, 0x22 0x208 48
bits 0x0, link count 2
id 10.14.243.237, data 10.14.243.236, Type Transit ¢ 2)
TOS count 0, TOS O netric 1
id 10.14.243. 253, data 255. 255. 255. 255, Type Stub(3)
TOS count 0, TOS O nmetric O
Gen tinmer 00:03:11
Aging tinmer 00:13:11
Install ed 00:46: 48 ago, expires in 00: 13:12, sent 00:46:46 ago
Last changed 02: 37: 00 ago, Change count:, 3, Qurs
Rout er 10. 14. 243. 254 10. 14. 243. 254 0x80000019 321 0x22 Oxfbf7 48
bits 0x2, link count 2
id 10.14.243.237, data 10.14.243. 237, .Jype Transit (2)
TOS count 0, TOS O netric 4
id 10.14.243. 254, data 255. 255. 255. 255, Type Stub (3)
TOS count 0, TOS O netric 0
Agi ng tiner 00:54: 39
Install ed 00: 05: 18 ago, expires in 00:54:39
Last changed 02: 37::10 ago, Change count: 1
Rout er 10. 14. 243. 255 10. 14. 243. 255 0x80000017 564 0x22 0x14dd 48
bits 0x2, limk count 2
id 10.14.243.287, data 10.14.243.238, Type Transit (2)
TOS count 0, TGS O netric 1
id 10.14.243. 255, data 255. 255. 255. 255, Type Stub (3)
TOS count 0, .TOS O netric O
Agi ng' tinmer 00:50: 36
I nst.al'hed/ 00: 09: 21 ago, expires in 00:50: 36
kast changed 01:07: 13 ago, Change count: 2
Netiwor k ~ 10. 14. 243. 237 10. 14. 243. 254 0x8000000d 784 0x22 Ox1lcf6 36
mask 255. 255. 255. 240
attached router 10.14.243. 254
attached router 10.14.243. 253
attached router 10.14.243.255
Agi ng tiner 00:46:55
Install ed 00:13: 01 ago, expires in 00:46:56
Last changed 02:37: 04 ago, Change count: 2
OSPF AS SCOPE |ink state database

Type I D Adv Rtr Seq Age Opt Cksum Len
Extern 0.0.0.0 10. 14. 243. 254 0x80000002 321 0x22 Ox7ac7 36
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mask 0.0.0.0
Type 2, TOS 0x0, netric 100, fwd addr 0.0.0.0, tag 0.0.0.0
Aging tiner 00:54:39
Install ed 00: 05: 20 ago, expires in 00:54: 39
Last changed 00: 05: 20 ago, Change count: 2
Extern 0.0.0.0 10. 14. 243. 255 0x80000002 564 0x22 0x9212 36
mask 0.0.0.0
Type 2, TOS 0x0, netric 1, fwd addr 0.0.0.0, tag 0.0.0.0
Aging tiner 00:50: 36
Install ed 00:09: 23 ago, expires in 00:50: 36
Last changed 00: 09: 23 ago, Change count: 2

as65240@ydney> show route 0/0 exact table group-a.inet.0

group-a.inet.0: 7 destinations, 7 routes (7 active, O hol ddown,“,0 hi dden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 150] 00:06:53, netric 1, tag O
> to 10.14.243.238 via fe-2/0/1. 240

Question: Is the virtual router receiving the default
routes with the correct metrics?

Answer: Yes, it should be receiving two external Type 2
announcements for.the default route, one from each
router. It should use the default route it is receiving from
the routerattached to ISP A.

Step 8.3

On the router attached toISP A, create a policy called | ocal pr ef 150 that matches all routes
and sets a local-preference value of 150.

[edit policy-options policy-statenent default-to-OSPF]
| ab@ongKong# up

[edit policy-options]
| ab@ongKong# edit policy-statenent |ocal pref150

[edit poOlisey-options policy-statenment |ocal pref150]
| ab@ongKong# set termall then | ocal-preference 150

Step 8.4

Configure the router attached to ISP A to use the | ocal pr ef 150 policy as the import policy
for the ISP group. Commit the configuration.

[edit policy-options policy-statenment |ocal pref150]
| ab@ongKong# top edit protocols bgp group isp-peers

[edit protocols bgp group isp-peers]
| ab@ongKong# set inport |ocal pref150

Lab 2-32 ¢ BGP Configuration (Detailed) - |




Advanced Juniper Networks Routing in the Enterprise

[edit protocols bgp group isp-peers]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

Step 8.5
Examine the routing tables on both routers.

| ab@ongKong> show route 172.17.48.0/20

inet.0: 18 destinations, 19 routes (18 active, 0 hol ddown, O hi dden)
+ = Active Route, - = Last Active, * = Both

172.17.48.0/ 20 *[ BGP/ 170] 00:39:12, |ocal pref 150
AS pat h: 65010 65020 65030 |
>to 172.17.39.1 via se-1/0/0.0

| ab@okyo> show route 172.17.48.0/20

inet.0: 18 destinations, 27 routes (18 active, (0 holddown, 1 hidden)
+ = Active Route, - = Last Active, * = Both

172.17.48.0/ 20 *[ BGP/ 170] 00: 02: 26, Ical pref 150, from 10.14.243. 255
AS pat h: 65010 65020, 65030 I
> to 10.14.243.238 viia fe-2/0/1.240
[ BGP/ 170] 00: 20: 50, local pref 100
AS path: 65030
> to 172¢17.5501 via se-1/0/1.0

172.17.55.0/ 30 *[Direct/0]/03: 24: 15
> via se<1/0/1.0
172.17.55. 2/ 32 *[ Local / 0]03: 24: 19

lkkocal via se-1/0/1.0

Question: What path do the routers prefer to ISP C’s
aggregate (172.17.48.0/20)? Why?

Answer: Both routers should prefer the path through
ISP A because this path has the highest
local-preference value.

Step 8.6

Log in to the Sydney router. From your group’s virtual router, trace the route to 172.17.48.1,
which is an IP address on ISP C’s network.
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as65240@ydney> traceroute 172.17.48.1 routing-instance group-a
traceroute to 172.17.48.1 (172.17.48.1), 30 hops nax, 40 byte packets
1 10.14.243.238 (10.14.243.238) 7.267 ns 11.451 ns 9.930 ns

2 172.17.39.1 (172.17.39.1) 18.888 ns 19.987 ns 9.913 ns

3 172.17.25.1 (172.17.25.1) 19.700 ns 9.363 ms 39.809 ns

4 172.17.48.1 (172.17.48.1) 9.883 ns 39.272 ns 9.944 ns

Question: Does this traceroute follow the primary path
or the secondary path?

Answer: The traceroute should follow the primary path.

Step 8.7
Test failover by deactivating your AS’s BGP session to ISP A. Commit the configuration.

[edit]
| ab@ongKong# edit protocols bgp

[edit protocols bgp]
| ab@ongKong# deactivate group isp-peers

[edit protocols bgp]
| ab@ongKong# conmi t
conmit conplete

Step 8.8

Log in to the Sydney router. From your virtUal router, trace the route to 172.17.48.1, which is
an IP address on ISP C’s network:

as65240@ydney> traceroute 172.17.48.1 routing-instance group-a
traceroute to 172.17.48.1 (172.17.48.1), 30 hops nax, 40 byte packets
1 10.14.243.237 (10.14.248:;237) 7.310 ns 8.828 ms 9.807 ns
2 172.17.48.1 (172.17.48.1)  9.900 ns 18.248 ms 20.963 ns

Question: Does this traceroute follow the primary path
or the secondary path?

Answer: The traceroute should follow the secondary
path.

Step 8.9

Test the failure recovery by activating your AS’s BGP session to ISP A. Commit the
configuration.

[edit protocols bgp]
| ab@ongKong# activate group isp-peers

[edit protocols bgp]
| ab@ongKong# commi t
conmit conplete
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Step 8.10

Log in to the Sydney router. From your group’s virtual router, trace the route to 172.17.48.1,
which is an IP address on ISP C’s network.

as65240@ydney> traceroute 172.17.48.1 routing-instance group-a
traceroute to 172.17.48.1 (172.17.48.1), 30 hops max, 40 byte packets

1 10.14.243.238 (10.14.243.238) 7.085 ms 8.643 ns 10.101 ns
2 172.17.39.1 (172.17.39.1) 4.915 ns 13.972 ns 19.941 ns
3 172.17.25.1 (172.17.25.1) 20.235 ms 2.531 ns 17.029 ns
4 172.17.48.1 (172.17.48.1) 19.205 ms 11.680 ns 29.264 ns
Question: Does this traceroute follow the primary path
or the secondary path?
Answer: The traceroute should follow the primary path.
@ Tell your instructor that you have completed Lab 2.
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Lab 3

IGP Conversion (Detailed)

Overview
This lab demonstrates a successful IGP transition from RIP to OSPF using the overlay method.
It is available in two formats: a high-level format that is designed;to make you think through
each step and a detailed format that offers step-by-step instructions complete with sample
output from most commands.
By completing this lab, you will perform the following tasks:
. Prepare the routers.
. Configure RIP.
. Prepare for the overlay transition.
. Deactivate RIP.
. Perform additional:QSPF.configuration.
Note
This lab is designed to simulate an actual IGP
transition in which changes are coordinated
throughout a network. Be aware that you must
coordinate your changes closely with the other
teams to ensure the success of the lab.
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Key Commands

Key operational-mode commands used in this lab include the following:

pi ng
show route

Part 1: Prepare the Routers

In this lab part, you will prepare the routers for the lab.
Step 1.1

Load the router configuration file located on the router at/ var / horre/ I'ab/ aj, r e/
| ab3-reset. conf.

| ab@anJose> configure
Entering configurati on node

[edit]
| ab@anJose# | oad override ajre/l ab3-reset. conf
| oad conplete

Step 1.2

View the configuration file.

[edit]
| ab@anJose# show
version 8.0R2. 8;
system {
host - name SanJose;
root - aut hentication {
encrypt ed- password " $18KI 99zCk6$SMYFuBbpLf f u9t n2. sl 71 1"; ## SECRET- DATA
ssh-dsa "ssh-dss
AAAAB3Nz aClkc 3MAAACBAMY f P2bZyBXJ6PC7XXZ+MeEr | 8J1 6j ah5L4/
BBsf P2hC7EvRf NoX7Mjbr t.€X/ 9gUHIgChVuBCB+ERULMIgRv MbuGhC/
gs4Ux+4dBbf BgKYYwgni sMBEoT25n7ql 8ybpl 2YZvHNznvOBh7kr 4kpYuQEpKvgs TdH
JI e4Ugnj v7DAAAAFQDZaqAG6QAgbVBOY
zvealCl Dj 6p0dwAAARBLI L+kr W Xi D8NPpY+wddWKEgaV3bnobz PC4ey x QKBUCOr 80Q6YBI VWKVBHXx 9
el wBWZwj 0SF4hLkKHznExnLer Vs MuTMA846RbQrSz 62v Mok GML3HFonV\e Qv W a0TDr 78+r OEgWF2KHB
Sl xL511 m DWBGgl 9hJf DY Dr/
NKP97wW3L OWAAAl EAF3FkVWIBXbYyt QYEKxs| NOP1UQLERXB3GA0YwWgFO484S| yKy YCf az+yNsaAJu2C
8UebDl R3G eyNcQAKS 3i nCGBj QM LvZskuzZwr vl sz/ xt cxSoAh9axJcdUf STYMV
g+nD26JK1C i wor wp2nHOkUr Jxel 71 ReDp4egNkMdi 150= confi gurat or @Gerver 1. he"; ##
SECRET- DATA

}
l ogin {
user lab {
ui d 2000;
cl ass super-user;
aut henti cation {
encrypt ed- password "$1$84J5Maes$cni 5Hrazbd/ | EHr/ 500Y30"; ##
SECRET- DATA
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}
}
}
services {
ftp;
ssh;
t el net;
web- managenent {
http;
}
}
sysl og {
user * {
any energency;
}
file messages {
any any;
aut hori zati on i nfo;
}
file interactive-comands {
i nteractive-comands any;
}
}
}
i nterfaces {
fe-0/0/0 {
descri ption "MAMI | NTERFACE, - '\DO/NOT DELETE";
unit 0 {
famly inet {
address 10.210:0..182/ 28;
}
}
}
fe-0/0/1 {
unit 0 {
fam |y i net<{
address 10. 14. 8.5/ 30;
}
}
}
se-1/0/0 {
serd al -options {
cl ocki ng- node i nternal
}
unit 0 {
famly inet {
address 10. 14. 8. 13/ 30;
}
}
}
fe-2/0/0 {
unit 0 {

famly inet {
address 10. 14.8. 1/ 30;
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}
}
}
fe-2/0/1 {
vl an-t aggi ng;
unit 16 {
vlan-id 16;
famly inet {
address 172.17. 38. 20/ 29;
}
}
}
| 00 {
unit 0 {
famly inet {
address 192. 168. 25. 6/ 32;
}
}
}
}
routing-options {
static {
route 0.0.0.0/0 next-hop 172.17.38.17,
}
}
Step 1.3
Commit your changes.
[edit]

| ab@anJose# commit

Part 2: Configure RIP

In this part, youwill configure RIP to distribute complete internal routing information.

Step 2.1
Configure a RIP group called peer - r out er s. Using the “Lab 3a: IGP Conversion” diagram,
configure your router to accept RIP updates on interfaces that attach to other routers within
your internal network, and configure those interfaces to be part of this group.

[edit]

| ab@anJose# edit protocols rip group peer-routers

[edit protocols rip group peer-routers]
| ab@anJose# set nei ghbor se-1/0/0.0

[edit protocols rip group peer-routers]
| ab@anJose# set nei ghbor fe-2/0/0.0

[edit protocols rip group peer-routers]
| ab@anJose# set nei ghbor fe-0/0/1.0
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Step 2.2

Configure a policy called r i p- expor t - pol i cy, which you will use to control the routes that
are exported via RIP. This policy should export all RIP routes and all directly connected subnets
except the subnet assigned to the f e- 0/ 0/ 0. 0O interface. On the SanJose and Mont r eal
routers, it should also export the default static route to the ISP.

[edit protocols rip group peer-routers]

| ab@anJose# top edit policy-options policy-statenent rip-export-policy

[edit policy-options policy-statenment rip-export-policy]
| ab@anJose# set termdeny-fe-0-0-0 frominterface fe-0/0/0.0

[edit policy-options policy-statenent rip-export-policy]

| ab@anJose# set termdeny-fe-0-0-0 then reject

[edit policy-options policy-statenent rip-export-policy]

| ab@anJose# set termrip-direct-out from protocol

[ difrectorip ]

[edit policy-options policy-statenent rip-export-policy]

| ab@anJose# set termrip-direct-out then accept

[edit policy-options policy-statenent rip-export=policy]

| ab@anJose# set termdef-stat-out fromroute-filter

0.0.0.0/0 exact

[edit policy-options policy-statenment «miyp-export-policy]

| ab@anJose# set term def-stat-out feom protocol

static

[edit policy-options policy-statenentdrip-export-policy]

| ab@anJose# set term def-stat-outthen accept

[edit policy-options policy-statenent rip-export-policy]

| ab@anJose# show

term deny-fe-0-0-0 {
frominterface fe-0/0/0. 0;
then rejecty

}

termrip-direct=out {
fromprotocoly[ direct rip ];
t hen accept;

}
termudef-stat-out {
from¥
protocol static;
route-filter 0.0.0.0/0 exact;
}
t hen accept;
}
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Question: What is the default export policy for RIP? How
does that change the way you write this policy?

Answer: The default export policy for RIP rejects all
routes. Therefore, your export policy must explicitly
allow any routes (including other RIP routes) that you
want the router to send to RIP neighbors.

Step 2.3

Configure the router to use the ri p- export - pol i cy as the export policy for the RIP group

peer-routers.
[edit policy-options policy-statenent rip-export-policy]
| ab@anJose# top edit protocols rip group peer-routers

[edit protocols rip group peer-routers]
| ab@anJose# set export rip-export-policy

Step 2.4

Commit your changes and verify that you are sending infermation via RIP.

[edit protocols rip group peer-routers]
| ab@anJose# commt and-quit

conmit conplete

Exiting configuration node

| ab@anJose> show route advertising-protocol rip 10.14.8.1

inet.0: 13 destinations, 13 routes (13 active, 0 holddown, O hidden)

+ = Active Route, - = Last _Actiwe, * = Both
0.0.0.0/0 *['Statie/5] 02:39:13

> to 172.17.38.17 via fe-2/0/1.16
10. 14.8.4/30 *[ Disrect/ 0] 02:39:13

> via fe-0/0/1.0
10. 14.8.12/30 *[Direct/0] 02:39:08

> via se-1/0/0.0
172.17. 38. 16/ 29 *[Direct/0] 02:39:13
> via fe-2/0/1.16
192. 168.°25. 6/ 32 *[Direct/0] 02:39:13
> via lo0.0

Step 2.5

Monitor the RIP routes you are receiving. Once all teams complete their RIP configuration, you

should have complete internal routing information.

| ab@anJose> show route

inet.0: 32 destinations, 33 routes (32 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both
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0.0.0.0/0 *[Static/5] 00:16: 47
> to 172.17.38.17 via fe-2/0/1.16
[ RIP/100] 00:02:05, netric 2, tag O
>to 10.14.8.2 via fe-2/0/0.0

10. 14.8.0/30 *[Direct/0] 00:16:47
> via fe-2/0/0.0
10.14.8.1/32 *[ Local /0] 00: 16: 47
Local via fe-2/0/0.0
10. 14. 8.4/ 30 *[Direct/0] 00:16:47
> via fe-0/0/1.0
10. 14.8.5/32 *[ Local /0] 00: 16: 47
Local via fe-0/0/1.0
10. 14.8.8/30 *[ RI P/ 100] 00:06:32, netric 2, tag O

>1to0 10.14.8.6 via fe-0/0/1.0
to 10.14.8.2 via fe-2/0/0.0

10. 14.8. 12/ 30 *[Direct/0] 00:06: 33
> via se-1/0/0.0

10. 14. 8. 13/ 32 *[ Local /0] 00:16: 47

Local via se-1/0/0.0

10. 14. 8. 16/ 30 *[ RI P/ 100] 00:06:30, netric(2, tag O
>1t0 10.14.8.2 via fe-2/0,0.0

10. 14. 8. 20/ 30 *[ RI P/ 100] 00:06: 25, netric 2, tag O
>1t0 10.14.8.6 via fe-0/0/1.0

10. 14. 8. 24/ 30 *[RI P/ 100] 00:06: 33, . netric 2, tag O
> to0 10.14.8.14 via se-1/0/0.0

10. 14. 8. 28/ 30 *[ RI P/ 100] 00:06:30, netric 3, tag O
> to0 10.14.8./2 via fe-2/0/0.0

10. 14.9. 0/ 27 *[ RI P/ 100] 00:06: 26, netric 3, tag O
> to 10.14¢8.14 via se-1/0/0.0

10. 14. 9. 64/ 27 *[ RI P/ 100] 00: 06: 33, netric 2, tag O
> t0,10.14,8.14 via se-1/0/0.0

10. 14.10. 0/ 26 *[ RIP/ 100] 00: 06: 25, netric 3, tag O
>71,010.14.8.6 via fe-0/0/1.0

10. 14. 10. 64/ 27 *[ RIP/100] 00:06:32, netric 2, tag O
>ut0 10.14.8.6 via fe-0/0/1.0

10. 14.11. 0/ 27 *[ RI P/ 100] 00:06:30, netric 4, tag O
>1t0 10.14.8.2 via fe-2/0/0.0

10. 14. 11. 64127 *[RI P/ 100] 00:06:30, netric 3, tag O

>to 10.14.8.2 via fe-2/0/0.0
10. 210.0. 176/ 28 *[Direct/0] 00:22:25
> via fe-0/0/0.0
10.721.0..0. 182/ 32 *[ Local /0] 00:22: 27
Local via fe-0/0/0.0
172.%7. 37. 16/ 29 *[RI P/ 100] 00:02:05, netric 2, tag O
>to 10.14.8.2 via fe-2/0/0.0
172.17.38. 16/ 29 *[Direct/0] 00:16:47
> via fe-2/0/1.16
172.17. 38. 20/ 32 *[ Local /0] 00: 16: 47
Local via fe-2/0/1.16
192. 168. 25. 1/ 32 *[RI P/ 100] 00:06:33, netric 2, tag O
> to 10.14.8.14 via se-1/0/0.0
192. 168. 25. 2/ 32 *[RI P/ 100] 00:06:26, netric 3, tag O
> to 10.14.8.14 via se-1/0/0.0
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192. 168. 25. 3/ 32 *[ RI P/ 100] 00:06:30, netric 4, tag O
>to 10.14.8.2 via fe-2/0/0.0

192. 168. 25. 4/ 32 *[ RI P/ 100] 00:06:30, netric 3, tag O
>to0 10.14.8.2 via fe-2/0/0.0

192. 168. 25. 5/ 32 *[ RI P/ 100] 00:06:30, netric 2, tag O
>to0 10.14.8.2 via fe-2/0/0.0

192. 168. 25. 6/ 32 *[Direct/0] 00:16:47
> via lo0.0

192. 168. 25. 7/ 32 *[ RI P/ 100] 00:06:32, netric 2, tag O
>to0 10.14.8.6 via fe-0/0/1.0

192. 168. 25. 8/ 32 *[ RI P/ 100] 00:06:25, netric 3, tag O
>to0 10.14.8.6 via fe-0/0/1.0

224.0.0.9/32 *[ RI P/ 100] 00:11:49, netric 1
Mul ti Recv

__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, Oyholiddown, O
hi dden)
+ = Active Route, - = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 00:23:02

> via | 00.16385
10. 0. 0. 16/ 32 *[Direct/0] 00:23:02

> via | 00. 16385
@ Wait until all teams have completed this part before continuing.

Part 3: Prepare for the Overlay Transition

We will now begin the overlay transition by assigning RIP a more preferred route preference
value than OSPF andsby.configuring OSPF.

Step 3.1

Configure RIPto use a better route preference than OSPF. In this case, configure RIP to use a
routespreference of 7. Commit the configuration.

| ab@anJose> configure
Enteri ng confjiguration node

[edit]
| ab@anJose# set protocols rip group peer-routers preference 7

[edit]
| ab@anJose# commit
commt conplete

Step 3.2

Confirm that RIP routes are now assigned the new route preference.
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[edit]
| ab@anJose# run show route protocol rip

inet.0: 32 destinations, 33 routes (32 active, 0 hol ddown, O hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 [RIP/7] 00:50:45, nmetric 2, tag O
> to 10.14.8.2 via fe-2/0/0.0

10. 14. 8.8/ 30 *[RIP/7] 00:55:12, netric 2, tag O

> to 10.14.8.6 via fe-0/0/1.0
to 10.14.8.2 via fe-2/0/0.0

10. 14. 8. 16/ 30 *[RIP/7] 00:55:10, netric 2, tag O
> to 10.14.8.2 via fe-2/0/0.0

10. 14. 8. 20/ 30 *[RIP/7] 00:55:05, netric 2, tag O
>1t0 10.14.8.6 via fe-0/0/1.0

10. 14. 8. 24/ 30 *[RIP/7] 00:08:16, netric 4, tag O
>1t0 10.14.8.2 via fe-2/0/0.0

10. 14. 8. 28/ 30 *[RIP/7] 00:55:10, netric 3, tag O
>1t0 10.14.8.2 via fe-2/0/0,0

10. 14. 9. 64/ 27 *[RIP/ 7] 00:55:13, netric 2, tag ©
> to 10.14.8.14 via se-1/0/(0.0

10. 14.10. 0/ 26 *[RIP/7] 00:55:05, netric.3, tag O
>1t0 10.14.8.6 via fe-0/0/1.0

10. 14. 10. 64/ 27 *[RIP/7] 00:55:12, netriey2,/tag O
>1t0 10.14.8.6 via.fe-0/0/1.0

10. 14.11. 0/ 27 *[RIP/7] 00:55:10, netric 4, tag O
>to0 10.14.8.2 via,fe-2/0/0.0

10. 14. 11. 64/ 27 *[RIP/7] 00:55:10,.netric 3, tag O

> to 10414.8.2 vi/a fe-2/0/0.0
10.14.11. 128/ 27 *[RIP/ 7] 00:00:10, netric 5, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
172.17.37.16/ 29 *[RIPL7] 00:50:45, netric 2, tag O
> t0 10.14.8.2 via fe-2/0/0.0
192. 168. 25. 1/ 32 *[PRLP/7] 00:55:13, netric 2, tag O
> t0 10.14.8.14 via se-1/0/0.0
192. 168. 25. 2/ 32 *['RI«P/ 7] 00:00: 10, netric 5, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
192. 168. 25. 3/ 32 *[RIP/7] 00:55:10, netric 4, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
192. 168..25:4/'32 *[RIP/7] 00:55:10, netric 3, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
192. 168.25./5/ 32 *[RIP/7] 00:55:10, netric 2, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
192. 168. 25. 7/ 32 *[RIP/7] 00:55:12, netric 2, tag O
>1t0 10.14.8.6 via fe-0/0/1.0
192. 168. 25. 8/ 32 *[RIP/7] 00:55:05, netric 3, tag O
>1t0 10.14.8.6 via fe-0/0/1.0

224.0.0.9/32 *[ RIP/100] 00:46:40, netric 1

Mul ti Recv
__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)
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Step 3.3

Configure OSPF according to the “Lab 3b: IGP Conversion” diagram. Configure OSPF to run on
all the interfaces shown on the diagram except the interfaces to the ISP. Configure OSPF to run
on the loopback interface. Configure OSPF to run in passive mode on all interfaces that do not
connect to other routers on the diagram. Configure all areas as normal areas, but do not

configure any summarization.
Note

Do not place the f e- 0/ 0/ 0. 0 interface in OSPF.

[edit]
| ab@anJose# edit protocols ospf

[edit protocols ospf]
| ab@anJose# set area 0 interface fe-2/0/0.0

[edit protocols ospf]
| ab@anJose# set area 0 interface fe-0/0/1.0

[edit protocols ospf]
| ab@anJose# set area 1 interface se-1/0/0.0

[edit protocols ospf]
| ab@anJose# set area 0 interface 100.0

[edit protocols ospf]

| ab@anJose# show

area 0.0.0.0 {
interface fe-2/0/0.0;
interface fe-0/0/1.0;
i nterface |00.0;

}

area 0.0.0.1 {
i nterface se-1/0/0:0;

}

Question: What does passive mode cause the router to
do?

Answer: The router does not send OSPF hellos or form
OSPF adjacencies on passive interfaces, but it does
advertise the interface’s directly connected subnets in
its router LSAs.

Step 3.4 (SanJose and Mont r eal Routers Only)

Configure an export policy to export the static default route into OSPF. The router should

advertise it as a Type 1 external route with a metric of O.
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[edit protocols ospf]
| ab@anJose# top edit policy-options policy-statenent default-to-ospf

[edit policy-options policy-statenent default-to-ospf]
| ab@anJose# set term send-default fromroute-filter 0.0.0.0/0 exact

[edit policy-options policy-statenent default-to-ospf]
| ab@anJose# set term send-default from protocol static

[edit policy-options policy-statenent default-to-ospf]
| ab@anJose# set term send-default then accept

[edit policy-options policy-statenent default-to-ospf]
| ab@anJose# set term send-default then external type 1

[edit policy-options policy-statenent default-to-ospf]
| ab@anJose# set term send-default then nmetric O

[edit policy-options policy-statenent default-toe-ospf]
| ab@anJose# show
term send-defaul t {
from {
protocol static;
route-filter 0.0.0.0/0 exact;

}

then {
netric O;
external {

type 1;

}
accept;

}

}

[edit policy-optirons policy-statenent default-to-ospf]
| ab@anJose# top

I[ eelgé]amose# set protocols ospf export default-to-ospf

Step 3.5
Commit the configuration. Monitor your routing table to ensure that you are receiving the same
routes via OSPF and RIP.

[ edit]

| ab@anJose# commt and-quit
conmit conplete
Exiting configuration node

| ab@anJose> show route

inet.0: 33 destinations, 54 routes (33 active, 0 hol ddown, O hidden)
+ = Active Route, - = Last Active, * = Both
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0/0 *[Static/5] 01:13:45
> to 172.17.38.17 via fe-2/0/1.16
[RIP/7] 00:59:03, netric 2, tag O
>to0 10.14.8.2 via fe-2/0/0.0
[ CSPF/ 150] 00: 00:47, netric 1, tag O
>to0 10.14.8.2 via fe-2/0/0.0
8.0/ 30 *[Direct/0] 01:13:45
> via fe-2/0/0.0
8.1/ 32 *[ Local /0] 01:13:45
Local via fe-2/0/0.0
8.4/ 30 *[Direct/0] 01:13:45
> via fe-0/0/1.0
8.5/32 *[ Local /0] 01:13: 45
Local via fe-0/0/1.0
8.8/30 *[RIP/7] 01:03:30, netric 2, tag O

>to 10.14.8.6 via fe-0/0/1.0
to 10.14.8.2 via fe-2/0/0.0

[ OSPF/ 10] 00:00: 47, netric 2

>to 10.14.8.6 via fe-0/0/1.0
to 10.14.8.2 via fe-2/0/0.0

8.12/30 *[Direct/0] 01:03:31

> via se-1/0/0.0

[ OSPF/ 10] 00:00: 57, metric 6

> via se-1/0/0.0

8.13/32 *[Local /0] 01:13:45
Local via se-1/0/0.0
8. 16/ 30 *[RIP/7] 01:03:28, netrie, 2, tag O

> to0 10.14.8.2 via(fe<2/0/0.0
[ OSPF/ 10] 00: 00: 47, netric 7
>1t0 10.14.8.2 via.fe-2/0/0.0
8.20/ 30 *[RIP/7] 01:03:23, netric 2, tag O
>to0 10.14.8.6 viia fe-0/0/1.0
[ OSPF/ 10]4 00: 00: 47, netric 7
>to 10924.8.6 via fe-0/0/1.0
8. 24/ 30 *[RFP/ 7] 00: 16: 34, netric 4, tag O
> 10 10:34.8.2 via fe-2/0/0.0
[[GSPF/ 10] 00:00: 47, netric 14
> to 10.14.8.2 via fe-2/0/0.0
8. 28/ 30 *[RIP/7] 01:03:28, netric 3, tag O
> 1t0 10.14.8.2 via fe-2/0/0.0
[ OSPF/ 10] 00: 00: 47, netric 8
>1t0 10.14.8.2 via fe-2/0/0.0
9. 64/ 27 *[RIP/7] 01:03:31, netric 2, tag O
> to0 10.14.8.14 via se-1/0/0.0
[ OSPF/ 10] 00:00: 57, netric 7
> via se-1/0/0.0
10. 0/ 26 *[RIP/7] 01:03:23, nmetric 3, tag O
>1t0 10.14.8.6 via fe-0/0/1.0
[ OSPF/ 10] 00: 00: 47, netric 8
>1t0 10.14.8.6 via fe-0/0/1.0
10. 64/ 27 *[RIP/7] 01:03:30, netric 2, tag O
>1t0 10.14.8.6 via fe-0/0/1.0
[ OSPF/ 10] 00:00: 47, netric 2
>1t0 10.14.8.6 via fe-0/0/1.0
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10. 14. 11. 0/ 27 *[RIP/7] 01:03:28, netric 4, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
[ GSPF/ 10] 00:00: 47, metric 9
> to 10.14.8.2 via fe-2/0/0.0
10. 14. 11. 64/ 27 *[RIP/7] 01:03:28, netric 3, tag O
> to 10.14.8.2 via fe-2/0/0.0
[ OSPF/ 10] 00:00: 47, metric 8
> to 10.14.8.2 via fe-2/0/0.0
10.14.11. 128/ 27 *[RIP/7] 00:08:28, netric 5, tag O
> to 10.14.8.2 via fe-2/0/0.0
[ GSPF/ 10] 00:00: 47, netric 15
> to 10.14.8.2 via fe-2/0/0.0
10.210.0. 176/ 28 *[Direct/0] 01:19:23
> via fe-0/0/0.0
10.210. 0. 182/ 32 *[Local /0] 01:19:25
Local via fe-0/0/0.0
172.17. 37. 16/ 29 *[RIP/7] 00:59:03, netric 2, tag O
>to 10.14.8.2 via fe-2/0/0.0
172.17.38. 16/ 29 *[Direct/0] 01:13:45
> via fe-2/0/1.16
172.17. 38. 20/ 32 *[ Local /0] 01:13:45
Local via fe-2/0/1.16
192. 168. 25. 1/ 32 *[RIP/ 7] 01:03:31, netrilc 2, \tag O
> to 10.14.8.14 via se-1,0/0.0
[ OSPF/ 10] 00: 00: 57, . netric 6
> via se-1/0/0.0
192. 168. 25. 2/ 32 *[RIP/7] 00:08:28, “netric 5, tag O
> to0 10.14.8./2 via fe-2/0/0.0
[ OSPF/ 10] 00:00: 47, netric 14
>to 10.14¢8.2 via fe-2/0/0.0
192. 168. 25. 3/ 32 *[RIP/7]701: 03: 28, netric 4, tag O
> 1t0,10.14,8.2 via fe-2/0/0.0
[ OSPF/ 10] 00: 00: 47, netric 8
>71,010.14.8.2 via fe-2/0/0.0
192. 168. 25. 4/ 32 *[RIP/7] 01:03:28, netric 3, tag O
>ut0 10.14.8.2 via fe-2/0/0.0
[ OSPF/ 10] 00: 00: 47, netric 7
>1t0 10.14.8.2 via fe-2/0/0.0
192. 168. 25.5/ 32 *[RIP/7] 01:03:28, netric 2, tag O
>1t0 10.14.8.2 via fe-2/0/0.0
[ OSPF/ 10] 00:00: 47, netric 1
>1t0 10.14.8.2 via fe-2/0/0.0
192:168..25. 6/ 32 *[Direct/0] 01:13:45
> via lo0.0
192.168. 25. 7/ 32 *[RIP/7] 01:03:30, netric 2, tag O
>1t0 10.14.8.6 via fe-0/0/1.0
[ OSPF/ 10] 00:00:47, netric 1
>1t0 10.14.8.6 via fe-0/0/1.0
192. 168. 25. 8/ 32 *[RIP/7] 01:03:23, netric 3, tag O
>1t0 10.14.8.6 via fe-0/0/1.0
[ OSPF/ 10] 00:00: 47, netric 7
>1t0 10.14.8.6 via fe-0/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 00:01: 02, netric 1
Mul ti Recv
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224.0.0.9/32 *[ RIP/100] 00:01:02, netric 1
Mul ti Recv

__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)
+ = Active Route, - = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 01:20:00

> via | 00.16385
10.0. 0. 16/ 32 *[Direct/0] 01:20:00

> via | 00.16385

Question: Which routes is your router using?

Answer: The router should prefer the RIP routes
because they are configured with a better route
preference.

Question: Are any routes known via RIP, but'not via
OSPF? How do you explain these discrepancies?

Answer: The ISP routess(172.17.37.16/29 and
172.17.38:16/29)might be known via RIP and not via
OSPF. The RIP.export policy on SanJose and

Mont r'eal causes these routers to advertise these
routeswia RIP; however, OSPF is not configured to run
on these interfaces. In this case, this is not a problem
because you do not necessarily need routes for these
subnets internally; rather, all routers must know about
the default route.

@ Wait until all teams have completed this part before continuing.

Part 4: Deactivate RIP

Now that you have activated the parallel OSPF infrastructure, you will deactivate the RIP
configuration. You should conduct this transition in a controlled manner, proceeding from the
edges of the network toward the center. You should be able to maintain a continuous ping to a
service provider address (172.17.24.1) if you want.
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Step 4.1

Deactivate RIP on your router. Commit the configuration in such a way that the router will
automatically revert to the previous configuration in 15 minutes if you lose contact with it.

| ab@anJose> configure
Entering configurati on node

[edit]

| ab@anJose# deactivate protocols rip

[edit]

| ab@anJose# commit confirmed 15

commt confirmed will be automatically rolled back in 15 m nut@es unless
confirned

conmit conplete

# commt confirned will be rolled back in 15 ninutes
Step 4.2

Monitor the routing table to ensure you maintain full routing'information.

[edit]
| ab@anJose# run show route

inet.0: 31 destinations, 33 routes (3l.actiive, 0 hol ddown, 0 hi dden)
+ = Active Route, - = Last Active, *¢= Both

0.0.0.0/0 *[Static/5] 01:28:30
> to 172.17.38.17 via fe-2/0/1.16
[ OSPF/<150]4 00:.15: 32, netric 1, tag O
> to0 10.14.8.2 via fe-2/0/0.0

10. 14.8.0/ 30 *[ Direct/0]»01: 28: 30
> via fe-2/0/0.0
10.14.8.1/32 *["Localy/ 0] 01:28: 30
Local via fe-2/0/0.0
10. 14.8. 4/ 30 *['Disrect/0] 01:28:30
> via fe-0/0/1.0
10. 14. 8. 5/,32 *[ Local /0] 01:28: 30
Local via fe-0/0/1.0
10. 14. 8..8/130 *[ OSPF/ 10] 00: 15: 32, netric 2

>t0 10.14.8.6 via fe-0/0/1.0
to 10.14.8.2 via fe-2/0/0.0
10.74x8.12/ 30 *[Direct/0] 01:18:16
> via se-1/0/0.0
[ OSPF/ 10] 00:15:42, metric 6
> via se-1/0/0.0

10. 14.8.13/32 *[ Local /0] 01:28: 30
Local via se-1/0/0.0
10. 14. 8. 16/ 30 *[ OSPF/ 10] 00: 15: 32, netric 7
>1t0 10.14.8.2 via fe-2/0/0.0
10. 14. 8. 20/ 30 *[ OSPF/ 10] 00: 15: 32, netric 7
>1t0 10.14.8.6 via fe-0/0/1.0
10. 14. 8. 24/ 30 *[ OSPF/ 10] 00: 15:32, netric 14

>to0 10.14.8.2 via fe-2/0/0.0
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10. 14. 8. 28/ 30 *[ OSPF/ 10] 00: 15: 32, netric 8
>1t0 10.14.8.2 via fe-2/0/0.0
10. 14. 9. 64/ 27 *[ OSPF/ 10] 00: 15: 42, netric 7
> via se-1/0/0.0
10. 14. 10. 0/ 26 *[ OSPF/ 10] 00: 15: 32, netric 8
> to 10.14.8.6 via fe-0/0/1.0
10. 14. 10. 64/ 27 *[ OSPF/ 10] 00: 15: 32, netric 2
> to 10.14.8.6 via fe-0/0/1.0
10. 14. 11. 0/ 27 *[ OSPF/ 10] 00: 15: 32, netric 9
> to 10.14.8.2 via fe-2/0/0.0
10. 14. 11. 64/ 27 *[ OSPF/ 10] 00: 15: 32, netric 8
> to 10.14.8.2 via fe-2/0/0.0
10.14.11. 128/ 27 *[ OSPF/ 10] 00: 15:32, netric 15
>to 10.14.8.2 via fe-2/0/0.0
10. 210. 0. 176/ 28 *[Direct/0] 01:34:08
> via fe-0/0/0.0
10.210. 0. 182/ 32 *[ Local /0] 01:34:10
Local via fe-0/0/0.0
172.17. 38. 16/ 29 *[Direct/0] 00:09:06
> via fe-2/0/1.16
172.17. 38. 20/ 32 *[ Local /0] 00: 09: 06
Local via fe-2/0/1.16
192. 168. 25. 1/ 32 *[ OSPF/ 10] 00: 15:42, netric 6
> via se-1/0/0.0
192. 168. 25. 2/ 32 *[ OSPF/ 10] 00: 15: 32, netric 24
>1t0 10.14.8.2 via fe-2/0/0.0
192. 168. 25. 3/ 32 *[ OSPF/ 10] 00: 15: 32, netric.8
> to0 10.14.8.2 via(fe<2/0/0.0
192. 168. 25. 4/ 32 *[ OSPF/ 10] 00: 15:32, netric 7
>1t0 10.14.8.2 via.fe-2/0/0.0
192. 168. 25. 5/ 32 *[ OSPF/ 10] 00:15:32, netric 1
>to0 10.14.8.2 viia fe-2/0/0.0
192. 168. 25. 6/ 32 *[Direct/0] 01:28:30
> via 4700. 0
192. 168. 25. 7/ 32 *[ @SPF[10] 100: 15: 32, netric 1
> t0 10:14.8.6 via fe-0/0/1.0
192. 168. 25. 8/ 32 *['\GSPF/ 10] 00: 15: 32, netric 7
> to 10.14.8.6 via fe-0/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 00: 15: 47, netric 1
Mul ti Recv
__juniper_pnivatel .inet.0: 2 destinations, 2 routes (2 active,
hi dden)
+ = Active Route, = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 01:34:44
> via | 00.16385
10. 0. 0. 16/ 32 *[Direct/0] 01:34:44

> via | 00.16385

# commt confirnmed will be rolled back in 13 m nutes

0 hol ddown, O
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Step 4.3

Once RIP is completely removed from the network and you have verified connectivity, confirm
your changes to prevent the router from automatically reverting to the previous configuration.

[edit]
| ab@anJose# comm t
conmit conplete

Step 4.4

Now, delete the RIP configuration and commit your changes.
[edit]
| ab@anJose# del ete protocols rip

[edit]
| ab@anJose# comm t
conmit conplete

Part 5: Perform Additional OSPF Configuration

In this part, we will configure area summarizationiand'different area types. You should again
coordinate all these changes with all other.teams.

Step 5.1

Configure the area summarization shown on the “Lab 3b: IGP Conversion” diagram. Commit
the configuration.

[edit]
| ab@anJose# set protocol sospf@anea 1 area-range 10.14.9.0/24

[edit]
| ab@anJose# commi t
conmit conplete

Step 5.2
Examine the routing table on a router in Area O and a router without an interface in Area O.
[edit]

| ab@anJose# run show route

i net.0:; 29«destinations, 31 routes (29 active, 0 hol ddown, O hidden)
+ ="Active Route, - = Last Active, * = Both

0.0.0:0/0 *[Static/5] 01:45:52
> to 172.17.38.17 via fe-2/0/1.16
[ OSPF/ 150] 00:32:54, netric 1, tag O
>1t0 10.14.8.2 via fe-2/0/0.0

10. 14.8.0/ 30 *[Direct/0] 01:45:52
> via fe-2/0/0.0
10.14.8.1/32 *[ Local /0] 01:45:52
Local via fe-2/0/0.0
10. 14. 8. 4/ 30 *[Direct/0] 01:45:52

>via fe-0/0/1.0
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10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

14.8

14. 8.

14. 8.

14. 8.

14.

14.

14.

14.

14.

14.

9.

9

.5/ 32

8/ 30

12/ 30

13/ 32

.16/ 30

.20/ 30

.24/ 30

.28/ 30

0/ 24

. 64/ 27

14.10. 0/ 24

14.11. 0/ 24

210.0. 176/ 28

210. 0. 182/ 32

*[Local /0] 01:45:52
Local via fe-0/0/1.0
*[ OSPF/ 10] 00: 32:54, netric 2
>to0 10.14.8.6 via fe-0/0/1.0
to 10.14.8.2 via fe-2/0/0.0
*[Direct/0] 01:35:38
> via se-1/0/0.0
[ OSPF/ 10] 00:33:04, netric 6
> via se-1/0/0.0
*[ Local /0] 01:45:52
Local via se-1/0/0.0

*[ OSPF/ 10] 00:
> to 10. 14. 8.
*[ OSPF/ 10] 00:
> to 10. 14. 8.
*[ OSPF/ 10] 00:
> to 10. 14. 8.
*[ OSPF/ 10] 00:
> to 10. 14. 8.
*[ OSPF/ 10] 00:
Di scard
*[ OSPF/ 10] 00:

32:54, netric 7
2 via fe-2/0/0.0
32:54, netric 7
6 via fe-0/0/1.0
32:54, netric 14
2 via fe-2/0/0.0
32:54, netric 8
2 via fe-2/0/0.0

04:06, nmetric 16777215

33:04, netric 7

> via se-1/0/0.0
*[ OSPF/ 10] 00: 03:49, metric,8
>1t0 10.14.8.6 via fe-0/0/1.0
*[ OSPF/ 10] 00: 03: 55, netric 15
>1t0 10.14.8.2 via fe-2/0/0.0
*[Direct/0] 01:51:30
> via fe-0/0/0°0
*[Local /0] 01:51:832

Local via fe<0/0/0.0
172.17. 38. 16/ 29 *[Direct/0],00: 26328
> via fe<2/0/1. 16
172.17. 38. 20/ 32 *[ Local /#0],, 00: 26: 28
Local via fe-2/0/1.16
192. 168. 25. 1/ 32 *[ OSPF/ 10]# 00: 33: 04, netric 6
>wvia se-1/0/0.0
192. 168. 25. 2/ 32 *[ OSPF/ 10] 00:32:54, netric 14
>to0 10.14.8.2 via fe-2/0/0.0
192. 168. 25. 3/ 32 *[LOSPF/ 10] 00: 32: 54, netric 8
>to 10.14.8.2 via fe-2/0/0.0
192. 168. 25.4/ 32 *[ OSPF/ 10] 00:32:54, netric 7
>to 10.14.8.2 via fe-2/0/0.0
192.168.25. 5/ 32 *[ OSPF/ 10] 00:32:54, netric 1
>to 10.14.8.2 via fe-2/0/0.0
192. 168. 25. 6/ 32 *[Direct/0] 01:45:52
> via 100.0
192. 168. 25. 7/ 32 *[ OSPF/ 10] 00:32:54, netric 1
>to 10.14.8.6 via fe-0/0/1.0
192. 168. 25. 8/ 32 *[ OSPF/ 10] 00:32:54, netric 7
>to 10.14.8.6 via fe-0/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 00:33:09, netric 1
Mul ti Recv
Lab 3-18 ¢ IGP Conversion (Detailed) - |




__juniper_privatel_

hi dden)
+ = Active Route,

10.0.0.1/32

10. 0. 0. 16/ 32

| ab@ongKong> show

inet.0: 25 destinat
+ = Active Route, -

0.0.0.0/0

10.14.8.0/ 30
10. 14. 8.4/ 30
10. 14. 8.8/ 30

10. 14.8.12/ 30

10. 14. 8. 14/ 32
10. 14. 8. 16/ 30
10. 14. 8. 20/ 30
10. 14. 8. 24/ 30
10. 14. 8. 28/ 30
10. 14. 9. 64/ 27
10. 14. 9..65/.32
10. 14.,10.0/24
10:14.11.0/ 24
10. 210. 0. 176/ 28
10. 210. 0. 177/ 32
192.168. 25. 1/ 32
192.168. 25. 2/ 32

192.168. 25. 3/ 32
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_.inet.0: 2 destinations,
= Last Active, * = Both
*[Direct/0] 01:52:06
> via | 00.16385

*[Direct/0] 01:52:06
> via |00.16385

route

ions, 26 routes (25 active,

= Last Active, * = Both

*[ OSPF/ 150] 00: 33:49, netric 6,

> via se-1/0/1.0

2 routes (2 active, 0 holddown, O

0 hol ddown, 0 hifdden)

*[ OSPF/ 10] 00: 33:49, netric 7

> via se-1/0/1.0
*[ OSPF/ 10] 00: 33:49, metri
> via se-1/0/1.0
*[ OSPF/ 10] 00: 33: 39, metr.i
> via se-1/0/1.0
*[Direct/0] 01:36:25
> via se-1/0/1.0
[ GSPF/ 10] 01:36:23, netri
> via se-1/0/1.0
*[ Local /0] 01:/36:28
Local «via se-1/0/1.0
*[ OSPF/<10] 00:33:39, metri
> via se<1/0/1.0
*[ OSPE/ 10] “00: 33: 39, nmetri
> via se-1/0/1.0
* [{OSPF/10] 00: 33: 39, metri
> via se-1/0/1.0
*[\@SPF/ 10] 00: 33: 39, nmetri
> via se-1/0/1.0
*[Direct/0] 01:36:28
> via fe-2/0/1.101
*[ Local /0] 01:36:28
Local via fe-2/0/1.101
*[ OSPF/ 10] 00: 04: 36, metri
> via se-1/0/1.0
*[ OSPF/ 10] 00: 04: 42, metri
> via se-1/0/1.0
*[Direct/0] 01:52:38
> via fe-0/0/0.0
*[ Local /0] 01:52:40
Local via fe-0/0/0.0
*[Direct/0] 01:36:28
> via | 00.0
*[ OSPF/ 10] 00: 33:39, metri
> via se-1/0/1.0
*[ OSPF/ 10] 00: 33:39, metri

c

7

8

13

13

20

14

14

21

20

14

tag O
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> via se-1/0/1.0

192. 168. 25. 4/ 32 *[ OSPF/ 10] 00: 33:39, netric 13
> via se-1/0/1.0
192. 168. 25.5/ 32 *[ OSPF/ 10] 00: 33:39, netric 7
> via se-1/0/1.0
192. 168. 25. 6/ 32 *[ OSPF/ 10] 00: 33:49, netric 6
> via se-1/0/1.0
192. 168. 25. 7/ 32 *[ OSPF/ 10] 00: 33:39, netric 7
> via se-1/0/1.0
192. 168. 25. 8/ 32 *[ OSPF/ 10] 00: 33:39, netric 13
> via se-1/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 01:36:28, netric 1
Mul ti Recv
__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active,»0 hol'ddown, O
hi dden)
+ = Active Route, = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 01:53:12
> via | 00.16385
10. 0. 0. 16/ 32 *[Direct/0] 01:53:12
> via | 00.16385
Question: What routes are now available on the router
in Area 07?
Answer: The router has all routes for the areas in which
it has interfaces, routes for the loopbacks from all areas
(whigch are not within the summary range of the area),
and summary routes for the other areas. It does not
have more-specific routes within the summary routes of
other/areas.
Question: What routes are now available on the router
not in Area 0?
Answer: The router has all routes for its own area,
routes for the loopbacks from all areas, and summary
routes for the other areas. It does not have
more-specific routes within the summary routes of other
areas.
Step 5.3

Configure all areas other than Area O to be stub areas. Commit your changes.
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[edit]
| ab@anJose# set protocols ospf area 1 stub
[edit]

| ab@anJose# commit
conmit conplete

@ Wait until all teams have completed Step 5.3 before continuing.

Step 5.4

Examine the routing table on a router without an interface in Area©.

| ab@ongKong> show route

inet.0: 24 destinations, 25 routes (24 active, 0 hol ddown, 10 hi dden)

+ = Active Route, - = Last Active, * = Both

10.14.8.0/ 30 *[ OSPF/ 10] 00: 04:52, netric 7
> via se-1/0/1.0

10. 14. 8. 4/ 30 *[ OSPF/ 10] 00: 04: 52, netpien7
> via se-1/0/1.0

10. 14. 8. 8/ 30 *[ OSPF/ 10] 00: 04: 52, dretrie 8
> via se-1/0/1.0

10. 14.8.12/ 30 *[Direct/0] 01:47%09

> via se-1/0/ 170
[ OSPF/ 10]..01:/47: 07, netric 6
> via se-1/0/ 1.0

10. 14.8. 14/ 32 *[ Local /:.0] <01:47: 12
Local wvia se-1/0/1.0
10. 14. 8. 16/ 30 *[ OSPF/ 10] 00:04:52, netric 13
> via se-1/0/1.0
10. 14. 8. 20/ 30 *[ OSPF/:10] 00:04:52, netric 13
> via se-1/0/1.0
10. 14. 8. 24/ 30 *['OSPF/ 10] 00:01:23, netric 20
> via se-1/0/1.0
10. 14. 8. 28/ 30 *[ OSPF/ 10] 00: 02: 35, netric 14
> via se-1/0/1.0
10. 14. 9464/27 *[Direct/0] 01:47:12
> via fe-2/0/1.101
10. 14.°9. 65132 *[Local /0] 01:47:12
Local via fe-2/0/1.101
10.24. 10. 0/ 24 *[ OSPF/ 10] 00:04:52, netric 14
> via se-1/0/1.0
10.14.11.0/ 24 *[ OSPF/ 10] 00:01:23, netric 21

> via se-1/0/1.0
10. 210. 0. 176/ 28 *[Direct/0] 02:03:22
> via fe-0/0/0.0
10. 210.0. 177/ 32 *[Local /0] 02:03:24
Local via fe-0/0/0.0
192. 168. 25. 1/ 32 *[Direct/0] 01:47:12
> via 100.0
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c 13

c 13

c1

2 routes (2 active, 0 hol ddown, O

Question: What routes.areiavailable? If these routes

Answer: The same routes observed in Step 5.2 should
still'be available except for the default route. External
LSAs are not allowed in stub areas. Because the default
route is advertised as an external LSA, it is not sent into

192. 168. 25. 2/ 32 *[ OSPF/ 10] 00: 01: 23, metri
> via se-1/0/1.0
192. 168. 25. 3/ 32 *[ OSPF/ 10] 00: 01: 23, nmetri
> via se-1/0/1.0
192. 168. 25. 4/ 32 *[ OSPF/ 10] 00: 02: 35, metri
> via se-1/0/1.0
192. 168. 25.5/ 32 *[ OSPF/ 10] 00: 04:52, nmetri
> via se-1/0/1.0
192. 168. 25. 6/ 32 *[ OSPF/ 10] 00: 04:52, metri
> via se-1/0/1.0
192. 168. 25. 7/ 32 *[ OSPF/ 10] 00: 04:52, metri
> via se-1/0/1.0
192. 168. 25. 8/ 32 *[ OSPF/ 10] 00: 04:52, metri
> via se-1/0/1.0
224.0.0.5/32 *[ OSPF/ 10] 01:47:12, netri
Mul ti Recv
__juniper_privatel .inet.0: 2 destinations,
hi dden)
+ = Active Route, = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 02:03:56
> via | 00.16385
10. 0. 0. 16/ 32 *[Direct/0] 02:03:56
> via | 00.16385
changed, why?
stub areas.
Step 5.5

[edit]

| ab@anJose# set

[edit]

| ab@anJose# commit

Onthe routers attached to Area O, configure the router to advertise a default route into the
directly attached stub areas with a metric of 5. Commit your changes.

conmit conplete

Step 5.6

protocols ospf area 1 stub default-nmetric 5

Examine the routing table on a router without an interface in Area O.
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| ab@ongKong> show route

inet.0: 25 destinations, 26 routes (25 active, 0 hol ddown, O hi dden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 10] 00:01: 14, netric 11
> via se-1/0/1.0

10. 14.8.0/ 30 *[ OSPF/ 10] 00:07:43, netric 7
> via se-1/0/1.0

10. 14.8.4/30 *[ OSPF/ 10] 00:07:43, netric 7
> via se-1/0/1.0

10. 14.8.8/30 *[ OSPF/ 10] 00:07:43, netric 8
> via se-1/0/1.0

10. 14.8.12/30 *[Direct/0] 01:50:00

> via se-1/0/1.0
[ OSPF/ 10] 01:49:58, netric 6
> via se-1/0/1.0

10. 14.8. 14/ 32 *[ Local /0] 01:50:03
Local via se-1/0/1.0
10. 14. 8. 16/ 30 *[ OSPF/ 10] 00:07:43, netric 13
> via se-1/0/1.0
10. 14. 8. 20/ 30 *[ OSPF/ 10] 00: 07: 43, netric, 13
> via se-1/0/1.0
10. 14. 8. 24/ 30 *[ OSPF/ 10] 00: 04: 14, netric 20
> via se-1/0/1.0
10. 14. 8. 28/ 30 *[ OSPF/ 10] 00: 05: 26, netric 14
> via se-1/0/1.0
10. 14. 9. 64/ 27 *[Direct/0] 01:50:03
> via fe=2/0/7.101
10. 14. 9. 65/ 32 *[ Local4 0] 01:50: 03
Local “wia fe-2/0/1.101
10. 14. 10. 0/ 24 *[ OSPF/ 10] “00: 07: 43, netric 14
> via se-1/0/1.0
10.14.11.0/ 24 * [{OSPF/10] 00: 04: 14, netric 21

> via se-1/0/1.0

10. 210.0. 176/ 28 *[Bisrect/ 0] 02:06:13
> via fe-0/0/0.0

10.210.0. 177/ 32 *[ Local /0] 02:06: 15

Local via fe-0/0/0.0

192. 168..25:.1/32 *[Direct/0] 01:50:083
> via 100.0

192. 168.25.2/ 32 *[ OSPF/ 10] 00:04: 14, netric 20
> via se-1/0/1.0

192. 168. 25. 3/ 32 *[ OSPF/ 10] 00: 04: 14, netric 14
> via se-1/0/1.0

192. 168. 25. 4/ 32 *[ OSPF/ 10] 00:05:26, netric 13
> via se-1/0/1.0

192. 168. 25. 5/ 32 *[ OSPF/ 10] 00:07:43, netric 7
> via se-1/0/1.0

192. 168. 25. 6/ 32 *[ OSPF/ 10] 00:07:43, netric 6
> via se-1/0/1.0

192. 168. 25. 7/ 32 *[ OSPF/ 10] 00:07:43, netric 7
> via se-1/0/1.0

192. 168. 25. 8/ 32 *[ OSPF/ 10] 00:07:43, netric 13
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> via se-1/0/1.0

224.0.0.5/ 32 *[ OSPF/ 10] 01:50: 03, netric 1
Mul ti Recv

__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)
+ = Active Route, - = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 02:06:47

> via | 00.16385
10.0. 0. 16/ 32 *[Direct/0] 02:06: 47

> via | 00.16385

Question: What routes are available? If these routes
changed, why?

Answer: The same routes observed in'Step™5.4 should
still be available, except the default route should also
now be available.

Step 5.7

On the routers attached to Area O, configurerthe router to stop advertising summary LSAs to
the directly attached stub areas. Commityour changes.

[edit]
| ab@anJose# set protocols ospf area 1 stub no-summaries

[edit]
| ab@anJose# commit
conmit conplete

Step 5.8

Examine the routing table on a router without an interface in Area O.

| ab@ongKong>/show rout e

i net.0z,9 destinations, 10 routes (9 active, 0 holddown, O hidden)

+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 10] 00:00: 32, netric 11
> via se-1/0/1.0

10.14.8.12/30 *[Direct/0] 01:51:21

> via se-1/0/1.0
[ OSPF/ 10] 01:51:19, netric 6
> via se-1/0/1.0

10. 14. 8. 14/ 32 *[Local /0] 01:51:24
Local via se-1/0/1.0
10. 14. 9. 64/ 27 *[Direct/0] 01:51:24
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> via fe-2/0/1.101
10. 14. 9. 65/ 32 *[ Local /0] 01:51:24
Local via fe-2/0/1.101
10. 210.0. 176/ 28 *[Direct/0] 02:07:34
> via fe-0/0/0.0
10. 210.0.177/ 32 *[ Local /0] 02:07: 36
Local via fe-0/0/0.0
192. 168. 25. 1/ 32 *[Direct/0] 01:51:24
> via lo0.0

224.0.0.5/32 *[ OSPF/ 10] 01:51:24, netric 1
Mul ti Recv

__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active; Oyholddown, O
hi dden)
+ = Active Route, - = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 02:08:08

> via | 00.16385
10.0.0. 16/ 32 *[Direct/0] 02:08:08

> via | 00.16385

Question: What routes are.available?

Answer: No interarea routes should be available except
for.the default route.

@ Tell yourinstructor that you have completed Lab 3.
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Lab 4

Overview

Layer 2 Services (Detailed)

This lab explores Layer 2 services configuration. It is available in‘two formats: a high-level
format that is designed to make you think through each step and,a detailed format that offers
step-by-step instructions complete with sample output from most commands.

By completing this lab, you will perform the following tasks:

Configure the Compressed Real-Time TransportProtocol (CRTP).
Verify the operation of the link services interface.
Configure Multilink PPP (MLPPP).

Configure the MLPPP interface to optimize voice traffic.

Note

You will coordinate many of your changes with a
team working on another router. Look at the

“Lab 4a: CRTP” diagram and find the serial
connection attached to your router. The router that
is connected to yours using a serial connection is
your partner router for this lab.

Layer 2 Services (Detailed) ¢ Lab4-1
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Key Commands

Key operational-mode commands used in this lab include the following:
pi ng
show ospf nei ghbor
show services crtp
show services crtp extensive
show services crtp flows
show i nterfaces
show i nterfaces extensive
show i nterfaces terse

Part 1: Configure CRTP

In this part, you will configure the J-series routers to use CRTP to compress RTP
communications over the serial links shown in the “Lab 4a: CRTP” diagram. This lab begins
with the same configurations that you had at the end of the previous lab.

Step 1.1

Prepare the link services interface to perform CRTP compression. Configure Unit O to perform
CRTP for RTP sessions on UDP ports 2000 through 64009.

| ab@anJose> configure
Entering configurati on node

[edit]
| ab@anJose# edit interfaces |1s-0/0/0 unitt™0

[edit interfaces Is-0/0/0 unit O]
| ab@anJose# set conpression rtp port nini num 2000 maxi mum 64009

Step 1.2

Configure the link services interface with the IP address assigned to the serial interface.

[edit interfaces |s-0/0/0 unit 0]
| ab@anJose# top.show interfaces se-1/0/0
serial -options {

cl ocki ng- node, i nt'er nal ;

}
unit 0.{
famly i"net {
address 10. 14. 8. 13/ 30;
}
}

[edit interfaces Is-0/0/0 unit 0]
| ab@anJose# set famly inet address 10.14.8.13/30

Step 1.3
Delete the IP configuration from the serial interface. Configure the router to use the
| s- 0/ 0/ 0. 0 interface for compression on this serial interface.
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[edit interfaces I1s-0/0/0 unit 0]
| ab@anJose# top edit interfaces se-1/0/0 unit O

[edit interfaces se-1/0/0 unit 0]
| ab@anJose# delete famly inet

[edit interfaces se-1/0/0 unit 0]
| ab@anJose# set conpression-device |s-0/0/0.0

Step 1.4

Update the OSPF configuration to reference the | s- interface instead of the se- ‘interface.
Commit your configuration.

[edit interfaces se-1/0/0 unit 0]
| ab@anJose# top edit protocols ospf

[edit protocols ospf]
| ab@anJose# rename area 1 interface se-1/0/0.0 to interface 1s-0/0/0.0

[edit protocols ospf]

| ab@anJose# commt and-quit
conmit conplete

Exiting configuration node

@ Wait for the team configuring your partner router to complete this
part before continuing.

Part 2: Verify the Operation of the Link Services Interface

In this part, you will verify that the link services interface is functioning correctly.
Step 2.1

Display the status of all interfaces on the router.

| ab@anJose> show.i nterfaces terse

Interface Admi n Link Proto Local Renot e
fe-0/0/0 up up

fe-04,0/0.0 up up i net 10. 210. 0. 182/ 28
gr- 0/ 040 up up

i p-0/0/0 up up

| s-0L0/0 up up

[s-0/0/0.0 up up i net 10. 14. 8. 13/ 30
[t-0/0/0 up up

nt-0/0/0 up up

pd-0/0/0 up up

pe-0/0/0 up up

sp-0/0/0 up up

sp-0/0/0.16383 up up i net

fe-0/0/1 up up

fe-0/0/1.0 up up i net 10. 14. 8.5/ 30
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se-1/0/0 up up

se-1/0/0.0 up up conp-dev |1s-0/0/0.0

se-1/0/1 up down

fe-2/0/0 up up

fe-2/0/0.0 up up i net 10.14.8.1/30

fe-2/0/1 up up

fe-2/0/1.16 up up i net 172.17. 38. 20/ 29

dsc up up

gre up up

ipip up up

| 00 up up

l00.0 up up i net 192. 168. 25. 6

| 00. 16385 up up i net 10.0.0.1
10.0.0. 16

| si up up

nt un up up

pi nd up up

pi me up up

ppO up up

tap up up

Step 2.2

Display extensive statistics for the serial and link services interfaces.

| ab@anJose> show i nterfaces extensive se-1/0/0

Physical interface: se-1/0/0, Enabled, Physical I'ibnk is Up
Interface index: 139, SNWP iflndex: 35, Generation: 140
Type: Serial, Link-level type: Singlelink-PPP, MU 1504, Maxi mum speed:

16384kbps
Devi ce flags . Present Runnigfg
Interface flags: Point-To-Pointlnternal: 0x4000
Link flags . None
Hol d-ti nes : Up O ns, Bown O ns

Keepal i ve settings: Interwval 110 seconds,

Keepal i ve statisticss:
I nput : 20 (I astsseen 00:..00: 07 ago)
Qut put: 21 (lastisent 00: 00: 03 ago)
LCP state: Opened
CHAP state: CoSsed

-->0/0
--> 0o
=->10/0

CoS queues ;8 _.supported, 8 nmaxi num usabl e queues

Last fl apped 0 2006-11-27 16:38:17 UTC (17:49:30 ago)

Statistics llast/cleared: Never

Tr af fivenst ati sti cs:
| nput™, bytes 682360 272 bps
Qut put “bytes : 764802 0 bps
I nput packets: 20351 0 pps
Qut put packets: 20155 0 pps

| nput errors:

Up-count 1, Down-count 3

Errors: 6, Drops: O, Framing errors: 6, Runts: 0, Gants: 0, Policed
di scards: 0, Resource errors: O
Qut put errors:
Carrier transitions: 1, Errors: 0, Drops: 0, MIU errors: 0, Resource
errors: O
Serial nedia information:
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Li ne protocol: v.35
Resync history:
Sync loss count: O
Dat a si gnal
Rx dock: K
Control signals:
Local node: DCE
To DTE: CTS: up, DCD: up, DSR up
From DTE: DTR up, RTS: up
DCE | oopback override: Of
Cl ocki ng node: interna
Clock rate: 8.0 Mtz
Loopback: none
Tx cl ock: non-invert
Li ne encoding: nrz
Packet Forwardi ng Engi ne configuration:
Destination slot: 1, PLP byte: 1 (0x00)

CoS transnit queue Bandwi dt h Buffer Priority
Limt
% bps % usec
0 best-effort 95 15564800 95 0 | ow
none
3 networ k-control 5 819200 5 0 | ow
none

Logi cal interface se-1/0/0.0 (I ndex 72), (SNMP iflndex 40) (Generation 139)
Fl ags: Poi nt-To- Poi nt SNWVP-Traps 0x4000 Encapsul ation: PPP
Conpr essi on device: 1s-0/0/0.0,sCGeneration: 144, Route table: O

| ab@anJose> show i nterfaces extensive 1s-0/0/0

Physical interface: |s-0/0/0y Enabled, Physical link is Up
Interface index: 134, SNWP iflndex: 31, Ceneration: 135
Li nk-1evel type: LinkService, MU 1504

Devi ce fl ags : Present, Runni ng
Interface flags: Point-To-Point SNWP-Traps
Last fl apped 10 2006-11-27 16:32:36 UTC (17:55:21 ago)

Statistics last cleared: Never
Traffic,statistics:

I nput bytes 2668 264 bps
Qut putembytes 2580 0 bps
lknput packets: 37 0 pps
Qutputy, packet s: 34 0 pps

Frane .excepti ons:
Oversi zed frames 0
Errored input franes 0
| nput on disabl ed Iink/bundle 0
Qut put for disabled |ink/bundle 0
Queui ng drops 0
Buf feri ng exceptions:

Packet data buffer overfl ow 0
Fragment data buffer overfl ow 0
Assenbl y exceptions:
Fragment tineout 0
M ssi ng sequence nunber 0
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Qut - of -order sequence nunber 0
Qut - of -range sequence nunber 0
Hardware errors (sticky):
Data nmenory error
Control menory error 0
Egress queues: 8 supported, 8 in use

o

Queue counters: Queued packets Transmitted packets Dr opped packets
0 best-effort 0 0 0
1 expedited-fo 0 0 0
2 assured-forw 0 0 0
3 networ k- cont 34 34 0

Logical interface |s-0/0/0.0 (Index 71) (SNWP iflndex 43) (Generation,138)
Fl ags: Poi nt-To- Poi nt SNWMP-Traps 0x4000 Encapsul ation: PPP
Bandwi dt h: 16384kbps
Bundl e opti ons:

VRRU 1504
Rempt e MRRU N A
Drop timer period 0
Sequence nunber fornmat long (24 bits)
Fragnentation threshold 0
Li nks needed to sustain bundle 1
Interl eave fragnents Di sabl ed
Bundl e errors:
Packet drops 0 (0 hytes)
Fragment drops 0 (0,bytes)
MRRU exceeded 0
Excepti on events 0
Statistics Franes f ps Byt es bps
Bundl e:
Fragnment s:
| nput : 37 0 2705 272
Qut put : 34 0 2444 0
Packet s:
[ nput : 37 0 2668 0
Qut put : 34 0 2580 0
Li nk:
se-1/0/0.0
I nput : 37 0 2705 272
Qut put 34 0 2444 0

NCP state: f[net: Opened, inet6: Not-configured, iso: Not-configured, npls:
Not - conf i guned
Prot ocol,, ihnet, MIU: 1500, Generation: 143, Route table: O
Fl'ags: None
Addresses, Flags: Is-Preferred Is-Prinmary
Destination: 10.14.8.12/30, Local: 10.14.8.13, Broadcast: Unspecified,
Generation: 148

Step 2.3

Ensure that you can ping your partner router successfully.
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| ab@anJose> ping 10.14.8.14

PI NG 10. 14.8.14 (10.14.8.14): 56 data bytes

64 bytes from 10.14.8.14: icnp_seq=0 ttl=64 tine=10.630
64 bytes from 10.14.8.14: icnp_seq=1 ttl=64 tine=30.431
64 bytes from 10.14.8.14: icnp_seq=2 ttl =64 tine=10.424
64 bytes from 10.14.8.14: icnp_seq=3 ttl=64 tine=10.427
64 bytes from 10.14.8.14: icnp_seq=4 ttl=64 tine=10.418
~C

--- 10.14.8.14 ping statistics ---

5 packets transnmitted, 5 packets received, 0% packet |oss
round-trip m n/avg/ max/stddev = 10. 418/ 14. 466/ 30. 431/ 7. 983 ns

Step 2.4

0 00 0 W ™
CIEEER:

Determine whether your OSPF adjacency established correctly.

| ab@anJose> show ospf nei ghbor

Addr ess Interface State I D Pri Dead
10.14.8.6 fe-0/0/1.0 Ful | 192. 168. 25. 7 128 33
10.14.8.2 fe-2/0/0.0 Ful | 192.168.25.5 128 31
10. 14. 8. 14 |s-0/0/0.0 Ful | 192. 168. 25. 1 128 31
Step 2.5

Display CRTP statistics for the interface.

| ab@anJose> show services crtp extensive
Interface: 1s-0/0/0.0
Port m ni mum 2000, Port maxi num 64009
Maxi mum UDP conpressed sessi ons: 256
CRTP maxi nmum period: 256, CGRIP ‘maximumtinme: 5
Conpression ratio: O, Deconpression ratio: 0, Discards: O

CRTP stats Recei ve Transmit
Sessi ons 0 0
| P bytes 0 0
Conpressed bytes 0 0
CRTP packets 0 0
CUDP/ CNTCP packet s 0 0
Ful I header “packets 0 0
Cont ext state packets 0 0
| P packets 0 0
Conpr essedypacket s 0 0
Step 2.6

Display the CRTP flow table.

| ab@anJose> show services crtp fl ows

| ab@anJose>

@ Wait for the team configuring your partner router to complete this
part before continuing.
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Part 3: Configure MLPPP

In this part, you will configure the J-series routers to use Multilink PPP (MLPPP) to connect two
routers. See the “Lab 4b: Multilink PPP” diagram.

Step 3.1

Delete the | s- interface configuration.

| ab@anJose> configure
Entering configurati on node

I[ ZS&LnJose# delete interfaces [s-0/0/0

Step 3.2
Prepare the link services interface to perform MLPPP. Configure Unit 1 with.Multilink PPP
encapsulation.

[edit]

| ab@anJose# edit interfaces 1s-0/0/0 unit 1

[edit interfaces Is-0/0/0 unit 1]
| ab@anJose# set encapsul ation multilink-ppp

Step 3.3

Configure the link service interface’s Unit 1 'with the IP address shown on the diagram.

[edit interfaces I1s-0/0/0 unit 1]
| ab@anJose# set famly inet address)10.14+8.13/30

Step 3.4

Delete the compression.configuration from the currently configured se- interface.

[edit interfaces |s-0/0/0 wnipt 1]
| ab@anJose# top editsinterfaces se-1/0/0 unit O

[edit interfaces se-1/0/0 unit O]
| ab@anJose# del,et e conpressi on-devi ce

Step 3.5

Configure the existing se- interface to run MLPPP as part of the bundle configured on the link
service interface’s Unit 1.

[edit interfaces se-1/0/0 unit 0]
| ab@anJose# set famly mppp bundle 1s-0/0/0.1

Step 3.6

Update the OSPF configuration by removing the | s- 0/ 0/ 0. O interface and replacing it with
the | s- 0/ 0/ 0. 1 interface. Commit the configuration.

[edit interfaces se-1/0/0 unit 0]
| ab@anJose# top edit protocols ospf
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[edit protocols ospf]
| ab@anJose# rename area 1 interface 1s-0/0/0.0 to interface 1s-0/0/0.1

[edit protocols ospf]

| ab@anJose# commt and-quit
conmit conplete

Exiting configuration node

@ Wait for the team configuring your partner router to complete the
previous step before continuing.

Step 3.7
Check the status of all interfaces.

| ab@anJose> show i nterfaces terse

Interface Adnmin Link Proto Local Renot e

fe-0/0/0 up up

fe-0/0/0.0 up up i net 10. 210. 0..182/ 28

gr-0/0/0 up up

i p-0/0/0 up up

Is-0/0/0 up up

ls-0/0/0.1 up up i net 10+14. 8. 13/ 30

It-0/0/0 up up

nt-0/0/0 up up

pd-0/0/0 up up

pe-0/0/0 up up

sp-0/0/0 up up

sp-0/0/0. 16383 up up i net

fe-0/0/1 up up

fe-0/0/1.0 up up i net 10. 14. 8.5/ 30

se-1/0/0 up up

se-1/0/0.0 up up m ppp Is-0/0/0.1

se-1/0/1 up down

fe-2/0/0 up up

fe-2/0/0.0 up up i net 10.14.8.1/30

fe-2/0/1 up up

fe-2/0/1.16 up up i net 172.17.38. 20/ 29

dsc up up

gre up up

i pip up up

‘a0 up up

| 00,0 up up i net 192. 168. 25. 6 -->0/0

| 00. 16385 up up i net 10.0.0.1 -->0/0
10.0.0. 16 -->0/0

| si up up

nt un up up

pi nd up up

pi e up up

ppO up up

tap up up
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Question: How does the constituent link (se- ) appear
in the output of the show i nterfaces terse
command?

Answer: The designation m ppp appears in the
Pr ot ocol field, and the associated link services
interface appears in the Local field.

Step 3.8

Check the status of the serial interface.

| ab@anJose> show i nterfaces se-1/0/0
Physical interface: se-1/0/0, Enabled, Physical link is Up
Interface index: 139, SNWP iflndex: 35

Type: Serial, Link-level type: Miltilink-PPP, MIU. 1510, Maxi nmum speed:

16384kbps
Devi ce flags . Present Running
Interface flags: Point-To-Point Internal: 0x4000
Link flags . None

Keepal i ve settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepal i ve: Input: 24 (00:00:08 ago), Qutput: 23 (00:00:08 ago)
LCP state: Opened

CHAP state: C osed

CoS queues . 8 supported, 8 nmaxi num-usabl e queues
Last fl apped : 2006-11-27 16:38:17 UTC/18:03:55 ago)
I nput rate : 0 bps (0 pps)

Qut put rate . 288 bps (0 pps)

Logical interface se-1/0/0.40 (Index 73) (SNWP iflndex 40)
Fl ags: Point-To- Poi nt SNMP-Traps 0x4000 Encapsul ati on: PPP
Protocol m ppp, Mubtilink bundle: Is-0/0/0.1, MIU. 1506

Question: What information appears for the serial
interface’s logical interface in the output of the show
i nt erf aces command?

Answer: It is identified as using Pr ot ocol i ppp and
the link services interface for the multilink bundle is

listed.
Step 3.9
Check the status of the link services interface.
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| ab@anJose> show i nterfaces 1s-0/0/0

Physical interface: |s-0/0/0, Enabled, Physical link is Up
Interface index: 134, SNWP iflndex: 31
Li nk-1 evel type: LinkService, MU 1504

Devi ce fl ags . Present Running

Interface flags: Point-To-Point SNVP-Traps

Last fl apped : 2006-11-27 16:32:36 UTC (18:17: 46 ago)
I nput rate : 0 bps (0 pps)

Qut put rate : 0 bps (0 pps)

Logical interface Is-0/0/0.1 (Index 72) (SNWP iflndex 44)
Fl ags: Poi nt-To-Poi nt SNWP- Traps 0x4000 Encapsul ation: Miltilink-PPP
Bandwi dt h: 16384kbps

Statistics Fr anes f ps Byt es bps
Bundl e:
Fragnment s:
[ nput : 97 0 7355 0
Qut put : 95 0 7038 0
Packet s:
[ nput : 194 0 13352 0
Qut put : 95 0 7038 0
Li nk:
se-1/0/0.0
[ nput : 97 0 7355 0
Qut put : 95 0 7038 0

NCP state: inet: Opened, inet6: Notl-configured, iso: Not-configured, npls:
Not - confi gur ed
Protocol inet, MU 1500
Fl ags: None
Addr esses, Flags: Is-Preferred Is-Prinary
Destination: 10.14.8:12/30, Local: 10.14.8.13

Step 3.10

Confirm that you.can ping the router on the other side of the service interface.

| ab@anJose> ping .10.14:8. 14

PI NG 10. 14. 8. 14 ('10. 14. 8. 14): 56 data bytes

64 bytes from 10.14.8.14: icnp_seq=0 ttl =64 tine=6.727 ns
64 bytes from 10.14.8.14: icnp_seq=1 ttl=64 tine=20.462
64 bytes_from 10.14.8.14: icnp_seq=2 ttl =64 tine=20.366
64 bytes from 10.14.8.14: icnp_seq=3 ttl=64 tine=40.490
64 bytes,from 10.14.8.14: icnp_seq=4 ttl=64 tine=20.515
(C

--2,.10.14.8.14 ping statistics ---

5 packets transnitted, 5 packets received, 0% packet |oss
round-trip mn/avg/ max/stddev = 6.727/21. 712/ 40. 490/ 10. 789 ns

Step 3.11

0 0 00 00 0

ns
ns
ns
ns

Confirm that you formed an OSPF adjacency over the MLPPP interface.
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| ab@anJose> show ospf nei ghbor

Addr ess Interface State I D Pri Dead
10.14.8.6 fe-0/0/1.0 Ful | 192. 168. 25. 7 128 36
10.14.8.2 fe-2/0/0.0 Ful | 192. 168. 25.5 128 39
10.14. 8. 14 |s-0/0/0.1 Ful | 192.168.25.1 128 36
Step 3.12

Copy the configuration from the existing serial interface to the new serial interface shown on
the “Lab 4b:Multilink PPP” diagram. Commit the configuration.

| ab@anJose> configure
Entering configurati on node

[edit]
| ab@anJose# copy interfaces se-1/0/0 to se-1/0/1

[edit]

| ab@anJose# commt and-quit
conmit conplete

Exiting configuration node

@ Wait for the team configuring your partner router to complete the
previous step before continuing.

Step 3.13

Check the status of the new seriahinterface.

| ab@anJose> show i nterfaces se-1/0/4
Physical interface: se-1/0/1, Enabled, Physical link is Up

Interface index: 140, SNWP iflndex: 36

Type: Serial, Link-level type: Miltilink-PPP, MIU. 1510, Maximum speed:
16384kbps

Devi ce fl ags : Present Running
Interface flags: Point-To=Point |nternal: 0x4000
Link flags : Nane

Keepal i ve settings: Interval 10 seconds, Up-count 1, Down-count 3
Keepal i ve: Input: 6 (00:00:05 ago), Qutput: 6 (00:00:07 ago)

LCP state: Opened

CHAP state:( Cl osed

CoS queues © 8 supported, 8 maxi num usabl e queues
Last“ fl"apped : 2006-11-28 10:53: 07 UTC (00: 01: 08 ago)
| nput rate : 0 bps (0 pps)

Qut put rate : 0 bps (0 pps)

Logi cal interface se-1/0/1.0 (I ndex 71) (SNWP iflndex 45)
Fl ags: Poi nt-To- Poi nt SNMP- Traps 0x4000 Encapsul ati on: PPP
Protocol m ppp, Multilink bundle: 1s-0/0/0.1, MIU. 1506

Step 3.14

Check the status of the link services interface.
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| ab@anJose> show interfaces 1s-0/0/0.1
Logical interface Is-0/0/0.1 (Index 72) (SNWP iflndex 44)
Fl ags: Poi nt-To-Poi nt SNWP- Traps 0x4000 Encapsul ation: Miltilink-PPP
Bandwi dt h: 32768kbps

Statistics Fr anes f ps Byt es bps
Bundl e:
Fragnment s:
I nput : 138 0 10606 0
Qut put : 137 0 10274 288
Packet s:
I nput : 276 0 19280 0
Qut put : 137 0 10274 0
Li nk:
se-1/0/0.0
[ nput : 132 0 10160 0
Qut put : 130 0 9760 0
se-1/0/1.0
[ nput : 6 0 446 0
CQut put : 7 0 514 288

NCP state: inet: Opened, inet6: Not-configured, iso: /Not-configured, npls:
Not - confi gur ed
Protocol inet, MU 1500
Fl ags: None
Addr esses, Flags: Is-Preferred |s-Prinmary
Destination: 10.14.8.12/30, Local%, 10.14.8.13

Question: What kind of statistics are available in the
output of theshow interfaces 1s-0/0/0.1
command?

Answer: The output contains statistics for the bundle as
well as the individual constituent interfaces

Step 3.15

Confirm that you can ping the router on the other side of the service interface.

| ab@anJdose> ping 10.14.8.14
PI NG'10.24.8. 14 (10.14.8.14): 56 data bytes

64wbytes from 10.14.8.14: icnp_seq=0 ttl =64 tine=35.612 ns
64 bytes from 10.14.8.14: icnp_seq=1 ttl =64 tine=10.482 ns
64 bytes from 10.14.8.14: icnp_seq=2 ttl=64 tine=10.388 ns
64 bytes from 10.14.8.14: icnp_seq=3 ttl =64 tine=10.388 ns
64 bytes from 10.14.8.14: icnp_seq=4 ttl =64 tine=10.395 ns
64 bytes from 10.14.8.14: icnp_seq=5 ttl =64 tine=20.465 ns
64 bytes from 10.14.8.14: icnp_seq=6 ttl =64 tine=10.401 ns
64 bytes from 10.14.8.14: icnp_seq=7 ttl=64 tine=10.389 ns
64 bytes from 10.14.8.14: icnp_seq=8 ttl=64 tine=30.193 ns
64 bytes from 10.14.8.14: icnp_seq=9 ttl=64 tine=10.410 ns
~C

--- 10.14.8.14 ping statistics ---
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10 packets transnitted, 10 packets received, 0% packet | oss
= 10. 388/ 15. 912/ 35. 612/ 9. 082 ns

round-trip min/avg/ max/ st ddev

Step 3.16

Confirm that you formed an OSPF adjacency over the MLPPP interface.

| ab@anJose> show ospf nei ghbor

Addr ess I nterface
10.14.8.6 fe-0/0/1.0
10.14.8.2 fe-2/0/0.0
10. 14.8. 14 |s-0/0/0.1

State I D Pri Dead
Ful | 192.168. 25.7 128 33
Ful | 192.168. 25.5 128 36
Ful | 192.168.25.1 128 30

Part 4: Configure the MLPPP Interface to Optimize Voice Traffic

In this part, you will add CRTP to the MLPPP interface and configure it torssupport link
fragmentation and interleaving (LFI).

Step 4.1

Confirm the current fragmentation configuration with the command'show i nt er f aces
| s-0/0/0.1 extensive.

| ab@anJose> show i nterfaces |s-0/0/0.1 extensive
Logical interface 1s-0/0/0.1 (Index 72) (SNWP iflndex 44) (Generation 140)
Fl ags: Poi nt-To- Poi nt SNMP- Traps 0x4000 _Encapsul ati on: Miltilink-PPP

Bandwi dt h: 32768kbps
Bundl e opti ons:
VRRU
Renmpt e MRRU
Drop timer period
Sequence nunber fornmat
Fragnentation threshold
Li nks needed to sustain
Interl eave fragnments
Bundl e errors:
Packet drops
Fragment drops
MRRU exceeded
Excepti on events

Statistics Fr anmes
Bundl e:
Fragment s
I nput : 161
Qut put : 160
Packet s:
| nput : 322
CQut put : 160
Li nk:
se-1/0/0.0
| nput : 143
Qut put : 142
se-1/0/1.0
[ nput : 18
Qut put : 18

bundl e

1504
1504
0
long (24 bits)
0
1
Di sabl ed
0 (0 bytes)
0 (0 bytes)
0
0

f ps Byt es bps
0 12491 0
0 12136 0
0 22728 0
0 12136 0
0 11049 0
0 10744 0
0 1442 0
0 1392 0
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NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, npls:
Not - confi gur ed
Protocol inet, MIU. 1500, Generation: 145, Route table: O
Fl ags: None
Addr esses, Flags: |Is-Preferred Is-Prinmary
Destination: 10.14.8.12/30, Local: 10.14.8.13, Broadcast: Unspecified,
Generation: 150

Step 4.2

Configure the link services interface to perform CRTP for RTP sessions on UDP ports 2000
through 640009.

| ab@anJose> configure
Entering configurati on node

[edit]
| ab@anJose# edit interfaces 1s-0/0/0 unit 1

[edit interfaces Is-0/0/0 unit 1]
| ab@anJose# set conpression rtp port m ni mum 2000 maxi/num 64009

Step 4.3

Configure the link services interface to fragment packets larger than 256 bytes.

[edit interfaces 1s-0/0/0 unit 1]
| ab@anJose# set fragment-threshold 256

Step 4.4

Configure the link seryices interface to interleave fragments. Commit the configuration.

[edit interfaces |s-0/0/0 unit 1]
| ab@anJose# set interleave-fragments

[edit interfaces |s-0/0/0 unit 1]
| ab@anJose# conmit fand-=qui t
comit conpl et e

Exi ting configuration node

Step 4.5

View the current fragmentation configuration with the command show i nt erf aces
| s-0/0/0.1 extensive.

| ab@anJose> show i nterfaces |1s-0/0/0.1 extensive
Logical interface 1s-0/0/0.1 (I ndex 72) (SNWP iflndex 44) (Generation 140)
Fl ags: Poi nt-To-Poi nt SNWP- Traps 0x4000 Encapsul ation: Miltilink-PPP
Bandwi dt h: 32768kbps
Bundl e opti ons:

VRRU 1504
Renot e MRRU 1504
Drop tiner period 0
Sequence nunber fornat long (24 bits)
Fragment ati on threshol d 256
Li nks needed to sustain bundle 1
Interl eave fragnents Enabl ed
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Bundl e errors:

Packet drops 0 (0 bytes)
Fragment drops 0 (0 bytes)
MRRU exceeded 0
Excepti on events 0
Statistics Fr anes f ps Byt es bps
Bundl e:
Fragnent s:
I nput : 198 0 15386 0
Qut put : 194 0 14700 0
Packet s:
I nput : 396 0 28000 0
Qut put : 195 0 14774 0
Li nk:
se-1/0/0.0
[ nput : 162 0 12518 0
Qut put : 159 0 12018 0
se-1/0/1.0
[ nput : 36 0 2868 0
Qut put : 35 0 2682 0

NCP state: inet: Opened, inet6: Not-configured, iso: Not-configured, npls:
Not - conf i gur ed
Protocol inet, MIU 1500, Generation: 145, Route table: O
Fl ags: None
Addr esses, Flags: Is-Preferred |Is-Prinary
Destination: 10.14.8.12/30, Local: 10.14.8.13, Broadcast: Unspecified,
Generation: 150

Question: Why will these/changes help voice traffic?

Answer: CRTP compresses the IP, UDP, and RTP
headers for RTP traffic, reducing the transmission time
for RTP packets. LFI reduces serialization delay by
breaking larger packets into smaller fragments and
allowing higher-priority traffic to be transmitted between
fragments of lower-priority traffic.

@ Tell your instructor that you have completed Lab 4.

Lab 4-16 < Layer 2 Services (Detailed) - |




Lab 5

Overview

Stateful Firewall and NAT (Detailed)

This lab introduces you to stateful firewall and Network Address Translation (NAT)
configuration. You will configure a virtual router on the Sydneyarouter to'act as a host inside
your network. You will then configure your router to use a next-hop-style service set to perform
NAT to provide your internal network with connectivity to the Internet. You will also configure
stateful firewall rules to protect your network. Finally, you will'migrate this configuration to use
an interface-style service set.

This lab is available in two formats: a high-level format that is designed to make you think
through each step and a detailed format that offers step-by-step instructions complete with
sample output from most commands.

By completing this lab, you will perform.the following tasks:

Prepare the routers.

Configure a virtual router.

Configure a next-hop-style service set.
Configure NAT rules.

Verify NAT operation.

Configure stateful firewall rules.

Verify stateful firewall operation.

Configure an application-level gateway (ALG).

Configure an interface-style service set.

Stateful Firewall and NAT (Detailed) ¢ Lab5-1
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Key Commands

Key operational-mode commands used in this lab include the following:

pi ng

show route table

show services stateful-firewall flows

show services stateful-firewall statistics

show services stateful-firewall statistics extensive
start shell

Part 1: Prepare the Routers

This lab uses a configuration similar to the one used in Lab 1. To aid you,‘a starting
configuration is available in the lab user’'s home directory in the file ajir e/

| ab5-r eset . conf . Inthis part, you will load the configuration and configure a virtual router
on Sydney. This time, each team will have its own virtual router.

The JUNOS software sometimes processes transit traffic slightly differently than local traffic.
We will use the virtual routers to produce transit traffic and simulate a real user workstation.

Step 1.1

Load the configuration file located in the lab user’'s home directory called aj r e/
| ab5-r eset . conf . Commit the configuration:

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# | oad override ajre/lab5-reset. conf
| oad conplete

[edit]
| ab@ongKong# conmi t
conmit conplete

Step 1.2

View the configuration.

[edit]
| ab@ongKong# show
ver si on8:,0R2.8;
system {
host - name HongKong;
root -aut hentication {
encrypt ed- password " $1$KI 99zCk6$MYFuBbpLf f u9t n2. sl 71 1"; ## SECRET- DATA
ssh-dsa "ssh-dss
AAAAB3Nz aClk c SMAAACBAMY f P2bZy BXI6PC7XXZ+MzEr | 831 6] ah5L4/
BBsf P2hC7EvRf NoX7Mjbr t CX/ 9gUHIgChVuBCB+ERULMIgRv MbuGhC/
gs4Ux+4dBbf BgKYYwgni sMBEoT25n7ql 8ybpl 2YZvHNznvOBh7kr 4kpYuQEpKvgs TdH
JI e4Ugnj v7DAAAAFQDZaqA6QAgbVBO
zvealCl Dj 6p0dwAAAI Bli L+kr W Xi D8NPpY+wddWKEgaV3bnobz PC4eyx QKBUCOr 80Q6YBI VWKVBHX 9
el wBWZwj 0SF4hLKHznExnLer Vs MuTMA846RbQrSz62v Mok GML3HFonVWWe Qv W a0TDr 78+r OEgWF2KHB
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S| xL511 m DWBGql 9hJf D/ Dr/

NKP97wW3LOWAAAI EAr 3FkVWBXbYyt QYEKxs| NOP1UQLERXB3GA0YwgFO484S| yKy YCf az+yNsaAJu2C
8UebDl R3G eyNc QAKf 3i nCGBj QM LvZskuzZwr vl sz/ xt cxSoAh9axJcdUf STYMWV

g+nD26JK1dC i wor wp2nHOkUr Jxel 71 ReDp4egNkMdi 150= confi gurat or @Gerver 1. he"; ##
SECRET- DATA

}
login {
user lab {

uid 2000;

cl ass super - user;

aut henti cation {

encrypt ed- password "$1$84J5Maes$cni 5Hrazbd/ | EHr / 500Y30%; ##
SECRET- DATA

}
}
}

services {
ftp;
ssh;
t el net;
web- managenent {
http;
}
}
sysl og {
user * {
any emergency;
}

file messages {
any any;
aut hori zation info;
}
file interactive-comands {
i nt eractive- cormands any;

}
}
}

i nterfaces {
fe-0/0/0 {
description "MGMI | NTERFACE - DO NOT DELETE";
unit 0 {
famly inet {
address 10.210.0. 177/ 28;
}
}
}
se-1/0/0 {
encapsul ation frane-rel ay;
unit 101 {
dlci 101;
famly inet {
address 172.17.39. 18/ 30;
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unit 201 {
dlci 201;
famly inet {
address 172.17.55. 18/ 30;

}
}
}
fe-2/0/1 {
vl an-t aggi ng;
unit 200 {
vl an-id 200;
famly inet {
address 192. 168. 200. 1/ 24;
}
}
}
00 {
unit 0 {
famly inet {
address 10.14.8.1/32 {
primary;
preferred;
}
address 10. 14. 8. 254/ 32;
}
}
}

}
routing-options {
aggregate {
route 10. 14. 8. 0/ 24;

}
generate {
route 0.0.0.0/0 {
policy [ match-1SP reject-al
di scard
}
}

router-id 10.14. 8. 1;
aut ononous=system 65108;

}
protocol s {
bgp {
group isp {
export [ to-1SP reject-all ];
nei ghbor 172.17.39.17 {
description isp-a;
peer-as 65010;
}
nei ghbor 172.17.55.17 {
description isp-c;
peer-as 65030;
}
}

l;
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}
ospf {
export default-to-ospf;
area 0.0.0.0 {
interface fe-2/0/1.200
interface 100.0 {
passi ve
}
}
}

}
pol i cy-options {
prefix-list announce-to-1SP {
10. 14. 8. 0/ 24;
}

policy-statenent default-to-ospf {
term mat ch-defaul t {
from {
route-filter 0.0.0.0/0 exact;

}

then {
metric O;
external {

type 1;

}
accept;

}

}
}
pol i cy-statenment match=I|SP {
termreceived-fromisp-a {
from {
pr ot ocol bgp;
nei ghbor “172. 17. 39. 17;

}
t hen accepts;
}
termreceived-fromisp-c {
from {
pr ot ocol bgp;
nei ghbor 172.17.55.17;
}
t hen accept;
}

¥

policy-statenent reject-all {
t hen reject;

}

policy-statenent to-|SP {
term mat ch-routes {
from {
prefix-list announce-to-1SP

}

then accept;
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}
}

}

Step 1.3
Ensure that the router has Internet connectivity from your aggregate prefix by attempting to
ping the IP address 172.17.24.1 (an IP address on ISP B’s network), sourcing the ping from
your loopback address.

[edit]

| ab@ongKong# run ping 172.17.24.1 source 10.14.8.1

PING 172.17.24.1 (172.17.24.1): 56 data bytes

64 bytes from 172.17.24.1: icnp_seq=0 ttl=63 tinme=14.592
64 bytes from 172.17.24.1: icnp_seq=1 ttl=63 tinme=10.391
64 bytes from 172.17.24.1: icnp_seq=2 ttl=63 tinme=10. 367
64 bytes from 172.17.24.1: icnp_seq=3 ttl =63 time=10.439
~C

--- 172.17.24.1 ping statistics ---

4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max/stddev = 10. 367/ 11.447/14.592/1..816, ns

Step 1.4

CICICHE

Examine the “Lab 5b: Firewall Policy and NAT” diagram and locate the information regarding
the virtual router configuration. The virtual routeris againdocated on Sydney. Log in to the
Sydney router using your router's name (all lower-case letters) as the username, and use the
password provided by your instructor. Much)of the basic configuration of your virtual router,
including assigning interfaces to the routing instance, is completed for you and is also hidden
from you. Begin by configuring the f e+ 2/:0/4 interface as shown on the diagram. Use the
VLAN number as the unit number for the.f e- 2/ 0/ 1 interface.

Sydney (ttypl)

[ ogi n: hongkong
Passwor d:

--- JUNGCS 8.0R2.8 buifllt 2006-09-29 09:22:36 UTC

NOTE: This router is divided into many virtual routers used by different
teans. Pl ease only configure your own virtual router.

You must use /fconfiigure private' to configure this router.

hongkong@ydney> show confi gurati on
i nterfaces {

appl y-groups;

fe-2/0/1 {

}

00 {

}
}
pol i cy-options {
}

routing-instances {
HongKong- vr {
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i nstance-type virtual -router;
interface fe-2/0/1.200; ## 'fe-2/0/1.200" is not defined

}

hongkong@ydney> configure private
war ni ng: uncommitted changes will be discarded on exit
Entering configurati on node

[edit]
hongkong@ydney# edit interfaces fe-2/0/1 unit 200

[edit interfaces fe-2/0/1 unit 200]
hongkong@ydney# set vlan-id 200

[edit interfaces fe-2/0/1 unit 200]
hongkong@ydney# set famly inet address 192. 168. 200. 2/24

Step 1.5

Configure OSPF in your routing instance. Commit the configuration.

[edit interfaces fe-2/0/1 unit 200]
hongkong@ydney# top edit routing-instances’ HongKong-vr protocols ospf

[edit routing-instances HongKong-vr protocols ospf]
hongkong@ydney# set area 0 interface fe=2/0/1.200

[edit routing-instances HongKong-wr - protocol s ospf]
hongkong@ydney# t op

[edit]

hongkong@ydney# conmit and- quit
conmit conplete

Exi ting configurati onmnode

Step 1.6

View:the OSPF neighbor state and routing table for your virtual router on Sydney. Ensure that
you arexxeceiving a default route via OSPF.

hongkong@ydney> show ospf nei ghbor instance HongKong-vr

Addr ess Interface State I D Pri  Dead
192.168:200: 1 fe-2/0/1.200 Ful | 10.14.8.1 128 33
hongkong@ydney> show route tabl e HongKong-vr

HongKong-vr.inet.0: 6 destinations, 6 routes (6 active, 0 hol ddown, O hidden)

+ = Active Route, - = Last Active, * = Both
0.0.0.0/0 *[ OSPF/ 150] 00:03:24, netric 1, tag O
> to 192.168.200.1 via fe-2/0/1.200
10.14.8.1/ 32 *[ OSPF/ 10] 00: 03: 24, netric 1
> to 192.168.200.1 via fe-2/0/1.200
10. 14. 8. 254/ 32 *[ OSPF/ 10] 00: 03: 24, netric 1

> to 192.168.200.1 via fe-2/0/1.200
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192. 168. 200. 0/ 24 *[Direct/0] 00:03:29
> via fe-2/0/1. 200
192. 168. 200. 2/ 32 *[ Local /0] 00:03: 29
Local via fe-2/0/1.200
224.0.0.5/32 *[ OSPF/ 10] 00:07:16, netric 1
Mul ti Recv

Part 2: Configure a Virtual Router

You will configure a next-hop-style service set to provide stateful firewall and NAT seryices. In
this part, you will configure a virtual router to hold the internal hosts. You will perform all.these
steps on your router unless otherwise indicated.

Step 2.1

Configure a routing instance called t r ust ed- vr of type vi rt ual - rout er-.
[edit]
| ab@ongKong# edit routing-instances trusted-vr

[edit routing-instances trusted-vr]
| ab@ongKong# set instance-type virtual-router

Step 2.2

Assign the appropriate f e- 2/ 0/ 1 logical interface to the routing instance.

[edit routing-instances trusted-vr]
| ab@ongKong# set interface fe-2/0/1.200

Step 2.3

Deactivate the OSPF configuration in the main router.

[edit routing-instances trusted-vr]
| ab@ongKong# top deacti vatey,prot ocol s ospf

Step 2.4

Configure OSPF in the routing instance. Assign the appropriate f e- 2/ 0/ 1 logical interface to
Area 0.

[edit routing-instances trusted-vr]
| ab@ongKong# set \prot ocol s ospf area 0 interface fe-2/0/1.200

Step 2.5

Configure the router to export default routes to the routing instance’s OSPF process.

[edit routing-instances trusted-vr]
| ab@ongKong# set protocols ospf export default-to-ospf

Part 3: Configure a Next-Hop-Style Service Set

In this part, you will configure a next-hop-style service set to secure your internal network.
Unless otherwise indicated, you will perform all these steps on your own router.
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Step 3.1

Begin by configuring the services interfaces. Configure f am |y i net on Unit O.
[edit routing-instances trusted-vr]
| ab@ongKong# top edit interfaces sp-0/0/0

[edit interfaces sp-0/0/0]
| ab@ongKong# set unit O famly inet

Step 3.2

Configure Unit 1 to be an outside services interface. Configure f ami | y i net onthis unit.
[edit interfaces sp-0/0/0]
| ab@ongKong# set unit 1 service-domai n outside

[edit interfaces sp-0/0/0]
| ab@ongKong# set unit 1 family inet

Step 3.3

Configure Unit 2 to be an inside services interfacesConfigure f ami |y i net on this unit.
[edit interfaces sp-0/0/0]
| ab@ongKong# set unit 2 service-domain inside

[edit interfaces sp-0/0/0]
| ab@ongKong# set unit 2 famly inet

Step 3.4

Configure a next-hop-style service-set called t r ust - unt r ust using the inside and outside
services interfaces‘you justiconfigured.

[edit interfaces sp-0/0/0]
| ab@ongKong# top edit (Services service-set trust-untrust

[edit services service-set trust-untrust]
| ab@ongKong# .set next - hop-service outside-service-interface sp-0/0/0.1

[edit services service-set trust-untrust]
| ab@ongKong# set ‘hext-hop-service inside-service-interface sp-0/0/0.2

Step 3.5

Assign the inside services interface for this service set to the t r ust ed- vr routing instance.
[edit services service-set trust-untrust]
| ab@longKong# top edit routing-instances trusted-vr

[edit routing-instances trusted-vr]
| ab@ongKong# set interface sp-0/0/0.2
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Question: To what routing instance is the outside
services interface assigned?

Answer: All interfaces are assigned to the master
routing instance by default. Therefore, the outside
services interface is assigned to the master routing
instance because you did not assign it to a different
routing instance.

Step 3.6

Inthet rust ed- vr routing instance, configure a static default route that directs traffic to the
inside services interface.

[edit routing-instances trusted-vr]
| ab@ongKong# set routing-options static route 0.0.0.0/0 next'-hopysp-0/0/0.2

Part 4: Configure NAT Rules

In this part, you will configure NAT rules and apply them to:the'service set.
Step 4.1

Configure a NAT pool called dot 2pat pool. £ Configure the pool to consist of the .2 address in
your aggregate. Configure the router to perform dynamic Port Address Translation (PAT) when
using the NAT pool.

[edit routing-instances trusted-vf]
| ab@ongKong# top edit servi ces "nat.pool, dot 2pat pool

[edit services nat pool dot2patpool ]
| ab@ongKong# set address 10.14.8.2/32

[edit services nat pool dot2pat pool]
| ab@ongKong# set port automatic

Step 4.2

Configure.a NAT rule called PAT- i nt er nal with a single term that matches all traffic with a
source address from the subnet assigned to the appropriate f e- 2/ 0/ 1 logical interface.
Configure the router to perform dynamic source translation for this traffic using the

dot 2pat pool NAT pool.

[edit serwvices nat pool dot2patpool]
| ab@ongKong# up 1 edit rule PAT-internal term match-internal

[edit services nat rule PAT-internal term match-internal]
| ab@ongKong# set from source-address 192. 168. 200. 0/ 24

[edit services nat rule PAT-internal term match-internal]
| ab@ongKong# set then translated translation-type source dynamc

[edit services nat rule PAT-internal term match-internal]
| ab@ongKong# set then transl ated source-pool dot2patpool
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Step 4.3

Configure the NAT rule to match traffic in the i nput direction.
[edit services nat rule PAT-internal term match-internal]
| ab@ongKong# up

[edit services nat rule PAT-internal]
| ab@ongKong# set nmatch-direction input

Question: Why should this rule match traffic in the
i nput direction?

Answer: Because this will be used in a next-hop-style
service set, the router considers traffieithat.is inbound
on the inside interface to be input traffic.

Step 4.4

Configure the t r ust - unt r ust service set/to use the PAT- i nt er nal NAT rule.
[edit services nat rule PAT-internal]
| ab@ongKong# top edit services service-set trust-untrust

[edit services service-set trust-untrust]
| ab@ongKong# set nat-rul es PAT-intermnal

Step 4.5

Commit your configuration.

[edit services service<set trust-untrust]
| ab@ongKong# conmi tsand-gui t

conmit conplete

Exi ti ng confi guratd onynode

Step 4.6

Verify that the master routing instance has a route for the NAT pool IP address with a next hop
ofithe outside services interface.

| ab@ongKong> show route 10.14.8.2/32

inet.0: 21 destinations, 31 routes (21 active, 0 hol ddown, O hidden)
+ = "Active Route, - = Last Active, * = Both

10. 14.8. 2/ 32 *[Static/1] 00:00:07
> via sp-0/0/0.1

Step 4.7

Verify that the t r ust ed- vr routing instance has a default route with a next hop of the inside
services interface.
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| ab@ongKong> show route table trusted-vr 0.0.0.0/0 exact

trusted-vr.inet.0: 4 destinations, 4 routes (4 active, 0 hol ddown, O hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[Static/5] 00:03:20
> via sp-0/0/0.2

Step 4.8

Verify that the t r ust ed- vr routing instance is exporting the default route to OSPF.

| ab@ongKong> show route table trusted-vr 0.0.0.0/0 exact extensive

trusted-vr.inet.0: 4 destinations, 4 routes (4 active, 0 hol ddown, 0 hidden)
0.0.0.0/0 (1 entry, 1 announced)
TSI :
OSPF area : 0.0.0.0, LSAID: 0.0.0.0, LSA type : Extern
KRT in-kernel 0.0.0.0/0 -> {sp-0/0/0.2}
*Static Preference: 5
Next - hop reference count: 3
Next hop: via sp-0/0/0.2, selected
State: <Active Int Ext>
Age: 6:41
Task: RT
Announcenent bits (2): O-trusted-vr-COSPFv2 2- KRT
AS path: |

| ab@ongKong> show ospf dat abase instance.trusted-vr

OSPF |ink state database, Ar€a 0:0.0.0
Type ID Adv Rtr Seq Age Opt Cksum Len
Rout er 10.14.8.1 10.14.8.1 0x80000009 720 0x22 0Oxf02f 60
Router *192.168.200.1 192. 168. 200. 0x80000002 399 0x22 0x2240 36
Rout er 192. 168. 200. 2 192.168. 200. 2 0x80000005 405 0x22 0x144a 36
Net wor k 192. 168. 200. 1 10.14.8.1 0x80000004 420 0x22 Oxbbdl 32
Net work 192. 168. 200{2 192.168. 200. 2 0x80000002 405 0x22 Oxbfa9 32

OSPF AS SCOPE | inksstate database

[E=Y

Type I D Adv Rtr Seq Age Opt Cksum Len
Extern 0.0.0.0 10.14.8.1 0x80000004 1020 O0x22 Ox6eal 36
Extern *0.0.0.0 192.168. 200. 1 0x80000001 404 0x22 Oxedl2 36

Step 4.9

Log in to the Sydney router. Verify that your virtual router on the Sydney router is receiving a
default route via OSPF.

hongkong@ydney> show route tabl e HongKong-vr

HongKong-vr.inet.0: 4 destinations, 4 routes (4 active, 0 hol ddown, O hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ OSPF/ 150] 00:07:43, netric 1, tag O
> to 192.168.200.1 via fe-2/0/1. 200
192. 168. 200. 0/ 24 *[Direct/0] 00:50:45
> via fe-2/0/1. 200
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192. 168. 200. 2/ 32 *[ Local /0] 00:50: 45
Local via fe-2/0/1.200
224.0.0.5/32 *[ OSPF/ 10] 00:54:32, netric 1
Mul ti Recv

Part 5: Verify NAT Operation

In this part, you will verify that the NAT rule you just configured is working correctly.

Step 5.1

From Sydney, attempt to ping the IP address 172.17.24.1 (an IP address'on, ISP. B's network)
from your virtual router. Allow the router to continue to ping so as to provide a steady flow of
traffic for you to examine.

hongkong@ydney> pi ng routing-instance HongKong-vr 172. 1724, 1
PING 172.17.24.1 (172.17.24.1): 56 data bytes

64 bytes from172.17.24.1: icnp_seq=0 ttl=62 time=13."208wns

64 bytes from 172. 17. 24. icnp_seq=1 ttl =62 tine=20.489 ns

64 bytes from 172. 17. 24. icnp_seq=2 ttl =62 tine=20.1429 ns

64 bytes from 172. 17. 24. icnp_seq=3 ttl =62 tilne=132.850 ns
64 bytes from 172. 17. 24. i cnp_seq=4 ttl =62"ti,me=20. 741 ns

[...]
Step 5.2

On your router, examine the flow table.

| ab@ongKong> show services stateful-firewall flows
Interface: sp-0/0/0, Service set: trust-untrust

Fl ow State Dir Fr m count

| C\VP 192. 168. 200. 2: 33567 - > 172.17.24. 1 Wat ch I 9
NAT source 192. 168: 200. 2:,33567 -> 10. 14. 8. 2: 1025

| C\VP 172.17.24.1:1025 -> 10.14.8.2 Wat ch (@] 9
NAT dest 10. 14. 8. 2: 1025 -> 192. 168. 200. 2: 33567

Question: How many flows do you see?

Answer: You should see two flows, one for each
direction of traffic.

Question: In what state are the flows? What does that
indicate?

Answer: The flows are in the WAt ch state. This state
indicates that the router is accepting the traffic and
applying an ALG. To perform PAT with pings, the router
must use an ALG to examine ICMP fields to correctly
match incoming and outgoing packets.
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Question: Examine the direction of the flows. Do they
match your understanding of flow direction?

Answer: The flow from the virtual router to the Internet
is marked as an input flow (I ), while the flow from the
Internet to the virtual router is marked as an output flow

O.
Step 5.3

Examine the NAT traffic statistics using the show servi ces st at ef ul - fii rewal’l
statistics extensi ve command. Notice the types of statistics that are available.

| ab@ongKong> show services stateful-firewall statistics extensive
Interface: sp-0/0/0
Service set: trust-untrust
New f | ows:
Accepts: 0, Discards: 0, Rejects: 0
Exi sting flows:
Accepts: 1014, Discards: 0, Rejects: O
Dr ops:
| P option: 0, TCP SYN defense: 0
NAT ports exhausted: O
Errors:
IP. 0, TCP: O
ubP: 0, ICw: 0
Non-| P packets: 0, ALG O
I P errors:
| P packet length inconsistencies: 0
M ni mum | P header | engtth check failures: 0
Reassenbl ed packet exceeds maxi mum | P length: 0O
Illegal source address: 0
Il egal destination address: O
TTL zero errorsi<0, Illegal IP protocol number (0 or 255): O
Land attack: O
Non- 1 Pv4 packets: 0, Bad checksum O
Illegal ILP . fragment |ength: O
I P faragnment overlap: O
| P fragments reassenbly timeout: O
Unknown:, O
TCP ‘errors:
TCP ‘header length inconsistencies: 0
Source or destination port nunmber is zero: O
Il egal sequence nunber and flags conbinations: 0O
SYN attack (rmultiple SYN nessages seen for the sane flow): O
First packet not a SYN nessage: O
TCP port scan (TCP handshake, RST seen from server for SYN: O
Bad SYN cooki e response: 0
UDP errors:
I P data |l ength less than m ni nrum UDP header length (8 bytes): 0
Source or destination port nunber is zero: O
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UDP port scan (ICMP error seen for UDP flow): O
| CVP errors:

| P data length less than mninum | CVWP header |length (8 bytes): 0

ICVMP error length inconsistencies: 0

Dupl i cate ping sequence nunber: 0

M smat ched pi ng sequence nunber: 0
ALG errors:

BOOTP: 0, DCE-RPC. 0, DCE-RPC portmap: O

DNS: 0, Exec: 0, FTP: O

H323: 0, ICWP: O, IICP: O

Login: O, NetBIOS: 0, NetShow 0

Real Audio: 0, RPC. 0, RPC portmap: O

RTSP: 0, Shell: 0, SIP. O

SNVMP: 0, SQLNet: 0, TFTP: O

Traceroute: O

Step 5.4

On Sydney, stop the ping you started in Step 5.1.

[...]

64 bytes from 172.17.24.1: icnp_seq=361 ttl =62 41 nme=20.223 ns
64 bytes from 172.17.24.1: icnp_seq=362 ttl =62 ti ne=20.427 ns
~C

--- 172.17.24.1 ping statistics ---

363 packets transmitted, 363 packets receiwved, 0% packet | oss
round-trip mn/avg/ max/stddev = 3. 471 27..640/ 229. 907/ 25. 852 ns

Part 6: Configure Stateful Firewall Rules

In this part, you will configure stateful firewall rules and apply them to the service set.

Step 6.1

Configure a stateful firewall rule called al | ow- i nt er nal - out bound with a single term that
accepts all traffic.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit services stateful-firewall rule allowinternal-outbound

[editsuservi ces stateful -firewall rule allowinternal-outbound]
| abh@HongKong# set termallowall then accept

Step 6.2

Configure the stateful firewall rule to match all traffic in the i nput direction.

[edit services stateful-firewall rule allowinternal-outbound]
| ab@ongKong# set natch-direction input
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Step 6.3

Configure the t r ust - unt r ust service set to use the al | ow i nt er nal - out bound
stateful firewall rule.

[edit services stateful-firewall rule allowinternal-outbound]
| ab@ongKong# up 2 edit service-set trust-untrust

[edit services service-set trust-untrust]
| ab@ongKong# set stateful-firewall-rules allowinternal -outbound

Step 6.4

Commit your configuration.

[edit services service-set trust-untrust]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

Part 7: Verify Stateful Firewall Operation

In this part, you will verify that the stateful firewall configuration you just configured is working
correctly.

Step 7.1

From Sydney, attempt to ping the IP address, 172.17.24.1 (an IP address on ISP B’s network)
from your virtual router. Allow the router to continue to ping so as to provide a steady flow of
traffic for you to examine.

hongkong@ydney> pi ng routing-instancemdongKong-vr 172.17.24.1
PING 172.17.24.1 (172.17.24.1): 56 data bytes

64 bytes from172.17.24.1: icnp_seq=0 ttl=62 tinme=5.069 ns

64 bytes from 172. 17. 24. i cnp_seq=1 ttl =62 tine=20.620
64 bytes from 172. 17. 24. icnp.useq=2 ttl =62 tine=20.499
64 bytes from 172. 17..24. icnp_seq=3 ttl =62 tine=20.241
64 bytes from 172. 17. 24« i"enp_seq=4 ttl =62 tine=20.238

Step 7.2

ns
ns
ns
ns

On your router, examine the flow table.

| ab@ongKeng> show services stateful-firewall flows
Interface: sp-040/0, Service set: trust-untrust

Fl ow State Dir Frm count

| C\VP 192. 168. 200. 2: 47135 -> 172.17.24. 1 Wat ch I 7
NAT source 192. 168. 200. 2: 47135 -> 10. 14. 8. 2: 1025

| C\VP 172.17.24.1:1025 -> 10.14.8.2 Wat ch 0] 7
NAT dest 10. 14. 8. 2: 1025 -> 192. 168. 200. 2: 47135

Step 7.3

On Sydney, stop the ping you started in Step 7.1.
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[...]

64 bytes from 172. 17. 24.
64 bytes from 172. 17. 24.
64 bytes from 172. 17. 24.
64 bytes from 172. 17. 24.
64 bytes from 172. 17. 24.
~C

--- 172.17.24.1 ping statistics ---

205 packets transmitted, 205 packets received, 0% packet | oss
round-trip mn/avg/ max/stddev = 3. 470/ 25. 738/ 206. 318/ 24. 054 ns

i cnp_seq=200 ttl =62 tinme=20.682
i cnp_seq=201 ttl =62 tine=40.586
i cnp_seq=202 ttl =62 tine=20.661
i cnp_seq=203 ttl =62 tine=20.489
i cnp_seq=204 ttl =62 tine=20.236

CICICIC R

Part 8: Configure an ALG

In this part, we will demonstrate the operation and configuration.of ALGs.

Step 8.1

Open an FTP session to 172.17.24.1 using the command f t')p. routi ng-i nst ance
routing-instance 172.17. 24. 1. Log in using your router's hostname (in all lower-case
letters) as the username. Use the password provided by.your instructor.

hongkong@ydney> ftp routing-instance HongKong=vr.172.17.24.1
Connected to 172.17.24. 1.

220 Sydney FTP server (Version 6.00LS) ready.

Name (172.17.24.1: hongkong): hongkong

331 Password required for hongkong.

Passwor d:

230 User hongkong | ogged in.

Renpte systemtype is UN X

Usi ng binary node to transfer fithes.

ftp>
Step 8.2

Attempt to'retrieve a directory listing using the | s command.
ftp>Is

500 Il egal PORI range rejected.

Question: Did the transfer succeed?

Answer: No, the transfer failed.

Step 8.3

On your router, examine the flow table.

| ab@ongKong> show services stateful-firewall flows
Interface: sp-0/0/0, Service set: trust-untrust

Fl ow State Dir Fr m count

TCP 172.17.24.1: 21 -> 10. 14.8.2: 1027 Forward O 13
NAT dest 10. 14. 8. 2: 1027 -> 192. 168. 200. 2: 3459

TCP 192. 168. 200. 2: 3459 -> 172.17.24.1: 21 Forward | 16
NAT source 192. 168. 200. 2: 3459 -> 10. 14. 8. 2: 1027
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Question: In what state are the flows? What does that
indicate?

Answer: The flows are in the For war d state. This state
indicates that no ALG is active, which explains why your
FTP transfer failed.

Step 8.4

On your router, examine the stateful firewall statistics.

| ab@ongKong> show services stateful-firewall statistics
Interface Servi ce set Accept Di scard Rej ect Errors
sp-0/0/0 trust-untrust 2378 15 0 0

Question: Do you see any discards? If so, what doyou
think is the source of these discards?

Answer: Yes, you should see discards. The FTP packets
were discarded.

Step 8.5

Add a term to the al | ow- i nt.ernal=out bound stateful firewall rule that accepts all traffic
using the j unos- f t p ALG. Insert the term at the beginning of the rule. Commit your changes.

| ab@ongKong> confi gure
Entering configuration node

[edit]
| ab@ongKong# edit serwvices stateful-firewall rule allowinternal-outbound

[edit services stateful-firewall rule allowinternal -outbound]
| ab@ongKong# set termallowftp fromapplications junos-ftp

[edit servicesystateful-firewall rule allowinternal-outbound]
| ab@ongkeng# .set termallowftp then accept

[edit serviices stateful-firewall rule allowinternal -outbound]
| ab@ongKong# insert termallowftp before termallowall

[edit services stateful-firewall rule allowinternal-outbound]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node
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Step 8.6

From Sydney, using the existing FTP session you opened in Step 8.1, attempt to retrieve a
directory listing using the | s command.

ftp>Is
500 Ill egal PORT range rejected.

Question: Did the transfer succeed? Why or why not?

Answer: No, the transfer failed because NAT rule
changes do not affect existing sessions.

Step 8.7
Close the FTP session and reestablish the FTP session to sessionto 172.17.24.1 using the
commandftp routing-instance routing-instance 172.17.24. 1. Login using
your router’s hostname (in all lower-case letters) as theyusername. Use the password provided
by your instructor.

ftp> bye

221 Goodbye.

hongkong@ydney> ftp routing-instance HongKong-vr 172.17.24.1
Connected to 172.17.24. 1.

220 Sydney FTP server (Version 6. 00LS) ready.

Name (172.17.24.1: hongkong)+ hangkong

331 Password required for ‘hongkong.

Passwor d:

230 User hongkong | oggedsi n.

Renpte systemtype is UN X

Usi ng binary node tortrnansfer files.

ftp>
Step 8.8

Attempt to retrieve a directory listing using the | s command.
ftp>Is

2004PORT conmand successful .

150 Openinng” ASCI I node data connection for '/bin/ls'.
total 2

drwxr-xr-x 2 hongkong staff 512 Nov 6 18:28 .ssh
226 Transfer conplete.

Question: Did the transfer succeed?

Answer: Yes, the transfer should succeed.
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Step 8.9

On your router, examine the flow table.

| ab@ongKong> show services stateful-firewall flows
Interface: sp-0/0/0, Service set: trust-untrust

Fl ow State Dir Frm count

TCP 172.17.24.1: 21 -> 10.14.8.2:1025 Watch (@] 16
NAT dest 10. 14. 8. 2: 1025 -> 192. 168. 200. 2: 2940

TCP 192. 168. 200. 2: 2940 -> 172.17.24.1: 21 Wat ch I 19
NAT source 192. 168. 200. 2: 2940 -> 10. 14. 8. 2: 1025

Question: In what state are the flows? What does that
state indicate?

Answer: The flows are in the WAt ch state, which
indicates that an ALG is active.

Step 8.10

On Sydney, close the FTP session and return to the router CLI.

ftp> bye
221 Goodbye.

hongkong@ydney>

Part 9: Configure an Interface-Style Service Set

In this part, you will convert the next-hop-style service set to an interface-style service set. You
will perform all this‘configuration on your router, unless otherwise indicated.

Step 9.1

On your router, delete the t r ust ed- vr routing instance.

| ab@ongKong> confi gure
Ent eri ng confifguration node

I[ZggﬂnngKong# del ete routing-instances trusted-vr
Step 9.2

Delete Units 1 and 2 on the sp- 0/ 0/ O interface.
[edit]

| ab@ongKong# del ete interfaces sp-0/0/0 unit 1

[edit]
| ab@ongKong# del ete interfaces sp-0/0/0 unit 2
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Step 9.3
Activate the OSPF configuration.

[edit]

| ab@ongKong# activate protocols ospf

Step 9.4
Change the t r ust - unt r ust service set to be an interface-style service set that uses the
sp- 0/ 0/ O services interface.

[edit]

| ab@ongKong# edit services service-set trust-untrust

[edit services service-set trust-untrust]
| ab@ongKong# del et e next - hop-service

[edit services service-set trust-untrust]
| ab@ongKong# set interface-service service-interface,sp-0/0/0

Step 9.5

Reverse the match direction used for the PAT- i nt er nal NAT rule and the
al | ow i nt er nal - out bound stateful firewallirule:

[edit services service-set trust-untrust]
| ab@ongKong# up 1 edit stateful-firewal [“yrule allowinternal -outbound

[edit services stateful-firewall ruleual lowinternal -outbound]
| ab@ongKong# set nmatch-direction output

[edit services stateful -fidgewall rule all owinternal -outbound]
| ab@ongKong# up 2 edit nat rule PAT-internal

[edit services nat rul e PAT-internal]
| ab@ongKong# set nateh-directi on out put

Question: Why is reversing the match direction
necessary?

Answer: The next-hop-style and interface-style service
sets view packet flow differently. Therefore, it is
necessary to reverse the match direction used by all
rules referenced in the service set.

Step 9.6

Apply the t r ust - unt r ust service set to both the logical interfaces that you use to connect
to your ISPs. Commit the configuration.
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[edit services nat rule PAT-internal]
| ab@ongKong# top edit interfaces se-1/0/0 unit 101 fanmly inet

[edit interfaces se-1/0/0 unit 101 famly inet]
| ab@ongKong# set service input service-set trust-untrust

[edit interfaces se-1/0/0 unit 101 famly inet]
| ab@ongKong# set service output service-set trust-untrust

[edit interfaces se-1/0/0 unit 101 famly inet]
| ab@ongKong# up 2 edit unit 201 famly inet

[edit interfaces se-1/0/0 unit 201 famly inet]
| ab@ongKong# set service input service-set trust-untrust

[edit interfaces se-1/0/0 unit 201 fanmily inet]
| ab@ongKong# set service output service-set trust-untrust

[edit interfaces se-1/0/0 unit 201 fanmily inet]
| ab@ongKong# conmit and-quit

conmit conplete

Exi ting configuration node

Step 9.7

On your router, examine the flow table and the'extensive firewall statistics.

| ab@ongKong> show services stateful -firewall flows

| ab@ongKong> show services statefal=sfirewall statistics extensive
Interface: sp-0/0/0
Service set: trust-untrust

New f | ows:
Accepts: 0, Discards: 0, Rejects: 0

Exi sting fl ows:
Accepts: 0, Discards: 30, Rejects: O

Dr ops:
| P option: 0, TCP SYN defense: 0
NAT ports exhausted: O

Errors:
[P: 0, TCR:. 30
UDP,, O,/ 1 CWP: 0
Non- I'P. packets: 0, ALG O

| PCerrors
| Phpacket Iength inconsistencies: 0
M ni'mum | P header |ength check failures: 0
Reassenbl ed packet exceeds maximum | P length: 0O
Illegal source address: O
Il egal destination address: O
TTL zero errors: 0O, Illegal 1P protocol number (0 or 255): O
Land attack: O
Non- 1 Pv4 packets: 0, Bad checksum O
Illegal IP fragnment length: O
I P fragment overlap: O
| P fragment reassenbly tineout: O

Lab 5-22 < Stateful Firewall and NAT (Detailed) - |




Advanced Juniper Networks Routing in the Enterprise

Unknown: O
TCP errors:
TCP header |ength inconsistencies: 0
Source or destination port nunber is zero: 0
Il egal sequence nunber and flags conbi nations: 0
SYN attack (nultiple SYN nessages seen for the sane flow): 0O
First packet not a SYN nessage: 30
TCP port scan (TCP handshake, RST seen from server for SYN): O
Bad SYN cooki e response: 0
UDP errors:
| P data length |l ess than nini num UDP header length (8 bytes); 0
Source or destination port nunber is zero: O
UDP port scan (ICMP error seen for UDP flow): O
| CVP errors:
| P data length less than mi ni num | CVWP header | ength,(8 bytes): 0
ICMP error length inconsistencies: 0O
Dupl i cate ping sequence nunber: O
M smat ched pi ng sequence nunber: 0
ALG errors:
BOOTP: 0, DCE-RPC. 0, DCE-RPC portmap: O
DNS: 0, Exec: 0, FTP: O
H323: 0, ICwP: 0, 11OP: O
Login: O, NetBIOS: 0, NetShow O
Real Audio: 0, RPC. 0, RPC portmap: O
RTSP: 0, Shell: 0, SIP: O
SNVP: 0, SQ.Net: 0, TFTP: O
Traceroute: O

Question: Are your BGP sessions listed? In what state
are these. sessions?

Answer: If they are listed, they might be in a Di scar d
state because the stateful firewall did not observe the
session startup. If you wait for the BGP session to reset,
you will see it establish correctly.

Question: Why did the firewall discard packets?

Answer: In this example, it discarded 30 TCP packets
because they were the first packets seen in a flow, but
were not SYN packets. These packets are the BGP
packets from the existing BGP session.

Step 9.8

Examine the BGP neighbor status. Notice the state and whether the | nPkt counter is
incrementing.

@ Stateful Firewall and NAT (Detailed) ¢ Lab 5-23



Advanced Juniper Networks Routing in the Enterprise

| ab@ongKong> show bgp sumary
G oups: 1 Peers: 2 Down peers: O

Tabl e Tot Paths Act Paths Suppressed Hi story Danp State Pendi ng
inet.0 20 10 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Flaps Last Up/Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

172.17.39.17 65010 1468 1460 0 0 12:08:37 9/10/0

0/0/0

172.17.55.17 65030 1469 1459 0 0 12:08:331/10/0

0/0/0

Step 9.9

Wait until the flow table shows that the stateful firewall is accepting both your BGP sessions.

| ab@ongKong> show services stateful-firewall flows
Interface: sp-0/0/0, Service set: trust-untrust

FI ow State Di‘r Frm count
TCP 172.17.39.17: 179 -> 172.17.39.18:4385 Forward "I 45
TCP 172.17.39.18:4385 -> 172.17.39.17:179 Forwar d, 0O 42
TCP 172.17.55.17: 179 -> 172.17.55.18: 4749 Forward /| 45
TCP 172.17.55.18: 4749 -> 172.17.55.17:179 Forward O 47
Step 9.10

View your BGP session status. Ensure that your BGP sessions are reestablished.
| ab@ongKong> show bgp sumary
G oups: 1 Peers: 2 Down peers: O
Tabl e Tot Paths Act Paths Suppressed H story Damp State Pendi ng
inet.0 20 10 0 0 0 0
Peer AS I nPkt CQut Pkt QutQ Flaps Last Up/ Dwn
St at e| #Act i ve/ Recei ved/ Danped. . .
172.17.39.17 65010 1514 1500 0 2 11:10 9/10/0
0/0/0
172.17.55.17 65030 1519 1497 0 2 11: 03 1/10/0
0/0/0
Step 9.11

From,Sydney, attempt to ping the IP address 172.17.24.1 (an IP address on ISP B’s network)
from your virtual router. Allow the router to continue to ping so as to provide a steady flow of
traffie.for you to examine.

hongkong@sydney> pi ng routing-instance HongKong-vr 172.17.24.1
PING 172.17.24.1(172.17.24.1): 56 data bytes

64 bytes,from172.17.24.1: icnp_seq=0 ttl=62 tinme=106.532 ns
64 bytes from 172.17.24.1: icnp_seq=1 ttl=62 tinme=11.715 ns
64 bytes from 172.17.24.1: icnp_seq=2 ttl=62 tinme=20.495 ns
64 bytes from172.17.24.1: icnp_seq=3 ttl=62 tinme=20.232 ns
64 bytes from 172.17.24.1: icnp_seq=4 ttl=62 tinme=20.369 ns
[...]
Step 9.12
On your router, examine the flow table.
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| ab@ongKong> show services stateful-firewall flows
Interface: sp-0/0/0, Service set: trust-untrust

Fl ow State Dir Fr m count
TCP 172.17.39.17:179 -> 172.17.39.18: 4385 Forward | 53
TCP 172.17.39.18:4385 -> 172.17.39.17: 179 Forward O 50
TCP 172.17.55.17: 179 -> 172.17.55.18: 4749 Forward | 53
| CVP 192. 168. 200. 2: 42784 -> 172.17.24.1 Wat ch (@] 20
NAT source 192. 168. 200. 2: 42784 -> 10. 14. 8. 2: 1028
TCP 172.17.55.18: 4749 -> 172.17.55.17: 179 Forward O 55
| CVP 172.17.24.1:1028 -> 10.14.8.2 Wat ch I 20
NAT dest 10. 14. 8. 2: 1028 -> 192. 168. 200. 2: 42784

Question: Does your router appear to be performing
address translation correctly?

Answer: Yes, it should be performing address
translation correctly.

Step 9.13

Purposely create asymmetric traffic flow. Configure the r ej ect - al | policy as the import
policy for ISP A and the export policyforlSP.C. Commit the configuration.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit protocols‘bgp group isp

[edit protocols bgp group isp]
| ab@ongKong# set neisghbor 172.17.39.17 inport reject-all

[edit protocols bgp group isp]
| ab@ongKong# set nei ghbor 172.17.55.17 export reject-all

[edit protocols bgp group isp]
| ab@ongkeng# conmit and-quit
conrit conplete

Exi ti'ng ‘confi gurati on node

Step 9.14

All incoming traffic should now use ISP A, and all outgoing traffic should now use ISP C. Verify
this by examining the routing table on your router and on the i sp- b routing instance on the
Sydney router.

| ab@ongKong> show route

inet.0: 23 destinations, 33 routes (23 active, 0 holddown, 10 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[ Aggr egat e/ 130] 12: 30: 30
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Di scard
10. 14.8.0/ 24 *[ Aggregat e/ 130] 12: 30: 30
Rej ect
10.14.8.1/32 *[Direct/0] 12:30:30
> via 100.0
10. 14. 8. 254/ 32 *[Direct/0] 12:30:30
> via 100.0
10.14.9.0/ 24 *[ BGP/ 170] 00:00: 29, |ocal pref 100

AS pat h: 65030 65109
> to 172.17.55.17 via se-1/0/0. 201
10. 14.10. 0/ 24 *[ BGP/ 170] 00:00: 29, |ocal pref 100
AS pat h: 65030 65110
> to 172.17.55.17 via se-1/0/0. 201
10.14.11.0/ 24 *[ BGP/ 170] 00:00: 29, |ocal pref 100
AS path: 65030 65111
> to 172.17.55.17 via se-1/0/0. 201
10.14.12.0/ 24 *[ BGP/ 170] 00: 00: 29, | ocal pref 100
AS path: 65030 65112
> to 172.17.55.17 via se-1/0/0.201
10. 14.13.0/ 24 *[ BGP/ 170] 00: 00: 29, | ocal pref 100
AS pat h: 65030 65113
> to 172.17.55.17 via se-1/0/ 04201
10.14.14.0/ 24 *[ BGP/ 170] 00: 00: 29, | ocal preff 100
AS pat h: 65030 65114 |
> to 172.17.55.17 via se-1/0/0. 201
10. 14.15.0/ 24 *[ BGP/ 170] 00: 00: 29, | ocal pref 100
AS pat h: 65030 65115
> to 172.17.55.17 viasse-1/,0/0. 201
10. 210. 0. 176/ 28 *[Direct/0] 2w2d 14:44:59
> via fe-0/0/0.0
10.210.0. 177/ 32 *[ Local / 0] 2w2d‘14: 45: 00
Local via fe-0/,0/0.0
172.17.24.0/ 21 *[ BGP/ 170]4 00: 00: 29, | ocal pref 100
AS patth: 65030 65020
>qto0 172.17.55.17 via se-1/0/0.201
172.17.32.0/ 20 *[BGR/ 170]« 00: 00: 29, | ocal pref 100
AS pat h: 65030 65020 65010
> toe 172.17.55.17 via se-1/0/0.201
172.17. 39. 16/ 30 *[Direct/0] 12:30:30
> via se-1/0/0.101
172.17. 39418/32 *[Local /0] 12:30: 30
Local via se-1/0/0.101
172. 177 4820/20 *[ BGP/ 170] 00: 00: 29, |ocal pref 100
AS path: 65030
> to 172.17.55.17 via se-1/0/0.201
172.17.55. 16/ 30 *[Direct/0] 12:30:30
> via se-1/0/0.201
172.17.55. 18/ 32 *[Local /0] 12:30:30
Local via se-1/0/0.201
192. 168. 200. 0/ 24 *[Direct/0] 00:18:09
> via fe-2/0/1.200
192. 168. 200. 1/ 32 *[ Local /0] 00: 18:09
Local via fe-2/0/1.200
224.0.0.5/32 *[ OSPF/ 10] 00: 18:09, netric 1
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Mul ti Recv
__juniper_privatel .inet.0: 2 destinations, 2 routes (2 active, 0 holddown, O
hi dden)
+ = Active Route, - = Last Active, * = Both
10.0.0.1/32 *[Direct/0] 2w2d 14:45: 35
> via | 00.16385
10.0. 0. 16/ 32 *[Direct/0] 2w2d 14:45: 35

> via | 00.16385

(From Sydney:)
hongkong@ydney> show route table isp-b 10.14.8.0

i sp-b.inet.0: 16 destinations, 23 routes (16 active, 0 holddown; O hidden)
+ = Active Route, - = Last Active, * = Both

10.14.8.0/ 24 *[ BGP/ 160] 00:17: 32, |ocal pref 400
AS path: 65010 65108 |
>to 172.17.25.2 via It-0/0/0.11

Step 9.15

From Sydney, verify that you can continue to ping the IP address 172.17.24.1 (an IP address
on ISP B’s network) from your virtualsrouter.

hongkong@ydney> pi ng routing-instance HongKong-vr 172.17.24.1
PING 172.17.24.1 (172.17.24.1): 56 data bytes

64 bytes from 172.17.24.1: icnp_seq=0 ttl'=62 tinme=13.686 ns

64 bytes from 172.17.24.1:4icnp_seq=1 ttl =62 time=20.241 ns

64 bytes from 172.17.24.1: ienp_seq=2 ttl =62 time=20.348 ns
~C

--- 172.17.24.1 ping statistics ---

3 packets transnmitteds 3 packets received, 0% packet |oss
round-trip m n/avg/ max/stddev = 13. 686/ 18.092/20. 348/ 3. 116 ns

Step 9.16

On yourrouter, remove the reject-all policies from the ISP A and ISP C neighbor configurations.
Commit your configuration.

| ab@ongKong> confi gure
Ent eriing, confi gurati on node

[edit]
| ab@ongKong# edit protocols bgp group isp

[edit protocols bgp group isp]
| ab@ongKong# del ete nei ghbor 172.17.39.17 inport

[edit protocols bgp group isp]
| ab@ongKong# del et e nei ghbor 172.17.55.17 export

[edit protocols bgp group isp]
| ab@ongKong# conmit and-quit
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conmit conplete
Exiting configuration node

@ Tell your instructor that you have completed Lab 5.
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Lab 6

IPSec VPN (Detailed)

Overview
This lab explores IPSec VPN configuration. In this lab, you will continue using the virtual routers
on the Sydney router to simulate hosts inside your network. You, will.establish VPN
connectivity with a partner router to connect your two internal networks. You will first establish
an IPSec-over-GRE tunnel using interface-style service setsyThen,you will configure an IPSec
VPN (without GRE) using a next-hop-style service set.
This lab is available in two formats: a high-level formatthat'is designed to make you think
through each step and a detailed format that offers step-by-step instructions complete with
sample output from most commands.
By completing this lab, you will perform the follewing tasks:
. Prepare the router.
. Configure an IPSee=over-GRE tunnel.
. Configurearservice filter.
. Configure a.stateful firewall filter.
. Configure a next-hop-style VPN.
Note
This lab requires you to work closely with a partner
team to establish VPN tunnels. View the “Lab 6:
IPSec VPNS” diagram to determine the team with
which you will be forming VPN connections. You
should coordinate your activities with this team to
ensure the success of the lab.
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Key Commands

cl ear bgp nei ghbor

cl ear services ipsec-vpn ipsec security-associations
pi ng

show bgp summary

show services ipsec-vpn i ke security-associations
show services ipsec-vpn i psec security-associations
show services ipsec-vpn ipsec statistics

show services stateful-firewall flows

Part 1: Prepare the Router

This lab begins where the last lab ended. In this part, you will deactivatesyour.connection to
ISP C and verify that you still have connectivity.

Step 1.1

Delete the unit on the serial interface that connects to ISP.C.

| ab@ongKong> confi gure
Entering configurati on node

I[Zgg-l]ongKong# delete interfaces se-1/0/0 unit 201
Step 1.2

Delete the BGP neighbor configuration foriSP C. Commit your changes.
[edit]

| ab@ongKong# del ete protocol s _bgp group isp neighbor 172.17.55.17

[edit]

| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

Step 1.3

View'the routing table.

| ab@ongKong>"show rout e

inet.0: 17 destinations, 17 routes (17 active, 0 hol ddown, O hidden)

+ = ActiveyRoute, - = Last Active, * = Both
0.0.0.0/0 *[ Aggr egat e/ 130] 06: 10: 53
Di scard
10.14.8.0/ 24 *[ Aggr egat e/ 130] 06: 10: 53
Rej ect
10.14.8.1/32 *[Direct/0] 06:10:53
> via [00.0
10. 14. 8. 254/ 32 *[Direct/0] 06:10:53

> via 100.0
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10. 14.9. 0/ 24 *[ BGP/ 170] 05:05:30, |ocal pref 100
AS path: 65010 65109
> to 172.17.39.17 via se-1/0/0. 101
10. 210. 8. 176/ 28 *[Direct/0] 06:23:13
> via fe-0/0/0.0
10. 210. 8. 177/ 32 *[ Local /0] 06:23:15
Local via fe-0/0/0.0
172.17.24.0/ 21 *[ BGP/ 170] 06:03: 01, |ocal pref 100
AS pat h: 65010 65020
> to 172.17.39.17 via se-1/0/0. 101
172.17.32.0/ 20 *[ BGP/ 170] 06:03: 01, |ocal pref 100
AS pat h: 65010
> to 172.17.39.17 via se-1/0/0. 101
172.17.39. 16/ 30 *[Direct/0] 06:03:09
> via se-1/0/0.101
172.17. 39. 18/ 32 *[ Local /0] 06:10:53
Local via se-1/0/0.101
172.17.48.0/ 20 *[BGP/ 170] 06:03: 01, |ocal pref 100
AS path: 65010 65020 65030
> to 172.17.39.17 via se-1/0/0. 101
172.17.55. 16/ 30 *[Direct/0] 04:43:53
> via se-1/0/0.201
172.17.55. 18/ 32 *[ Local /0] 04:43:53
Local via se-1/0/0.201
192. 168. 200. 0/ 24 *[Direct/0] 06:10:53
> via fe-2/0/1.200
192. 168. 200. 1/ 32 *[ Local /0] 06:10:53
Local via fle-2/0/1.200

224.0.0.5/32 *[ OSPF/ 10] 06:10: 53, netric 1
Mul td Recv

__juniper_privatel _.inet.0: 2),destinations, 2 routes (2 active, 0 hol ddown, O
hi dden)
+ = Active Route, - ==kast Active, * = Both
10.0.0.1/32 *['Bisrect/ 0] 06:23:48

> via | 00.16385
10.0.0.16/32 *[Direct/0] 06:23:48

> via |00.16385
Step 1.4

Log in to the Sydney router using your router’s name (all lower-case letters) as the username.
Use the password provided by your instructor. This lab again uses the virtual router you
configured on Sydney in the previous lab to simulate user traffic. Confirm that you can reach
the Internet by attempting to ping the IP address 172.17.24.1 (an IP address on ISP B’s
network) from your routing instance.

Sydney (ttyp0)

| ogi n: hongkong
Passwor d:

--- JUNCS 8.0R2.8 built 2006-09-29 09:22: 36 UTC
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NOTE: This router is divided into many virtual routers used by different
teans. Please only configure your own virtual router.

You nust use 'configure private' to configure this router.

hongkong@ydney> pi ng routing-instance HongKong-vr 172.17.24.1
PING 172.17.24.1 (172.17.24.1): 56 data bytes

64 bytes from 172.17.24.1: icnp_seq=0 ttl=62 time=25.753 ns

64 bytes from 172.17.24.1: icnp_seq=1 ttl=62 tinme=20.207 ns

64 bytes from 172.17.24.1: icnp_seq=2 ttl=62 tinme=20.424 ns
~C

--- 172.17.24.1 ping statistics ---

3 packets transnitted, 3 packets received, 0% packet |oss
round-trip mn/avg/ max/stddev = 20.207/22.128/25.753/2.565 ns

Part 2: Configure an IPSec-over-GRE Tunnel

In this part, you will configure an IPSec-over-GRE tunnel to your partnerrouter.
Step 2.1

Begin by configuring a GRE tunnel between the two routers.aUse your router’s interface to ISP A
as the source address of the tunnel and use yourpartner router’s interface to ISP A as the
destination address of the tunnel. Configure an IP.address of 192.168.25.X/24. Use the X
value from the “Lab 5b: Firewall Policy and NAT" diagram.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit interfaces gr-0/0/0 unit O

[edit interfaces gr-0/0/0 unit, 0]
| ab@ongKong# set tunnel source172.17.39.18

[edit interfaces gr<0/0/0 unit 0]
| ab@ongKong# set tunnel destination 172.17.39.22

[edit interfacestgr-0/0/0 unit 0]
| ab@ongKong#set, fam |y i net address 192. 168. 25. 200/ 24

Step 2.2

Delete the Layer 3 services configuration on the interface to the service provider.
[edit interfaces gr-0/0/0 unit O]
| ab@ongKong# t op

[edit]
| ab@ongKong# del ete interfaces se-1/0/0 unit 101 famly inet service

Step 2.3

Configure a static route for your partner’s 192.168.X.0/24 network with a next hop of the
tunnel interface. Commit the configuration.
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[edit]
| ab@ongKong# edit routing-options static

[edit routing-options static]
| ab@ongKong# set route 192.168.201. 0/ 24 next-hop gr-0/0/0.0

[edit routing-options static]
| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

Step 2.4

Once your partner team has configured the GRE tunnel, try to ping your'partner’s'GRE tunnel
address.

| ab@ongKong> ping 192.168. 25. 201

PI NG 192. 168. 25. 201 (192.168.25.201): 56 data bytes

64 bytes from 192. 168. 25.201: icnp_seq=0 ttl=64 tine=11.637
64 bytes from 192. 168. 25.201: icnp_seq=1 ttl=64_ti ne=10. 365
64 bytes from 192. 168. 25.201: icnp_seq=2 ttl =64 tinme=10.373
64 bytes from 192. 168. 25.201: icnp_seq=3 ttl =64 tine=10.393
~C

--- 192.168.25.201 ping statistics ---

4 packets transmtted, 4 packets received;, 0% packet |oss
round-trip m n/avg/ max/stddev = 10. 365/ 10.692/11. 637/ 0. 546 ns

CICICHE

Question: Is the ping successful?

Answer: Yes, it should be successful once your partner
configures the tunnel.

Question: Do you need to assign an IP address to the
tunnel interface to enable the processing of IP traffic on
the tunnel?

Answer: No. You configure an IP address in this lab to
aid in confirming the tunnel’s operation; however, it is
not necessary to configure an actual IP address. Simply
configuring f ami |y i net; enables the router to
process IP traffic on the tunnel interface.

Step 2.5
From the Sydney virtual router, try to ping your partner’s virtual router (192.168.X.2).

| ab@ongKong> ping 192.168. 201. 2
PI NG 192. 168. 201.2 (192.168.201.2): 56 data bytes

64 bytes from 192. 168.201.2: icnp_seq=0 ttl =63 tine=13.324 ns
64 bytes from 192. 168.201.2: icnp_seq=1 ttl =63 tine=10.374 ns
64 bytes from 192. 168.201.2: icnp_seq=2 ttl =63 tine=10.378 ns
64 bytes from 192. 168.201.2: icnp_seq=3 ttl =63 tine=30.182 ns
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~C

--- 192.168.201.2 ping statistics ---

4 packets transmtted, 4 packets received, 0% packet |oss
round-trip mn/avg/ max/stddev = 10. 374/ 16. 064/ 30. 182/ 8. 239 ns

Question: Is the ping successful?

Answer: Yes, it should be successful.

Step 2.6

Next, you will configure an IPSec tunnel to secure the GRE traffic. Configure an IKE proposal
called psk_shal_3des_i ke_proposal that specifies preshared keys, the.SHA1 algorithm
for authentication, and the 3DES encryption algorithm.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit services ipsec-vpn ike proposal psk_shal_3des_i ke_proposal

[edit services ipsec-vpn ike proposal psk_shal_3des_ike_proposal]
| ab@ongKong# set aut henti cati on-mnmet hod pre-shared=keys

[edit services ipsec-vpn i ke proposal psk_shal 3des_ike_proposal]
| ab@ongKong# set authentication-al gori thm shal

[edit services ipsec-vpn ike propesal, psk_shal 3des_i ke_proposal]
| ab@ongKong# set encryption-al gori thm,3des-cbc

Step 2.7

Configure an IKE policy called mai n_node_i ke_pol i cy that specifies IKE should use main
mode, the psk_shal 3des i ke_proposal proposal, and a preshared key of t est .

[edit services ipsec-vpn, ike. proposal psk _shal 3des i ke _proposal]
| ab@ongKong# up 1 edit policy main_node i ke policy

[edit services ipsec-vpn ike policy main_node_ i ke _policy]
| ab@ongKong# set nobde nmain

[edit servicesyipsec-vpn ike policy main_node_i ke _policy]
| ab@ongKong# set proposals psk_shal 3des_i ke proposa

[edit serviices ipsec-vpn ike policy main_node_ i ke _policy]
| ab@ongKong# set pre-shared-key ascii-text test

Step 2.8
Configure an IPSec proposal called esp_shal_3des_i psec_proposal that specifies the
ESP protocol, the SHA1 algorithm for authentication, and the 3DES encryption algorithm.
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[edit services ipsec-vpn ike policy main_node_i ke _policy]
| ab@ongKong# up 2 edit ipsec proposal esp_shal 3des_i psec_proposal

[edit services ipsec-vpn ipsec proposal esp_shal 3des_ipsec_proposal]
| ab@ongKong# set protocol esp

[edit services ipsec-vpn ipsec proposal esp_shal 3des_ipsec_proposal]
| ab@ongKong# set authentication-al gorithm hnmac-shal-96

[edit services ipsec-vpn ipsec proposal esp_shal 3des_ipsec_proposal]
| ab@ongKong# set encryption-al gorithm 3des-chc

Step 2.9

Configure an IPSec policy called dynami c_i psec_pol i cy that specifies that IPSec tunnels
should use perfect forward secrecy with Diffie-Hellman Group 2 keys and that specifies the
esp_shal 3des_i psec_proposal asthe only IPSec proposal.

[edit services ipsec-vpn ipsec proposal esp_shal 3des,i'psec_ proposal]
| ab@ongKong# up 1 edit policy dynami c_ipsec_policy

[edit services ipsec-vpn ipsec policy dynanic_ifpsec.policy]
| ab@ongKong# set perfect-forward-secrecy keys 'group2

[edit services ipsec-vpn ipsec policy dynanmc_ipsec_policy]
| ab@ongKong# set proposals esp_shal_3des.i psec_proposal

Step 2.10

Configure an IPSec VPN rule called GRE= VPN that encrypts traffic from the GRE tunnel’s
source address to the/GRE tunnel’s destination address. The rule should match traffic in the
output direction. Traffic should.be sent over a dynamic VPN using the

mai n_node_i ke_pol i cy IKE policy and the dynamni c_i psec_pol i cy IPSec policy. The
VPN endpoints will be the same ones used for the GRE tunnel.

[edit services ipsec-vpniipsec policy dynanic_ipsec_policy]
| ab@ongKong# up, 2 edit rule GRE-VPN

[edit servicesiipsec-vpn rul e GRE-VPN|
| ab@ongKong# set, mat ch-directi on out put

[edit services ipsec-vpn rule GRE-VPN
| ab@ongKong# edit term gre-tunnel

[edit services ipsec-vpn rule GRE-VPN term gre-tunnel]
| ab@ongKong# set from source-address 172.17.39.18

[edit services ipsec-vpn rule GRE-VPN term gre-tunnel]
| ab@ongKong# set from destination-address 172.17.39.22

[edit services ipsec-vpn rule GRE-VPN term gre-tunnel]
| ab@ongKong# set then dynamic ike-policy nmain_node_i ke policy

[edit services ipsec-vpn rule GRE-VPN term gre-tunnel]
| ab@ongKong# set then dynamic ipsec-policy dynanic_ipsec_policy
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[edit services ipsec-vpn rule GRE-VPN term gre-tunnel]
| ab@ongKong# set then renote-gateway 172.17.39.22

Step 2.11

Configure an interface-style service-set called par t ner - vpn that uses the GRE- VPN rule
and specifies that the local VPN endpoint will be the same as the GRE tunnel’s source address.

[edit services ipsec-vpn rule GRE-VPN term gre-tunnel]
| ab@ongKong# up 3 edit service-set partner-vpn

[edit services service-set partner-vpn]
| ab@ongKong# set interface-service service-interface sp-0/0/0

[edit services service-set partner-vpn]
| ab@ongKong# set ipsec-vpn-rul es GRE- VPN

[edit services service-set partner-vpn]
| ab@ongKong# set ipsec-vpn-options |ocal-gateway 172.17.39.18

Step 2.12

Configure the router to attempt to establish IPSec VPNs immediately, whether or not traffic is
flowing over the VPN.

[edit services service-set partner-vpn]
| ab@ongKong# up

[edit services]
| ab@ongKong# set ipsec-vpn establish-tannel s inmediately

Step 2.13

Configure the router to use the'par t ner - vpn service set for traffic entering and exiting the
service provider interface.

[edit services]
| ab@ongKong# top edit_ interfaces se-1/0/0 unit 101 family inet

[edit interfaces se~1/0/0 unit 101 family inet]
| ab@ongKong# set service input service-set partner-vpn

[edit interfaces se-1/0/0 unit 101 fanmily inet]
| ab@ongKong#/setservi ce out put service-set partner-vpn

@ Wait for your partner team to complete this part before proceeding.

Part 3: Configure a Service Filter

In this part, you will determine whether you must write a service filter. You will then apply one, if
necessary.
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Step 3.1

Now, commit your configuration. Monitor the status of your router’s BGP session to the ISP for
a few minutes.

[edit interfaces se-1/0/0 unit 101 fanmily inet]
| ab@ongKong# conmit and-quit

conmit conplete

Exiting configuration node

| ab@ongKong> show bgp sumary
G oups: 1 Peers: 1 Down peers: 1

Tabl e Tot Paths Act Paths Suppressed H story Damp State Pendi ng
inet.0 0 0 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Fl aps sLast Up/ Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

172.17.39. 17 65010 1327 1330 0 1 1: 08 Connect

Question: What happens to the BGP session?

Answer: Eventually, the hold timer expires and the BGP
session drops.

Question: Why isthis happening?

Answer: The service set contains no rule to process the
BGP packets, so it is dropping the packets.

Step 3.2

Configure a service filter called vpn- i nput - sf that services all traffic from your partner’s
VPN endpoint to your VPN endpoint. All other traffic should be skipped. Create a service filter
called vpn- out put - sf that services all traffic from the GRE tunnel source to the GRE tunnel
destination. All other traffic should be skipped.

| ab@ongKong> confi gure
Enter.ing configurati on node

[edit]
| ab@ongKong# edit firewall famly inet service-filter vpn-input-sf

[edit firewall famly inet service-filter vpn-input-sf]
| ab@longKong# set term service-vpn from source-address 172.17.39.22

[edit firewall fanmily inet service-filter vpn-input-sf]
| ab@ongKong# set termservice-vpn fromdestinati on-address 172.17.39.18
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[edit firewall fanmily inet service-filter vpn-input-sf]
| ab@ongKong# set term service-vpn then service

[edit firewall fanmly inet service-filter vpn-input-sf]
| ab@ongKong# set term skip-all then skip

[edit firewall famly inet service-filter vpn-input-sf]
| ab@ongKong# up 1 edit service-filter vpn-output-sf

[edit firewall famly inet service-filter vpn-output-sf]
| ab@ongKong# set term service-vpn from source-address 172.17.39.18

[edit firewall famly inet service-filter vpn-output-sf]
| ab@longKong# set term service-vpn fromdestinati on-address 172.%7.39. 22

[edit firewall family inet service-filter vpn-output-sf]
| ab@ongKong# set term service-vpn then service

[edit firewall family inet service-filter vpn-output-sf]
| ab@ongKong# set term skip-all then skip

Step 3.3

Apply the vpn-i nput - sf to the par t ner - vpn service set on input on the interface to the
provider. Apply the vpn- out put - sf to the pard ner-=wpn service set on output on the
interface to the provider. Commit the configuration.

[edit firewall family inet service-filter_ vpn-output-sf]
| ab@ongKong# top edit interfaces se-1/0/0 uniit 101 fanm |y inet service

[edit interfaces se-1/0/0 unit 101 fanily inet service]
| ab@ongKong# set input service-set’ partner-vpn service-filter vpn-input-sf

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@ongKong# set output servi ce-set partner-vpn service-filter vpn-output-sf

[edit interfaces se-4/0/0 ‘unit 101 fanmily inet service]
| ab@ongKong# conmi t hand- qui t

conmit conplete

Exiting configuration node

Step 3.4

Monitor the status of your router’'s BGP session to the ISP for a few minutes.

| ab@ongKong> show bgp sumary
G oups: 1 Peers: 1 Down peers: O

Tabl e Tot Paths Act Paths Suppressed Hi story Danp State Pendi ng
inet.0 3 3 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Flaps Last Up/ Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

172.17.39.17 65010 1337 1340 0 1 3:06 3/3/0

0/0/0
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Question: What happens to the BGP session?

Answer: Eventually, the BGP session reestablishes.

Step 3.5
Once both you and your partner’s BGP sessions to ISP A reestablish, view the status of IKE
negotiations.
| ab@ongKong> show services ipsec-vpn i ke security-associations
Renote Address State Initiator cookie Responder cookie Exchange type
172.17.39. 22 Mat ur ed cel8f 897435ab5d1l ddcc9ffa2el6lbb5="Min
Step 3.6

View the status of IPSec security associations.

| ab@ongKong> show services ipsec-vpn i psec secuhity-associations
Service set: partner-vpn

Rul e: GRE-VPN, Term gre-tunnel, Tunnel imdex: 1
Local gateway: 172.17.39.18, Renote gat@eway: 172.17.39.22
Tunnel Mru. 1500

Direction SPI AUX- SPI Mode Type Pr ot ocol
i nbound 2079167286 O t unnel dynam ¢ ESP
out bound 1903903392 O tunnel dynam ¢ ESP

Question: Are there IPSec security associations?

Answer: There should be IPSec security associations. If
necessary, use the cl ear services ipsec-vpn

i psec security-associati ons command to
cause the router to attempt to reestablish IPSec SAs.

Step 3.7

View the IPSec VPN traffic statistics. Record these statistics as a baseline to use in future
steps.

llab@longKong> show services ipsec-vpn ipsec statistics
Pl C:usp-0/0/0, Service set: partner-vpn

ESP Statistics:

Encrypted bytes: 224
Decrypt ed bytes: 224
Encrypted packets: 2
Decrypt ed packets: 2
AH Statistics:
| nput byt es: 0
Qut put bytes: 0
= @ IPSec VPN (Detailed)  Lab 6-11



Advanced Juniper Networks Routing in the Enterprise

| nput packets: 0
Qut put packets: 0
Errors:

AH authentication failures: 0, Replay errors: 0O
ESP aut hentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: O

Step 3.8

From the Sydney virtual router, try to ping your partner’s virtual router (192.168.X.2).

hongkong@ydney> pi ng routing-instance HongKong-vr 192.168.201. 2
PI NG 192. 168. 201. 2 (192.168.201.2): 56 data bytes

64 bytes from 192. 168.201.2: icnp_seq=0 ttl =62 tine=15.266 ns
64 bytes from 192. 168.201.2: icnp_seq=1 ttl =62 tine=20.174 ns
64 bytes from 192. 168.201.2: icnp_seq=2 ttl=62 tine=20.173 ns
64 bytes from 192. 168.201.2: icnp_seq=3 ttl =62 tine=20.270 ns
64 bytes from 192. 168.201.2: icnp_seq=4 ttl =62 tine=20.170 ns

~C

--- 192.168.201.2 ping statistics ---

5 packets transnitted, 5 packets received, 0% packet ['0ss
round-trip mn/avg/ max/stddev = 15. 266/ 19. 211/ 20.270/1. 973

7

Question: Is the ping successful?

Answer: Yes, it should be successful.

Step 3.9

On your router, view the IPSec)VPN statistics, and compare these statistics to the values
previously recorded.

| ab@ongKong> show servi ces i¢qpsec-vpn ipsec statistics
PIC. sp-0/0/0, Servicerset: partner-vpn

ESP Statistics:

Encrypted bytes: 784
Decrypt ed byt es: 784
Encrypt ed packet's: 7
Decrypt ed packets: 7
AH Statisties:
I nput “bytes: 0
Qut put byt es: 0
| nput packets: 0
Qut put packets: 0

Errors:
AH authentication failures: 0, Replay errors: 0O
ESP aut hentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: O
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Question: Was any traffic encrypted?

Answer: Yes, traffic was encrypted. In fact, the virtual
router on Sydney sent five packets and the IPSec
statistics incremented by five packets.

@ Wait for your partner team to complete this part before continuing.

Part 4: Configure a Stateful Firewall Filter

In this part, you will configure a stateful firewall to run on the/Ssame. interface where the VPN
service set is configured. You will use the existing t r ust -;untir ust service set to perform
stateful firewall and NAT services.

Step 4.1

Configure the t r ust - unt r ust service set onithe interface to the provider. Because service

sets are processed in the order they are listed in the configuration and the par t ner - vpn
service set is listed first, VPN traffic should not.be’'subjected to stateful firewall processing.
Commit your configuration.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit interfaces’se-1/0/0 unit 101 famly inet service

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@ongKong# set input ‘service-set trust-untrust

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@longKong# sets out put servi ce-set trust-untrust

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@ongKong# conmit and-quit

conmt conplete

Exi tiing confi gurati on node

Step 4.2

Reset the BGP session to your provider. Wait for it to reestablish.
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| ab@ongKong> cl ear bgp nei ghbor
Cl eared 1 connections

| ab@ongKong> show bgp sunmary
Groups: 1 Peers: 1 Down peers: O

Tabl e Tot Paths Act Pat hs Suppressed Hi story Danp State Pendi ng
inet.0 4 4 0 0 0 0
Peer AS I nPkt Qut Pkt QutQ Flaps Last Up/ Dwn

St at e| #Act i ve/ Recei ved/ Danped. . .

172.17.39.17 65010 1395 1403 0 2 8:28 4/4/0

0/0/0

Question: When will your BGP session be disrupted like
this?

Answer: Your BGP session will be disrupted inithis
manner only when adding a new stateful firewall'service
set. Because the stateful firewall did not.see the TCP
session start up, it blocks the packets of the existing
session.

Question: What configuration'echange could you make to
prevent the need to do this? What are the implications
of that change?

Answer: You could use a service filter to block traffic for
this BGP session from being processed by the stateful
firewall service set. However, using a service filter
allows traffic for your BGP session to pass unprotected,
without the benefits the stateful firewall can provide.

Step 4.3

On your router, view the IPSec VPN traffic statistics. Record these statistics as a baseline to
useiinfuture steps.

| ab@ongKong> show services ipsec-vpn ipsec statistics
PIC. sp-0/0/0, Service set: partner-vpn

ESP Statistics:

Encrypt ed bytes: 784
Decrypt ed bytes: 784
Encrypt ed packets: 7
Decrypt ed packets: 7
AH Statistics:
| nput byt es: 0
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Qut put bytes: 0

| nput packets: 0

Qut put packets: 0
Errors:

AH aut hentication failures: 0, Replay errors: 0O
ESP authentication failures: 0, ESP decryption failures: 0
Bad headers: 0, Bad trailers: O

Step 4.4
From the Sydney virtual router, try to ping your partner’s virtual router (192.168.X.2).

hongkong@ydney> pi ng routing-instance HongKong-vr 192.168.201. 2
PI NG 192. 168. 201. 2 (192.168.201.2): 56 data bytes

~C

--- 192.168.201.2 ping statistics ---

6 packets transnmitted, O packets received, 100% packet | oSs

Question: Is the ping successful?

Answer: No, it should not be successful.

Step 4.5
Examine the stateful firewall sessiontable on your router.

| ab@ongKong> show services stateful -fiirewal | flows
Interface: sp-0/0/0, Service set:/ trust-untrust

Fl ow State Dir Fr m count
TCP 172.17.39.18:3324 -> 172.17.39.17: 179 Forward O 44
TCP 172.17.39.17:179 - > 172.17.39.18:3321 Forward | 47
GRE 172.17.39.18: 0 -> 172.17.39.22:0 Dr op I 3

Question: Do you see the GRE packets listed?

Answer: Yes, they should be listed. (If not, attempt
pinging across the GRE tunnel again and then
re-examine the session table.)

Question: Examine the source and destination
addresses. Are these the incoming or outgoing GRE
packets?

Answer: The source and destination IP addresses
should indicate that these are the outgoing GRE
packets.

IPSec VPN (Detailed) * Lab 6-15



Advanced Juniper Networks Routing in the Enterprise

Question: In what direction did the packet arrive at the
stateful firewall?

Answer: It was receiving in the input direction.

Question: What action is the firewall applying to the GRE
packets?

Answer: It is discarding them. In fact, it is discarding
them before they even reach the output service set that
encrypts them. (You can verify this by looking at the
IPSec encryption statistics, which will not be
incrementing.)

Step 4.6

Determine which stateful firewall rules are configured in the't hust=unt r ust service set.
View those stateful firewall rules.

| ab@ongKong> show configurati on services service-set trust-untrust
stateful -firewal |l -rul es all owinternal - out bound;
nat-rul es PAT-internal;
i nterface-service {
service-interface sp-0/0/0;

}

| ab@ongKong> show configuration'services stateful-firewall rule
al | owi nt er nal - out bound
mat ch-di recti on output;
termallowftp {
from{
appl i cations jwnos-ftp;

}
t hen {
accept;
}
}
termallowall {
then {
accept ;
}
}
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Question: Does viewing the stateful firewall rules help
explain the behavior you are seeing?

Answer: Yes. The firewall filter does not contain any
rules to accept packets from the input direction.

Step 4.7

Configure a service filter called no- gr e that skips outbound GRE traffic (GRE traffic from the
tunnel’s source address to the tunnel’s destination address). All other traffic should be
serviced.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit firewall famly inet service-filter no-gre

[edit firewall famly inet service-filter no-grej
| ab@ongKong# set term bl ock-gre from source-address 172.17.39.18

[edit firewall famly inet service-filteruno-gre]
| ab@ongKong# set term bl ock-gre from destination-address 172.17.39.22

[edit firewall family inet service-filter no-gre]
| ab@ongKong# set term bl ocksgre from protocol gre

[edit firewall famly inet service-filter no-gre]
| ab@ongKong# set term bl ock-gre then skip

[edit firewall fam|yminet service-filter no-gre]
| ab@longKong# set term service-others then service

Step 4.8

Apply the no- gr e service filter to the t r ust - unt r ust service set on input. Commit the
configuration.

[edit firewal | famly inet service-filter no-gre]
| ab@lengKong# top edit interfaces se-1/0/0 unit 101 famly inet service

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@longKong# set input service-set trust-untrust service-filter no-gre

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@ongKong# conmmit and-quit

conmit conplete

Exiting configuration node
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Question: What effect will this configuration have?

Answer: It will prevent the GRE packets from being
processed by the stateful firewall.

Question: Why is this change necessary?

Answer: As explained in the course, outbound GRE
packets are processed through input filters on the
next-hop output interface.

@ Wait for your partner team to complete the previous step before
continuing.

Step 4.9

From the Sydney virtual router, try to pingyour partner’s virtual router (192.168.X.2).

hongkong@ydney> pi ng routing-instance HongKong-vr 192.168. 201. 2
PI NG 192. 168. 201. 2 (192. 168. 201. 2) .56 'dat a bytes

64 bytes from 192. 168. 201. 2: icnp_seq=0 ttl1=62 tine=15.961 ns

64 bytes from 192. 168. 201. 2: icnpaseq=17ttl =62 tinme=20.194 ns

64 bytes from 192.168. 201. 2: icnp_seqg=2 ttl =62 tinme=40.238 ns
"C

--- 192.168. 201. 2 ping statistics ---

3 packets transnitted, 3 packetsreceived, 0% packet |oss
round-trip min/avg/ max/stddev,/= 15. 961/ 25. 464/ 40. 238/ 10. 589 ns

Question: Is the ping successful?

Answer: Yes, it should be successful.

Step 4.10

On your router, view the IPSec VPN statistics and compare these to the values previously
recorded.

| ab@ongKong> show servi ces i psec-vpn i psec statistics
PIC. sp-0/0/0, Service set: partner-vpn

ESP Statistics:

Encrypt ed bytes: 1120
Decrypt ed bytes: 1120
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Encrypt ed packets: 10

Decrypt ed packets: 10
AH Statistics:

| nput bytes:

Qut put bytes:

| nput packets:

Qut put packets:
Errors:

AH aut hentication failures: 0, Replay errors: 0O

ESP authentication failures: 0, ESP decryption failures: 0

Bad headers: 0, Bad trailers: O

[cNeoNeoNe

Question: Was any traffic encrypted?

Answer: Yes, traffic was encrypted.
@ Wait for your partner team to complete this'part before continuing.

Part 5: Configure a Next-Hop-Style VPN

In this part, you will delete the IPSec-over-GRE tunnel and configure a next-hop-style VPN to
your partner.

Step 5.1

Delete the gr - 0/ 0/ O'interface. Delete the services configuration on the interface to ISP A.
Delete the par t ner - vpn service set. Delete the GRE- VPN IPSec VPN rule.

| ab@ongKong> confi gure
Entering configuration node

[edit]
| ab@ongKong# delete interfaces gr-0/0/0

[edit]
| ab@ongKong# del ete interfaces se-1/0/0 unit 101 famly inet service

[edit]
| ab@longKong# del ete services service-set partner-vpn

[edit]
| ab@ongKong# del ete services ipsec-vpn rule GRE-VPN

Step 5.2

Configure the sp- 0/ 0/ 0 Unit 1 to be an outside services interface. Configure f ami | y i net
on this unit. Configure Unit 2 to be an inside services interface. Configurefanmi |y i net on
this unit.
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[edit]

| ab@ongKong# set interfaces sp-0/0/0 unit 1 service-donain outside

[edit]

| ab@ongKong# set interfaces sp-0/0/0 unit 1 famly inet

[edit]

| ab@ongKong# set interfaces sp-0/0/0 unit 2 service-donain inside

[edit]

| ab@ongKong# set interfaces sp-0/0/0 unit 2 famly inet

Step 5.3
Configure a new VPN rule called next - hop- VPN that encrypts traffic from any'source
address to any destination address. The rule should match traffic in the input direction. Traffic
should be sent over a dynamic VPN using the nai n_node_i ke_pol isey IKE policy and the
dynam c_i psec_pol i cy IPSec policy. The remote VPN endpoint will be your partner
router’s interface to ISP A.

[edit]

| ab@ongKong# edit services ipsec-vpn rul e next-hop-VPN

[edit services ipsec-vpn rul e next-hop-VPN|
| ab@ongKong# set natch-direction input

[edit services ipsec-vpn rul e next-hop-VPN
| ab@ongKong# edit term match-all

[edit services ipsec-vpn rule next<hop-VPN term nmatch-all]
| ab@ongKong# set then dynam c ike-policy nmain_node_ike policy

[edit services ipsec-vpn rule next-hop-VPN term natch-all]
| ab@ongKong# set then dynamec i psec-policy dynanic_ipsec_policy

[edit services ipsec-vpn rul e next-hop-VPN term nmatch-all]
| ab@ongKong# set then remtesgateway 172.17.39.22

Question: Why is the input match direction used?

Answer: Because this VPN rule will be used in a
next-hop-style service set, traffic outbound from the
local router will be considered input traffic.

Step 5.4
Configure a next-hop-style service set called NH- par t ner - vpn that uses the
next - hop- VPNrule and specifies that the local VPN endpoint will be the router’s interface to
ISP A. The service set should use the inside and outside services interfaces defined earlier in
this part.
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[edit services ipsec-vpn rule next-hop-VPN term nmatch-all]
| ab@ongKong# up 3 edit service-set NH partner-vpn

[edit services service-set NH partner-vpn]
| ab@ongKong# set ipsec-vpn-rul es next-hop- VPN

[edit services service-set NH partner-vpn]
| ab@ongKong# set ipsec-vpn-options |ocal-gateway 172.17.39.18

[edit services service-set NH partner-vpn]
| ab@ongKong# set next-hop-service outside-service-interface sp-0/0/0.1

[edit services service-set NH partner-vpn]
| ab@ongKong# set next-hop-service inside-service-interface sp-0/0/0.2

Step 5.5

Modify the next hop for the static route to your partner’'s 192.168.X.0/24 network. The next
hop should now be the inside services interface used in the previous step.

[edit services service-set NH partner-vpn]
| ab@ongKong# top edit routing-options static rfoute 192.168.201.0/24

[edit routing-options static route 192.168./201.0/ 24]
| ab@ongKong# del ete next-hop gr-0/0/0.0

[edit routing-options static route 192. 168.201. 0/ 24]
| ab@ongKong# set next-hop sp-0/0/0.2

Step 5.6

Configure IKE traceoptions=Commit the configuration.
[edit routing-options static noute 192.168. 201. 0/ 24]
| ab@ongKong# t op

[edit]
| ab@ongKong# set services ipsec-vpn traceoptions flag ike

[edit]

| ab@ongKong# conmit and-quit
conmit conplete

Exi ti ng/ confii gurati on node

@ Wait for your partner team to complete the previous step before
continuing.

Step 5.7

On your router, view the IKE security association status.

| ab@ongKong> show services ipsec-vpn i ke security-associations
Renote Address State Initiator cookie Responder cookie Exchange type
172.17.39. 22 Mat ur ed €033890c1b62e0al d2d08f 552e56999b Main
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Step 5.8

On your router, view the IPSec security association status.

| ab@ongKong> show services ipsec-vpn i psec security-associations
Service set: NH partner-vpn

Rul e: next-hop-VPN, Term match-all, Tunnel index: 1
Local gateway: 172.17.39.18, Renote gateway: 172.17.39.22
| PSec inside interface: sp-0/0/0.2, Tunnel MIU. 1500

Direction SPI AUX- SPI Mbode Type Pr ot ocol

i nbound 3936317276 O tunnel dynam c ESP

out bound 1836857081 O tunnel dynam c ESP
Step 5.9

From the Sydney virtual router, try to ping your partner’s virtual router (192.168.X.2).

hongkong@ydney> pi ng routing-instance HongKong-vr 192.168. 201. 2
PI NG 192. 168. 201. 2 (192.168.201.2): 56 data bytes

64 bytes from 192.168. 201. 2: icnp_seq=0 ttl =62 tinme=15.999 ns
64 bytes from 192.168. 201. 2: icnp_seq=1 ttl =62 tinme=20.632,n8
64 bytes from 192. 168. 201. 2: icnp_seq=2 ttl =62 tinme=20.431 s
64 bytes from 192.168. 201. 2: icnp_seq=3 ttl =62 tine=20,152 s
~C

--- 192.168.201.2 ping statistics ---

4 packets transnitted, 4 packets received, 0%packet |oss
round-trip min/avg/ max/stddev = 15.999/19.303/20.632/1.915 ns

Question: Is the ping suceessful?

Answer: Yes, it should be successful.

Step 5.10

On your router, view the IPSec VPN statistics. Because these statistics are tracked per service

set, these statistics were reset when you activated the new service set.

| ab@ongKong> show services ipsec-vpn ipsec statistics
PI C. sp-0/0/0,Service set: NH partner-vpn

ESP Statistics:

Encr ypt edubyt es: 352
Decrypted bytes: 352
Encrypt ed packets: 4
Decrypt ed packets: 4
AH Statistics:
I nput byt es: 0
Qut put bytes: 0
| nput packets: 0
Qut put packet s: 0

Errors:
AH aut hentication failures: 0, Replay errors: O
ESP aut hentication failures: 0, ESP decryption failures: 0O
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Bad headers: 0, Bad trailers: 0O
Step 5.11

View the IKE traceoptions output in the knd log.

| ab@ongKong> show | og knd | | ast

Nov 8 03:03:06 ike _gmsa reply: Selected proposal 0, and transformO for
protocol O

Nov 8 03:03:06 ike_ st i private: Start

Nov 8 03:03:06 ike st o gmhash 2: Start

Nov 8 03:03:06 ike st o gmsa values: Start

Nov 8 03:03:06 ike_ st _o _gmnonce: Start

Nov 8 03:03:06 ike policy reply gmnonce data len: Start
Nov 8 03:03:06 ike st _o gmoptional _ke: Start

Nov 8 03:03:06 ike st o gmoptional _ids: Start

Nov 8 03:03:06 ike policy reply gmlocal _id: Start

Nov 8 03:03:06 ike policy reply gmrenote id: Start

Nov 8 03:03:06 ike st _gmoptional _id: Start

Nov 8 03:03:06 ike st _gmoptional _id: Start

Nov 8 03:03:06 i ke st _o _gmoptional _responder_[ifetime n: Start
Nov 8 03:03:06 ike st o private: Start

Nov 8 03:03:06 ike_ st _o _encrypt: Marking encryption for packet

Nov 8 03:03:06 i ke_encode_packet: Start, SA = {{,.0xe033890c 1b62e0al - d2d08f55
2e56999b } / a767eab5, nego = 0

Nov 8 03:03:06 i ke_send_packet: Start, send SA = { e033890c 1b62e0al -
d2d08f 55 2e56999b}, nego = 0, src = 172.17.39.18:500, dst = 172.17.39.22:500
Nov 8 03:03:06 i ke udp_call back: Packet /ready in source

Nov 8 03:03:06 i ke_get_sa: Start/ SA'={,e033890c 1b62e0al - d2d08f55 2e56999b
} | a767eab5, renote = 172. 17.39.22: 500

Nov 8 03:03:06 i ke_sa_find: Found SA = { e033890c 1b62e0al - d2d08f55 2e56999b
}

Nov 8 03:03:06 i ke_decode packet: Start

Nov 8 03:03:06 i ke _decode packet: Start, SA = { e033890c 1b62e0Oal - d2d08f55
2e56999b} / a767eab5,mnego = 0

Nov 8 03:03:06.d kel st i, encrypt: Check that packet was encrypted succeeded
Nov 8 03:03:06 i ke st_i gmhash_3: Start, hash[0..20] = b6798992 dee050e5 ..
Nov 8 03:03:06.i'ke st i private: Start

Nov 8 03:03:06 172.17.39.18:500 (Responder) <-> 172.17.39.22:500 { e033890c
1b62e0al - d2d08f55 2e56999b [0] / Oxa767ea65 } QM MESSAGE: Phase 2 connection
succeeded;, Using PFS, group = 2

Nov . 8 03:03: 06 i ke_gm call _call back: MESSACE: Phase 2 connecti on succeeded,
Usi ngnPRS, group = 2

Nove,, 8 03: 03: 06 172.17.39.18: 500 (Responder) <-> 172.17.39.22:500 { e033890c
1b62e0al - d2d08f 55 2e56999b [0] / Oxa767ea65 } QM MESSAGE: SA[0][0] = ESP
3des,, life = 0 kB/ 28800 sec, group = 2, tunnel, hnac-shal-96, key len = 0, key
rounds = 0

Nov 8 03:03:06 ike_gmcall _callback: MESSACGE: SA[0][0] = ESP 3des, life =0
kB/ 28800 sec, group = 2, tunnel, hmac-shal-96, key len = 0, key rounds = 0
Nov 8 03:03:06 ike st _ o gmwait_done: Marking for waiting for done

Nov 8 03:03:06 i ke_send_notify: Connected, SA = { e033890c 1b62e0Oal - d2d08f 55
2e56999b}, nego =0

Nov 8 03:03:56 i ke_state restart_packet: Start, restart packet SA = { e033890c
1b62e0al - d2d08f 55 2e56999b}, nego = 0

Nov 8 03:03:56 ike_st_o_gmdone: Quick Mdde negotiation done
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Nov 8 03:03:56 i ke_send notify: Connected, SA = { e033890c 1b62e0al - d2d08f 55
nego = 0

8 03:03:56 i ke delete negotiation: Start, SA = { e033890c 1b62e0al -
d2d08f 55 2e56999b}, nego = 0

2e56999b} ,

Nov

Nov 8 03:03:56 ike free negotiation_gm Start, nego = 0

Nov 8 03:03:56 ike free negotiation: Start, nego = 0

Nov 8 03:03:56 ike free id payload: Start, id type = 4

Nov 8 03:03:56 ike free id payload: Start, id type = 4

Nov 8 03:03:56 ike free id payload: Start, id type = 4

Nov 8 03:03:56 ike free id payload: Start, id type = 4

@ Tell your instructor that you have completed Lab 6. If time allows,
you may proceed with the optional step.

Step 5.12 (Optional)
With your partner teams, you can create various failure scenarios and view the output in the
kmd log. Some suggestions include using stateless firewall filters to block IKE traffic in one
direction only, mismatching the source and destination networks in the IPSec VPN rules,
mismatching the IPSec proposals, and mismatching the IKE proposals.
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Lab 7

Class of Service (Detailed)

Overview

This lab explores CoS configuration on JUNOS routers. It is available in‘two formats: a high-level
format that is designed to make you think through each step and,a detailed format that offers
step-by-step instructions complete with sample output from most commands.

By completing this lab, you will perform the following tasks:

. Prepare the router.
. Configure queues and scheduler maps.
. Configure multifield classification.
. Verify the operation of the multifield classifier.
. Configure BA rewrite rules.
. Configure virtual€hannels.
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Key Commands

pi ng

show cl ass-of-service classifiers
show i nterfaces queues

show firewal |l counter

Part 1: Prepare the Router

You will be beginning this lab where the last lab ended. You will restore the NAT configuration to
enable communication between the internal (192.168.X.X) addresses and the Internet.
Additionally, you will add an extra address to your Sydney virtual router’s Fast Ethernet
interface. In later parts of this lab, you will configure multifield classifiersto place traffic from
different source addresses into different forwarding classes. You will usesthe:multiple
addresses on the Fast Ethernet interface to test this classification.

Step 1.1

Modify the t r ust - unt r ust service set by removing the al'l'ow-iznt er nal - out bound
stateful firewall rule.

| ab@ongKong> confi gure
Entering configurati on node

[edit]
| ab@ongKong# edit services service-set trust-untrust

[edit services service-set trust-untrust]
| ab@ongKong# del ete stateful -fidcewal l-rul es all owinternal -outbound

Step 1.2

Verify that the t r ust - unt r ust service set configuration includes only the PAT- i nt er nal
NAT rule.

[edit services servic€e-setatrust-untrust]
| ab@ongKong# show
nat - rul es PAT-i nternals;
i nterface-service {
servi ce-interface sp-0/0/0;
}

Step 1.3

Configure the router to use the t r ust - unt r ust interface-style service set on the connection
to ISP A.

[edit services service-set trust-untrust]
| ab@ongKong# top edit interfaces se-1/0/0 unit 101 family inet service

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@ongKong# set input service-set trust-untrust

[edit interfaces se-1/0/0 unit 101 family inet service]
| ab@ongKong# set output service-set trust-untrust
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Step 1.4

Log in to the Sydney router using your router’s name (all lower-case letters) as the username
and password. This lab will again use the virtual router you configured on Sydney in the
previous lab(s) to simulate user traffic.

Sydney (ttypO)

[ ogi n: hongkong
Passwor d:

--- JUNCS 8.0R2.8 built 2006-09-29 09:22:36 UTC

NOTE: This router is divided into many virtual routers used by different
teans. Please only configure your own virtual router.

You nust use 'configure private' to configure this routers

hongkong@ydney>
Step 1.5

On the Sydney router, modify the configuration of.your f'e- 2/ 0/ 1 interface by adding the
extra IP address shown on the “Lab 7: CoS” diagram.Also configure your f e- 2/ 0/ 1 interface
touse theveri fy-rew it e input firewall filter. Commit your changes.

hongkong@ydney> configure private
war ni ng: unconmitted changes will beydi scarded on exit
Entering configurati on node

[edit]
hongkong@ydney# edit interfaces,fe-2/0/1 unit 200 fam ly inet

[edit interfaces fe-2/0/4 unit),200 fanly inet]
hongkong@ydney# set address 192. 168. 200. 254/ 24

[edit interfaces fe-2/0/1 unit 200 family inet]
hongkong@ydney# set fidlter input verify-rewite

[edit interfaces fe-2/0/1 unit 200 fanmily inet]
hongkong@ydney# t op

[ edidt ]

hongkong@ydney# commit and-quit
conmmist, conpl et e

Exiti ng configuration node

Part 2: Configure Queues and Scheduler Maps

By default, the router assigns all traffic to the best - ef f ort or net wor k- cont r ol
forwarding classes. Before you can assign traffic to other forwarding classes, you must
configure a scheduler map for each interface with schedulers for those forwarding classes. In
this part, you will associate queues with forwarding classes and configure schedulers and a
scheduler map that you can apply to all interfaces.
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Use the following table to assist you in this part:.

Table 7-1: Forwarding Class Configuration

Queue | Forwarding Class Bandwidth Priority
and Buffers
Allocation (%)

0 best-effort 40 Low
1 adm n 45 Medium-low
2 voi p 10 High
3 net wor k- cont r ol 5 Medium-high

Step 2.1

Configure the forwarding classes to map to queues as shown in Table, 7-1:

[edit interfaces se-1/0/0 unit 101 fanmily inet service]
| ab@ongKong# t op

[edit]
| ab@ongKong# edit cl ass-of-service forwarding-cl asses

[edit class-of-service forwardi ng-cl asses]
| ab@ongKong# set queue 1 admin

[edit class-of-service forwardi ng<cl asses]
| ab@ongKong# set queue 2 voip

Question: Mustiyou define the best-effort and
network-control forwarding classes or assign them to
Queues O and 37?

Answer: No. These are the default assignments.

Step 2.2

Configure a scheduler for each forwarding class using the parameters shown in Table 7-1.

[edit class=of-service forwardi ng-cl asses]
| ab@ongKong# up 1 edit schedul ers best-effort-sched

[edit class-of-service schedul ers best-effort-sched]
| ab@ongKong# set buffer-size percent 40

[edit class-of-service schedul ers best-effort-sched]
| ab@ongKong# set transmit-rate percent 40

[edit class-of-service schedul ers best-effort-sched]
| ab@ongKong# set priority |ow
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[edit class-of-service schedul ers best-effort-sched]
| ab@ongKong# up 1 edit adm n-sched

[edit class-of-service schedul ers adm n-sched]
| ab@ongKong# set buffer-size percent 45

[edit class-of-service schedul ers adm n-sched]
| ab@ongKong# set transmt-rate percent 45

[edit class-of-service schedul ers adm n-sched]
| ab@ongKong# set priority nmedi uml ow

[edit class-of-service schedul ers adm n-sched]
| ab@ongKong# up 1 edit voi p-sched

[edit class-of-service schedul ers voi p-sched]
| ab@ongKong# set buffer-size percent 10

[edit class-of-service schedul ers voi p-sched]
| ab@ongKong# set transmit-rate percent 10

[edit class-of-service schedul ers voi p-sched]
| ab@ongKong# set priority high

[edit class-of-service schedul ers voi p-sched]
| ab@ongKong# up 1 edit network-contrlol -sched

[edit class-of-service schedul ers network-control -sched]
| ab@HongKong# set buffer-size percent’ 5

[edit class-of-service schedul ers network-control -sched]
| ab@ongKong# set transnit-rate percent 5

[edit cl ass-of-serviceyschedul ers network-control -sched]
| ab@ongKong# set priority medi um high
Step 2.3

Configure a scheduler map that associates each forwarding class with its scheduler.

[edit class-of-service schedul ers network-control -sched]
| ab@ongKong# up 2 edit schedul er-maps cl assroonm sched- nap

[edist. chass-of -servi ce schedul er-maps cl assroom sched- map]
| ab@ongKong# set forwardi ng-class best-effort schedul er best-effort-sched

[edit class-of-service schedul er-maps cl assroom sched- map]
| ab@ongKong# set forwardi ng-class adni n schedul er adm n-sched

[edit class-of-service schedul er-maps cl assroom sched- map]
| ab@ongKong# set forwardi ng-class voip schedul er voi p-sched

[edit class-of-service schedul er-maps cl assroom sched- map]
| ab@ongKong# set forwardi ng-cl ass network-control schedul er
net wor k- control - sched
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Step 2.4

Configure the f e- 2/ 0/ 1 and serial interface that connects to your ISP for per-unit scheduling.
[edit class-of-service schedul er-maps cl assroom sched- map]
| ab@ongKong# top edit interfaces

[edit interfaces]
| ab@ongKong# set se-1/0/0 per-unit-schedul er

[edit interfaces]
| ab@ongKong# set fe-2/0/1 per-unit-schedul er

Question: What are the limitations on using per-unit
scheduling?

Answer: You can only configure per-unit schedulers on
hardware that supports this feature. J-series routers
support per-unit scheduling on all interfaces. Support
varies by hardware on M-series routers.

Step 2.5

Assign the scheduler map to all configured interfaces. Do not forget to assign the scheduler
map to the sp- 0/ 0/ O interface.

[edit interfaces]
| ab@ongKong# top edit class-of “service.interfaces

[edit class-of-service interfaces]
| ab@ongKong# set se-1/0/0 unit 101 schedul er-map cl assroom sched- map

[edit class-of-service interfaces]
| ab@ongKong# set fe-2/0/1 unit 200 schedul er-map cl assroom sched- map

[edit class-of-service interfaces]
| ab@ongKong# set .sp-0/0/0 schedul er-map cl assroom sched- map
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Question: What negative results might you experience if
you failed to assign a scheduler map to all interfaces
(even logical interfaces, such as sp-,gr-,and| t -
interfaces)?

Answer: The router would use the default scheduler for
this traffic. The default scheduler contains no buffers
for traffic in queues other than Queues 0 and 3.
Therefore, traffic in queues other than Queues O@and 3
might be dropped.

Step 2.6

Configure the router to shape traffic on the logicaldnterface to)SP A to 768 kbps.

[edit class-of-service interfaces]
| ab@dongKong# set se-1/0/0 unit 101 shapi ng-rate 768k

Part 3: Configure Multifield Classification

In this part, you will configure the,router.to place traffic in a forwarding class using a multifield
classifier.

Step 3.1

Configure a firewall filtercalled cl assi fy-traf fi c to perform multifield classification.
Create a term that places SIP traffic (5060/UDP and 5060/TCP) in the voi p forwarding class.

[edit class-of-servieceninterfaces]
| ab@ongKong# top edit firewall filter classify-traffic

[edit firewal | “filter classify-traffic]
| ab@ongKang# seti,termsip fromprotocol [ tcp udp ] port 5060

[edit firewallfilter classify-traffic]
| ab@ongKong# set termsip then forwarding-class voip

[edinteufirewal | filter classify-traffic]
| ab@HongKong# set term sip then accept

Step 3.2

Add a term to the cl assi fy-traf fi c firewall filter that places RTP traffic (16384-32767/
UDP) in the voi p forwarding class.
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[edit firewall filter classify-traffic]
| ab@ongKong# set termrtp fromprotocol udp port 16384-32767

[edit firewall filter classify-traffic]
| ab@ongKong# set termrtp then forwarding-class voip

[edit firewall filter classify-traffic]
| ab@ongKong# set termrtp then accept

Step 3.3

Add atermtothe cl assi fy-traf fi c firewall filter that places traffic with a source @ddress
of 192.168.X.0/25 (where X is the value from the “Lab 5b: Firewall Policy and NAT” diagram)
in the adm n forwarding class.

[edit firewall filter classify-traffic]
| ab@ongKong# set term adnin from source-address 192. 168. 200. 0/ 25

[edit firewall filter classify-traffic]
| ab@ongKong# set termadnin then forwardi ng-class adnin

[edit firewall filter classify-traffic]
| ab@ongKong# set term admin then accept

Step 3.4

Add a term to the cl assi fy-traffi c firewall filter that accepts all traffic and places it in
the default forwarding class.

[edit firewall filter classify-traffic]
| ab@ongKong# set term accept-all tshen ‘accept

Step 3.5

Configure the router to use the cllassi fy-traf fi c firewall filter to process traffic inbound
on the f e- 2/ 0/ 1 VLANiinterface. Commit the configuration.

[edit firewall filter classify-traffic]
| ab@ongKong# top editt interfaces fe-2/0/1 unit 200 fanmily inet

[edit interfaces fe-2/0/1 unit 200 fanmily inet]
| ab@ongKong# setofilteryinput classify-traffic

[edit interfaces fe-2/0/1 unit 200 fanmily inet]
| ab@ongKong# conmi t and- quit

conmit .conplete

Exi ti ng configurati on node

Part 4: Verify the Operation of the Multifield Classifier

In this part, you will generate traffic from your Sydney virtual router and ensure that it is being
placed in the correct forwarding classes.
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Step 4.1

View the statistics on the interface to the service provider using the show i nt er f aces
queue command. You should see per-queue traffic statistics. Record the output as baseline

statistics.

| ab@ongKong> show i nterfaces queue se-1/0/0.101

Logi cal interface se-1/0/0.101 (I ndex 74) (SNWP iflndex 40)

Forwar di ng cl asses: 8 supported, 8 in use
Egress queues: 8 supported, 8 in use
Burst size: O
Queue: 0, Forwarding cl asses: best-effort
Queued:
Packet s : 10
Byt es : 845
Transm tted:
Packet s
Byt es :
Tai | - dropped packets :
RED- dr opped packets
Low
Medi um | ow
Medi unmt hi gh
Hi gh
RED- dr opped byt es
Low
Medi um | ow
Medi um hi gh :
H gh :
Queue: 1, Forwarding cl asses: adnin
Queued:
Packet s
Byt es
Transm tted:
Packet s
Byt es :
Tai | - dr opped packet's :
RED- dr opped ‘packet s
Low
Medi umnl ow
Medi“um: hingh
Hi'gh
RED- dropped byt es
Low
Medi um | ow
Medi um hi gh :
H gh :
Queue: 2, Forwarding cl asses: voip
Queued:
Packet s :
Byt es : 0
Transmtted:
Packet s : 0
Byt es : 0

fod
R p
ou o

[eNe) [cNeoNeoNeolNele e NoNoNel

[cNoNoNoNololoNoNoNoNoNelNe]

o

o

pps
bps

o

pps
bps
pps
pps
pps
pps
pps
pps
bps
bps
bps
bps
bps

cNeoNoNoNoloNoNoNoNoNoNeNe]

o

pps
bps

o

pps
bps
pps
pps
pps
pps
pps
pps
bps
bps
bps
bps
bps

cNeoNoNoNoloNoNoNoNoNoNeNe]

o

pps
0 bps

0 pps
0 bps
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Queue:

Tai | - dropped packets
RED- dr opped packets

Low
Medi
Medi
Hi gh

RED- dr opped bytes

Low
Medi
Medi
Hi gh

Queued:

Packe
Byt es

um | ow
um hi gh

um | ow
um hi gh

ts

Transm tted:

Low

Medi um | ow
Medi um hi gh

Hi gh

RED- dr opped byt es
Low

Medi um | ow
Medi um hi gh

Hi gh

Step 4.2

hongkong@ydney> pi ng .« outing-i nstance HongKong-vr source 192.168. 200. 2

Packe
Byt es

ts

3, Forwarding cl asses:

Tai | - dropped packets
RED- dr opped packets

net wor k- contro

[cNeoNoNoNololoNoNoNoNe]

N

w
o

QOO0 O0OO0OO0COODOO0OO0ON

o [cNeoNoNoNeoNoloNoNoNoNe]

(=)

cNeoNeoNeoNoloNoNoNoNoNeNelNo)

pps
pps
pps
pps
pps
pps
bps
bps
bps
bps
bps

pps
bps

pps
bps
pps
pps
pps
pps
pps
pps
bps
bps
bps
bps
bps

Log in to the Sydney router and ping the IP address 172.17.24.1 (an IP address on ISP B's
network), sourcing the ping from the 192.168.X.2 address.

172.17.24.1

PING 172.17.24.1 (172.47.2
from172.
from 172
from 172.
from 172,
from 172
f.rom172.
from172.

64
64
64
64
64
64
64
~C

byt es
byt es
byt es
byt es
byt es
byte€s
byt es

172.17.24.1 pi

17.
17.
17.
17.
17.
17.
17.

ng

24. 1. icnp_seq=0
24.1: icnp_seqg=1
24.1: icnp_seq=2
24.1: icnp_seq=3
24.1: icnp_seq=4
24.1: icnp_seq=5
24.1: icnp_seq=6

statistics ---

4.1): 56 data bytes

ttl =62
ttl =62
ttl =62
ttl =62
ttl =62
ttl =62
ttl =62

ti
ti
ti
ti
ti
ti
ti

nme=19.
me=20.
me=20.
me=20.
me=20.
me=20.
me=20.

7 packets transnmitted, 7 packets received, 0% packet

029
661
442
440
446
604
447

| oss
round-trip mn/avg/ max/stddev = 19. 029/ 20. 296/ 20. 661/ 0. 524 s

IR I
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Question: To what forwarding class should your router
assign this traffic?

Answer: You router should assign it to the admi n
forwarding class.

Step 4.3

On your router, view the statistics on the interface to the service provider usingithe show
i nterfaces gueue command and compare it to the baseline statistics you recorded
earlier. You should see that the statistics for Queue 1 incremented.

| ab@ongKong> show i nterfaces queue se-1/0/0.101
Logi cal interface se-1/0/0.101 (I ndex 74) (SNWP iflndex40)
Forwar di ng cl asses: 8 supported, 8 in use
Egress queues: 8 supported, 8 in use
Burst size: O
Queue: 0, Forwarding cl asses: best-effort

Queued:
Packet s : 16 0 pps
Byt es : 1244 0 bps

Transm tted:
Packet s : 16 0 pps
Byt es : 1244 0 bps
Tai | - dr opped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh 0 0 bps
Hi gh : 0 0 bps

Queue: 1, Forwarding cl asses: adnin

Queued:
Packets 7 0 pps
Byt es 623 0 bps

Transi tted:
Packet.s 7 0 pps
Byt es : 623 0 bps
Tai | - dr opped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh 0 0 bps
H gh 0 0 bps

= @ Class of Service (Detailed) ¢ Lab 7-11



Advanced Juniper Networks Routing in the Enterprise

Queue: 2, Forwarding classes: voip

Queued:
Packet s 0 0 pps
Byt es 0 0 bps
Transm tted:
Packet s 0 0 pps
Byt es : 0 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi unt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0=bps
Medi um | ow 0 0 bps
Medi um hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 3, Forwarding cl asses: network-control
Queued:
Packet s 9 0 pps
Byt es 135 0 bps
Transmitted:
Packet s 9 0 pps
Byt es : 135 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh 0 0 bps
H gh 0 0 bps
Step 4.4

Log in'to,the Sydney router and simulate SIP traffic by opening a Telnet session to the IP
address 172.17.24.1 on port 5060, sourcing the traffic from your virtual router.

hongkong@ydney> tel net routing-instance HongKong-vr 172.17.24.1 port 5060
Tryi ngt272.17,24. 1. ..

tel net: ‘connect to address 172.17.24.1: Connection refused

telnet: Unable to connect to renote host

Step 4.5
On your router, view the statistics on the interface to the service provider using the show
i nterfaces gueue command and compare it to the baseline statistics you recorded
earlier. You should see that the statistics for Queue 2 incremented.
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| ab@ongKong> show i nterfaces queue se-1/0/0.101
Logi cal interface se-1/0/0.101 (Index 74) (SNWP iflndex 40)
Forwar di ng cl asses: 8 supported, 8 in use
Egress queues: 8 supported, 8 in use
Burst size: O
Queue: 0, Forwarding cl asses: best-effort

Queued:
Packet s : 20 0 pps
Byt es : 1510 0 bps
Transm tted:
Packet s : 20 0 pps
Byt es : 1510 O“bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh 0 0 bps
Hi gh : 0 0 bps
Queue: 1, Forwarding classes: adnin
Queued:
Packet s 7 0 pps
Byt es 623 0 bps
Transm tted:
Packet s 7 0 pps
Byt es : 623 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr oppedybyt es 0 0 bps
Low 0 0 bps
Medi um.| ow 0 0 bps
Medisunt hi.gh : 0 0 bps
Hi gh : 0 0 bps
Queuern, 2, Forwar di ng cl asses: voip
Queued:
Packet s 1 0 pps
Byt es 65 0 bps
Transmitted:
Packet s : 1 0 pps
Byt es : 65 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
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RED- dr opped bytes 0
Low 0
Medi um | ow 0
Medi unt hi gh : 0
Hi gh : 0

Queue: 3, Forwarding cl asses: network-control
Queued:
Packet s : 16
Byt es : 240
Transm tted:

Packet s 16

Byt es : 240

Tai | - dropped packets : 0

RED- dr opped packets 0
Low 0
Medi um | ow 0
Medi um hi gh 0
Hi gh 0

RED- dr opped byt es 0
Low 0
Medi um | ow 0
Medi um hi gh 0
Hi gh 0

Part 5: Configure BA Rewrite Rules

[cNeoNeoNeNe]

[eoNe)

cNeoNeoNeoNolNoNoNoNoeloNo oo

bps
bps
bps
bps
bps

pps
bps

pps
bps
pps
pps
pps
pps
pps
pps
bps
bps
bps
bps
bps

In this part, you will configure your.router-to rewrite a BA marker based on the forwarding class.
You will verify this configuration by sendingtraffic from your Sydney virtual router to your

partner's Sydney virtual router and monitoring that traffic.

Step 5.1

Configure your routerto use the def aul t IP precendence rewrite rule for traffic outbound to
your service provider. Also, configure it to apply this rule for traffic outbound on the inside

services intérface ofiyour VPN (sp- 0/ 0/ 0. 2). Commit the configuration.

| ab@ongKong> confi gure
Entering configuration node

[edit]
| ab@ongKang# edit cl ass-of-service interfaces

[edit class=of=-service interfaces]

| ab@ongKong# set se-1/0/0 unit 101 rewite-rules inet-precedence default

[edit class-of-service interfaces]

| ab@ongKong# set sp-0/0/0 unit 2 rewite-rules inet-precedence default

[edit class-of-service interfaces]
| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node

Lab 7-14 < Class of Service (Detailed)




Advanced Juniper Networks Routing in the Enterprise

Question: What is the significance of applying this
rewrite rule to the sp- 0/ 0/ 0. 2 interface?

Answer: This rewrite rule will cause the router to rewrite
the ToS bits in the IP header before traffic is encrypted.

Question: Will the BA marking be overwritten in transit?

Answer: In IPSec’s tunnel mode (which is thesmode
Juniper Networks routers use), the IP ToS'bits afe
preserved in transit. The IPSec RFC states thatithe
de-encapsulating device should preserve the ToS bits
from the encapsulated packet.

Step 5.2

From your virtual router on Sydney, ping 192:168.X.254 (where X is your partner router’s X
value from the “Lab 5b: Firewall Policy.andiNAT” diagram). Source your pings from the f e- 2/
0/ 1 VLAN interface’s .2 address. These pings should not succeed because they are being
discarded by a firewall filter on_the other.router.

hongkong@ydney> pi ng routing=i.nstance HongKong-vr source 192.168. 200. 2
192. 168. 201. 254

PI NG 192. 168. 201. 254 (192.168:201.7254): 56 data bytes

~C

--- 192.168.201. 254 ping statistics ---

7 packets transnmitted, O,packets received, 100% packet | oss

Step 5.3

On'Sydney, show the counters for the firewall filter ver i fy-rewri t e. This firewall filter
includes filter-specific counters, so the router automatically generates a different identifier for
each interface to which the filter is applied. The pattern is

fil.t ernane-interface-direction.Inthe case of the Tokyo router (HongKong's
partner router), the identifierisveri fy-rewite-fe-2/0/ 1. 201-i (The Tokyo- vr
uses the f e- 2/ 0/ 1. 201 interface, and the filter is applied in the inbound direction on that
interface).

This firewall filter counts traffic from your Sydney virtual router to your partner’s virtual router
and keeps one counter per forwarding class. You should see the queuel counter increment.

hongkong@ydney> show firewal |l filter verify-rewite-fe-2/0/1.201-i
Filter: verify-rewite-fe-2/0/1.201-i

Count ers:

Nane Byt es Packet s
queueO-fe-2/0/1. 201-i 0 0
queuel-fe-2/0/1.201-i 588 7
queue2-fe-2/0/1. 201-i 0 0
queue3-fe-2/0/1. 201-i 0 0
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Step 5.4

From your virtual router on Sydney, simulate SIP traffic by opening a Telnet session to
192.168.X.254 (where X is your partner router’s X value from the “Lab 5b: Firewall Policy and
NAT” diagram). Your Telnet session should use port 5060. These packets are being discarded
by a firewall filter on the other router, so the session will not succeed. After a few seconds, you
can cancel the Telnet connection.

hongkong@ydney> tel net routing-instance HongKong-vr 192.168. 201. 254 port 5060
Trying 192.168. 201. 254. ..
"C

Step 5.5

On Sydney, show the counters for the firewall filter ver i f y-r ewr i t e. This firewall filter
counts traffic from your Sydney virtual router to your partner’s virtual routefiand:keeps one
counter per forwarding class. You should see the queue?2 counter increment.

hongkong@ydney> show firewal |l filter verify-rewite-fe-2/0/1. 2011
Filter: verify-rewite-fe-2/0/1.201-i

Count ers:

Nanme Bytes Packet s
queueO-fe-2/0/1. 201-i 0 0
queuel-fe-2/0/1.201-i 588 7
queue2-fe-2/0/1.201-i 180 3
queue3-fe-2/0/1.201-i 0 0

Part 6: Configure BA Classifiers

In this part, you will configuredyour routerito classify packets based on a BA marker. You will
verify this by sending traffic from#our Sydney virtual router with different ToS settings.

Step 6.1

On your router, deactivate the multifield classifier on the f e- 2/ 0/ 1 VLAN interface.

| ab@ongKong> confi gure
Entering configuration node

[edit]
| ab@dongKong# deacti vate interfaces fe-2/0/1.200 fanmily inet filter input

Step 6.2

Configure the router to use the def aul t IP precendence classifier for traffic it receives on the
f'e- 2/ 0/ 1 VLAN interface. Commit the configuration.

[edit]
| ab@ongKong# edit cl ass-of-service interfaces

[edit class-of-service interfaces]
| ab@ongKong# set fe-2/0/1 unit 200 classifiers inet-precedence default

[edit class-of-service interfaces]
| ab@ongKong# conmit and-quit
conmit conplete

Exiting configuration node
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Use the command show cl ass- of -servi ce cl assifier type inet-precedence
to view the mapping between ToS bits and forwarding classes.

| ab@ongKong> show cl ass-of -service classifier type inet-precedence

Classifier:

Code poi nt
000
001
010
011
100
101
110
111

assifier:
Code poi nt
000
001
010
011
100
101
110
111

Step 6.4

i pprec-default,

i pprec-conpatibility,

Forwar di ng cl ass
best-effort

voi p

best-effort
best-effort
best-effort

adni n

net wor k- cont r ol
net wor k- cont r ol

Forwar di ng cl ass
best-effort
best-effort
best-effort
best-effort
best-effort
best-effort

net wor k- cont r ol
net wor k- cont r ol

Code point type:

Code point type:

i net - precedence, |ndex: 11
Loss priority
| ow
| ow
| ow
| ow
| ow
| ow
| ow.
hi'gh

i net- precedence, I|ndex: 12
Loss priority
| ow
hi gh
| ow
hi gh
| ow
hi gh
| ow
hi gh

Question: What is thedifference between the def aul t
IPjprecedence classifier and the default classifier that
the routeruses when no other BA classifier is

configured?

Answer: The def aul t IP precedence classifier

(i pprec- def aul t) assigns traffic to the forwarding
classes associated with Queues 0-3, using the default
IP precendence values. The default classifier that the
router uses when no other BA classifier is configured

(i pprec-conpati bi | ity)assigns all traffic to the
forwarding classes associated with Queues O or 3.

View the statistics on the interface to the service provider using the show i nt er f aces
queue command. You should see per-queue traffic statistics. Record the output as baseline

statistics.

| ab@ongKong> show i nterfaces queue se-1/0/0.101

Logi cal

For war di ng cl asses:

interface se-1/0/0.101 (I ndex 74) (SNWP iflndex 40)

8 supported, 8 in use

Class of Service (Detailed) ¢ Lab 7-17



Advanced Juniper Networks Routing in the Enterprise

Egress queues: 8 supported, 8 in use

Burst size: O
Queue: 0, Forwardi ng cl asses:

best-effort

Queued:
Packet s 138 0 pps
Byt es 9357 520 bps
Transm tted:
Packet s 138 0 pps
Byt es : 9357 520 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi unt hi gh 0 0 pps
Hi gh 0 O=pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh 0 0 bps
Hi gh : 0 0 bps
Queue: 1, Forwarding classes: adnin
Queued:
Packet s 298 0 pps
Byt es 41654 0 bps
Transmi tted:
Packet s 298 0 pps
Byt es : 41654 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 2, Forwarding cl asses: voip
Queued:
Packetss 4 0 pps
Byt es 416 0 bps
Tr ansni‘titied:
Packet s 4 0 pps
Byt es : 416 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi unt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
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Medi unt hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 3, Forwarding cl asses: network-control
Queued:
Packet s : 193 0 pps
Byt es : 2895 56 bps
Transm tted:
Packet s : 193 0 pps
Byt es : 2895 56 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 O pps
Medi um | ow 0 0 pps
Medi unmt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh 0 0 bps
H gh 0 0 bps
Step 6.5

Log in to the Sydney router and ping the IP address 172.17.24.1 (an IP address on ISP B's
network), sourcing the ping from your virtual router. You should use the t 0os argument to
manually set the ToS field to 160. (Thissargument sets the IP precedence bits 101, which are
associated with Queue 1 in the def aul t |IP precedence classifier.)

hongkong@ydney> pi ng routing-instance HongKong-vr tos 160 172.17.24.1
PING 172.17.24.1 (172.17.24,4)% 56 data bytes

64 bytes from 172.17.24.1:ficnp_seq=0 ttl =62 time=18. 797
64 bytes from 172. 17. 24. ienp_seq=1 ttl =62 tine=11. 753
64 bytes from 172. 17. 24. i cnp_seq=2 ttl =62 tine=20.175
64 bytes from 172. 17. 24. icnp_seq=3 ttl =62 tine=20.597
64 bytes from 172. 17..24. icnp_seq=4 ttl =62 tine=20.435
64 bytes from 172. 17. 24. icnp_seq=5 ttl =62 tine=40.271
~C

--- 172.17.24.2 ping statistics ---

6 packets transmitted, 6 packets received, 0% packet |oss
round-tri p.m n/avg/ max/ stddev = 11.753/22.005/40.271/8.726 ns

Step 6.6

CICICIC I

On your router, view the statistics on the interface to the service provider using the show
i nterfaces gueue command and compare it to the baseline statistics you recorded
earlier. You should see that the statistics for Queue 1 incremented.

| ab@ongKong> show i nterfaces queue se-1/0/0.101
Logi cal interface se-1/0/0.101 (I ndex 74) (SNWP iflndex 40)
Forwar di ng cl asses: 8 supported, 8 in use
Egress queues: 8 supported, 8 in use
Burst size: O
Queue: 0, Forwarding cl asses: best-effort

Queued:
Packet s : 147 0 pps
Byt es : 10006 0 bps

@ Class of Service (Detailed) ¢ Lab 7-19



Advanced Juniper Networks Routing in the Enterprise

Transni tted:

Packet s 147 0 pps
Byt es : 10006 0 bps
Tai | -dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi unt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped bytes 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh : 0 0 'bps
H gh : 0 0 bps
Queue: 1, Forwarding classes: adnin
Queued:
Packet s 304 0 pps
Byt es 42188 0 bps
Transm tted:
Packet s 304 0 pps
Byt es : 42188 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 2, Forwarding classes: ¢ voip
Queued:
Packet s 4 0 pps
Byt es 416 0 bps
Transm tted:
Packet s 4 0 pps
Byt es : 416 0 bps
Tai | - dr opped, packet s : 0 0 pps
RED- dropped packets 0 0 pps
Low 0 0 pps
Meditum.| - ow 0 0 pps
Meditunt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi unt hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 3, Forwarding cl asses: network-control
Queued:
Packet s 206 0 pps
Byt es 3090 0 bps
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Transnmitted:

Packet s
Byt es

Tai | - dropped packets :

RED- dr opped packets
Low

Medi um | ow

Medi unmt hi gh

Hi gh

RED- dr opped bytes
Low

Medi um | ow

Medi unmt hi gh

Hi gh

Step 6.7
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206
3090

o

[cNeoNoNeolololoNoNoNe

cNeoNoloNeoloNoNoNoNoNoNelNe]

pps
bps
pps
pps
pps
pps
pps
pps
bps
bps
bps
bps
bps

Log in to the Sydney router and ping the IP address 172.17.24.1 (an IP address on ISP B's
network), sourcing the ping from your virtual router. You should'use the t os argument to

manually set the ToS field to 32. (This argument séts the IP precedence bits 001, which are
associated with Queue 2 in the def aul t IP precedence classifier.)

hongkong@ydney> pi ng routing-instance HongKong-wr tos 32 172.17.24.1

PING 172.17.24.1 (172.17.24.1):

64
64
64
64
64
~"C

from172.
from172.
from172.
from172.
from172.

17.
17.
17.
17.
17.

24,
24.
24.
24.
24.

byt es
byt es
byt es
byt es
byt es

172.17.24.1 ping

Step 6.8

56 data bytes

statistics ---
5 packets transnmitted, 5 packets received,
round-trip mn/avg/ max/ st ddev =

0% packet
19. 183/ 20. 087/ 20. 709/ 0. 496 s

: icnp_seqg=0 tt|=62 time=19. 183 ns
icnp_seq=1 ttl'=62 tine=20.709 ns
icnp_seq=2 tth=62 tine=20.179 ns
i cnp_seq=3.ttl/=62 tine=20.182 ns
i cnp_seq=4.ttl =62 tine=20.180 ns

| oss

On your router, view the statistics on the interface to the service provider using the show
i nt er fraces=queue command and compare it to the baseline statistics you recorded
earlier. You should see that the statistics for Queue 2 incremented.

| ab@ongKong> show i nterfaces queue se-1/0/0.101

Logi cal
For war di ng ‘¢l asses:

i nterface se-1/0/0.101 (I ndex 74) (SNWP iflndex 40)
8 supported, 8 in use

Egress queues: 8 supported, 8 in use
Burst size: O
Queue: 0, Forwarding cl asses: best-effort
Queued:
Packet s 149 0 pps
Byt es 10139 0 bps
Transm tted:
Packet s 149 0 pps
Byt es : 10139 0 bps
Tai | - dr opped packets : 0 0 pps
RED- dr opped packet s 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
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Medi unt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi unt hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 1, Forwarding classes: adnin
Queued:
Packet s 304 0 pps
Byt es 42188 0 bps
Transm tted:
Packet s 304 0 pps
Byt es : 42188 0 bps
Tai | - dropped packets : 0 O=pps
RED- dr opped packet s 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi um hi gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 2, Forwarding classes: voip
Queued:
Packet s 9 0 pps
Byt es 861 0 bps
Transmi tted:
Packet s 9 0 pps
Byt es : 861 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
Medi um hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi umphi‘gh : 0 0 bps
Hi gh : 0 0 bps
Queue: 3,» Forwardi ng cl asses: network-control
Queued:
Packet s 210 0 pps
Byt es 3150 0 bps
Transnitted:
Packet s 210 0 pps
Byt es : 3150 0 bps
Tai | - dropped packets : 0 0 pps
RED- dr opped packets 0 0 pps
Low 0 0 pps
Medi um | ow 0 0 pps
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Medi unt hi gh 0 0 pps
Hi gh 0 0 pps
RED- dr opped byt es 0 0 bps
Low 0 0 bps
Medi um | ow 0 0 bps
Medi unt hi gh 0 0 bps
Hi gh 0 0 bps

Part 7: Configure Virtual Channels

In this part, you will configure virtual channels to control the traffic you send to:.the Internet.
You will configure one virtual channel for your VPN to Sydney and.one for all remaining traffic.

Step 7.1
Define a virtual channel named VPN- vc. Define a virtual channel named def aul t - vc.
| ab@ongKong> confi gure

Entering configurati on node

[edit]
| ab@ongKong# edit cl ass-of-service

[edit class-of-service]
| ab@ongKong# set virtual -channel s VPNavc

[edit class-of-service]
| ab@ongKong# set virtual -channel's default-vc

Step 7.2

Define a virtual channel group named wan- vc- gr oup. It should use the scheduler map
configured in Stép 2.3 for both the virtual channels. It should shape the VPN- vc virtual
channel to 384 kbps. It should use the def aul t - vc virtual channel as the default virtual
channel.

[edit cl ass-of-senvice]
| ab@ongKong# edit virtual -channel - groups wan-vc-group

[edit cl ass-o0f-service virtual -channel - groups wan-vc- group]
| ab@ongKong#,set VPN-vc schedul er-map cl assroom sched- map

[ edi t*iclass- of - servi ce virtual - channel - groups wan-vc- group]
lab@HongKong# set VPN-vc shapi ng-rate 384k

[ edit> cl ass-of -servi ce virtual -channel - groups wan-vc- group]
| ab@ongKong# set default-vc schedul er-map cl assroom sched- map

[edit class-of-service virtual - channel - groups wan-vc-group]
| ab@ongKong# set default-vc default

Step 7.3

Remove the scheduler map from the interface to your provider. Configure the router to use the
wan- vc- gr oup for this interface.
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[edit class-of-service virtual -channel -groups wan-vc-group]
| ab@ongKong# top edit class-of-service interfaces

[edit class-of-service interfaces]
| ab@ongKong# del ete se-1/0/0 unit 101 schedul er-nmap

[edit class-of-service interfaces]
| ab@ongKong# set se-1/0/0 unit 101 virtual -channel - group wan-vc-group

Step 7.4

Configure a firewall filter called choose- vc. Create a term that matches ESP and AH'traffic
with a source address of your router’s interface to ISP A and a destination address of your
partner router’s interface to ISP A. This term should accept this traffic and place' it in the
VPN- v virtual channel.

[edit class-of-service interfaces]
| ab@ongKong# top edit firewall famly inet filter choose-vc

[edit firewall famly inet filter choose-vc]
| ab@ongKong# set term VPN-traffic from source-address 172.17.39.18/32

[edit firewall famly inet filter choose-vc]
| ab@ongKong# set term VPN-traffic fromdestinati/on-address 172.17.39.22/32

[edit firewall famly inet filter choose-vc]
| ab@ongKong# set termVPN-traffic fromprotocol | esp ah ]

[edit firewall famly inet filter choose-yc]
| ab@ongKong# set term VPN-trafficithen accept

[edit firewall famly inet filterchoose-vc]
| ab@ongKong# set term VPN-traffic then virtual -channel VPN-vc

Step 7.5

Add a term to‘the choose- vc firewall filter that accepts all remaining traffic.

[edit firewall faml'y ifnet filter choose-vc]
| ab@ongKong# set termyaccept-all then accept

Step 7.6

Configure the router to use the choose- vc firewall filter as an output filter on the interface to
ISP:A..Commit your changes.

[edit firewall"fanmily inet filter choose-vc]
| ab@ongKong# top edit interfaces se-1/0/0 unit 101

[edit interfaces se-1/0/0 unit 101]
| ab@ongKong# set family inet filter output choose-vc

[edit interfaces se-1/0/0 unit 101]
| ab@ongKong# conmit and-quit
commit conplete

Exi ting configuration node
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Tell your instructor that you have completed Lab 7.
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Lab 8
Branch Office (Optional) (Detailed)

Overview

This optional lab will incorporate topics examined in the past several labs into a single,
comprehensive lab that incorporates Layer 3 services and CoSqsin ways they can be used for
branch-office connectivity. You will need to work with your partner group to complete this lab.
You can choose to do part, or all, of this lab. If you choose'to do.multiple portions of this lab,
you should plan transitions between the topologies.and.attempt to perform them with
minimum down time.

The Lab 8a diagram provides a diagram of branch-office connectivity using Frame Relay. You
should configure an IGP for internal connectivity and should configure the central site to
provide all Internet connectivity via NAT (using the router’s ISP address). You should also
configure CoS within the network.

The Lab 8b diagram provides a diagram of branch-office connectivity using VPNs. You should
configure an IGP for internal connectivity: You could initially configure all traffic between the
branch office and Internet to flow/over the VPN through the central site and then transition that
traffic to flow directly to the branchsoffice (split tunneling). You will again need to configure NAT
(using the router’s ISP address).

The Lab 8c diagram provides a diagram of branch-office connectivity using Layer 2 VPNs
backed up by IRSec VPNs. You should configure an IGP for internal connectivity and ensure
that the routers prefer the Layer 2 VPN when it is available. You should configure split
tunneling from each'site. You should also configure each site so that it can provide Internet
connectivityy(viaithe Layer 2 VPN) to the other site, in case its local Internet connection
becomes unavailable. You will again need to configure NAT (using the router’s ISP address).

® Branch Office (Optional) (Detailed) ¢ Lab 8-1
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The Internet in the Lab

ISP A
AS 65010

ISP B
AS 85020

NOTE: These ars all implemented as
virtual router routing instances on
Sydney. You can log in to Sydney
and use itasa route senver to examine
routing tables and executs ping and
traceroute for sach of these virtual
routers. See your lab guide for more
details

ISP G
AS 65030

onfidential

W junipernet

The Internet in the Lab

(master)

* Routing Table (*)
+|Interfaces

* Routing Protocols

isp-a
*Routing Table (i5p-a.*)
*Interfaces

+Routing Protocols

isp-b
*Routing Table (1sp-b.*)
¢Interfaces

*Routing Protocols

isp-c
*Routing Table (isp-c.*)
*|nterfaces

+Routing Protocols
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The Internet in the Lab

/

ping routing-instance isp-a

show route table isp-a
ISP &

AS 65010

15P G
traceroute routing-instance isp-a | AS65030

instructor@Sydney> show configuration routing-instances isp-a
instance-type virtual-router;
interface fe-2/0/1.15;
interface fe-2/0/1.16;
interface loD.1;
routing-options {
aggregate {
route 172.17.32.0/21;
¥
router-id 172.17.32.1;
autonomous-systen 65010;
i
protoceols {
bgp {
group full-route-customers |
neighbor 172.17.39.18 |
description "HongKeong to isp-a”;
peer—as 65108;

Proprigtary and Confidential  wwaw junipernet

Lab 1a: Policy

. - |

Loopback addresses: 10.14.y.2 P o m. Y ) & > y Pl e T

A5 B5109

AS 65030
ISP &

AS 65040

San Jose
lon:; 3.254,

Hong Kong

lo0: 8.1, 8254

.. ASB51DE

F ,Junlperw Lab Diagrams ¢ A-3
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Lab 1b: Policy

Serial addresses: 192.168.25x/30
London
lo0: 10.1, 10.254

Loopback addresses: 10.14.y.z

Amsterdam
lo0: 11.1, 11.254

Montreal

Frame Relay
Network

Sao Paulo

P

and Confidential  wua junipernet

10142487 /28

g AS00749

ISP A
&5 85010

237

All fe-2/0/1
YLAN 248
10.14.251 /28

Allfe-Z/0/1
HLAN 240
S 10.14.243%/23

ISPC
AS 85030

237

San Jose
wewiazsize) |

... HR5E5248

sseszan

ASB5252

Allfe-Z2/0/1
WLAM 252
10.14.2555/28
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Lab 3a: IGP Conversion

Interface addresses: 10240y (except as noted)
Loopback addresses: 192 168 25x/32

WLAM 101

Teoren

Fzotmnn !

Proprietary and Confidential

W jun

Lab 3b: IGP Conversion

Interface addresses: 10.14.0y (except as noted)
Loopback addresses: 192 168 25x/32

Area 3
10.1411.0/24

Areal
101480/24

se-1/00  pE/szg|

3
H

Juni

NETWORKS

per
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Lab 4a: CRTP

Interface addresses: 10240y (except as noted)
Loopback addresses: 192 168 25x/32

Areal
101480/24

Area 3
10.1411.0/24

Tl

se-1/00  0e/szg

VLAN OO0

Lab 4b: Multilink PPP

Interface addresses: 10240y (except as noted)
Loopback addresses: 192 168 25x/32

Areal
101480/24

Area 3
10.1411.0/24
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Lab 5a: Firewall Policy and NAT

Loopback addresses: 10.14y.z il -Ag 551170_""‘ - e g 5511'1"- .

G B5108

Montreal

AS 65030

AS 65010

_ASB5115 . The . asEE11A 4

v

Proprigtary and Confidential  wwaw junipernet

Lab 5b: Firewall Policy. and NAT

Fast Ethernet addresses: 1921682
Loopback addresses: 10.14.y.z

Hong Kong

X Values
Haong Kong=200
Tokyo=201
London=202
Amsterdam=203
Montreal=204
San Jose=200
Denver=206
Sao Paulo=207

Proprigtary ond Confidential  wwsw jun
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Lab 6: IPSec VPNs

Loopback addresses: 10.14y.2

VR Fast Ethernet addresses: 192.168x.2/24 Londan-vr
(See Lab Sb for more WR canfiguration.) L2 NPT LT

= S

Propri nd Confidential  wu junipernet

Lab 7: CoS

Loopback addresses: 10.14y.2
VR Fast Ethernet addresses: 192 168 x 2/24
iSee Lab Bb for mare WR configuration.)

Amsterdam-vr|
203.2, 203,254
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Lab 8a: Branch Office Connectivity

Fast Ethernet Addresses: 172.17x.y/29
Provider Gateway. 17217 x.2

Frame Relay -

Hong Kong (&

Router o0 VLAN (w) fe-2/0/1 (x.y) | Provider GW (x.z)
Serial Interface and DLCI
(Ses Lab 1b diagram for Hong Kong | 192.163.200.1,254 11 37.4 374
interface, DLCI, and IP Tokyo 192 168.2011, 254
address assignments.)
London 182.168.2021, .254 13 3r.az are

Amsterdam 1821682031, 254

Montreal 192.168.204.1, .254 15 37.20 3747
San Jose 1821682051, 254
Denver 192.1628.206.1, .254 17 37.28 37.25
Sao Paulo 18921682071, 254

ETWORKS
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