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PREFACE TO THE
THIRD EDITION

This book is an introduction to real-time systems. It is intended not as a cookbook,
but, rather, as a stimulus for thinking about hardware and software in a different
way. It is necessarily broader than deep. It is a survey book, designed to heighten
the reader’s awareness of real-time issues.

This book is the culmination of more than 20 years of building, studying, and
teaching real-time systems. The author’s travels have taken him to NASA, UPS,
Lockheed Martin, the Canadian and Australian Defense Forces, MIT’s Charles
Stark Draper Labs, and many other places. These visits and interactions with
literally hundreds of students from such places as Boeing, Motorola, and Siemens
have resulted in a wider understanding of real-time systems and particularly their
real application. This book is, in essence, a compendium of these experiences.
The author’s intent is to provide a practical framework for software engineers
to design and implement real-time systems. This approach is somewhat different
from that of other texts on the subject.

Because of the pragmatic approach, a few of the results and viewpoints pre-
sented book’s may be controversial. The author has adapted many of the formal
definitions from their traditional rigid form into words that are more compatible
with practical design. In many places theoretical treatments have been omitted
where they would have obscured applied results. In these cases, the reader is
referred to additional reading. This author is a great believer in research in this
area, and in many places has indicated where research needs to be done or is
being done.

Although the book may appear simplistic, it is subtly complex. Consider the
semaphore operators. They can be written with a minimum amount of code, yet
they are fraught with danger for the real-time designer. In the same way, this
book has a kind of Zen-like simplicity and complexity: a yin and a yang.

INTENDED AUDIENCE

This text is an introductory-level book intended for junior—senior level and grad-
uate computer science and electrical engineering students, and practicing software
engineers. It can be used as a graduate-level text if it is supplemented with an

xvii



Xviii PREFACE TO THE THIRD EDITION

advanced reader, such as one by the author [Laplante00]. This book is especially
useful in an industrial setting for new real-time systems designers who need to
get “up to speed” very quickly. This author has used earlier editions of this book
in this way to teach short courses for several clients.

The reader is assumed to have some experience in programming in one of the
more popular languages, but other than this, the prerequisites for this text are
minimal. Some familiarity with discrete mathematics is helpful in understanding
some of the formalizations, but it is not essential. A background in basic calculus
and probability theory will assist in the reading of Chapter 7.

PROGRAMMING LANGUAGES

Although there are certain “preferred” languages for real-time system design,
such as C, C++, Ada 95, and increasingly Java, many real-time systems are still
written in Fortran, assembly language, and even Visual BASIC. It would be unjust
to focus this book on one language, say C, when the theory should be language
independent. However, for uniformity of discussion, points are illustrated, as
appropriate, in generic assembly language and C. While the C code is not intended
to be ready-to-use, it can be easily adapted with a little tweaking for use in a
real system.

ORGANIZATION OF THE BOOK

Real-time software designers must be familiar with computer architecture and
organization, operating systems, software engineering, programming languages,
and compiler theory. The text provides an overview of these subjects from the
perspective of the real-time systems designer. Because this is a staggering task,
depth is occasionally sacrificed for breadth. Again, suggestions for additional
readings are provided where depth has been sacrificed.

The book is organized into chapters that are essentially self-contained. Thus,
the material can be rearranged or omitted, depending on the background and inter-
ests of the audience or instructor. Each chapter contains both easy and challenging
exercises that stimulate the reader to confront actual problems. The exercises,
however, cannot serve as a substitute for practical experience.

The first chapter provides an overview of the nature of real-time systems. Much
of the basic vocabulary relating to real-time systems is developed along with a
discussion of the challenges facing the real-time system designer. Finally, a brief
historical review is given. The purpose of this chapter is to foreshadow the rest
of the book as well as quickly acquaint the reader with pertinent terminology.

The second chapter presents a more detailed review of basic computer archi-
tecture concepts from the perspective of the real-time systems designer and some
basic concepts of electronics. Specifically, the impact of different architectural
features on real-time performance is discussed. The remainder of the chapter
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discusses different memory technologies, input/output techniques, and peripheral
support for real-time systems. The intent here is to increase the reader’s awareness
of the impact of the computer architecture on design considerations.

Chapter 3 provides the core elements of the text for those who are building
practical real-time systems. This chapter describes the three critical real-time
kernel services: scheduling/dispatching, intertask communication, and memory
management. It also covers special problems inherent in these designs, such as
deadlock and the priority inheritance problem. This chapter also highlights issues
in POSIX compliance of real-time kernels.

In Chapter 4, the nature of requirements engineering is discussed. Next, struc-
tured analysis and object-oriented analysis are discussed as paradigms for require-
ments writing. An extensive design case study is provided.

Chapter 5 surveys several commonly used design specification techniques used
in both structural and object-oriented design. Their applicability to real-time sys-
tems is emphasized throughout. No one technique is a silver bullet, and the reader
is encouraged to adopt his or her own formulation of specification techniques for
the given application. A design case study is also provided.

Chapter 6 begins with a discussion of the language features desirable in good
software engineering practice in general and real-time systems design in particu-
lar. A review of several of the most widely used languages in real-time systems
design, with respect to these features, follows. The intent is to provide criteria
for rating a language’s ability to support real-time systems and to alert the user
to the possible drawbacks of using each language in real-time applications.

Chapter 7 discusses several techniques for improving the response time of real-
time systems. Many of the ideas discussed in this chapter are well-known but
unwritten laws of programming. Some are compiler optimization techniques that
can be used to improve our code. Others are tricks that have been passed down
by word of mouth. This chapter can help wring out that extra bit of performance
from a critical system.

The final chapter discusses general software engineering considerations, includ-
ing the use of metrics and techniques for improving the fault-tolerance and
reliability of real-time systems. Later in the chapter, techniques for improving
reliability through rigorous testing are discussed. Systems integration is also dis-
cussed. The chapter also reviews some special techniques that are needed in
real-time systems.

While the difference between the first and second editions of this book is
incremental, the third edition is essentially a new book. During the intervening
eight years since the second edition, so many changes have taken place that more
than a face-lift was needed. Approximately 50% of the material from the previous
editions has been discarded and the remainder entirely rewritten. Hence, about
50% of the book is new material.

When this course is taught in a university setting, typically students are asked
to build a real-time multitasking system of their choice. Usually, it is a game on a
PC, but some students can be expected to build embedded hardware controllers of
surprising complexity. The author’s “assignment” to the reader would be to build
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such a game or simulation, using at least the coroutine model. The application
should be useful or at least pleasing, so some sort of a game is a good choice. The
project should take no more than 15 hours and cover all phases of the software
life-cycle model discussed in the text. Hence, those readers who have never built
a real-time system will have the benefit of the experience.

A NOTE ON REFERENCES

Real-Time Systems Engineering is based on more than 50 years of experience and
work by many individuals. Rather than clutter the text with endless citations for
the origin of each idea, the author chose to cite only the most key ideas where
the reader would want to seek out the source for further reading. Some of the text
is adapted from two other books written by the author on software engineering
and computer architecture [Laplante03c] [GilreathO3]. Where this has been done,
it is so noted. Note: In all cases where some sections of this text, particularly
the author’s own, appear as “adapted” or “paraphrased,” it means that the work
is being reprinted with both major and minor differences. However, rather than
confuse the issue with intermittent quotation marks for verbatim text, the reader
should attribute all ideas to cited authors from the point where the usage is
noted to the ending reference. This author, however, retains responsibility for
any errors. In all cases, permission to reprint this material has been obtained.

Many good theoretical treatments of real-time systems exist, and they are
noted where applicable. However, these books are sometimes too theoretical for
practicing software engineers and students who are often too impatient to wade
through the derivations for the resultant payoff. These readers want results that
they can use now in the trenches, and they want to see how they can be used,
not just know that they exist. In this text, an attempt is made to distill the best
of the theoretical results, combined with practical experience to provide a toolkit
for the real-time designer.

This book contains an extensive bibliography. Where verbatim phrases were
used or where a figure came from another source, the author tried to cite it
appropriately. However, if any sources were inadvertently overlooked, the author
wishes to correct the error. In addition, in a book of this magnitude and com-
plexity, errors are bound to occur. Please notify the author if you find any errors
of omission, commission, citation, and so on by email, at plaplante @psu.edu and
they will be corrected at the next possible opportunity.
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BASIC REAL-TIME
CONCEPTS

Consider a system in which data need to be processed at a regular and timely rate.
For example, an aircraft uses a sequence of accelerometer pulses to determine its
position. In addition, systems other than aeronautic ones require a rapid response
to events that occur at nonregular rates, such as an overtemperature failure in
a nuclear plant. In some sense it is understood that these events require real-
time processing.

Now consider a situation in which a passenger approaches an airline reservation
counter to pick up his ticket for a certain flight from New York to Boston, which
is leaving in 5 minutes. The reservation clerk enters the appropriate information
into the computer and a few seconds later a boarding pass is generated. Is this a
real-time system?

Indeed, all three systems — aircraft, nuclear plant, and airline reservations — are
real-time because they must process information within a specified interval or risk
system failure. Although these examples provide an intuitive definition of a real-
time system, it is necessary to clearly define when a system is real-time and
when it is not. This chapter answers the preceding questions, defines a number
of terms, and introduces issues that are examined further later.

1.1 TERMINOLOGY

The fundamental definitions of real-time systems engineering can vary depending
on the resource consulted. The following definitions have been collected and
refined to the smallest common subset of agreement to form the vocabulary of
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2 1 BASIC REAL-TIME CONCEPTS

this text. Moreover, these definitions are presented in a form that is intended to
be most useful to the practicing engineer, as opposed to the theorist.

1.1.1 Systems Concepts

The hardware of the general-purpose computer solves problems by repeated
execution of macroinstructions, collectively known as software. Software is tra-
ditionally divided into system programs and application programs.

System programs consist of software that interfaces with the underlying com-
puter hardware, such as schedulers, device drivers, dispatchers, and programs that
act as tools for the development of application programs. These tools include
compilers, which translate high-order language programs into assembly code;
assemblers, which translate the assembly language into a special binary format
called object or machine code; and linkers, which prepare the object code for exe-
cution. An operating system is a specialized collection of system programs that
manage the physical resources of the computer. As such, a real-time operating
system is a systems program.

Application programs are programs written to solve specific problems, such
as payroll preparation, inventory, and navigation. Certain design considerations
play a role in the design of certain systems programs and application software
intended to run in real-time environments.

The notion of a “system” is central to software engineering, and indeed to all
engineering, and warrants formalization.

Definition: A system is a mapping of a set of inputs into a set of outputs.

When the internal details of the system are not of interest, the mapping function
can be considered as a black box with one or more inputs entering and one or
more outputs exiting the system (see Figure 1.1).

Every real-world entity, whether synthetic or occurring naturally, can be mod-
eled as a system. In computing systems, the inputs represent digital data from
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Figure 1.1 A system with n inputs and m outputs.
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hardware devices and other software systems. The inputs are often associated
with sensors, cameras, and other devices that provide analog inputs, which are
converted to digital data, or provide direct digital input. The digital output of the
computer system can be converted to analog outputs to control external hardware
devices such as actuators and displays (Figure 1.2).

Modeling a real-time system, as in Figure 1.2, is somewhat different from
the more traditional model of the real-time system as a sequence of jobs to
be scheduled and performance to be predicted, which is very similar to that
shown in Figure 1.3. The latter view is simplistic in that it ignores the fact that
the input sources and hardware under control are complex. Moreover, there are
other, sweeping software engineering considerations that are hidden by the model
shown in Figure 1.3.

o ,/

@ Camera Input Display Data
— —
Sensor 1
Sensor 2
Computer Control Signal 1
System —

Control Signal 2
—

o
o
L[]

Control Signal n
—

Sensor n

Figure 1.2 Typical real-time control system including inputs from sensors and imaging devices
and producing control signals and display information [Laplante03b].

Job 1
Job 2
Schedule
Computer ’
° System
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Job n

Figure 1.3 A classic representation of a real-time system as a sequence of jobs to be
scheduled.
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Look again at to the model of a real-time system shown in Figure 1.2. Note
that in its realization there is some delay between presentation of the inputs
(stimulus) and appearance of the outputs (response). This fact can be formalized
as follows:

Definition: The time between the presentation of a set of inputs to a sys-
tem (stimulus) and the realization of the required behavior (response),
including the availability of all associated outputs, is called the response
time of the system.

How fast the response time needs to be depends on the purpose of the system.

1.1.2 Real-Time Definitions

The previous definitions set the stage for a formal definition of a real-time system.

Definition: A real-time system is a system that must satisfy explicit
(bounded) response-time constraints or risk severe consequences,
including failure.

What is a “failed” system? In the case of the space shuttle or a nuclear plant,
it is painfully obvious when a failure has occurred. For other systems, such as
an automatic bank teller machine, the notion of failure is less clear. For now,
failure will be defined as the “inability of the system to perform according to
system specification,” or, more formally:

Definition: A failed system is a system that cannot satisfy one or more of
the requirements stipulated in the formal system specification.

Because of this definition of failure, precise specification of the system oper-
ating criteria, including timing constraints, is important. This matter is dis-
cussed later.

Various other definitions exist for real-time, depending on which source is
consulted. Nonetheless, the common theme among all definitions is that the sys-
tem must satisfy deadline constraints in order to be correct. For example, an
alternative definition might be:

Definition: A real-time system is one whose logical correctness is based
on both the correctness of the outputs and their timeliness.
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In any case, note that by making unnecessary the notion of timeliness, every
system becomes a real-time system.

Real-time systems are often reactive or embedded systems. Reactive systems
are those in which scheduling is driven by ongoing interaction with their envi-
ronment; for example, a fire-control system reacts to buttons pressed by a pilot.
Embedded systems are those that are found in a system that is not itself a
computer. For example, a modern automobile contains many embedded com-
puters that control fuel injection, airbag deployment, braking, climate control,
and so forth. Today, many household items such as televisions, stereos, washing
machines, even toys contain embedded computers. It is clear that sophisticated
systems such as aircraft, spacecraft, and industrial machines must contain many
embedded, reactive computer systems.

The three systems mentioned earlier satisfy the criteria for a real-time system
precisely. An aircraft must process accelerometer data within a certain period that
depends on the specifications of the aircraft; for example, every 10 milliseconds.
Failure to do so could result in a false position or velocity indication and cause
the aircraft to go off-course at best or crash at worst. For a nuclear reactor thermal
problem, failure to respond swiftly could result in a meltdown. Finally, an airline
reservation system must be able to handle a surge of passenger requests within
the passenger’s perception of a reasonable time (or before the flights leave the
gate). In short, a system does not have to process data in microseconds to be
considered real-time; it must simply have response times that are constrained.

1.1.2.1 When Is a System Real-Time? It can be argued that all practical
systems are real-time systems. Even a batch-oriented system — for example, grade
processing at the end of a semester or a bimonthly payroll run — is real